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AHHOTALIUA

JlaHHBI TOKYMEHT COIEP)KUT OCHOBHBIC IpaBWJIA, CBSI3aHHBIE C AIKCIUTyaTalllei ammaparHo-
MPOrpaMMHOTO KoMmruiekca «CpencTBO KpUNTOrpaduyecKoi 3amuThl HHOOPMALUA CUCTEMBI KPHUIITO-
rpaduuecKoil aBTOPU3AIMK IEKTPOHHBIX NOKyMeHTOB «Bammmata CSP» Bepcust 5.0 (cokpameHHO —
AIIK CK3U «Bamumara CSP» Bepcus 5.0), B TOM 4HCIie, PEKOMEHIAIMH 10 Pa3MEIIEHUI0 TEXHUIECKHX
CPEICTB, PEKOMEHJAIMN O MPUMEHEHHUIO CPEJICTB 3allUThl MHPOPMAIMK OT HECAaHKIIMOHUPOBAHHOTO
noctyna (C3U or HCJI), pekoMeHIAIMK 110 BEACHHUIO KYPHAJIOB, PEKOMEHIAIUU 110 00CCIICUCHHIO MH-
(hopMaImoHHON OE30MaCHOCTH.

Ilpumeuanue — danee no mexcmy 6yoem npumenamocs coxpawerue: CK3U «Banuoama CSP».

JlaHHBII TOKYMEHT SBISI€TCA PYKOBOACTBOM mo ucnonb3oBaHuio CK3U «Bammpara CSP» u
MpeHa3HaueH I CUCTEMHBIX aJMUHUCTPATOPOB U aAMHUHHUCTPATOPOB UH(POPMAITMOHHON O€30MacCHOCTH
U MOXET CIIY’)KHTh OCHOBOW Il pa3pabOTKU WHCTPYKIUU aJIMUHUCTpaTopaM HH(OpManHoHHONW Oe3-
OMACHOCTH M IIOJIb30BATENISIM aBTOMATU3MPOBAHHBIX opraHusanuii, ucnons3yromux CK3U «Banmnarta
CSPy». Ilepen uTeHHMEM HACTOAIIETO OMHCAHMS HEOOXOIMMO O3HAKOMHUTHCS C IKCIUTyaTallMOHHBIMU J10-
kymentamu CK3U «Banunara CSP», npuBenennsimu B pasnene «KommiektHocts» BAMB-00060-05 30
01 AIIK CK3U «Bamunata CSP» Bepcus 5.0.@opmyssip.
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1 OCHOBHBIE TEXHUYECKHUE JAHHBIE U XAPAKTEPUCTUKU

Haznauenue amnmapatHo-mporpamMmmHoro komiuiekca «CpencTtBo KpunTorpaduyeckoil 3aiuThl
nH(OPMAIIMKA CUCTEMBI KPUNITOTpapUIeCKON aBTOPH3AIMH AIEKTPOHHBIX JOKyMeHTOB «Bamumata CSPy
Bepeust 5.0 BAMB.00060-05: obGecnieuriBaeMblii ypOBeHb 3alllUThI; orniepaiontbie cucteMsl (OC), B cpe-
ne kotopeix padotaet AIIK CK3U «Bamugara CSPy» Bepcus 5.0; peanusyembie alrOpuTMbl U (QyHKIINH;
THITBI KJIFOUEBBIX HOCUTENICH U pa3Mephl Kirtouell npuBeneHsl B qokymenTe «BAMbB.00060-05 30 01 AIIK

CK3U «Banmunata CSP» Bepcus 5.0.Dopmymsp».

1.1 Tunsl padounx kawueid CK3U «Baaugara CSP»

1.1.1  Tlonsarue xmoua CK3U «Bamunara CSPy» Bepcus 5.0

JU1s MOHMMAaHUs HACTOALIEro pasjiesia He0OX0AUMO UMETh B BUJY, UTO IOJ «KJIIOUOM» B JOKY-
meHTanuu CK3U «Banunata CSP» nonumaetcs Bes kitoueBast HH(GOpMaIMsl, 3anKcbiBacMasl Ha KJIrode-
BOI HOCUTENb. DTa HH(pOpMALUs IIPEJICTABISIET COO0N HEKOTOPYIO CTPYKTYPY JaHHBIX, COAEPIKAILYIO KaK
COOCTBEHHO KIIIOYM eKTpoHHOM moxnucu (DI1) w/umu mudpoBanus (T.e. KIOYU B GOpMaTe KPUITO-
rpadMuecKux CTaHIapTOB, COCTOALIME U3 32 GalWTOB), TaK U COMYTCTBYIOLIYIO UM MH(pOPMALHIO, TAKYIO
KaK MJIeHTH()UKATOPHI aJITOPUTMOB, KIIFOUM 3aILUTHI KIOYeld, MIMUTOBCTABKH, a TakKe HH(POPMALIUIO, He-
00X0MMYIO JIJISt UACHTU(DUKAIIMY U ayTeHTU(UKAIINY TTOJIH30BaTENs — BIIaI€IbIIa KIIFOYEBOTO HOCHUTEIIS.

Janee xirouM, MOHMMaeMble Kak BCS COBOKYIMHOCTb KJIIOUEBOW MHGpopManuu, Oyaem MpojoJi-
’aTh Ha3bpIBaTh MpocTo kitoyamu win «kimodamu CK3U «Bamunata CSPy»». CoberBenno kimtoun OI1 u
mudpoBaHus OyneM Ha3bIBaTh «KKPUNTOrpapuuecKUMHU KJIIOYaAMMI».

Bce kpunrorpaduueckue ximroun CK3U «Banunata CSPy SBISIIOTCS OAMHOYHBIMU KJIKYAMM .

OAMHOYHBIM KJIIOYOM HAa3bIBAETCS KIIOY, COAEpXAIUUW OJUH KpunTorpagpuueckuil Kirod, siB-
JstroIecs Wiy kpunrtorpapudeckuM kiarodom D11, wim kpunrorpadguyeckuM KiI04oM mudpoBaHus, WiIH
TEM U JIPYTUM OJHOBPEMEHHO.

Taxxe OyneM pa3nuyaTh OAUHAPHbIE U HEOAUHAPHbIE KIIIOUH.

OauHApPHBIMM KJTIOYaMU HA3bIBAIOTCS KIIIOYH, CYLIECTBYIOIINE B BHUJIE OJTHOTO €IMHCTBEHHOTO
KOMIIOHEHTA, XPaHs;IIErocst Ha OJHOM KJIFOUEBOM HOCHUTEIIE U COJAEepKaIlero BClo nHpopMaIuoo, Heooxo-
JTUMYIO JUTS (PYHKITMOHUPOBAHUS KITIOYA.

HeoanHapHbIMH KIIOYaMM Ha3bIBAIOTCS KIJIIOYHM, CYIIECTBYIOIIME B BHU/IE HECKOJIBKHX KOMIIO-

HEHTOB, KOKIBIA U3 KOTOPBIX XPAHUTCS HA OT/ICITHHOM KITFOUCBOM HOCHTEIIE.
1.1.2  Tunst onunapubeix kimoueit CK3U «Banmunata CSPy» Bepeus 5.0

CK3H «Banmunara CSP» nonnepuBaeT ciaeayouue TUIIbl OJUHAPHBIX KIIIOYE:
a) Tun 1. OAMHOYHBIN KITIOY, cojaep aniuii kpunrorpadudeckuit kimou D11, mpenHazHaYCHHBIHA

it uicnioiib3oBadus B anroputme Jl1, coorBercTBytomeM ['OCT P 34.10-2001 «MudpopmanrionHast Tex-
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Honorusa. Kpunrorpadpudeckas 3amura nadopmanuu. [Iporeccs popmupoBaHus U IpOBEPKH 3IEKTPOH-
HOU 1TU(POBOM MOIITUCHY;

0) THI 2. OAMHOYHBINA KJIIOY, COACPKAIINNA KpUNTOrpahuIeCKUid K04, OJHOBPEMEHHO SIBIISIIO-
muiicss Kpunrorpadguueckum kmodoMm OIl W KpunrorpaguyueckuM KIIOYOM MIH(POBaHUSA, NpEAHA3HA-
YEHHBIN 117151 ucnosib3oBanus B anroput™e DI1, coorBercTByromem ['OCT P 34.10-2001 (crangapt OI1), u
B ainroputMme mmdpoBanus, coorBerctByromeM ['OCT 28147 — 89 «Cucrembl 00paboTKH MHGOPMAIIIH.
3amura kpunrorpaduyeckas. AITOPUTM KPUITOTpahuIecKoro mpeoopa3oBaHMs».

Ilpumeuanue - B 0boux yxazanuvix vluie K0uax udeHmuguxamopvi areopummos I u wiug-
posanusi coomeemcmayrom pexomenoayusm RFC 4357 u mem camvim obecnewusarom coemecmumocms
co cpeocmeamu O u wugposanus, cozoannvimu opyaumu eedywumu pazpabomyuxamu CK3U (Kpunmo
IIpo u opyeumu). Taxue knrouu 6yoem Ha3vieams KAO4amMu 00uiell cO8MeCmumMocmu;

B) TN 3: OJJMHOYHBIN KITOY, cojepaiuii Kkpunrorpadudeckuit kiod I, npenHasHaueHHbIH
s uenonbs3zoBanus B anropurMe DII, coorBerctBytomem ['OCT P 34.10 - 2012 MuadopmanmonHas Tex-
nonorusa. Kpunrorpadudeckas 3amura nndopmanuu. [Ipoueccsl hopMupoBaHUs U IPOBEPKHU IIEKTPOH-
HOM 1TU(POBOM MTOIITUCHY;

r) THI 4 OMHOYHBIN KITFOY, COJACPIKALIMA KPUIITOrpapUIECKUN KITF0Y, OJHOBPEMEHHO SIBJISIO-
mumiicss kKpunrorpadguyeckum kimodoM Ol m kpunrorpaduyeckuM KitodoM mmdpoBaHUs, MperHa3Ha-
YeHHBIN U1 ucnoib3oBanus B anroputme D11, coorBercTBytomeM ['OCT P 34.10 - 2012 (crangapt OII),
u B anroputMme mudposanus, coorserctByroniem ['OCT 28147 — 89.

Ipumeyanue - B knrouax munos 3 u 4 uoenmughuxamopul ancopummos 11 u wugposanus co-
omeemcmeyiom pekomenoayusam Texnuueckozo komumema no cmanoapmuszayuu "Kpunmoepaghuueckas
sawuma ungopmayuu" (TK 26), mem camvim OanHwlil K104 obecneyusaent.

- MCIIOJIb30BaHMUE B aJITOPUTMAaX, COOTBETCTBYIOLIMX HOBBIM POCCHICKHM KpUNTOrpadUuyecKuM
crangaptam 2012 rona;

- COBMECTHMOCTB co cpenactBamu DIl u mmdpoBanus, co31aHHBIMU APYTUMH BEAYIIUMH pa3pa-
oorunkamu CK3U «Bamumara CSPy».

Taxoii ki1r04 Takke Oy/eM Ha3bIBaTh KJIOYOM 001Ieii COBMECTHUMOCTH.
1.1.3  Twumns! HeoquHapHbIX Kiodeit CK3U «Bamuaara CSP» Bepcus 5.0

Kpome ogmnapubsix kimtoueit CK3U «Bamumata CSP» momnep:xuBaeT 1Ba 0COOBIX THIIA HEOIH-
HAapHBIX KIIIOYEH:

- mou B hopmare «3 U3 6», co31aBaeMblil U 3arpyKaeMbIil TI0 cXeMe pa3IeNieHus CeKpeTa «3
ns3 6y,

- o4 B hopmare «2 U3 3», CO3/1aBaeMbIil M 3arpy>KaeMbIil TI0 CXeMe pa3JIeJICHUS CeKpeTa «2

u3 3».
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Kuntoun, rucnosnb3yeMble Mo cXxeMaM pa3elieHUs] CEeKpeTa, MpeaHa3HaYeHbl ISl UCTOJIb30BAHUS B
Ka4eCTBE JOTIOJHUTEILHON MEphl, 00€CTICUNBAIOIIEH YCTOMYMBOCTh KIIFOUEBOM CHCTEMBI K KOMIIPOMETa-
LIUSIM.

Cxema pasnerneHust cekpera «3 u3 6y MpeACTaBIIsIeT U3 cedsl cleayromiee:

a) peanbHO uHcnonb3yembri kimod DIl wnm mudpoBanus (Ha3pIBaEMbBIA KIHOUOM-CEKPETOM)
MPEACTABIISIETCS B BUJIE 6-TH KOMIIOHEHTOB (Ha3bIBAEMBIX KITIOUaMHU-TOJIIMH CEKPETA);

0) nmporueaypa pa3aesieHHs KI04a-CeKpeTa BhIOJIHIETCS B COOTBETCTBUU C MAaTEMAaTUYECKUM aJl-
TOPUTMOM, OOECTICUHNBAIOIINM CIICTYIOIIHE CBONCTBA!

- IS 3arpy3KH KJIFOYa-CeKpeTa HeOOXOAMMO M JIOCTAaTOYHO HAJIMYMs JHOOBIX TPeX KIIFOYeH-
JI0JIEH CeKpeTa;

- HHUKakKWe JiBa KJII04a-J0JId CEKpeTa He Jal0T 3HaHUs KJIK0Ya-CeKpeTa.

B) KJIFOYM JOJHU-CEKPETa 3alUCHIBAIOTCA Ha KIIFOUEBBIC HOCUTEH, KaXKJask J10JIsi HA CBOM HOCH-
TEJNb;

T) AJis 3arpy3Kd B MaMSTh KJIIOYa-CEKpeTa HeOOXOAMMO 3arpy3uTh B MaMsTh KIOYEBYIO HHGDOP-
MAIIHIO C JIFOOBIX TPEX HOCUTENIEH KITFOUeH-I0JIeH ceKpeTa.

VYka3aHHbIE BBILIE CBOICTBA 03HAYAIOT, YTO KJIIOUU GopmaTa «3 U3 6» 00eCreunBaoT ycToiuu-
BOCTb K JIBYM KOMIIPOMETAIHSM.

AHaJOTHYHBIM 00pa3oM, cxema paslieleHus cekpera «2 u3 3» mpeacTaBiseT u3 ceds cieayro-
1ee:

a) KITI0Y-CEKPET MPEACTaBISIETCS B BUIE 3-X KITIOUEH-/10JIel CeKpeTa;

0) mpoueaypa paseneHus Kitoya-ceKkpera o0ecreynBaeT cae1yIoniie CBONCTRa:

- JUIA 3arpy3Kd KJIIOYa-CeKpeTa HEOOXOAMMO U JIOCTAaTOUYHO HAIUYUS JIOOBIX JIBYX KIIIOUEH-
JIOJIEN CEKpeTa;

- HUKaKOW OJMH KJIKOY-A0JIA CEKpeTa He NAa€T 3HAHMS KIII04Ya-CEeKpeTa.

B) st 3arpy3ku B maMsTh KII04a-CeKpeTa HEOOXO0IMMO 3arpy3uTh B TaMsATh KITIOUEBYI0 HHPOP-
MAITUIO C JIFOOBIX JBYX HOCUTENEH KIItouei-10/1ei cekpeTa.

Yka3aHHBIE BBIIIE CBOMCTBA 03HAYAIOT, YTO KIOUM opmaTa «2 u3 3» 00eCneunBarOT yCTONIH-
BOCTb K OJTHOM KOMITPOMETAIIUH.

Kiroun ¢opmata «2 13 3» MOTYT HCTIONB30BaThCsl Kak KpaTkocpounble kiroun CK3U «Banuaara
CSP» (kmroum co cpokoM a0 15-tu mecsiies).

Kak ximroun-cekpersl, Tak U KIOYu-A0au cekpera B pokyMeHtaunn CK3U «Bamupata CSP»

Ha3BIBAIOTCS KIIFOUaMu GopMmara «3 u3 6y (mim kirodamu Gopmara «2 u3 3»).
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1.1.4  Kirouu 3amuTel

Knrouamu 3ammtel HazeiBatoTcs ucnonbiyembie B [10 CK3U «Banuaata CSP» cuMMmeTpudHbie
KITIOYH, TPeHA3HAYCHHBIC [T 3aIIUTHI (MIOCPEICTBOM MUGPOBAHUS) APYTUX KIH0YeH (pabounx KiltoueH,

KJIroueH narymka ciydaineix gucen (JJCH), a Taxoke Apyrux KIrOUeH 3aliuThl).
1.1.5 TlaponabHBIH KIHOY

[TaponbHBINA KITFOY — CHMMETPHUYHBIM KIIIOY, HA KOTOPOM 3allu(pPOBBIBAIOTCA KIIIOUM 3aLIUTHI
IIPY XpaHEHUU MX Ha HOocuTese. JIaHHBIN KITF0Y MPECTaBIIsIeT COOOM XAII-3HAYSHHUE MapoJs, 3allUIaro-
IIETO JIOCTYN K HOCHTENIO KJII04eBOH MHpOpMmanuu aboHeHTa. [laponbHbIi KIII0Y HE 3alMChIBAETCS Ha
KJII04eBOM HocuTenb. B mamsitu OBM oH cyliecTByeT TOJBKO IPH BBITOJIHEHUH MPOLIEAYPHI 3arpy3Ku
KIIFOUel B TeUEHUE BPEMEHH, HEOOXOIUMOro AJsl paciid@poBaHus KItOUYeH 3amuThl pabouux KIFOUeH.
[Tocne BbIMOMHEHUS! CBOECH (DYHKIIMU MApOJIBHBIA KIIIOY 3aTHPAETCS CIYYalHOM MOCIeI0BATEIbHOCTHIO.
[IpoBepka mapoirst OCyLIECTBISAETCS ¢ UCIOIb30BAHUEM CIIEHUAIBHOTO KOHTPOJIBHOTO 3HAYEHUS, 3aIIUChI-
BaeMOT0 B KJIFOUEBOH KOHTEHHED M MPEACTABIISIONIEIO COO0H MBAXKIBI IPOXIMIUPOBAHHBIN MAPOIIb (X3III-
3HaYeHHUE OT XdII-3HadeHus naposs). [laponbHas 3amuTa ycraHaBIMBAeTCsl UM HE YCTaHABIMBAETCS IO
BBIOOPY MMOJIb30BATENs IPH reHepanuu kinrode. [Ipu Hauymum naposbHOM 3alUThl IPU BBOJE KITIOYA 3a-

MPAIINBACTCS TAPOJIb.
1.1.6  MmeHa KJIFOYEBBIX KOHTEHHEPOB

Kaxnomy koHTeifHepy B mpoliecce TeHepalnuy Kiroya MPHCBauBaeTCsl YHHUKAIBHOE HMS, OTOX-
JECTBIIIEMOE ¢ UMEeHeM Kitoda. Mms kmoda, ucnons3dyemoe 110 CK3U «Banunara CSP», npencrasnser
c000# CTPOKY MEYaTHBIX CHMBOJIOB, 3aKaHYMBAIOIIYIOCS HYJIEM M HE MPEBBIMIAONIY0 64 cuMBOJOB). B
HMMEHH KITI0Ya HEe MOXET Ucnoib3oBarhes cumBod '\ (backslash). mena kirodei HeUyBCTBUTEIBHBI K Pe-
ructpy (case insensitive).

Hapsiny ¢ 0OBIYHBIM MMEHEM KJIFOYa MCTOJB3YeTCsl YHHKAIbHOE UMS KIIF0Ya, TPECTaBISIoNnIee
c000# CTPOKY MEUaTHBIX CUMBOJIOB, 3aKaHUMBAMOLIYIOCS HYJIEM M HE TPEBBIIIAIOIIYIO JIHHON 256 CUM-
BOJIOB. YHUKAJILHOE MMs KJIF0Ya JIOJDKHO COJEPXKAaTh B ce0e MCUEPIBIBAIOIIYIO HHPOPMAIHIO O €r0 Me-
CTOHAXOXXJCHUU M CIOCO0e JAOCTyNa K Hemy. 3Hasi YHHKaJIbHOE MMS, CYUTHIBATEINb JOJDKEH UMETh BO3-
MOHOCTB 0€3 JIOTIOJHUTEILHOTO B3aUMOICHCTBHUS C TIOJIB30BATENIEM JINOO HAWTH KIIIOY, THOO YI0CTOBE-
PHTBCS, YTO KJIFOY OTCYTCTBYeT. DOpMaT YHUKAIHHOTO HMEHH MOJHOCTHIO HEe (pOpMATU30BaH M OCTABJICH
HAa YCMOTPEHHE CYUTHIBATENsI, HO 005A3aTEIbHO JODKCH HAYMHATHCS C IBYX UQP, 00pa3yroIux HOMEp
CUUTHIBATEIIS, COMPOBOKAAIONINXCS CUMBOJIOM ' ' (MOMYEPKUBAHUE) U 00S3aTENILHO JOJDKEH 3aKaH4H-
Bathcst cumBosioM '\' (backslash), compoBokaarormmmMcss UMEHEM KiTto4a (HE YHUKAIbHBIM). Tak, Harpu-
Mep, CUMTHIBATEb C HOCUTENS [UIs KJIFoYa ¢ UMEHEM Keyname MOKET CO3[aTh CICIyIolee YHHUKATbHOS

UM

02_ REMOVABLE_G:\ 3299AFF1\keyname,
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rae:

02 — HOMEp cUMTHIBATEIS,

removable — BHyTpeHHSIsI CUTHATYpa,

G: - UM HOCHTETHA,

3299-AFF1 — cepuiinpiiit HOMEp HOCUTENS.

B pexume coBmectumoctu ¢ CK3U «Bammmara CSP» nmMeHeM KOHTeiiHepa SBISIETCS HOMEP
KJIIOYa.

B nmanHOM pekume uaeHTH(UKAINS TTOJIb30BaTENCH IPOU3BOIUTCS B CETH, UCToNb3ytomei D11,
U B CETH, UCIONb3yIollel mudpoBanue. B kaxaoi u3 3tux cereil HASHTUPUKATOPOM IOJIH30BATENS SIB-
nsieTcst uneHTuuKaTop (Ui, mo-Apyromy, HOJHBIM HOMEP) COOTBETCTBYIOMIEro kiroua JII.

Howmep kimroua mudposanus umeer Bua XXXXSSSSSS, rae mo6oii cumMBon X MOXKET MPUHH-
MaTh J1I000e 3HaYeHHE 13 MHOXecTBa udp ot 0 10 9, moOol U3 CUMBOJIOB S MOXKET NMIPUHUMATH JIF000€
3HaueHne u3 MHOXxecTBa Udp ot 0 10 9 u u3 mHOkecTBa {A...Z} Bcex 26-TH 3arjaBHBIX OYKB JIATHH-
ckoro andasura, {YY} = {01}.

Howmep xmroua D11 umeet Bug XXXXSSSSSSYY, rone XXXXSSSSSS — nomep xiroua mudpo-
Banus, YY = 01. Takum oOpazom, Homepa kimtouedt D1 u mmdpoBaHus UMEIOT OAHY U Ty K€ OOIIYIO
gacTb XXXXSSSSSS, napa YY B Homepe kitoua O1I cinyxut npusHakom kiroua Jl1.

Yucno pa3nuyHbBIX HOMEPOB Kitoueil mmdpoBanus (1 To ke camoe — kmoueid OI1) B pexume

comectumocti co CKAJI «Curratypa 5» cocrasisier Bemmuuny 10 * 26° ~ 3.09*10%,
1.1.7  ®opmupoBaHue Kirodeu

@®opmupoBaHue KIHOYEH TOJb30BaTEN MPOU3BOJUTCS €  MCIONb30BaHUEM  (QYHKIUU
CryptGenKey, nmpu stom aomkeH ObiTh ykasaH TpeOyembiit Tun kimtoda: AT KEYEXCHANGE wumu
AT_SIGNATURE.

Tun KIH04eBOro HOCUTENSA, Ha KOTOPBIM 3aIMCBHIBAETCSl CO3AaBaeMbli KIIIOY, 3aJaeTcs JIMOo 1o
yMoT4aHuIO ¢ ucnoiab3oBanueM Koudurypammonnoit nporpammsl 110 CK3U «Bamumara CSPy», nub6o,
€CIIM YCTaHOBKH I10 YMOJIYaHMIO HE C/EaHbl, BEBIOMpPAETCs MOJIb30BaTeIeM B JIMATIOTOBOM OKHE IPU BbI-
nonuenuu ¢pyukiun CryptGenKey.

dopmupoBaHue K1Y BO3MOXKHO, €CITH:

— koutekcT 110 CK3U «Bamunata CSP» otkpeiT ¢yHkuueir CPAcquireContext ¢ ¢marom
CRYPT NEWKEYSET u HecyllecTBYIOIIMM HMEHEM KJIIOYEBOIO0 KOHTEHHepa, crnenuUINpOBaHHBIM
napameTpom pszContainer;

— xoHTekcT 1O CK3U «Bammmara CSP» otkpeiT pynkuueir CPAcquireContext ykazanuem

paHee CO3JaHHOI'O KIIFOUCBOI'O KOHTeﬁHepa, CHCI_II/I(bI/II_II/IpOBaHHOFO napamMeTpomM pszContainer.



10
BAMB.00060-05 93 01

1.1.8  XpaneHue KIHOUYEBBIX HOCUTENCH

KiroueBbie HOCUTENM ClEAyeT XpaHUTh B HAAEKHBIX METAUIMYECKHX XpaHWIUIIAX, 000pyo-
BaHHBIX MPUCTIOCOOJICHUSMH JIJISl OTIEYaThIBAHUS U BHYTPEHHUMHU 3aMKaMHU C IBYMsI 9K3EMIUISIPaMHU KITIO-
4yel. BTopble 3K3eMIULIPHl KIIOYEH JOJDKHBI XPaHUTLCSA y PYKOBOAMTEIA, KOTOPBIA HE JOJDKEH HUMETh
IpaBa ONeYaThIBaHUS XpaHWIUIIA KItoueBoil nHdopmanuu. Jlomyckaercs XpaHeHUEe KITFOUYEBBIX HOCHUTE-
Jied B OJIHOM XPAaHWJIUILIE C JAPYTUMH TOKYMEHTaMH, [IPH 3TOM OTAEJIBbHO OT HUX M B YIAaKOBKE, HCKIIO-
Yarolied BO3MOKHOCTh HEKOHTPOJIMPYEMOTO AOCTYIa K HUM (OIledyaTaHHas yIakoBKa, OHOpa3oBasl yra-
KOBKa H T.I1.).

B ciayyae HEBO3MOXHOCTU OTUYXKICHHS KJIIOYEBOI'O HOCHUTENS C KJIIO4eBOM MHopMaiuei ot
OBM opranu3ainoHHO-TEXHUYECKUMHU MEPONPUATUSMHU JOJKEH OBITh UCKIIOUYEH JOCTYI HEYMOJIHOMO-
YEeHHBIX JIUI K 3Tor OBM.

B cirydae He0OX0MMOCTH TIPOBEIEHUSI PEMOHTHBIX M PETJIAMEHTHBIX pa0OT anmapaTHOW 4acTH
CK3U «Banunara CSP» u/umu cpeapl pynkunonupoBanus kpunrocpenctsa (CPOK) neodbxoaumo obdec-
MEYUTh HEBO3MOKHOCTb JOCTYIa HEYMOJIHOMOYEHHBIX JIUI] K KIFOUEBOM MH(pOpMaIuu, coiepKalleiics B
anmapatHoit yactu CK3U «Banugara CSP»/CDK. KoHkpeTHbIil iepeyeHb Mep J0JKEH OBbITh Ompe/eieH

ucxons u3 yciosuit skcrmyaranuu CK3U «Bamunara CSPy.
1.19  Cpoku neiicTBus KIrodei

Cpoxu nelictBus Kiarodel npuseneHsl B fokymeHTe «BAMbB.00060-05 30 01 AIIK CK3H «Ba-
mupara CSPy Bepcus 5.0.@opMyitsipy.

1.1.10 KoHTpoab cpoka AeHCTBUS KITFOUSH

KonTponb cpoka aeicTBusl Kirtouelt ocymiectisiercs cpencrsamu BAMB.00077-02 TIK «Bamu-

nata-kinueHT» Bepeus 2.0 (BAMB.00075-02 IIK «Knuent Mb» Bepcust 2.0).
1.1.11 VYHuuTOXEeHHE KiIrouei

BriBenennbie u3 neicTBuUs (IOCie TUIaHOBOM CMEHBI WIIM KOMIIPOMETALMN) KITI0YH MHU(ppoBaHus
u oy Ol mognexxar yHu4ITOKEeHUO (yaaieHu o). Y HUUTOXKEHHE KITIOUEH JOJKHO BBITIONHSATHCS KO-
MHUCCHOHHO.

KiroueBas nuadopmanmsi Ha HOCUTENAX Bcex TUIOB, moanepxkuBaeMbix 10 CK3U «Banmpara
CSPy», ynansercsi ¢ HCTIOIb30BaHUEM MTPOTPaAMMbl KOH(PUTYpAIHK, BXOISIIEH B €ro cocTaB. BrimoHeHne
MpoIeIyphl yaalleHusl Kirtodei ornrcaHo B nokymeHTe «BAMB.00060-05 92 01 ATIK CK3U «Bammnara
CSP» Bepcust 5.0. PykoBoACTBO MOIb30BATEINS.

Hocwurenu, kmoueBas nHdopmainus Ha KOTOPBIX ObLIa yJalieHa ¢ UCTIOJIb30BaHUEM YIIOMSHYTON

BBIIIIE MPOrpaMMbl KOH(PHUTYpAIFK, MOTYT OBITh UCTIOJIb30BaHBI B TajbHEHIIIEH paboTe 6€3 orpaHUYCHUH.
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[Tpu BBIXOJE KITFOUEBBIX HOCUTENIEH U3 CTPOSI OHU JOJDKHBI OBITh YHUUTOXKEHBI (YTUIM3UPOBAHBI)
crocoboM, rapaHTUPOBAHHO HCKIIOYAIONIMM BOCCTAHOBJICHHE KIIOYeBOM uHGpopManuu (Ppusmueckoe
paspylleHue, CKUTaHue, pasjiaMblBaHuE, pa3pe3aHue U T.1.). O0 YHHUTOXKEHHH KIIOUEH COCTaBISIETCS
AKT U IpOU3BOJUTCS COOTBETCTBYIOLIAs 3anuch B «ZKypHase codbiTuii cetu APM ¢ ycTaHOB/IeHHBIM
CK3HU «Baaupara CSP»». Pexomenayemas dopma xypHayia MpUBEIeHA B MPUIOKCHUH A.

[Tpu yHUYTOXKEHUU KIIFOUEBOM MH(OPMALIUK COCTABISIOT AKT YHUUYTOXEHUS KIIFOUEBOil HH(DOP-

Maruu. Pexomennyemast popma AkTa nmpuBeeHa B MPUIOKEHUH b.

1.2 VYnpaBiieHHe KJW4YeBOi cucTeMOii
1.2.1  VYnpaeneHue KIH04eBOH cucTeMoil ocymecTiseTr YL1I.

1.2.2  Peructpanmus mojb30BaTes

Jlns peructpanuu moyib30Bareisi HEOOXOAUMO BBIMOIHUTD CIAEAYIOIINE TEeHCTBUS:

a) TI0JIb30BATENb WM JIOBEPEHHOE JIUIIO MpUOBIBatoT B Y1 ¢ qokymeHTamMu, HEOOXOAMMBIMH JIJIsI
perucrpauuu noJibzopareis B YLI;

0) apmunucTpaTop Y1 Ha OCHOBaHMM MOJHOTHI U JOCTATOYHOCTU MPEJOCTABICHHBIX JTOKYMEH-
TOB MPOU3BOAUT PETUCTPALIMIO MOJIb30BaTeNs B Y1,

B) JJaHHBIC PETUCTPAIIMU TTOJIH30BATENS PACIIEUATHIBAIOT B JIBYX JK3EMIUIApPaX, KOTOPHIE 3aBepsi-
1oTcs aaMuHUCTpatopoM Y1 u mone3oBareneM. OMuH SK3eMIUISIp OJlaHKa PETUCTPAIIMN XPAHUTCA Y ajl-
MuHHcTpaTopa Y1, BTopoii 3K3eMIuIsip — y MOJIb30BaTels;

r) aaMuHHCTpaTop YL BBIIAET MONb30BATENI0 KAPTOUYKY OMOBENIEHUsI O KOMIIPOMETAINH, B
KOTOPO# OTpaxkaroTcs Teaedonsl U mapoiau Y1 u moms3oBarens (Pucynok 1).

B kaprouke omoBemieHust ykazanol: Tenaedonsl Y1, maponb (kog0BO€ CIOBO) aJIMUHHCTpATOpA
V11, yHuKanbHBIH Mapoib (KOJOBOE CIIOBO), MPUCBOEHHBIN Monb3oBaremnto Y1,

Ipumeuanue - KapTouka OMOBEIICHUS UCNOIb3YEMC Sl YUACMHUKAMU OAHHOU cemu 853U OJisl CO-
o0uenutl 0 KoMnpomMemayuu Kioua no meiegpoHHbIM KaHaiam ooue2o norvzosanus. Kaprouka omnose-

MICHUA 00JICHA XPAHUNMDbCA Y noib3oeamelisl HapaeHe C Klio4amu.

IHapoas Y11 OcHoBHOI1 NapoJib PesepBHBIi NapoJb

Tenedonnt Axmunucrparopa P (VIN)

IIapoas noab3oBarens OcHoBHOI1 NapoJib PesepBHBbIi NapoJb

Pucynox 1 - Kaprouka onoBerieHus 0 KOMIPOMETAIUH

I[) IpHU HAJIN4YUHU CUCTCMBI 3J'ICKTpOHHOI>i IMOYThl U 3apCTUCTPUPOBAHHOI'O IIOYTOBOIO aapcca
IMMOJIb30BATCJIA, aIMUHUCTPATOP y]—l ,Z[06aBJ'I}IeT €TI0 B CIIUCOK pPAaCCBUIKH MOJIb30BaTeNIeH JaHHOM CETH CBS-

3, KOTOPBIA UCTIOIB3YETCS IS IICHTPATU30BAHHOTO OMTOBEIICHHS TTOJIb30BATENICH TaHHOW CETH CBS3H,
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e) anmuuauctpatop LIP nenmaer 3anuch B «2KypHaJjie perucTpamnum mojb3oBaTeseil 1 aIMUHHU-
crpatopoB cetu APM c¢ ycranoBieHnbiM 1O CK3U «Bamupara CSP»». Pekomennyemas ¢opma
KypHana npuBenieHa B IPUIIOKEHUU A.
K) TIPU PErUCTPAIlMU KaXKI0TO MOJIb30BaTeNsl CUCTeMbl aqMuuucTparop Y1 nepeaaer nmosb3oBa-

Temto konuio Osanka ceprudukara L{C, cepruduxar u COC.
1.2.3  ®opmupoBaHue KIt0UYeH MOJIB30BATENCH

dopMupOBaHUE KIIOYEH MPOM3BOIUTCS IOJIH30BATENIEM CAMOCTOSATENFHO MO0 B MPHCYTCTBUU
aJIMUHUCTPaTOpa NHPOPMALTMOHHON OE30MACHOCTH.

J1s 3TOro He0OXOAMMO BBIIOJIHUTE CIIEAYIOIINE ACHCTBUS:

a) I0JIb30BaTeNb MPOU3BOIUT (popMupoBaHHue auuHOro kitoda DI u 3ampoca Ha cepTU(UKAT,
COJIep KalINi COOTBETCTBYIOIIMI Kitou nposepku Ol

0) OmaHk 3ampoca Ha cepTH(UKAT BHIBOIUTCS HA MPUHTEP B JIBYX SK3EMIUISIPaX M 3aBEPSIETCS
10JIb30BATENIEM;

B) IIPU OTCYTCTBUHU CETEBOI'0 B3aMMOJAEUCTBUS opranusanuu ¢ Y1 3ampoc 3anucbiBaeTcs Ha HO-
cuTenb Jis nepegauu ero B YII;

T) IpY HAJIMYMH CETEBOT0 B3aMMOJEICTBUS opranu3zanuu ¢ Y1 Bo3aMOXXKHOCTh Iiepeiauu 3amnpoca
Ha cepTUdUKaT 1o cetu onpenensercs Pernamentom Y1 u ycnousimu ero ceprudukaiuu mno tpedona-
HusM ©Cb Poccuy,

1) B cllydae, KOTJa 3ampoc ObUT 3alKCaH Ha HOCHTEIb, MOJIb30BaTeNb (WM JOBEPEHHOE JIUIIO)
pHUOBIBACT C JAaHHBIM HOCHUTEJIEM U 3aBepEeHHBIMU OslankamH 3anpoca B Y1I;

€) MpH mepeaaue 3amnpoca Ha cepTUUKAT MO CETH MOJIb30BaTeNb (WM TOBEPEHHOE JIUIIO0) A0J-
KEH mnepenarh O6j1aHKH 3arnpoca B Y1, ucnomib3ys Ui 3TOro crnocoObl, 00ecreunBarone J0CTOBEPHYIO
JOCTaBKY, HAIIpUMEDP, 3aKa3HOE MHUCHMO;

) TpU TOJYyYEHUH 3ampoca Ha cepTUUKaT aaMuHHUCTpaTtop Y1l mpousBoaWUT BepUpHUKAILUIO
naHHOTO 3ampoca. Aqmunauctparop Y1 mpousBogut dopmupoBanue ceprudukara MoJb30BaATENS U €ro
3aBepenue Ha kimode L[C. Ceprudukar nonp3oBatens xpanurcs B 60aze LIC B TedeHHe yCTaHOBIEHHOTO
CpOKa XpaHEHUS,

n) anMuHuctparop YL pacnieuaTsiBaeT Ha MpUHTEPE JIBE KOMUU Oi1aHKa cepTu(duKara rnoyib30Ba-
TeJs W Jienaer 3anuch o popMmupoBanuu ceprudukara B «XKypHase permcrpauuu mojb3oBartesieil u

agMuHucTpaTopoB cetu APM c ycranoBiaennsim [10 CK3U «Banuaara CSP»» (Ipunoxxenue A).
1.2.4  Tlomy4yeHue NTUYHOTO cepTU(]UKATA TOTB30BATEIEM

[Tpu mony4eHun JMYHOTO cepTU(UKATA OJIB30BATEIIEM:
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a) JIMYHBIN cepTU(PUKAT MOXKET OBITh MepeaH MOJIb30BATENIO (MJIM JOBEPEHHOMY JIUITY) WIIH TIPH
€ro JIMYHOM NpuObITHH B Y1, mim yepe3 o01Ie10CTyHBIE CETH CBSI3U C UCIIOJIB30BAHUEM 3apETHUCTPUPO-
BaHHOT'O a/Ipeca 3JIEKTPOHHOHN MOYTHI, WJIXA B TPOILIECCE HEMOCPEICTBEHHOTO coeuHeH s ¢ Y1I;

0) B mr0O0M cirydae cepTUUKAT HE MepeIaeTcs MOoIb30BaTeI0 0 TeX nop, nmoka Y[ e moiy-
YHT 3aBEPEHHBIN OJIaHK cepTudukara,

B) IIpU Iepe/iayue MoJb30BaTENI0 €ro JIMYHOTO cepTU(HUKATA eMY TaKKe IMepelacTcs 3aBepeHHbBIN

apmunauctparopoM L[C Gimank ero ceprudukara. Bropas konus qansoro O6yanka xpanurcs B YL
1.2.5 TIlnaHoBas cMeHa KirOUeh

[Ipu mraHoBOM cMeHe Kirouer st opmupoBanus HoBoro kiaroya DI1 momp3oBarens mocieno-
BaTEJbHO BBIMIOJHAIOTCSA NeMCTBUA, onucandble B 1.1.2.3 n 1.1.2.4.
KiroueBsie Hocutenu ¢ kinouoM DI, cpok AeiicTBHSI KOTOPBIX UCTEK, YHUYTOXKAIOTCS B MOPSIIKE,

npegycMmorpensHom m.1.1.11.
1.2.6  Kommpomerarus Kitoden

KomnpoMmeranueil KiItoueil Ha3bIBa€TCs yTpara IOBEPHUsS K TOMY, YTO HCIIOJIb3YEMBIE KIIIOUU
obecrieunBarOT 6€30MaCHOCTh HH(GOPMALIHH.

K 0CHOBHBIM COOBITHSIM, CBSI3aHHBIM C KOMIIPOMETAUEH KIIF0UeH OTHOCSTCS, CIENYIOLIHE:

- yTpara KJIKYEBbIX HOCUTENEH;

- yTpaTta KJII4eBbIX HOCUTENEH ¢ TOCIeayIOUMM 00HApYKEHUEM;

- YBOJIbHEHUE COTPYTHUKOB, UMEBILUX JOCTYI K KII0UEBOM HH(pOpMaLNH;

- HapyllleHHWEe MPaBUJI XPAaHEHUS U YHUUTOXKEHHUS (T1OCJI€ OKOHYAHMSI CpOKa JIEUCTBUS) KIIOYa
OlT,

- BO3HUKHOBEHME IOJIO3PEHUI Ha yTeuKy MH()OpPMALUU WIN €€ UCKaKEHUE B cucTeMe KOH(pU-
JEHIMAIIBHOM CBSI3H;

- HapylIeHHE [1eYaTH Ha ceii(e ¢ KIII0oUeBbIMU HOCUTEIISIMH;

- CIly4yau, KOTJa HeJb3sl IOCTOBEPHO YCTaHOBUTH, YTO MPOU30ILIO C HOCUTENISIMHU, COJIEPKaIUMU
KIIIOYEBYI0 MH(pOpMaIHIO (B TOM YMCIIE CIydad, KOTJIa HOCUTENb BBIIIEN W3 CTPOS U JI0Ka3aTeIbHO He
OIPOBEPTrHYTa BO3MOXKHOCTh TOTO, YTO JaHHBIA (hakT MPOU3OILIEN B pe3ysibTaTe HECAHKIIMOHUPOBAHHBIX
NENCTBUMN 3JI0YMBIITUICHHUKA).

PaznuyaroT nBa Buna komnpomertauuu kiroda I seuyio u nessuyro. IlepBbie yeTbipe cOOBITUS
JIOJDKHBI TPAKTOBATHCS KaK sIBHAs KOMITpoMeTanus kitouei. Tpu cienyronux coObITus TpeOyroT crenu-
aJIbHOTO PACCMOTPEHHUSI B KaX/JI0M KOHKpPETHOM ciydae. [Ipu HacTyruieHu# J000ro U3 MepeuncieHHbIX
BbIIII€ COOBITHI MOJIB30BaTENb JOKEH HEMEUIEHHO IPEKPATUTh CBSA3b C IPYTMMH MOJIb30BATENSMU U CO-

o0muUTh 0 hakTe KOMIpoMeTaIuu (WK MmpenoiaraeMoM Gakte komnpoMeranun) B Y11,
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VII o0s13aH oriepaTUBHO OMOBECTUTH BCEX IMOJIB30BaTENCH ceTh 0 dakTe (WM MPpeArnoiaracMoi )
komrnpometarun. [1o ¢akTy KoMImpoMeTanuu Kiro4va JOJDKHO OBITh MPOBEACHO CIY)XeOHOE pacclieioBa-
Hue. PaccienoBanue ¢akra (Wi mpearnojaraeMoil) KOMIPOMETAUN JOJHKHO MPOBOJUTHCS HA MECTE
MIPOUCIIECTBHSI TPYIION 0€30mMacHOCTH 00BbeKTa. Pe3yapTaToM pacCMOTpEeHHsI SBISETCS KBaTU(UKAIIHS
JaHHOTO COOBITHS WM KaK KOMIIPOMETAIMS JCHCTBYIOIINX KIIFOYCH, WM KaK OTCYTCTBHE KOMIIPOMETa-
uu. BeiBeieHHBIC U3 IEHCTBUSI CKOMIIPOMETUPOBAHHBIC KIIFOUH TTOCIIE TTPOBEICHUS CITYy)KEOHOTO pacciie-

JIOBaHMSI YHUUTOKAIOTCA B MOPsJIKe, IpeaycMoTpernHom 1. 1.1.11.
1.2.7 Komnpomerarus KJIto4el moIb30BaTENS

[Tpu koMIpoMeTaly KIro4a y MoJIb30BaTels OH JOKEH HEMEJIEHHO MPEKPATUTh CBS3b Yepes
OO0IIEeIOCTYITHBIE CETH CBSI3U C APYTUMU MOTb30BATEISIMH.

[Tonb30Barens (WM JAOBEPEHHOE JUIO) TOJDKEH HEMEMJIEHHO MOCTAaBUTh B M3BECTHOCTH YI[ o
KOMIIPOMETALUN KIIFOUEH.

Wudopmanys 0 KOMIIPOMETAIIUN KITF0Ya MOXET niepenaBathes B Y1 mo tenedony ¢ cooOrieHu-

€M 3apaHee YCTAaHOBJICHHOTO Maposis, yKa3aHHOTO B «KapTouke OMOBEIIECHUS O KOMIIPOMETAIIUN.
1.2.8  [leiictBusa Y1 nmpu koMmpoMeTauu Kiroden

[Tpu momydeHn COOOUICHUS O KOMIPOMETAIMH KJII0Ya Yy MOJB30BATENs CETH aJMUHHUCTPATOP
VII coobmaer o HEOOXOAMMOCTH A00aBlIEeHUs cepTU(UKATa, COOTBETCTBYIOIIET0 CKOMIIPOMETHPOBAH-
HoMY Kitouy, B COC.

Jlarta, ¢ KoTopo#i cepTUHKAT CUMTAETCS HEJCHCTBUTENLHBIM, YCTAHABIMBAETCS PaBHOM JaTe 13-
roroBieHus COC ¢ BKIIOYEHHBIM B HETO JaHHBIM CEPTU(DUKATOM.

[Tomemennsiit B COC ceptudukar He ynansercs OIHOBpeMEHHO u3 0a3bl cepTuduxatoB Y1 u
XpaHUTCS TaM B TE€UEHHE YCTAaHOBJIEHHOTO CPOKa XpaHEHMs uId pa3dopa, IMpu HEOOXOIUMOCTH, KOH-
(IMKTHBIX CUTYyalluH, CBA3aHHBIX C MPUMEHEHHEM JaHHOTO cepTU(dUKaTa B MEPHOA, MPEIIIECTBYIOUIHHA

KOMITPOMETAITUU COOTBETCTBYIOIIETO Kitroua DI1.
1.2.9 HckirodeHue moJib30BaTeENA U3 CETH

Hckmrouenne mo KakuM-1100 MpUYMHAM MOJIB30BATENs U3 CEeTH paclieHUBaeTcs Kak (pakT KoM-
[IPOMETALNY IPUHAIIEKAIIUX JaHHOMY IT0JIb30BATEI0 KIIFOUEH.
B cnydae ucCkItO4eHMs TOJB30BATENs W3 CEeTH agMuHHCTpaTop YI[ BBIMONHAET AEHCTBHA,

peyCMOTPEeHHBIE pasaenom 1.2.8.
1.2.10 Benenwue KypHaAIOB

ITpu skcrmyaranuun CK3U «Bannnata CSP» BenyT ciieqyromue )KypHabl:
a) «KypHaJj perucrpanuu moJjib3oBareseid 1 aAMUHUCTPATOPOB ceT APM ¢ ycTaHoBJIeH-

HeiM CK3U «Baaupara CSP»». B xyprHaiie ¢ukcupyror ¢akTsl peructpanuu agmuauctpatopos LIC
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(I1P), monp30oBarenelt aBTOMaTU3UPOBAHHON CHCTEMBl OpPTaHU3alMH, aIMHUHUCTPATOPOB MHGOPMAIHMOH-
HOI1 Oe3omacHOCTH;

0) «’Kypnaa coobiTnii cetu APM ¢ ycranoBienubiMm CK3U «Bamupara CSP»». B xypHaie
OTPaXKarT JIaTy, BpeMs M COOBITHs, poucxoauBire Ha APM monb3oBatens ¢ ycraHoBieHHbIM CK3U
«Banunara CSPy», ¢ ykazaHueM NpUYHUH U TPEANPUHATHIX ACHCTBUI, B TOM YHCIIE:

—  KOMIpOMETalus KJIya;

— TonydeHue ceptudukara kiroda mpoepku DI, MOTHBINH HOMEp KIHOYEBOTO HOCUTEIS, CO-
OTBETCTBYIOIIHNHA CePTHPUKATY;

—  BblJJa4ya HAa PYKHU MOJH30BATEISAM (OTBETCTBEHHBIM HCIIOJIHUTEINIAM) U Cjaya UMH Ha XpaHe-
HUE JIMYHBIX KIOUYEBBIX HOCUTENEH, BKIIOUas pE3€PBHBIE KIFOUEBbIE HOCUTEIH;

—  MPOBEACHHUE PETIaMEHTHBIX PaboT;

— INTaTHBIE W HEIITaTHBbIE CUTYyallMH, MPOUCXOAsAlHe B ceTu, Ha APM ¢ ycTraHoBiIE€HHBIM
CK3MU «Banumata CSPy»;

—  BCE pelIeHUs aJMUHUCTpaTOpa NHPOPMAITMOHHON OE30ITaCHOCTH, BBI3BIBAIOIINE U3MECHEHUS
B paboTe CeTH CBS3H.

B) «’KypHaa yuyéra HocuTe/iell KJII0YeBOii MH(oOpManum», B KOTOPOM (PUKCUPYIOT (HaKThI
JBIDKCHUS KJIFOUEBBIX TOKYMEHTOB, B TOM YHCJI€ U3TOTOBJICHUE JIUYHOTO (KOITUH, PE3EPBHOIO) KITFOUEBO-

ro HOCUTEJNS MOJIb30BaTeNsl, CBEACHNUS 00 YHUUTOXKEHUU KItoueBol mHpopmanuu. B xypHane yka3biBa-

IOT:
- YUETHBIH (OPSAIKOBBIM HOMEP) HOCUTENS 110 TaHHOMY JKYpHAIy,
- amMuIIKs, MHULIAAJIBI U TIOAMUCH COTPYJHUKA, U3TOTOBUBIIETO (MOMYYUBIIETO) KIOYEBYIO UH-
dhopmariuio,

- 1aTa U3TOTOBJIEHUS (MOTY4YeHMsI) KIIF0UeBOM nHpopmanuu,

- BUJ] KJIFOUeBOU MH(OpMaIuK, coJiepKalieiicss Ha HOCUTee,

- CPOK JECHUCTBUS KJIIOUEH (€cIu OH OnpeserneH),

- IaTa ¥ IPUYMHA BBIBOJIA U3 IEHCTBUS HOCUTEII,

- CBEJIEHUS O Tepeiadye (BO3BpaTe) HOCUTEIS;

Pexomentyembie (hOpMBbI KYpHAIOB IPUBEACHBI B IPUIOKEHUN A.

Ha ocHoBaHMM peKOMEHI0BaHHBIX (POPM KypHAJIOB U B COOTBETCTBUH C TPeOOBAHUSMHU HOpMa-
TUBHBIX JIOKyMEHTOB OpPTaHM3allMU aJIMUHUCTPAIMS aBTOMATU3WPOBAHHON CHCTEMBI JOJDKHA paspabo-
TaTh U YTBEPAUTH HOMEHKIIATYPY U (DOPMBI )KYpHAIOB, HMHCTPYKIIHIO TIO BEICHHUIO KYPHAIOB, HA3HAYHUTh
OTBETCTBEHHBIX 3a BEIEHUE U COXPAHHOCTH KYPHAJIOB M JOBECTH YKa3aHHYIO MH(POPMALUIO 10 KaXI0T0

OTBCTCTBCHHOI'O 3a BEACHUC KYPHAJIOB.
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1.2.11 TpeboBanus k ayTeHTU(DHUKAIIUN TTOJTH30BATEICH

ITpu BctpamBanun CK3U «Bamumatra CSP» B mpuxmamnoe I1O ayrenTudukanus cyObEeKTOB
JOJKHA OCYIIECTBIISITHCS JI0 Haydajia BBIOJHEHMs MEpBOro mporpamMmHoro monyis. Kpome toro, mpu
BcrpauBannn CK3U «Bamuagara CSPy» (mcnmosiHeHue 2), ayreHTH(dUKAIUSA CYyOBEKTOB JOJIKHA BBIMOJI-
Hatbes 1o 3arpy3ku OC. Ilpu orpunatensHoM pesyibTaTe ayreHTHuKauu padorta [10 CK3U «Banu-
nata CSP» nomxHa ObITh OnokupoBaHa. /s ayreHTUUKAIIMY YIEHOB TPYIIbI aIMUHUCTPATOPOB J0JI-

KEH HCIIOJIH30BATHCSI CHMBOJIBHBIN MEPHUOIUICSCKH H3MEHSIOIIHUICS Mapoiib (TPeOOBAHUS K TTAPOIIIO CM. TI.

2.4).
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2 OPTAHM3ALMOHHO-TEXHUYECKHUE U AIMUHUCTPATUBHBIE MEPOIIPUATUSA
TP UCITIOJIB3OBAHUMU CK3U «BAJIMJATA CSP»

2.1 JleiicTBHUSl BO BHEIITATHBIX CUTyalUAX

[lepeueHp HEIWITATHBIX CUTYyallUi, MOTYIIMX BO3HUKHYTH IIpH 3KkciryaTtanuu Y1l (CK3U «Banu-

nata CSP»), 1 COOTBETCTBYIOIIHE ACHCTBUS TIEPCOHAIA IPU X BOZHUKHOBEHHUHU MPHUBECHBI B Ta0. 1.

Tabnuma 1 - [leiicTBus nepcoHasna B HEIITATHBIX CUTYaLUSIX

Ho
Mep
n/n

HemraTHasi cutyanus

HeiicTBHUS mepcoHaa

1

DBakyarlusi, yrpo3a Harma-
JICHUs1, B3pbIBA U T.1I.,
CTHXMIHBIE OCICTBHS,
aBapuu OOIIEro XxapaKre-
pa Ha Y1

OcranoBuTh Bce DBM.

[lepconain, uMeronuii 10CTyn K KIto4am, 00si3aH c1aTh BCE UMEIOIIHE-
Csl y HETO B HAJIMYMH KJTFOUEBBIC HOCUTEIN U JIMYHBIC UICHTU(DUKATOPHI
pykoBoauTento ciayx0bl sxcruryatauuu Y L ninn CK3U «Banuaara
CSPy (wu iy ero 3amMeHstonieMy). PykoBoauTessb ciry:KObI SKCILTya-
taruu Y1 (wnm aumo ero 3aMeHsolIee) OpraHu30BbIBAET KOMUCCHIO
0 YIIaKOBKE BCEX HOCHUTEIICH KITI0YeBOM nH(MOpManuu (B TOM YHCIIE U
PE3EpBHBIX, a TAKXKE U PErUCTPALMOHHBIX KAPTOUEK KIIFOUEH MPOBEPKU
OII nonwp3oBareneit), NpeIBapruTEILHO MOMEIIEHHBIX MTOJIb30BATEISIMU
B OTeUaThIBAE€MbIi KOHTEHHEP, KOTOPHI BBIHOCUTCS B 0€30IacHOe 10-
MEIIEHNE WU 3[]JaHue 0 OKOHYAHUS JCHCTBUS HEIITATHOW CUTYalluu U
BOCCTAHOBJICHHSI HOPMAJIbHOM paOOTHI alMapaTHbIX U MPOTPaMMHBIX
CPEICTB.

PykoBonuTens ciayx0bl akcruTyaTauu Y 1 (wnm aumo ero 3aMeHsto-
1ee) onoBeniaeT no TeaedOoHHBIM KaHajaM 0OIIEero Mojab30BaHMs BCEX
TMOJIb30BaTeNeil 0 MPUOCTAHOBKE PabOThI CUCTEMBI.

B cnydae HactymiieHust COOBITHS, TTOBJIEKIIETO 32 COOO0M TOJITOBPEMEH-
HBIM BBIXOJ] U3 CTPOS anmapatHbiX cpeactB Y1, pykoBoauTens ¢y Obl
skcruryaTanuu Y1 opranuszyer yHUUTOKEHUE BCEX KITFOUEBBIX HOCUTE-
JIEW, HAXOAIIMXC B KOHTEUHEPE

Brixon u3 cTpos HocHTe-
JI51, COAEPIKAILErO KUY U
cepTu(uUKaT perucTpanuu
I10JIb30BATENS, 10 MOMEH-
Ta (OPMUPOBAHUS UM
JIMYHBIX KJIFOUEBBIX HOCH-
Tenen

Ecnu y nonb3oBatens BbIlLIEN U3 CTPOSI HOCUTENb, COAEPKAILUN KITI0Y U
cepTH(UKAT pEeTUCTpaLMHU, TO OH JoJkeH oOpatuThes B Y1 (Lentp pe-
TUCTpAIUM) JUIsl IOBTOPHOM perucTpanuu u GopMUPOBaHHUS KItOYa U
cepTU(HKaTa perucCTpaluu

Komnpomeranus kiroua
perucTpanuu, nocie
(hOopMUPOBAHUS UM JTHY-
HOTO KJIFOYEBOI'0 HOCHUTE-
st

I[aHHOC COOBITHE YKBUBAJICHTHO KOMITPOMECTAIIUU JIMYHOTO KIIKOUEBOT'O
HOCUTECIIA

Kommnpomeranus onHoro
W3 TUYHBIX KITIOYEBBIX
HOCUTEIEN

[Topsiaok nericTBUi IpU KOMIPOMETAMN KIIFOUEeH ONIMCaH B ITOApas/e-
ne 1.2.6

BsIxon u3 cTpost nepBoro
JIMYHOTO KIIOYEBOT'O HO-
CHUTCIIA

Heo6xoanmo coobuuts mo tenedony B Y1 o ¢akre BbIXOAa U3 CTPOS
JIMYHOTO KJIFOYEBOTO HOCHTEISI K 00ECIIeUNTh ero JocTaBKy B Y1 s
BBISICHCHUS! IPHYUH BbIX0Aa U3 cTposi. Jst paboThI (MM ISl U3TOTOB-
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JIMYHOTO KJIFOYEBOT'O HO-
curens (IIpU yCIoBUH,
YTO IIEPBBII TOKE BBILIEI
13 CTPOS)

Ho | HemrraTrnas curyauus JeiicTBHUA nepcoHaJia
Mmep
n/n
JICHUS JONOJHUTENbHOM paboueil KONuy JIMYHOTO KIIF0YEBOI0 HOCUTE-
J151) UCII0JIb3YETCs] BTOPOM JIMUHBIN KIFOUEBON HOCHUTEINb
6 |Bsixon u3 crpos Broporo |Ilons3oBarenb, y KOTOPOro BBILUIM U3 CTPOsl 00a TMUHBIX KIIFOUEBBIX

HocHTens, siBisiercs B Y L] A moBTOpHOM peructpanuu (6e3 u3meHe-
HUS JAHHBIX PETUCTpalUK) U GOPMHUPOBAHUS KJIHOUa U cepTUdukaTa
perucrpauuu

Otka3el 1 cOou B paboTe
anmapaTHBIX CPEJCTB MPU
sKcIuTyatanuu Y11

[Ipu oTka3zax u cOosix B paboTe amnmapaTHbIX CPEICTB MIPH IKCILTyaTa-
uu Y1 HeoOX0MMO OCTaHOBHTH PabOTy, IO BOZMOXKHOCTH JIOKATH30-
BAaTh HEUCIPABHOCTh U B JIaJIbHEUILEM TPOU3BECTU PEMOHT B YCTAHOB-
JIEHHOM HOPSJIKE U, TP HEOOXOAUMOCTH, IIEPEYCTAHOBKY IIPOrpaMM-
Horo obecrieueHus Y1

Otxka3ssl u cOou B pabote
CpPEeACTB 3allUThI HH(OP-
MaIfH OT HECAHKIIMOHH-
poBanHoro goctyna (C3U
or HCJ])

ITpu otkazax u c6osix B pabore C3U or HC/I HeoOXoauMo nmpousBecTu
3ameny Boieamero u3 crpost C3U or HC/I na ucnipasuoe

YTepH JIMYHOTI'O KJIIFOYEBO-
'O HOCHUTCIIA

YTep;I JIMYHOT'O KIIKOYCBOI'O HOCHUTCIIA PAaBHOCUJIbHA KOMIIPOMECTAlIUH
KJIIFOYCBBIX JOKYMCHTOB.

IMopsimok AelcTBUi IPH KOMIIPOMETAIIMH KIIFOY€EH OIKMCaH B [OApa3/ie-
ne 1.2.6

10

Otka3el 1 cOou B paboTe
MIPOTPaMMHBIX CPEICTB

BCJIEJICTBHE HE BBISIBJICH-
HBIX paHee omunook B [10

IIpu oTka3zax u c60sX B paboTe MPOrpaMMHBIX CPEJICTB BCIEICTBUE HE
BBISIBJIEHHBIX paHee omr0ok B [1O Heo6X0aMMO 0CTaHOBUTH paboTy,
JIOKaJIN30BaTh, 0 BO3MOKHOCTH, IPUYMHY OTKA30B U COOEB U BBI3BATH
pazpaboTurka nanHoro [1O mnu ero npencraBuTeNs Jisl yCTpaHEHUs
IIPUYMH, BBI3BIBAIOIIMX OTKa3bl U COOU

11

OTka3bl B pabote mpo-
TPaMMHBIX CPEJCTB
BCJIEICTBUE CIYYaTHOTO
WJIM YMBIIUIEHHOTO MX
HOBpe}KILGHI/ISI

[Ipu oTka3zax B paboTe MPOrpaMMHBIX CPEJCTB BCIEICTBUE CIy4alfHOTO
WINM YMBIIUIEHHOTO UX MOBPEXICHUS JIHUII0, OTBETCTBEHHOE 3a 0€3-
OIMACHOCTh (DYHKIIMOHUPOBAHUS IPOrPAaMMHBIX U aIlllapaTHBIX CPE/ICTB,
00513aHO MTPOU3BECTH CIIY’)KEOHOE pacciieloBaHue MO JaHHOMY (aKTy ¢
L[EIbI0 YCTAHOBJIEHUSI IPUYUHBI OTKa3a U BOCCTAHOBJIEHHUS MTPaBUIIbLHOMN
palboThI MPOrPaMMHBIX CPEJICTB B YCTAHOBJICHHOM IMOPSIIKE

12

OrTka3sl B paboTe npo-
rPaMMHBIX CPEICTB
BCIIEICTBHE OIIIHOOK OIle-
paTopa

IIpu oTka3zax B paboTe MPOrpaMMHBIX CPEICTB BCIIEACTBHE OLIMOOK
orieparopa, onepaTop coodIaeT o JaHHOM (aKTe JUILY, OTBETCTBEHHO-
My 3a 6€30MaCHOCTh (PYHKIIMOHUPOBAHUS IPOTPAMMHBIX M alllapaTHBIX
cpenctB. OTBETCTBEHHBIH 3a 0€30MacHOCTh (PYHKIMOHUPOBAHUS MPO-
I'PaMMHBIX U allapaTHBIX CPEJICTB 1a€T COOTBETCTBYIOIINE YKA3aHUs
00CITy>KMBAIOIIEMY ITepCOHATTY [0 BOCCTAaHOBJICHHIO MPaBHILHON pabo-
TBI IPOTPAMMHBIX CPEJICTB B YCTAHOBJICHHOM TIOPSIJIKE

Ha ocHoBanuu YKa3aHHOTI'O IICPCUYHA U HOPMATHUBHBIX NOKYMCHTOB OPraHU3alluU SKCILTYaTUPY-

FOIasi OPTaHU3alHsl BBITYCKAET COOTBETCTBYIOIINE MHCTPYKIIMH, PEIAMEHTUPYIOIINE IEHCTBUS NIEPCO-

HaJla 1 IpUHUMACMBIC B OpraHnu3allii MEpPhI 110 }IeﬁCTBHHM IEpCcoHajia B HCIITATHBIX CUTYallHUAX.
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2.2 OO0Ouue MOJOKEeHUHA

3ammra [10 u anmapatHoro obecneuenus or HCJI mpu ycranoBke u ucnonb3zoBanun CK3U
«Bamunara CSPy siBisieTcst COCTaBHOM 4acTho O0IIeH 3aaun obecreueHus: 0e30macHoCcTH HHpopMauu
B cucreme, B coctaB koropoit Bxomut CK3U «Bamunata CSPy». BenencrBue 3Toro Heo0XoauMo (TIOMUMO
JAHHOTO JOKYMEHTAa) O3HAKOMHUTHCSA C PYKOBOJACTBAMHU JUIS aIMUHUCTPATOPOB MHGPOPMAIMOHHON 0e3-
ONACHOCTH KOHKPETHBIX MPOrPAMMHBIX KOMIUIEKCOB, B cocTaB KOTOpbIX BXoauT CK3U «Bamungata CSP».
Hapsny ¢ npumenenneM C3U ot HC/I He00X01MMO BBIIIOJHEHUE 1IEJIOT0 Psijia MEpP, BKIKOYAIOIIErO B Ce-
0s1 OpraHM3AIMOHHO-TEXHUYECKHUE W aJMHUHHCTPATHBHBIC MEPOIPHSITHS, CBS3aHHBICE C OOecreYeHHeM
MPABWJIBHOCTH (PYHKIIMOHUPOBAHUS TEXHUYECKUX CPEACTB 00pabOTKU U Mepenau HHpopMaluu, a TaKxe
YCTaHOBJICHHE COOTBETCTBYIOIIMX MPABUI JJisi OOCITYKHBAIOIIET0 MEepCOHama, JOMYIIEHHOTO K padoTe ¢
nH(popMalvel OrpaHUYeHHOT0 I0CTyNa. B mpuBeneHHBIX HUXKE pa3zenaX coJAep>KaTcsi OCHOBHbIE TpeDo-

BaHMs 11O BBIITOJHCHUIO YKAa3aHHBIX MCP 3allIMUTHI.
2.3 Opranuzanusa pador nmo 3amute or HCJ]

3amuta uapopmaru ot HCJl nomxkHa obecriednBaThCs Ha BCEX TEXHOJIOTMYECKUX dTamax 00-
paboTku HHPOPMAIMH U BO BCEX pexUMaxX (PYHKIIMOHUPOBAHUSA, B TOM YHCJIE MPHU MPOBEICHUH PEMOHT-
HBIX ¥ PEriIaMEHTHBIX padoT.

3amura naopmanuu or HCJI nomxHa mpenycMarpuBaTh KOHTPOJb 3(PPEKTUBHOCTH CPENCTB
3amuThl 0T HCJI. DTOT KOHTPOIb MOXET OBITh JINOO MEPUOIUYECKUM, TMOO WHUIIMUPOBATHCS MO Mepe
HE00XO0IMMOCTH TMOJIL30BaTENIEM WM aIMUHUCTPATOPOM MH(POPMAITMOHHOM 0€30MaCHOCTH.

B opranuzamnuu, skcrmutyatupytomein CK3U «Banmunara CSPy, nomkeH ObITh Ha3HAUYEH aJIMUHU-
cTpatop uH(pOpMaAIMOHHON 6€30MaCHOCTH, Ha KOTOPOTO BO3JIATal0TCs 3314l OpraHu3aiuy paboT 1o uc-
nonb3oBannuio CK3U «Bamnata CSPy, BEIpaOOTKH COOTBETCTBYIOIIUX MHCTPYKIIMM TS TTOJIb30BaTENEH,
a TaKkKe KOHTPOJIS 32 COOII0/IEHUEM OMMUCAHHBIX HIKE TPEOOBAHMIA.

[TpaBoMm noctyna k pabounm mectam ¢ ycraHoBieHHbIM CK3U «Banunara CSP» nomksbl o0na-
JIaTh TOJIKO OMPeIeNICHHbIE IJIs1 DKCIUTyaTaIl|iy JIUIIA, TPOIIEIITHE COOTBETCTBYIOMIYIO MOATOTOBKY.

AnmuHUCTpaTOop MHGOPMAITMOHHON 06€30MaCHOCTH JOHKEH 03HAKOMUTH KaXKIOTO MOJIh30BATENS,
npumenstoniero CK3U «Banmunara CSPy», ¢ nokymentanuein CK3U «Banugara CSP», ¢ pykoBoacTBamu
JUTSl QIMUHUCTPATOPOB MHGOPMAITMOHHONW 0€30MacHOCTH KOHKpeTHBIX APM, B cOCTaB KOTOPBIX BXOIUT
CK3U «Bamunata CSP», a Takke ¢ IpyruMH HOPMATHBHBIMH M OPTaHU3AIIMOHHBIMH JIOKYMEHTaMH, Ka-

caromuMucs npasuil skcrutyatauun CK3U «Banmunara CSPy.
2.3.1 TpebGoBaHus MO pa3MELICHNUIO TEXHUYECKUX CPEICTB

[Tpu pazmeniennn TexHuuecKux cpeAcTs ¢ ycranoBiaeHHbIM CK3U «Bamunata CSPy»:
- TOJDKHBI OBITh TPHHATHI MEPHI MO HEJOMYCTHMOCTH HECAHKIMOHHMPOBAHHOTO JOCTYIA B

MOMENICHUSI, B KOTOPBIX pa3MelIeHbl TeXHUUeckue cpeactna ¢ ycraHoBieHHBIM CK3U «Bamuaara CSPy,
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MTOCTOPOHHUX JIHII, [10 POy CBOEH AESITEIbHOCTH HE SIBISIIOIIMXCS IEPCOHAIIOM, TOMYIICHHBIM K padoTe B
3TUX NOMEILIECHHUSIX;
- BHYTPEHHSS TUIAHUPOBKA, PACIIONOKEHHE U YKOMILJICKTOBAHHOCTh pabouuX MecT B IMoMe-
IICHUSAX JIOJDKHBI 00eCHeuynBaTh UCIIOIHUTENSAM pabOT COXPAHHOCTH JIOBEPEHHBIX MM KOH(UICHIIUAIIb-

HBIX TOKYMCHTOB U CBCI[CHPIﬁ, BKJIFO4Yas KIIFOYCBYIO I/IH(I)OpMaI_[I/IIO.

2.3.2 Tpe6osanus no ycranoBke CK3U «Bamumara CSPy», a Takxke o01IeCHCTEMHOTO 1

crermanpuaoro 110 sa [I1DBM

K ycranoBke obmecucremHoro u cnenuaibHoro [10, a takke CK3U «Bamunara CSPy, nomyc-
KaloTCs JIULA, U3YYHUBIIHE COOTBETCTBYIOILLYIO SKCILTYaTalMOHHYIO JOKYMEHTAIIUIO.

[Tpu ycranoBke CK3U «Banugara CSP» ciaenyet cobnto1aTh Cleayonue yCIOBHs:

a) Ha TEXHUYECKUX CPEJCTBax, NMpeaHasHadyeHHbIX st paboTel ¢ 110 CK3U «Bamumpara CSPy,
HCIO0JIb30BaTh TOJBKO JinleH3uoHHoe [10 ¢pupm — usrorosurenei;

0) ycranoBky CK3U «Banunara CSP» Ha [I9BM npou3BoauTh TOJIBKO € 3apErUCTPUPOBAHHOIO,
3aIIUILIEHHOIO OT 3aIMCH JIMIIEH3UOHHOTO HOCHUTEJIS;

B) Ha [I9BM He n0omKkHBI ycTaHaBIMBaThCs cpenactBa pazpadotku 10 u otnamunku. Ecnu cpen-
CTBA OTJIaJKH MPUIIOKEHUI HYXKHBI JUIsl TEXHOJIOTUYECKUX MOTPEOHOCTEN OpraHu3aliuu, TO UX UCII0JIb30-
BaHUE JIOJKHO OBITh CAHKIIMOHUPOBAHO aJMUHHUCTPATOPOM HMH(MOpManMoHHON Oe3omacHocTU. [Ipu aTtom
JOJKHBI OBITh pealn30BaHbl MEPHI, UCKIIOYAIOIINE BO3MOKHOCTh HCIIOIB30BAHMS STUX CPEICTB IS pe-
nakThupoBaHus kojaa U namsatu [I9BM u npunoxenuid, ucnons3ytomux [10 CK3U «Banunata CSP», a
Takxke Uil mpocMoTtpa kofa U namsatu [I19BM u npunoxenuii, ucnons3yromux [10 CK3U «Banunara
CSP», B nporecce obpadotku [10 CK3U «Banumata CSP» 3ammmaemoit nHGopManuu u/vid IpH 3a-
IpY’KEHHOH KIII0ueBOW HHpOpMaInY,

) MPeayCMOTPETh MEpPbI, UCKIIOYAIOIINE BO3MOXHOCTh HECAaHKIIMOHUPOBAHHOTO HEOOHAPYKH-
Ba€MOr0 M3MEHEHHs allllapaTHOM 4acTh TEXHUYECKHX CpelICTB, Ha KoTopwlx ycraHoieHo [1O0 CK3U
«Bamumara CSPy (Hampumep, myTeM OIeYaThIBAHUSA CHCTEMHOTO 0J10Ka U pazbeMoB [IDBM);

1) TIOCJIE 3aBEePIICHHUS MPOIecca YCTAHOBKU JOJIKHBI OBITH BHITIOJTHEHBI ICHCTBUS, HEOOXOIUMBIE
JUISl OCYILIECTBIIEHUS TEPUOANYECKOTO KOHTPOs 1enocTHOCTH yctaHoBieHHoro 110 CK3U «Banupara
CSP», a Takke ero OKpy»KeHHsI B COOTBETCTBUH C JIOKYMEHTAIIUEH;

e) 10, ycranaBnuBaemoe Ha [I9BM c I10 CK3U «Banugata CSPy», He 10MKHO conepkaTh BO3-
MO>KHOCTEM, MTO3BOJISIFOIINX:

- MOAU(PHUIIMPOBATH COACPKUMOE TPOU3BOIBHBIX 00JIACTEH MaMSITH;

- MOJIU(UIIMPOBATH COOCTBEHHBIN KO U KOJI APYTHX MOAMPOTPaMM;

- MOJIU(DUIIMPOBATH MMAMSITh, BBIJICJICHHYIO IS IPYTUX MOIPOTPamMM;

- IepeiaBaTh yIpaBJIeHHUE B 00JIACTh COOCTBEHHBIX TAHHBIX U IAHHBIX JAPYTUX MOANPOTPaAMM;

- HECAHKIIMOHHPOBAHHO MOAMDUIIUpPOBaTh (Dailiibl, comeprKallue HCIOIHAEMbIE KOJBI MPH HUX
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XpaHEHUH Ha KECTKOM JIUCKE;
- IOBBILIATH NPEJOCTABICHHBIC IPUBHUIICTHH;
- Moudumposatk HacTpoiiku OC;

- UCTIOJIH30BATh HEIOKYMEHTHPOBaHHBIE (pUpMOii-pa3zpadboTunkom GpyHKiuu OC.

2.4 TpeooBanus no 3amute or HC/[ npu 3xcnayarauuu CK3U «Baaugara

CSP»

[Tpu opranmszanuu padot mo 3ammre nHpopmarmu oT HCJl HEOOXOIUMO YyUUTHIBAThH CIEIYIO-
e TpeboBaHUs:

a) Heo0XoAUMO pa3padoTaTh W NPUMEHHUTh MOJMTHKY HA3HAYEHUS M CMEHbI NapoJiei
(naisa Bxoaa B OC, BIOS, npn mmdpoBanuu Ha napoJie 4 T.[1.), HCIO0Jb30BaTh QUIbLTPHI NApoJIeiH B
COOTBETCTBUH CO CJIeAYIOIIUMHU MPABUIAMU:

— JJWHA Mapoiisi JObKHA OBbITh HE MeHee 8-u CHUMBOJIOB MpU MOIIHOCTU andaBuTa
He meHee 30,

— B UHCJIE CHUMBOJIOB Mapoiisi 0053aTeIbHO JOJDKHBI MPHUCYTCTBOBATh OYKBBI B BEPXHEM U
HIKHEM PErucTpax, Udphl U Crienuanbubie CUMBOJIB (@, #, $, &, *, % u 1.1 .);

— Taposib HE JIOJDKEH BKJIIOYATh B ce0s JIETKO BBHIYHCISIEMBbIE COUETaHUS CHMBOJIOB (MMEHa,
bamuum 1 T. 1.), a Taxke odmenpunsaTeie cokpamenus (USER, ADMIN, ALEX u T. 1.);

— IIPHU CMEHE MapoJisi HOBOE 3HAYEHUE JIOJDKHO OTJIMYATBHCS OT MPEIBIAYLIETO HE MEHEE, YEM B
4-X IO3ULIHSX;

—  JIMYHBIA apOJIb MOJIb30BATENb HE UMEET IIpaBa cOOOIIaTh HUKOMY;

—  TEepPHOAMYHOCTh CMEHBI MapoJis ONpenesIeTcss NPUHATON MOJIUTUKOM 0€30MMacHOCTH, HO HE
JOJDKHA TPEBBIIATh 6-u MecsteB. Yrcao HeyJauHbIX MOMBITOK BBOJIA MAPOJIS JOJDKHO OBITH OTPaHUYEHO
guciom 10;

—  IIpU CMEHE MapoJisd NapoJjb JT0JKEH ObITh IPOBEPEH Ha BO3MOYKHOCTD «aTaKH 110 TapOJIIo».

VYkazaHHas MOJMTHKA 00s13aTeIbHA U1l BCEX YUETHBIX 3amuceld, 3apeructpupoBantbix B OC;

0) cpeacrBamu BIOS noskHa ObITH HCKJIIOYEHA BO3MOKHOCTH padorsl Ha II9BM c ycra-
HoBJIeHHBIM 1O CK3U «Banugara CSP», eciin BO Bpemsi eé HaAYaIbHOW 3arpy3KM He NPOXOAST
BCTPOEHHbIE TeCThI;

B) 3amnpeniaercs:

—  OCTaBJATh 0€3 KOHTPOJI BBIYMCIUTENIBHBIE CPEACTBA, Ha KOTOPBIX 3Kciuryatupyercs [10
CK3U «Banmungara CSPy», nocie BBoAa KIt0YeBOH HHPOpMaIUK TMO60 HHOIM MH(OpMAIIMKM OrpaHHYEHHOTO
JOCTYTIA;

— BHocuUTh kakue-nmn00 u3menenus B [10 CK3U «Bamugara CSPy»;

—  OCYILECTBJISTh HECAaHKLIMOHUPOBAHHOE aIMUHUCTPATOPOM MH(POPMAITMOHHON O€30MacHOCTH
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KOIMPOBAHUE KIIFOYEBBIX HOCUTEIIEH;

—  pasriamarh COIEP>KUMOE HOCHTENIEH KII0UeBOM MH(pOpMALUK UM TIepeaaBaTh CaMd HOCHU-
TEJIH JUIaM, K HUM He JOMYUICHHBIM, BBIBOAUTH KIIIOUEBYIO0 MH(GOPMAIUIO HA JAUCIUICH, IPUHTEP U T.II.
MHBIE CpeJICTBA 0TOOpakeHust UH(popmaIuu;

—  HUCHOJB30BaTh KJIFOUEBbIE HOCUTEIH B PEKUMAX, HE MPETYCMOTPEHHBIX (YHKIIMOHUPOBAHU-
eMm I1O CK3U «Bamumata CSP»;

—  3alMChIBaTh HA KIFOYEBbIE HOCUTEIH MTOCTOPOHHIOK HHPOPMAIHIO;

r) aJAMHMHHMCTPATOP MH(OPMALMOHHON 0e30NMACHOCTH J0JIkeH cKkoH(purypuposats OC, B
cpeae koTopoii niaanupyercs ucnoab3oBath [10 CK3U «Bamuaara CSP», u ocymecTBJIATH NEepHO-
AUYECKHH KOHTPOJb BbINOJHEHHBIX HACTPOEK B COOTBETCTBHH CO CJICAYIOIMMHU TPeOOBAHUSIMM:

—  He HMCIOoJb30BaTh HECTAHAAPTHBIE, U3MEHEHHbIE WM 0TJIafouHble Bepcun OC;

—  HUCKJIIOYMTb BO3MOKHOCTb 3arpy3ku U ucnoib3oBaHuss OC, OTIIMYHON OT NPeayCMOTPEHHON
LITaTHOHN paboToii;

—  HCKIIOYHUTH BO3MOXXHOCTH yJAJIEHHOTO YIPAaBJICHHS, aIMUHIUCTPUPOBAHUS U MOTUPUKAIN
OC u e€ HacTpoEK;

— Ha [I3BM nomxna OBITh YCTaHOBIIEHA TOJIFKO OHA ONIEPALMOHHAS CHCTEMA,

— 1npasoM ycraHoBku U HacTpoiiku OC u 10O CK3U «Banugara CSP» nomken obnanath cu-
CTEMHBIH aJMUHUCTPATOP, HO TOJIBKO IOJ KOHTPOJIEM aIMUHUCTPATOpa MHPOPMAIMOHHON Oe30macHo-
CTH,

— OC nmomxkHa ObITh HacTpoeHa ToJIbKO At padoTel co CK3U «Bammmara CSP». Bce Hewuc-
MOJIb3YEMBIE PECYPCHI CUCTEMBI HEOOXOAUMO OTKIIOUUTH (IIPOTOKOJIBI, CEPBUCHI U T.I1.);

—  pexumbl 6e3omacHoCTH, peanuzoBaHHbie B OC, HOMKHBI OBITh HACTPOEHBI HA MaKCHMAaJlb-
HBII YPOBEHB;

—  BCEM MOJIb30BaTeNsAM U Ipymmnam, 3aperucTpupoBanHbiM B OC, HE00X0JMMO Ha3HAUUTh MHU-
HUMAaJIbHO BO3MOJKHBIE JIJIsl HOPMaIIbHOM paboThI MpaBa,

—  HEOOXOJMMO MpPEeIyCMOTPETh MEpbl, MAKCUMAaJIbHO OTPAHWYMBAIOIINE JIOCTYN K CIEIYIO-
UM pecypcaM CUCTEMBI (B COOTBETCTBYIOIMX YCIOBHUSAX BO3MOXHO IMOJTHOE YIAJI€HUE pecypca UM ero
HEUCIOJIb3YeMON YacTH):

- CHCTEMHOMY pEecTpy;

- (aiinam u Karajoram;

- BpEMEHHBIM (Qaitnam;

- KypHaJjlaM CHCTEMBI;

- (paitmam moaKayKu;

- K3ImMpyemoit nadopmMarmu (mapossm u T.11.);

- OTJIaZI0OYHOM MH(OPMAIIHH.
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Kpome Toro, HeoO0XoquMo OpraHH30BaTh C UCHOJIb30BaHNUE KOHPUIYpAalIMOHHONW IMPOrpaMMBbl U3
cocraBa [1O CK3U 3arupanue (mo okonuanuu ceanca padboter [10 CK3U «Banumara CSPy») BpeMeHHBIX
¢aiinoB u (aiinoB moakadku, GopMuUpyembIx wid MoauduupyeMbeix B mporecce pabdotel [10 CK3U
«Banmumara CSP». Ecnu 310 HeBbinmoanumMo, OC 10KHA UCTIOIB30BATHCS B OJJHOIOJIB30BATEIbCKOM pe-
xume u k [I9BM cnenyer ctporo orpaHuuuTh 10CTYH (IO TUILY OrpaHUYEHHS JOCTYIA K KIIIOUEBOM HH-
dbopmarym).

Ipumeuanue - [100 00HONOIBL30BAMENLCKUM PEHCUMOM 8 OAHHOM ClLyUae NOOPA3yMe8aemcs ma-
KOU pedicum, npu KOmopom 8ce noiv308amenu OaHHOU paboyell CMaHyuu Umeiom 0OUHAKO08bll KOMNIEKM
KII04eB0l uHghopmayuu 3moti pabouei cmarHyuu,

— JIOJDKHO OBITh HCKJIIOYEHO TOMAJaHWe B CHCTEMY IPOTPaMM, MO3BOJSIOMINX, MOJB3YsCh
omuOkamu OC, MOBBIIIATH MPEIOCTABICHHBIEC TPUBUIICTHH;

— HEOOXOJMMO PEryisipHO, B COOTBETCTBHH C HOPMATHBHBIMH JTOKYMEHTAMHU OpTaHU3aIUH,
ycTaHaBIUBaTh nakeTsl o0HOBIeHUs 6e3omnacHoctu OC (Service Packs, Hot fix u 1.11.), 0OHOBNIATH aHTH-
BUPYCHBIE 0a3bl, a TaKXkKe UCCIe0oBaTh WH(GOPMAIMOHHBIE PECYPCHI M0 BOMPOCAaM KOMIIbIOTEpHOU Oe3-
OIACHOCTH C LIEJIBI0 CBOEBPEMEHHOM MUHMMH3ALUN OITACHBIX IOCIEACTBUNA OT BO3MOYKHOTO BO3/IEUCTBUSA
Ha OC,;

— B ciyvae noakitoueHus: [I9BM ¢ ycranosnennsim CK3U «Banuaara CSP» k o6menoctyn-
HBIM CETSIM CBA3HM, HEOOXOJUMO HCKIIOYUTh BO3MOKHOCTh OTKPBITHS U UCIOJIHEHUS (PailyioB U CKPUIITO-
BbIX 00bekToB (JavaScript, VBScript, ActiveX), momydeHHBIX U3 OOIIETOCTYITHBIX CETeH CBSA3M, O6e3 mpo-
BEJICHUSI COOTBETCTBYIOIINX MPOBEPOK HA MPEAMET COACPKAHUS B HUX MPOTPAMMHBIX 3aKIaJ0K U BHPY-
COB, 3arpy»aeMbIX U3 CETH;

— npu ucnons3oBanuu 110 CK3U «Bamunara CSP» na [I9BM, noakitoyeHHbIX K 00mea0-
CTYIIHBIM CETSIM CBSI3H, C IIeJIbl0 MCKiIoueHus: Bo3MoxkHocTd HCJI K cucTeMHBIM pecypcam HCHOJIb3ye-
Mbix OC, k I1O, B okpyxenun koroporo ¢pynkunonupyetr CK3U «Bamunata CSP», 1 kK KOMIIOHEHTaM
I10 CK3U «Bamunarta CSP» co cTOpoHBI YKa3aHHBIX CETEH, JODKHBI NCIOJIb30BATHCS JTONOJHUTEIbHBIE
METOJIbI M CPEACTBA 3aIIUTHI (HAPUMEP, YCTAHOBKA MEKCETEBBIX IKpaHOB, opranm3aius VPN ceteil u
T.11.). [Ipn 3TOM mpeanoyTeHne N0JKHO OTAABAThCS CPEACTBAM 3alllUThI, UMEIOIIUM cepTU(UKAT yHoJI-
HOMOYEHHOI'0 OpraHa 1o cepTuuKaluy;

— HeoO0XOJUMO OpraHH30BaTh W HCIOJIb30BaTh CHUCTEMY ayAHMTa, OPTaHU30BATH PETYJSPHBIN
aHaIn3 pe3yNbTaTOB AyANTa;

—  HeoO0XOJMMO OPTraHM30BaTh U MCMHOJIb30BaTh KOMIUIEKC MEPOIPHUATHI aHTUBUPYCHOMN 3alllH-
THIL.

—  HEO0O0XO0JIUMO MCKIIIOUHTH 0JlHOBpeMeHHYyI0 padoty B OC ¢ padortarommm [10 CK3U «Banu-

nata CSP» u 3arpy>keHHOH KITI0ueBOi HH(pOpMalLeil HECKOJIBKHUX MOJIb30BaTENCH.
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Ipumeuanue — Ipumepwvr nacmpoex OC Windows (0ns zawumer om HCJ] k T10 konkpemmwlx
APM) npusedenvt 6 pykosoocmeax OJisi AOMUHUCIIPAMOPOS UHPDOPMAYUOHHOU OE30NACHOCIU OAHHBIX
APM,;
a) Hacrpoiiku njs1 padorsl npukiaagnoro IO He K0/KHBI MPOTHUBOPEYUTH HACTPOHKAM
st padorbl ¢ CK3HU u He n10/kHBI NOHWKATHL Oe3onacHocTh CK3U u 3amumaemoi um undgopma-

HMH.
2.5 TpeboBanus nmo ucnoan3oanumw JCU

B I10 CK3U «Banunara CSP» m1st reHepanuu ciay4yailHbIX YMCEI MCIIOIb3YETCsl POrpaMMHbII
JACY (ITACY), rapanTupoBaHHO 00ECMEUMBAIOIIMIA BBHICOKHE CTATHCTHUYECKHE KAueCTBAa T'€HEPUPYEMOi
ciy4daiiHoi nocnenosarenbHocTd. st mannmanuzanuu [1IJICYH ucnons3yercs nubo anmapatHsiii JJCY,
nub0 Tak Ha3biBaeMbli «Ouonoruueckuit» JICY, TpeOyromuii OT MOIB30BaTENs OINpPENEICHHOrO YHcia
HaXaTUH Ha KJIABUIIM KJIaBUATYphl WJIM MAHUITYJSIIMNA ¢ «MblIblo». O0a ykazanHbix JCY, annapaTHbIi
u «Ouonornyeckuit», HaszpiBatoTrcs (usumdeckumu JJCU. Beibop ¢usuueckoro ACU ocymecTBisercs
MOJIb30BaTEJIEM MPHU UCTIONb30BaHNN KoHUryparimoHHo#i mporpaMmel.

s CK3U «Bamugara CSPy» (Kak B HCIIOJHEHUH 1, TaK M B HCIIOJHEHUH 2) /IS MHALHATH3AI[HH

[TACY nomyctumMo ncnonb3oBanue «ouonorundeckoro» JCY.
2.6 CpencrBa 3amutsl oT HCJ]

s pabotsl coBmectHO ¢ [10 CK3U «Banunata CSP» npeanaraercs Heckonbko tunos C3U ot
HCII.

B kauectBe nmpumMepa paccMoTpuM KoMIuieKehl «AKKOpI-AM/I3» u «Co6oiiby.
2.6.1  AnmapaTHBII MOZYIb JOBEPEHHOM 3arpy3Ku «AKKopa-AM/I3»

Anmnapatsbiii kommiieke C3U or HCJI nns [I9BM «Axkkopa-AM/I3» npeaHa3zHaueH sl npu-
menenust Ha IBM-coBmectumbix [I19BM [paboumx cTaHIMsX JIOKaabHOM Bhrancauteaboi cetn (JIBC) ¢
[EJbI0 3aIUTBl CPEJCTB BBIYMCIMTENLHON TEXHUKM W HWH(popMmanmoHHBIX pecypcoB ot HC/]
Y BBINOJIHSIET:

—  uaeHTU(UKAINIO, ayTeHTU(UKAITUIO TT0JTH30BaTENCH, PErUCTPAINIO UX JIEHCTBHIA;

—  KOHTPOJIb LIEJIOCTHOCTH TEXHUYECKHX U MPOTPaMMHBIX cpeacTB ((aiiinoB obuiero, mpukiia-
Horo I10 u nannsix) [19BM,;

— o0ecriedyeHne pexxuMa JOBEPeHHOM 3arpy3ku B paznudabix OC, a taxxe moobix apyrux OC,
ucnonp3yronux (ainossie cucremsl FAT 12, FAT 16, FAT 32, NTES, HPFES, FreeBSD, Linux EXT2FS
IIPU MHOTOMOJIB30BATENBCKOM pexkuMe skciuryataruu [I9BM (pabounx cranumii JIBC).

[Tox TepMUHOM <«10BEpEHHas 3arpy3ka» MOHUMaeTcs 3arpys3ka pasznuuHbix OC TOnbKO mocie
MIPOBEACHUS KOHTPOJBHBIX MPOLIEAYD:

—  uaeHTU(UKAIMH/ayTeHTU(PUKAIIUU TTOTH30BATEIS,
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— IPOBEPKHU LETOCTHOCTH TEXHUUECKUX U IporpaMMHbIX cpeacts [I9BM c ucnonb3oBanneM
aJITOpUTMa MOLIAroBOro KOHTPOJIS LIEIOCTHOCTH.

Jannbrii komiuieke 3¢ (GeKTuBHO MOKHO TTpuMeHsTh 11 noctpoeHuss C3M ot HCJ B cooTBeT-
ctBUM ¢ pykoBogsamuMu ngokymeHTaMu @CTOK Poccuun «ABTOMATU3MPOBAHHBIE CUCTEMBI. 3alldTa OT
HECaHKIIMOHUPOBAHHOTO JocTyna K uHpopmanuu. Knaccudukanus aBTOMaTU3UPOBAHHBIX cUCTEM. Tpe-
OoBaHus 10 3amuTe HHPopMaum» U «CpeacTBa BRIUMCIUTEILHOW TEXHUKHU. 3alIUTa OT HECAaHKIMOHU-
poBaHHOTO JlocTyna K nHpopmanuu. [lokazaTenu 3aIMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO JAOCTYIIA K
nHpopMaumn.

Kommnekc «Axkkopa-AM/I3» paspaboran 3A0 «OKBb CAIIP».

B kawectBe mumeHTH(HKaTopa B KOMIUIEKce «AKKOpA-AMJI3» ucmonb3yercs NepcOHaIbHBIHN
unentudukatop DS 199x (TM-unentudukarop).

VYcranoBka u HacTpoiika komiuiekca «Akkopa-AMJI3» na APM nonb3oBarens AOMKHA IPOU3-
BOJUTHCS B COOTBETCTBUU C HKCIUTYaTAIlAOHHOW JTOKYMEHTAI[MEN Ha JAHHBIN KOMIUICKC.

Ilpumeuanue - Ileped ycmanogxoii komniexca «Axkkopo-AMJ[3» na II9BM, ucnonvzyemyro 6
kauecmee APM nonvzosamens, dannaa [I9BM oondicna 6vime npogepena Ha npeomem KOppeKmHO20
s3aumooeticmsusi ¢ AMJI3.

VYcranoBka [10 u anmapatHo# yacTu koMiiekca «Akkopa-AM/I3» Ha APM MOXeT BBITIOJIHSTh-
Csl TPEICTABUTENSIMU CIIY)KObl HMH(pOpMaMOHHON Oe3omacHocTu. Hacrtpoiika komruiekca «AKKOpA-
AM/I3» Ha TpeOyemyto KOH(PHUTYpAIIHIO BBIMOIHICTCS aIMUHUCTPATOPOM HH(OPMAIIMOHHON Oe30macHo-
ctu. Hactpoiika nomkHa UCKII0YaTh BO3MOKHOCTh BMEIIATENBCTBA MOJIB30BaTEN B IIPOLIECCHI 3arPy3KH
OC u npuxiagsoro 1O u npoBepky 1ETOCTHOCTH MPOTPAMMHON CPEJIBI.

Pexomenayercs ucnonb3oBaTh «Akkopa-AMJI3» Bepcun 3.2, cepTuduUpoBaHHBIN 1O TpeOO-
BanusiM OCh Poccun u umeronuit BctpoeHHsblit anmnapaTtHeid JICY, Takxe cepTudUIIUPOBAHHBIN TIO Tpe-

6oBanusiM @Cb Poccum.
2.6.2  DnexTpoHHBIH 3aMOK «C000b»

[Tporpammuo-anmnapatsbiii koMiieke (ITAK) «CoGonb» — 3T0 anmapaTHO-IPOTrpaMMHOE Cpeji-
cTBO 3amuThl KoMibiotepa oT HCJI (31eKTpOHHBIN 3aMOK).

[TpousBonutens — 3A0 «MHpopm3amTa.

OneKTpoHHBIH 3aMOK «C000JIbY» MOXKET IPUMEHATHCA KaK YCTPOHCTBO, o0ecreunBaromee 3amiu-
Ty aBTOHOMHOT'O KOMIIbIOTEpA, a TaKXke pabodell CTaHIMK WM CEpBEpa, BXOASIIUX B COCTAB JIOKAJIbHOU
BBIYMCIIUTEIIBHON CETH.

Unentudukanus v ayreHTHGUKALIS

Hcnonb3yroTcsl nmepcoHalbHbIEe 3JIeKTpoHHBbIe HaeHTU(uKkaTopsl: iButton, eToken PRO, iKey
2032. 3arpy3ka OC ¢ )KeCTKOro IUCKa OCYIIECTBISETCA TOJBKO MOCHE MPEIbIBICHUS 3apETUCTPUPOBAH-

HoOro uneHtudukaropa. Mapopmaius o moap30BaTeNsIX XPaHUTCS B JHEPTOHE3aBUCUMOM MaMSITH.
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Peructpanus nonbIToK goctyna Kk IIDBM

DIEeKTPOHHBIN 3aMOK «C000JIb» OCYIIECTBISIET BEICHHE CUCTEMHOTO JKypHaJIa, 3alUCH KOTOPO-
r0 XpaHsTCA B CIENUAIBbHON SHEPrOHE3aBUCUMOMN NaMSATH:

— (akT BX0ja MoJab30BaTeIIs U UMS IT0JIh30BaTEIIS;

— MpeabsBICHUE HE3apEeTUCTPUPOBAHHOTO HICHTU(DHKATOPA;

— BBEJICHUE HENPABUIBLHOIO MAPOJIS;

— TPEBBILIEHUE YKCJIIA MTONBITOK BXO/IA B CUCTEMY;

— ywucno u nara HC/I.

KOHTDOHB OEJIOCTHOCTH ITPOr DaMMHOﬁ CpCabl

I/ICHOHBBYCMHﬁ B JJICKTPOHHOM 3aMKC «Co00ab» MeXaHU3M KOHTPOJIA HEJIOCTHOCTHU ITO3BOJIACT
KOHTPOJIUPOBATb HCU3MCHHOCTD (1)a171n013 n (1)I/I3I/I‘IeCKI/IX CCKTOPOB KCCTKOI'O AUCKA 0 3arpy3Ku OC.

3arper 3arpy3Ky ¢ BHENTHUX HOCUTEIIEH

OnexTpoHHbI 3aMOK «Cobomb» obecrieunBaeTr 3ampeT 3arpy3ku OC cO CheMHBIX HOCHTEIEH
(USB, FDD, CDROM, LPT, SCSI-iopTsl) Ha anmapaTHOM YPOBHE IUIsS BCEX IOJIb30BaTeIel KOMITbIOTE-
pa, KpoMe aJIMUHHACTPATOPA.

Bo3moxxkHOCTH 1O AJIMHUHHUCTPUPOBAHUIO

st HaCTpOMKH 3IIeKTPOHHOTO 3aMKa «Co00J1by aIMUHUCTPATOP UMEET BO3MOXKHOCTD:

— ONpeAeNiaTh MUHUMAJIBHYIO JIMHY TApoJis MOJI30BATENS M MPEACIbHOE YHCIIO HEYTAaYHBIX
MOMBITOK BXO/Ia TIOJIb30BATEIIS,

— J100aBJIATh U YOAISATH TOJIb30BATEINECH;

— OnoxupoBaTh pabOTy MOJIK30BATENS HA KOMITbIOTEpE B ciydae peructpanuu nonbitku HCJL;

— CcO03/1aBaTh pe3epBHBIC KOMUHU MEPCOHATLHOTO UIEHTU(UKATOPA aAMHUHUCTPATOPA.

JIaTYuK cIyYalHbBIX YHCE

DnexTponHsIii 3aMok «Coboiby» (Bepcust 3.0) comepxut ICH, COOTBETCTBYIOMIHI TPEOOBAHHIM

@CB. IIpu kaxa0M BKIIOYEHUH KOMIBbIOTEpa MPOU3BOAUTCS TECTUPOBaHKE NpaBuiIbHOCTH padoTel JICY.

2.7 TpeOoBaHM$ MO 3aLIUTE OT YTEYKH HHPOPMAMHU MO TEXHHYECKUM

KaHajJlaM

[19BM, na xotopbix npeamnoinaraercs skcruryaramus CK3U «Bamumata CSPy», mommkHBI OBITH
JOMYIIeHbI A1 00paboTKH HH(POPMAIIMK OTPaHUYEHHOI0 JIOCTYMa Mo AekcTByonmM B Poccuiickoit de-
Jepanuu TpeOOBaHMSIM IO 3aluTe WH()OPMAIUK OT YTEUKH M0 TEXHUYECKHM KaHallaM, B TOM YHCIE 10
kaHany cBs3u (Hanpumep, CTP-K), ¢ yuerom Mmozaenu yrpo3, npunsroii B ACBP.

TpeGoBanusi k WHPOPMATUBHOCTH CHUTHAJIOB JUHEHHOW mepemaun u curHaimoB [IOMUH we

MNPCABABIAIOTCA.
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TpeGoBanust 1 peKOMEHAANU MPU paboTe MO BUPTYaIbHBIMU MallMHAMM H3JI0KEHBI B JIOKY-
mente BAMB.00060-05 93 03 «AIIK «CpenctBo kpunrorpadudeckoi 3ammtsl nHbopmanmu «Bamua-
ta CSP» Bepcus 5.0. OyHKIIMOHUPOBAHKE B BUPTYAIbHOU cpejie. PykoBoCTBO anMuHUCTpaTopa HHPOp-

MaIMOHHOHN 0€3011aCHOCTI.
2.8 TpeOoBaHHs K OTKJWYeHHI® pyHKkuuii Teaemerpun B Windows 10

Hns otkimrouenus Gpynkuuii Tenemerpur Ha OC Windows 10 He0OX0UMO BBITIOJIHUTH CIIEIYIO-
IIUe JTCUCTBUS:

1.  TpoBeputrs Hammuue u craryc cepBuca DiagTrack (Ilamens ympasnenust -> Cucrema u
0e30macHOCTh -> AIMUHHCTpHUpOBaHUE -> CyxOBbI).

Ecnu naHHbIN cepBHC 3aITylleH, HEOOX0AUMO OCTAHOBUTB €TO0.

2. C ucnonb3oBanueM mporpammsl regedit (ITyck -> BeimoaHuTh -> regedit) ynanuth 3amuch
perucrpanuu cepBuca DiagTrack u3 peectpa B paznene
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services.

B manHOM paszene HeoOX0 Mo HAlUTH B ynanuTh manky DiagTrack.

3. YjanuTh NOATOTOBJECHHBIE K OTIPAaBKE JaHHBIE, KOTOPbIE COXPAaHSIOTCSA B 4YeThlpex ¢aii-
Jax ¢ pacimuperneM *.rbs, xpansmmxcs B mupektopun %ProgramData%\Microsoft\Diagnosis.

Nmena oaitno s production coopok OC — event00.rbs, event0l.rbs, eventlQ.rbs wu
eventll.rbs.

Hns insider coopok OC nMeHa MOTYT OTJIMYATHCA, TIOITOMY HEOOXOAMMO yIaIUTh BCe (ailyibl ¢
pacupenueM *.rbs.

[Tpy BO3HMKHOBEHMM MpoOJIEeM C yJalleHMeM JaHHBIX (ailzioB He0OXOAMMO B CBOMCTBaxX Ha
BKJIa/IKe «be30macHOCThY pa3penIuTh MOJIHBIN JOCTYH K (hailily, a 3aTeM yJIaauTh €ro.

4.  OcranoButh aBroMathyeckyio (AutoLogger) ETW ceccuio AutoLogger-DiagTrack-
Listener, kotopyto DiagTrack akTuBupyeT B Iporecce CBOei OCTaHOBKH.

5. VYnpamuth ¢aiin, B xoropom aBToMaTHueckas (AutoLogger) ETW ceccus AutoLogger-
DiagTrack-Listener coxpaHsuia coOpaHHbIE JaHHBIE.

[TyTh k maHHOMY (aiiny XpaHuTcs B peecTpoBoii 3anucu AutoLogger-DiagTrack-Listener B 3Ha-
yenuu FileName. Kondurypanum aromatnueckux (AutoLogger) ETW ceccuif HaxoasaTcs B Kiltoue pe-
ecrpa HKLM\SYSTEM\CurrentControlSet\ControNWMN\AutoLogger. Kondurypanus meneBoit ceccuu
XpaHUTCS B IaHHOM KiTtoue 1o 3anuckio AutoLogger-DiagTrack-Listener.

B Hacrosuiee BpeMs coOpaHHbIE JTAHHBIE COXPaHAIOTCS B ¢aiin
%ProgramData%\Microsoft\Diagnosis\ETLLogs\AutoLogger\AutoLogger-DiagTrack-Listener.etl.

6. VY 1anuTh 3amuch perucTpanuu KoHpurypauu aBromatudeckoit (AutoLogger) ETW cec-

cun AutoLogger-DiagTrack-Listener u3 peectpa.
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7. TlepeuncneHHbl€ BbIIE AEHCTBUS HEOOXOIUMO BBIMOIHATE MOCIE KAXI0TO0 KyMYJISTUBHO-
ro 0OHOBJICHMS], TOCKOJIbKY JaHHbIE OOHOBJICHHSI IPAKTHUECKH SBIISIOTCA MOJHOM nepeycTtaHoBKoil OC u

YAAJIICHHBIE CEPBUCHI BOCCTAHABJIMBAKOTCA.
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3 TOPAIOK PA3BOPA KOH®JIUKTHBIX CUTYAIIUI, CBSI3AHHBIX C 311

[Tpumenenue DI B aBTOMAaTH3UPOBAHHOW CHUCTEME MOXKET MPUBOJUTH K KOH(DIUKTHBIM CHTYa-
UM, 3aKTIOYAIONIMMCS B OCIIAPUBAHUU CTOPOHAMHU (Y9aCTHUKAMU CHCTEMBI) aBTOPCTBA W/WIIHM COJEP-
KHUMOTO JOKyMeHTa, nmoamucanuoro JI1. Pa30op mogo0HBIX KOHPIUKTHBIX CUTYalluid B COOTBETCTBUU C
JEHCTBYIONIUM 3aKOHOJIaTEILCTBOM UM 0COOEHHOCTsIMU (hopmupoBaHusi camoit D11 Tpedyer nmpuMeHeHHs
cnernuaabHoro I1O 1715 BBIMOJHEHUS MPOBEPOK M JOKYMEHTHPOBAHHMSI TAHHBIX, HCIIOJIb3YEMbIX MPU BbI-
MOJIHEHUU TIPOIICAYpPhI MPOBEpKH cooTBeTcTBUS DIl comepkumMomy 3JIEKTPOHHOTO JOKyMeHTa. Pa3bop
KOH(MIMKTHOM CUTYaIlMH 3aKJIF0UAETCs B JIOKA3aTEeIbCTBE aBTOPCTBA MOIMUCH KOHKPETHOTO 3JIEKTPOHHO-
ro JOKYMEHTa KOHKPETHBIM HCIIOJIHUTEIIEM.

JlaHHBII pa300p OCHOBBIBAETCS HA MAaTEMAaTHYECKUX CBOMCTBax asroputrMa DI, peann3oBaHHOTO
B COOTBETCTBUU cO cTaHmaptamu Poccuiickoit ®enepanuu ['OCT P 34.10-2001, TOCT P 34.11-94 u
I'OCT P 34.10-2012, T'OCT P 34.11-2012, rapaHTUpYIOIIMMHA HEBO3MOXXHOCTh MOJIENKH 3HaueHus: DIl
JIFOOBIM JIMIIOM, He oOJiafgaromuM Kiro4doM OI1.

CK3U «Bammpara CSP» nonmyckaeT BbIIOJHEHHE NMPOBEpPKU 3HadeHUs: DIl B TeueHue ycTaHoB-
JICHHOTO CpPOKa XpaHeHus Kitoueil mpoBepku D11 v 371eKTpOHHBIX TOKYMEHTOB.

Pa30op KOH(IUKTHON CHUTyallMd PEKOMEHAYETCSl BBIOJHATH KOMHCCUEH, COCTOSIIEH U3 Tpe/-
CTaBUTEJNIEH CTOPOH, CIIy>KObl 0€30IIaCHOCTH M 3KCIEPTOB (ITOCIEAHUX - P HEOOXOAUMOCTH).

CocTaB KOMHUCCHH, TIOPSIIOK €€ (POPMUPOBAHMSI, pETTIAMEHT paOdOThI, PACCMOTPEHHE PE3yIbTATOB
ee paboThI ONpeAeNsAeTCs B MPUIOKEHUH K JOTOBOPY, 3aKIII0UaEMOMY MEXAY YYaCTHUKAMHU DIIEKTPOHHO-

r0 B3aUMOJECHCTBHUS.
3.1 Mopsiaok pa3dopa KOHPJUKTHOW CUTYAIUH

Pa360p kOH(PIUKTHON CUTyaIlK BBIMOIHIETCS IO HHUIIMATUBE JTF0OOTO YUaCTHUKA DJIEKTPOHHO-
r'0 B3aUMOJEICTBUS U COCTOUT U3:

—  TNpeabsBICHUS MPETEH3UU OJHOU CTOPOHBI APYTOM;

—  (opmupoBaHUS KOMHUCCHH,

— paszbopa KOHGIUKTHON CUTYaIlUH.
3.2 TpeOGoBaHMA K apXHBaM cepTU(PHUKATOB

Ceprudukarel kmodeid nmpoBepku OI1 MOHKHBI XpaHUTHCS B TEUEHHE BCETO YCTAHOBIIEHHOTO
cpoka xpaHeHHs. ba3bl JaHHBIX, B KOTOPBIX XPaHATCS cepTUPUKATHI, HEOOXOJUMO MOJIBEPTaTh peryisp-

HOMY pE€3€pBHOMY KOIIMPOBAHUIO.
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4  KOHTPOJIb HEJOCTHOCTHU IO

ITpu ucnons3oBannu CK3U «Bamumgara CSP» HEoOX0oauMoO opraHn30BaTh KOHTPOJIb LIEITOCTHO-
ctu nporpammuoro obecrnieueHus (I10) CK3U «Bamupara CSP» u cucremuoro 1O B cooTBeTCTBUM C
tpeboBanusimu nokymeHTa BAMB.00060-05 93 02 «CpenctBo kpunrorpaduyeckoil 3amuTel nHPOpMa-
uuu «Banmunata CSP» Bepcus 5.0. [Iporpamma KOHTpOJIS LIETOCTHOCTH. PyKOBOJICTBO aiMHUHUCTpAaTOpa
nH(pOPMaMOHHOM 6€30IMaCHOCTHY.

B 00s13aTenbHOM MOPSIKE TOIHKHBI BHITIOIHATHCS CIEAYIOIINE BHIBI KOHTPOJIS IIETOCTHOCTH:

—  TEepPBUYHBIN, BBINOJHAEMbIN npu noctaBke 110;

—  TEepUOANYECKUN KOHTPOJIb, BHIMOIHIEMBIH aqMUHUCTPATOPOM MHGPOPMAIIMOHHON Oe3omac-
HOCTH;

AIMHHHCTpATOP MHPOPMAITMOHHOW 0€30IMacCHOCTH JOJDKEH MEPUOJMYECKH (HE peke OJTHOTO pa-
3a B 10 gueit) nmpoBoanTh monHbINH KOHTpoub HenoctHocTH [10 CK3U u cucremuoro 10 Ha Bcex pabo-
YHX MeCTax ¢ moMoinbto nporpammsl hashfile.exe. [Ipu mpoBeneHNN KOHTPOIIS LEIOCTHOCTHU CIEIYET HC-
MOJIb30BaTh ATalloH Bepudukanmu. [IpoBepka HEIOCTHOCTH B XOAE PErJaMEHTHOrO KOHTPOJIS JOJKHA
OCYIIECTBISITHCS 10 MEPBOro oOpameHus K JodoMy ucnomHsemomy monyinto CK3U wim npukiagHoro
I10.

Ipumeuanue - Ecnu II9BM ¢ ycmanosnennvim CK3H ne ucnonvzyemcs (svikaouena) oonee 10
OHeltl, Npo8oOUmMb pe2lamMeHMHubIl KOHMPOob He mpedyemcs. Ilpu smom easicHo obecnewums Haonedxca-
WYI0 3auumy om HeCaHKyUuoOHUpos8anno2o ucnoavzosanus [I9BM. Ilepeo nauanom 6oesoco ucnonv3osa-
Hust 0annou I[IIBM neobxooumo nposecmu eé peeiameHmuslii KOHMPOIb, A NOCAedyIouue nepuodsvl pe-
2NIAMEHMHO20 KOHMPOJIsi OMCUUMBIBAMb C 91020 MOMEHMA.

—  koHTpousb nenoctHoct nuctpudytuBa [10 CK3U «Banunara CSPy;,

—  KOHTPOJIb JIETAIFHOCTH YCTAHOBJIEHHBIX ITPOTPAMMHBIX CPEICTB.

Ilpumeuanue - xommponv necanvnocmu 110 onucan 6 odoxymenme BAME.00060-05 93 02
«Cpedcmeo kpunmoepaguuecxoti 3awumol ungopmayuu «Barmoama CSPy eepcus 5.0. Ilpoepamma
KOHMpOJs yenocmuocmu. Pykosoocmeo aomunucmpamopa uH@opmayuoHHol 6e30nacHocmuy.

Taxxe B cinydae BcTpauBanus [10 CK3U «Bamunata CSP» B cuctembl 00paboTku nHpopManuu
MOJTH30BATEJIEM JIOJDKCH MPOBOAUTHCS TeKyIHi KOHTPoib menoctHocTH [10 CK3U «Bamumata CSPy.
Texymmii (exxeHEeBHBIN) KOHTPOJb - KOHTPOJIb IIEIOCTHOCTH, BBIMONHAEMBIN B mpouecce padotsl ¢ I10
(B Hayase paboThI, BO BpeMsi pabOThI MJIH IO 3aBEpIIEHUHN pabOThI) MOJIH30BATENEM WIIM YIOTHOMOYEH-

HBIM KOHTPOJIMPYIOIIHUM JIUIIOM.
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5 KOHTPOJIb TIPABUWJIBHOCTHU PABOTBI AIIITAPATHBIX CPEJCTB 3BM

s obecriedeHusi KOHTPOJIS MPABUIBLHOCTU pabOThI anmapaTHbIX cpeacTB DBM ¢ ycraHoBieH-
HbeiM CK3U «Bamunara CSP» HeoOXoauMo HE pexe OAHOTO pa3a B T€UEHHUE 3-X CYTOK IMPOU3BOJUTH IIe-
pesarpy3ky padoraromeir IBM ¢ ycranoBienasiM CK3U «Bammgata CSPy.

[Tpu »TOoM mepe3arpy3ky pabdoraromeir 9BM HE0O0X01uMO POU3BOANTH C OTKIIIOYCHUEM H T10-
CIEAYIOIIMM BKJItOUYeHHEM NuTaHuss DBM ¢ 1enpto BeinoiHEHU BCTpoeHHBIX B [I3Y DBM TectoB npo-
BEpKHU PabOTOCIIOCOOHOCTH armapaTHBIX PECYPCOB.

B cinyuae, xorga nocne otkiaroueHust nutanus OBM nanbHeimell padotel ¢ qanHoit OBM He

Tpe6yeTc;I, MMPOU3BOJUTH IIEPE3arpy3Ky HC HYKHO.
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6 TPEBOBAHMUA 11O NOAKJIIOYEHUIO CK3U4 1JIAA PABOTHBI 11O
OBIIEJOCTYIIHBIM KAHAJIAM ITEPEJTAYN JAHHBIX

Jomyckaercst BctpauBanue umeromux ceptudukar coorserctsust ®Cb Poccun dpynkumo-
HanpHO 3akoHUeHHBIX CK3U, ucnons3yrommx CK3U «Bamumata CSP» B xadecTBe KpUITOIPO-
Baiifiepa, B MPUKJIaJHbIe HHPOPMAIIMOHHBIE CUCTEMBI, MOAKII0YaeMble K CETsIM OOIIEro MOJb30-
Banus (COII), mpu BBITOJIHEHUH CIICTYIOITNX TPEOOBaHUH.

1. DKCIUTyaTHPYIOLIe OpraHu3aiuei JomKeH ObITh OmpesesieH MOPSAI0K HOJKITIoue-
Husa CK3MU k kananam cBsizu.

2. [Tpu noaxmroyennu CK3U k 0011e10CTYMHBIM KaHAJIaM epeladl JaHHBIX JOJDKHA
ObITH OOecrieueHa 6e30MacHOCTb 3aIIUIICHHON CBS3H.

3. OtBetrcTBeHHBIM 3a Oe3omnacHocTh padoTel CK3U mo olmienocTynHbIM KaHallaM
JIOJKEH OBITh aJIMAHUCTPATOP HH(POPMAIIMOHHON O€30MacHOCTH.

4. JloiokeH ObITh pa3paboTaH THIIOBOW pETIaMEHT 3aIMIICHHOW CBSI3M, BKIIIOYAIO-
LUH:

—  TOJMUTUKY O€30MaCHOCTH 3allUIICHHON CBS3H;

—  COCTaB MNPUKIAJAHBIX MPOrPaMMHBIX CPEICTB, 0OECIIEUMBAIOUINX HCIOJIb30BAaHUE
dbynkuit CK3U ans 3ammtel HHGOpMAIUK, TepeaaBaeMoi o 00IIeI0CTYITHBIM KaHaJIaM;

—  IepeydeHb JOMYCTUMBIX CETEBBIX IPOTOKOJIOB;

— TIepeYeHb U MOPSJIOK MPUMEHEHHUs alllapaTHO-IPOrPaMMHBIX CPEICTB, OOeceun-
Baromux 3amuTy CK3UM OT HEeCaHKIMOHMPOBAaHHOIO JOCTYNA K HEMY IMOTEHLIMAIbHOTO
HapyILIUTENs yepe3 oOIeIOCTYIHbIe KaHANbI CBA3H;

—  TOpPsIOK OOHOBJIEHUS MIPUKIAIHBIX TPOTPAMMHBIX CPECTB;

—  KOHTPOJIb 32 UCHOJIb30BAaHUEM CETEBBIX ITPOTOKOJIOB;

—  xoHTpoib nenoctnoctu [10 CK3U, cucremuoro u npukiaanoro [10;

—  CHUCTEMY U CPeJICTBAa aHTUBUPYCHOW 3aIUTHI.

5. JlomxkeH OBITH o0OecredeH OpraHu3alMOHHO-TEXHUYECKH KOHTPOJIh 3alpOCOB Ha
YCTAHOBJICHHE COeTMHEHUs a0OHEHTOB 10 npoTokony TLS ¢ ucnonb3oBanuem 3peMepHbIx
KJTIFOYeld, MCKITIOYAIOIUH BO3MOKHOCTh MCIIOJIb30BaHUSI A0OHEHTOM UY)KHUX aTpuOyTOB CO-
equHeHus (Takux, kak Client Id u T.11.).

6. [TonuTuka 6e30MacHOCTH JTOJKHA MTPelycMaTpuBaTh COOJIIOIEHNE TPaBUII TIOJIB30-
Bauust CK3U u cpenoit pynxkumonuposanus CK3U.

7. [TonuTHka 6€30MacHOCTH JTOJHKHA OIPENeNIATh OPraHU3alMOHHO-TEXHUYECKUE Me-
pBI (BO3MOJKHO, JOTIOTHHUTENbHBIC K MPEyCMOTPEHHBIM IpaBmiiamMu nojib3oBanuss CK3U),

obecneunBarornue 6e3omacHocTh padoTel CK3U no 001menocTymHpIM KaHaIaM.
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8. [Ipu mpoBeneHUHM WCCIETOBAHMI MO OLIEHKE BIUAHUS MPUKIATHON CHCTEMBI HA
BBITIOJIHEHHE MTpebsiBiieHHbIX K CK3U TpeboBanuii HEOOX0AMMO OIIEHUBATh BO3MOXKHOCTh
HEraTUBHOTO BIusiHUS Ha (yHKImonupoBanne CK3U HapymmTens, UCTOIB3YIOIIETO BO3-

MOXHOCTH O6H.I€I[OCTYHHBIX KaHaJIOB.
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7 TPEBOBAHHWS K AHTUBUPYCHO 3ALLUTE

ITpu sxcmnyatanuu CK3W A0KHBI UCHIOJIB30BATHCS CPEICTBA AHTUBUPYCHOW 3aILUTHI, CEPTHU-
¢unmposannsie PCh Poccun no knaccy b (uis mpuMeneHust Ha cepBepax) u kiaccy B (s npuMeHeHus
Ha paboYnX CTAHIIHAX).

Jlis neHTpaIn30BaHHOTO YIIPaBJICHUS TEPPUTOPUAIBHO Pa3HECEHHBIMU KOMIIOHEHTAMHU aHTHBU-
PYCHOI1 3aIUTHI, 00ECIIEUNBAIOIIEIO CBOEBPEMEHHOE aBTOMAaTUYECKOE OTCIICKUBAHUE OOHOBJICHUN aHTHU-
BUPYCHOHM 0a3bl NaHHBIX M PETYJSIPHBIA MOMCK BUPYCOB II€JIECOO0PA3HO MPHUMEHSATh CPEACTBA aHTUBH-

pycHoi#i 3amuThl, ceprudunmpoBanasie @®Chb Poccun mo kinacey A.
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8 O®OPMJIEHME PE3YJIbTATOB BbBIIIOJIHEHUSA PABOT

[Mocne peanu3aiuu peKOMEHAIHA, MTEPEUYNCIICHHBIX B HACTOAIIEM JIOKYMEHTE, U TPeOOBaHUI
HOPMATHUBHBIX JIOKYMEHTOB OpPraHU3allMU 1O 00ECIEUYCHUI0 0e30macHOCTH MH(pOpManuu 0hopMIIIeTCs
AKT rOTOBHOCTH K padore.

Pexomennyemas opma AkTa npuBeeHA B IPUIOKECHUH B.
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ITPUJIOKEHHUE A

CITPABOYHOE
®OPMBbI )KYPHAJIOB

A.1 Pexomenayemas popma «KypHasa perucrpanum nmojb3oBarteseil 1 aIMUHUCTPATOPOB ce-

TH APM ¢ ycranoBiennsiMm CK3U «Bamugara CSP»»

Ho- [(HaumeHoBaHHE ®.N.0. axmunucrpatopa nnpopmanunon- [lara laTa IIpu-
Mep [moab3oBaTens HO I perucrtpa- [BpIOBI- [Meua-
n/n 119787 THUS HUe
(opranusanuu/ 0e3o0macHOCTH (ero 3aMecTUTEJIsI) U TOBe-
PEHHOTO NMpeACTABUTEJISI MOJb30BaTeJs
nojgpa3saejeHus)
ceTH CBA3H
A.2 Pexomenayemas opma «2Kypnaja coobiTuii cetu APM ¢ ycranoBiennsiMm CK3U «Banu-
npara CSP»»
Ho- Hdara, Ilonb3oBa- CoObITHE N3menenue B paboTe IIpume-
Mep Telb ceTH yaHue
BpeMs
n/n (pemeHmue)




37

BAMB.00060-05 93 01

A.3 Pexomenayemas popma «KypHasa yuéra HocuTeJIell K/I04eBoi HH(pOpMaum»

Yue
THBI
i
HO-
Mep

n/n

Cepus
" HO-
Mep
KJI0Ye-
BOTO
HOCH-

TeJdsA

damuaus,
HHHUIHAJBI,
NOANMUCH JIH-
na, u3roro-
BUBIIETO0
KJIIO4YeBY 0
uHpopma-

Mo,

aaTa u BpeMs
H3roToOBJIE-

HHUHA

IMoanoe
Ha3BaHHUe
opranu3sa-
uuu, (l)a-
MUJIHA,
MHUIUA-
Jbl, MOJ-
NMUCh JH-
na, moJy-
YUBIIET O
KJ4YeBY 10
uHpopma-

I M IO

Hdara mn
BpeMs
moJy-
YeHU
KJIK4Ye-
BOH
uHop-

Maluu

Bung

KJK4e-
BOWl MH-
bopma-

19791

Cpoxk
Jeii-
CTBHUSA
KJI10-

yeH

Hdara mn
NMPUYH-
Ha BbI-
BOJA U3
Aei-
CTBUA
HOCH-

TEJaA

CBene-
HHUA O
nepe-
nauve
(B0O3-
Bpare)
HOCH-

TEJaA

IIpn
Me4a
ya-

HHEC
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INPUJIO)KEHUE b
CITPABOYHOE
PEKOMEHJIYEMAS ®OPMA AKTA YHUUTOXEHUS KJIIOUEBOW NTH®OPMAIIUN

<HaumeHoBaHUE NOAPA3LCIICHUAST™> YTBEPXJAHO
<JIOJKHOCTBb PYKOBOJMTETS CTPYKTYP-

AKT HOTO NOJpa3aciICHUS>

YHUYTOKEHUS KIF0UeBON HH(pOpMamu <noonucvy> <UHUITHAHI, (aMUTHT>

oT JAMM.20  Ne
(13 2 20_ r.

MpbI1, HU>KETIO AU CaBIINECS

1. AnMuHucTpaTop MHPOPMALMOHHON 0€30MacHOCTH <HAUMEHOBAHUE MOAPA3JICICHUS™> <UHU-
[UATBl, paMIIAs aMHUHACTPATOPa™,

2. Ilonp3oBarenb  KIIOYEBBIX JOKYMEHTOB  <JOJDKHOCTh, HHHUIIHAIBI, bamums>,
COCTaBUJIM HACTOSIIUNA AKT O TOM, 4TO <dama> MPOU3BEIN YHHUTOKEHUE KII0YeBOW MHPOpMAIUH, CO-

Jeprkalerncs Ha cieayomux kiodeBbix Hocutensix CK3U «Bamunara CSPy»:

Ne MapkupoBKa KJII04eBOIr0 HOCHTEIS
ILIL.

1 <yHUKaJbHbIA uaeHTH(rkatop>; Opurnnai; y4d. Ne200;

n <yHUKaJbHbIH naeHTudukatop>; Pabouas xomus 1; yu. Ne201

YHuurtoxxeHue kiaroueBoil nupopmanuu npousseaeHo [10 CK3U «Bamugara CSP» CK31.

YHu4TOXKEHNE KIH0YeBOW MHPOpPMAIMK IPOBEJICHO B CBA3M € < yKa3aTh NMPUYMHY: UCTEUEHUE
CpoKa JefcTBUS, MJIAaHOBAs CMEHA KJII0Yel, CMEHa JI0OJKHOCTHBIX 00S3aHHOCTEH MoIb30BaTeNs u T.1.>.

Hacrosimuii akT cocTaBieH B IByX IK3EMILIIpax, KOTOPBIE XPaHATCS:

9k3. Ne 1 B <HammeHOBaHME NOJPA3AECICHUSL>,

9k3. Ne 2 B <moppazziesieHne 0€301MacHOCTH>.

IToxmucu:

<monmuch> <para> / damMuiIus, UHUIUAIbI aIMUHUCTpATOpa /

<[OoAIHuChL> <Jgara> / JOJIDKHOCTB, (baMI/IJ'II/ISI, HHHUIHAJIbI II0JIb30BaTCIIA /
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INPUJIO’)KEHUE B

CITPABOYHOE
AKT I'OTOBHOCTHU K PABOTE

YTBEPXIAIO

(OIKHOCTB)

(HamMeHOBaHUE yUPEIKICHUS)

<noonucvy> <WHULHANBL, HaMUTHS>

ML.IL
AKT
rOTOBHOCTH K paboTe ¢
(HaMMeHOBaHUeE YyUYpPeKICHUS)
(HauMeHOBaHMe U3AeNUil)
13 2 20 r.
Komuccust B cocTaBe mpeacenaTes U 4JICHOB
(IOIKHOCTE) (bammumst, HHHAITHATIBI)
KOMHCCHUH, Ha3HAYCHHAs COCTABWJIA HACTOSIIIIMMA aKT O TOM, YTO
IIOMELEHUE TTOIb30BaTEINs , pasMmenieHue , XpaHUJIMINA KIFOYEBBIX
Ha3BaHUC o0opypoBaHue

HAOKYMCHTOB, OXpaHa HOMeH.IeHI/Iﬁ 1 TOATOTOBJICHHOCTb COTPYAHUKOB K OGCHy)KI/IBaHI/IIO

obopymoBaHue

COOTBETCTBYIOT:

(I'OCT, uHCTpYKLIHKS, pyKOBOJSIINE JOKYMEHTHI, MPaBUJIa TIOJIB30BaHUS U T.I1.)
Komuccust otmeuaeTt, uyTo yctaHoBKa 1 HacTpoiika [10 BeIIEYyTOMSIHYTBIX M3/1€THI TPOBE/IEHBI B COOTBETCTBUU C

Ha3BaHUC NMHCTPYKIINN

BriBoa: komuccus cuuTaeT, 00beKT OTBEYaeT TPeOOBaAHUIM
Ha3BaHHE O0bEKTa Ha3BaHUE UHCTPYKLIHU

o 00eCcIeYeHUI0 0€30IaCHOCTH CBI3H H MOXKET OBITh BBCICH B HeﬁCTBHQ.

IIpencenarens

(moamuch) (Mautmasl, paMuius)

YeHbI KOMHCCUH

(moamuce) (Maumansl, paMums)

(moamuch) (Mautmasl, paMuius)

(moamuck) (Muummansl, (haMyTes)
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MEPEYEHb COKPAIIIEHUM
AMJI3 AnnmapaTHblil MOAYJIb NOBEPEHHOI 3arpy3Ku
APM ABTOMATH3HPOBaHHOe padoyee MecTO
ACU JaT4uk caydaliHBIX YHCeJ
K3H1 Kpunrtorpaduueckas 3amuta HHGopManun
JBC JlokanbHafA BBIYHCIHUTEIbHASA CETh
ocC OnepaunnoHHasi cucremMa
HAK IIporpaMMHO-annapaTHbIil KOMIJIEKC
3y IIocTosiHHOe 3amOMHHAKOLIEEe YCTPOMCTBO
K IIporpaMMHBII KOMILJIEKC
no IIporpammHoe obecnieyeHue
o IIpukjgagnoe nporpaMmMHoe ofecneueHue
nacu IIporpaMMHBI AaTYHUK CAYYAHHBIX YHCEJI
C3H ot CpeacrBo(a) 3aIMTHl HHPOPMALMHU OT HECAHKIMOHUPOBAHHOIO J0CTYyNAa
HCJ
CKAJ CucremMa Kpuntorpaguyeckoil aBTOPU3ALMHU FJEKTPOHHBIX JOKYMEHTOB
cocC Cnucok OTO3BAHHBIX CepTHPUKATOB
COK Cpeaa yHKUMOHUPOBAHUS KPUNTOCpPeACTBA
oc IHenTp ceprudpuKanmnu
up IlenTp perucrpauuu
9BM DJIeKTPOHHASA BBIYHMCIANTENbHAS MAIHNHA

on DJNeKTPOHHAN MOANUCH
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JIucr perucrpauuu u3MeHeHui

Howmepa muctoB (cTpanuir) Bxopsmuit
Bcero -
u3Me- Ne conpoBoanTens-
M3m. 3aMCHEH- aHHyaMpo- |cToB (cTp.) B|  Ne moxymeHTa [Noanucs | Harta
HEH- HOBBIX HOTO
HBIX BaHHBIX | JOKyMEHTE
HBIX JIOKyMEHTa

1 Bcee BAMB.00060-05.001




