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AnHOTanuga

JIaHHBIfl JIOKYMEHT COJIEPYKUT OMHMCAHUE IPOIECCA YCTAHOBKU, YAAJCHUS U HACTPOUKH CPEJICTBA
kpunrorpadudeckoii 3amurer naGopmanuu (CK3U) «Bamugara CSP».

JloKyMeHT mpeaHa3sHAYEH [JIsT CHCTEMHBIX aIMUHACTPATOPOB M aIMUHUCTPATOPOB 0E30IMaCHOCTH
KaK PYKOBOJCTBO II0 II0 YCTAHOBKE, VIAIEHHIO W HACTPOHKe KPUITOrpahuIecKoro nposaiizepa «Ba-
suaara CSP».
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1 HA3SHAYEHUE U YCJIOBUA ITPUMEHEHUA

1.1 Haznauenue
Kpunrorpadunueckuit nposaiinep «Bamumara CSP» npennazuaden mjs:

— BBIUUCJIEHUS ¥ TPOBEPKH teKTporuol nognucu (DII) B coorsercreun ¢ TOCT P 34.10-2001
u 'OCT P 34.10-2012;

— BBINIOJIHEHUS 3amudpoBanus u paciiudpoBanus JaHHbIX B coorBeTcTBun ¢ 'OCT 28147-89;

— BBIYHCJEHAS HMUTO3AIATH JaHHBIX B cooTBercTBru ¢ [OCT 28147-89 (ipu 9TOM MOJIIePIKH-
BAIOTCS UMHUTO3AIIUTA AINHONK 4 GaiiTa U UMUTO3AIIUTA JINHOK 8 6a171T);

— BBIYHCJIEHHS KJH04a napHoil ceasu duddu-Xeamana ¢ HCIOJb30BaHAEM IAP 3aKPBITHIX U OT-
KPBITBIX KJ0Ueit, co3ganabix B coorBercTBun ¢ I'OCT P 34.10-2001 u 'OCT P 34.10-2012;

— BBIUHCJIeHUS X3I-byuknun ganubix B coorpercTun ¢ OCT P 34.11-94 u TOCT P 34.11-2012;
— BBIPAOOTKH CJYYANHOTO YUCIa 3aJaHHOW JIJTTHBI;

— co3maHus  (reHeparum) 3akphITBIX Kiawodeir B coorBercreun ¢ ['OCT P 34.10-2001 wu
roOCT P 34.10-2012;

— BBIYHUC/IEHHS OTKPBITHIX Kio4eit B coorBercTBun ¢ [ OCT P 34.10-2001 u 'OCT P 34.10-2012.

1.2 YcaoBus nmpuMeHeHUd

Kpunrorpaduueckuit mposaiinep «Banunmara CSP» paboraer nmox ynpasiaenuem ciemyomnmux OC:
— Windows Vista ¢ nakerom obuossennit 1 (SP1) u soiure (x86 u x64);

— Windows Server 2008 ¢ makerom obnoBsennii 1 (SP1) u Boime (x86 u x64);

— Windows 7 (x86 u x64);

— Windows Server 2008 R2 (x64);

— Windows 8/8.1 (x86 n x64);

— Windows Server 2012/2012 R2 (x64);

— Windows 10 (x86 u x64).
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2 YCTAHOBKA N YAAJIEHUE CK3U «Bamugata CSP»

2.1 Ycranoska CK3HM «Bamuagara CSP»

Jlna ycranoBkn CK3U «Bammgata CSP» meobxommmo 3aperuncrpupoBarbca B OC Microsoft
Windows ¢ npaBamu ajmunucrparopa. [locse 3roro neobxoammMo CMOHTHPOBATD JUCTPUOYTUBHbBII HO-
curesib iporpammuoro obecnedenns (I10) u 3amycTuTh mpornece yctanoBku u3 [IpOBOJHIKA ABOHHBIM
IeTIKOM «Mblim» 110 daitny aucrpudyrusa 110 acsptls x86.msi (aysa OC Microsoft Windows
x86) nn acsptls  AMD64.msi (n1a OC Microsoft Windows x64).

[Toce 3amycka mpoIecca YCTaHOBKU OyaeT oToOpazkeH Hada bHbI guanor (Pucynok 1).

i',E—' Ycranoska Bannnara CSP = |EI|5|

Bac npueercreyer Macrep
@ e YCTaHoBKHM 10 Banwpata CSP
' e S Bepcun 5.0

Mepen sanyckom NporpaMMel YCTEHOBKW PeKoMEH IYETCA
SAKpEITe Boe nporpammel Windows.

Haxraime kHonky "COmveda” AnA BeMOAE W3 NpOrpamMmMel
YCTAHOBKM, 33TEM SEKPOATE BCE SEMYLLEHHBIE MOMNONKEHMA.
Haxmiate kHonky "[anes” onA NpoOon¥eHua YoCTaHOBKK.

BHMMAHWE! Oanras nporpamma sawmweHa saKoHamy ob
SETOPCKI MPAEEK M MEXAYHIPOIHEIMA COrNALEHUAMM.

i HesakoHHDE BOCNPOM3EEAEHME MMM PACNPOCTREHEHWE
:__g‘?\““:' at” OAHHOIA NPOrpEMMB! MNK NoG0A 88 YACTW BNEYET
s T MPEAASHCKYID W YTONOEHYH OTEETCTEEHHOCTE.

Pucynok 1 — HauabubIi 1HaI0T yCTAHOBKHT

HeoGxonumo HaxkaTh Ha KHONKY «/lamee». Byner Boiesen nuasor (PucyHok 2) ¢ uMeHeM MoJib-
30BaTeisl, HA3BAHMNEM OPraHH3AINK U MOJIEM JIJI BBOJA HOMepa MPOAYKTA (MM KJII09Ya YCTAHOBKH).
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i'-..%l‘ Ycranoska Banmpara (SP

CeepeHvA 0 NoNbL30BaATENS

Beegute CNEQYHILLLYHY MHPOPMELMHD ANA NpoooMeEHMA YCTAHOBKK.

6

=101

MonHoe \an: ITE.-CToE:bli-‘l MNonesoeatens

DpraHu3auma: ITE.-cmEiaﬂ Opradvzauma

11111 |.

Homep npoaykTa:

11111

1111

11111

Pucynok 2 — JInaJjior BBO/Ia HOMEpaA LIPOJYyKTa,

HeobxomMo BBecTH JielicTBUTEILHBITT HOMED TTPOYKTA JJId MPOJIOJIZKEHUST YCTAHOBKY M HAZKATD
Ha kHOUKY <«/lamee». B ciaydae BBoja HegeiicTBATEIbHOrO HOMepa (K/0Ma yCTAHOBKH) HA IKpaH
OyJIeT BBIIAHO COOTBETCTBYIOIIEe coobienne (PucyHok 3).

BammpaTta CSP

h Kntod HeEEpEH, YDEAMTECh, YTO EEEAEH BEPHEIA K,

x|

Pucynok 3 — Coobienne 0 HeBEpHOM KJI04Ye YCTAHOBKH

Unave 6yaer orobpazkeH auajior Beibopa tuma ycranoBku (PucyHok 4).
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i'\?‘ Ycrawoska Banmnara CSP = |I:I|E|

Boibop mina yCTaHOBKM
BriGepuTe HEOGKOOMMBEIA TMM VCTEHOBKM.

YoTaHoBKa cTaHAapTHOM G HAB0Pa KOMMNOHEHTOR .
FexomeHayeTcA ANA GONBIWWHCTES NONE30EaTENSA.

YoTaHOBKE BOEX KOMMOHEHTOE MNpWMNoKEHWA. F'EKDMEHII,}"ETCH
ANA M3KCUMansHoA NPoOUSE0AMTENEHOCTA.

{~ Brifopoynan

Bblﬁﬂr_'l YCTaHaIBNWEZEMbBE KOMNOHEHTOE NPMNOAEHKMA M MECTS MX

=)
ju
| YCTAHOBKH. PaccuitaHa Ha oneITHBD NoNbS0EaTENEN.

< Hazan I Hanee = I COmaeHa

Pucynok 4 — /IuaJior Beibopa Tuiia yCTaHOBKHU

HeobxouMo BBIOpAaTh THI YCTAHOBKU W HaxkKaTh Ha KHONKY <«/lagee». Twun ycranoBkuM Biusier
Ha KOJHYECTBO YCTAHABJIMBAEMbIX OUOJIMOTEK MOJIIEPKKH JATIUKOB ciaydaiinbix gucen (JCY) u
CUUTHIBaTe el KJIfOoUell, a TakyKe OMOJIHOTEK COBMECTHMOCTH, YTWJIUT U KOMIOHEHTOB MOJIYJIS TIO/I-
nepxkku TLS. Ilpu Buibope IlomHoit ycTaHOBKM OyIyT YCTAHOBJIEHBI BCE MOCTYIHBIE OUOJIHOTEKU U
yrunutei. [Ipu Beibope OObIuHON ycTaHOBKU OyayT ycranosienbl buogorudeckuit JICH, CunrsiBa-
renn Cohemubiit Inck (cmenubie USB-nocuresn tuna Flash n rubkne marnurasie maucku), ruToken,
eToken, vdToken (PKH) u vdToken, ¥Yrunura komuposarus Kitoda CK3U CKAJI «Curnarypas, a
takxke Ilomaepxkka nporokosa TLS u llognep:kka 3amumiennoi moursl B Microsoft Office Outlook.
Br1OopoUHBIl THI YCTAHOBKH TO3BOJISET YKA3aTh BCE HEOOXOIUMBIE s YCTAHOBKU KOMIIOHEHTHI
(Pucynok 5).
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i'-..%l‘ Ycranosxa Banmpara CSP ;IEIEI

Boibop KOMNOHEHTOE
BrIfepiTe KOMNOHEHTEI, KOTOPEIE HEOBXOAMMO YCTAHOEMTS.

i | | OnmcaHue KoMnoHEHTS:
Buonormuecranit OCY BanugaTta CSP - KpunTonpoeaiosp
¥ ~| OCM Cofone'
OCM "Akwopn’ 37OT KOMMOHEHT BYOET YCTEHOENEH
CunmeiEaTens Chémbemi ok Ha NoKAaNEHEIA XECTHWA OMCK
CuvmeieaTens MAK Tobons’ | |
Cunmbisatens MAK "Axxkopn’ Onn a1oro komnonerTa Tpedyetca
Cmuearens Peectp 3809KE Ha xecTHomM OMCKE.
BriGpato 7us 14
Cuneisatens ruToken nooKoMioHeHTos. [oaKoMioHEHTS!
CuvteieaTen: e Token » | | TpedyioTr 1675KE Ha xecTHom
4 | | » OMCKE.

[fzop.. |
MecTo Ha micke Chpoc < Hazan I Hanee = I COmaeHa I

Pucynok 5 — Beibopoutbiil Tuil ycranoBKu

BribpaB HyzKHBIE JIJIT YCTAHOBKH KOMIIOHEHTBI, HEOOXOJIMMO HayKaTh Ha KHOUKY «/lamees. Ilo-
SIBUTCSL INAJIOT O TOTOBHOCTH K ycranoBke (PucyHok 6).

i'-..%l‘ Ycranoska Banmpara (SP ;IEIEI

Bce rotoso ana YCTaHOEEM NPEMNOXEHMA

Haxraute kHonky "[danee” ANA HEYaNa YCTAHOBKM.

HaxruTe kHonky “Hasan”, utofiel NOBETOPHD BBECTA CBEOEHWA ANA YCTAHOBKM,
1K KHonky "OmveHa” anA Be0AaE US MAcTEDE.

OTmeHa |

< Hazan

Pucynok 6 — /Iuajior roroBHOCTH K yCTAHOBKE
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[Tocsie orobpazKkeHus Auajiora 0 TOTOBHOCTH K YCTAHOBKE HEOOXOMMO HazKaTh Ha KHOLKY «/lajees
JIUISL 3aBEPILEHUsT TIPOLECCa YCTAHOBKE. 110 3aBEpIIeHUH POIEecca YCTAHOBKU OYJIET BbIJIAH JUAIOT O
3aBepirieHnn mporecca ycranopku (PucyHok 7).

i'-E‘ Ycranoska Bannnara CSP = |EI|£|

YcranoBka N0 Banuwparta CSP

@-‘;}r,} TATATAY YCNEeWHo 3aBepLIEHa.

Haxmiate kHonky "MoToBo™ ANA BbXOOA M3 NpOrpaMMel
YCTAHOEKM.

[ITriEHa |

< Hazan

Pucynok 7 — /lnaJior 3aBepiiieHns yCTAHOBKHI

Heobxonmnmo naxkath Ha KHONKY «I'0TOBO». [locse 3TOoro 6ymer BeIIAHO AUATOTOBOE OKHO, 3aIlpa-
muBatomiee Beinosaenne nepesarpyskun OC (Pucynok 8). Heobxoaumvo nazkars Ha KHONKY «/las.

il CBE[IEHNA O NPOrPaMMe YCTaROBKN =]

Heofxomimo BEINONHWTE NEpESarpy3Ky, 4TG0kl MSMEHEHWA
Banupata C5P sctymianm B cuny. Haxramre knonky "[a” gna
HEMEANEHHOA NEPESArpY3HA CMCTEME MW "HeT", ecniK HyxHO
MPOM3SBEECTH NEPE3ArpY3KY NOSNKE BOYUHYHD .

Pucynok 8 — /Inasor nepesarpysku OC

2.2 Yaanenne CK3U «Bamnmara CSP»

Hnsg ymanenuss CK3U «Banmnara CSP» meobxomumo 3aperucrpuposarbes B OC Microsoft
Windows ¢ npasamu ammunuctparopa. [locie aroro meobxoaumo 3anycruth [lanenb ynpasienus
W 3allyCTHTh OCHACTKY YcraHoBKa/Ymamenune [Tporpamm. /lamee HeoGXoanMo HalTH B CIIHCKe yCTa-
HOBJIEHHBIX Iporpamm cTpoky - CK3U «Banunara CSP»u, nojcserus HaiieHHYIO CTPOKY, HayKaTb
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KHOIKY «YaaguThb». Ha auasoroBoe coobimenue, 3ampaiinBaoiiee noarsep:kaeane yaaaeaus CK3U
«Bamugara CSP»(Pucynok 9), HeoOX0auM0 HazKaTh KHONKY «/la».

YCTAHOBKA W ¥ JlaNeHWe Nporparm ]

\?/ Bkl AEHCTEMTENEHD XOTHTE ¥A4anMTe Bannaata CSP C aToro KoMnetoTEpa?

Pucynok 9 — Jlmamor moaTBepKIeHNS YIAIeHAT

ITo okonuanun ynmaienus 110 Oymer BBIZAHO IUAJIOTOBOE OKHO, 3alpAIlHBAIOIIEe BHIIOJHEHNE
nepesarpysku OC (Pucynok 10). Heobxonnmo Hazxarh Ha KHONKY <«/lay.

ji CBeqeHnA o NPOTPaMMe YCTaHOBKN ]

Heofmomimo BEINONHWTE NEpESarpy3Ky, 4Tk MSMEHEHWA
Bamuwpata C5P sctyminm B cyuny. Haxrmre knonky "Oa” ana
HEMEANEHHOW NEpeSarpy 3k CMCTEME MoK "HeT", ecni HyxHO

MPOM3SEECTA NEPE3ArpY3kY NOSNE BOYUHYHD .

Pucynok 10 — Huasor nepesarpysku OC
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3 HACTPOUMKA CK3U «Baaumara CSP»

3.1 Koadurypammnonuas nmporpamma CK3UM «Bamumara CSP»

3.1.1 3anyck koHMUryparmuoHHOI MporpamMMbI

Jlns 3amycka kKoudwurypannonnoii nporpammbl CK3U «Bammgara CSP» HeoOxommmMo BBI3BAThH
nyHKT MeHIo «IIyck»->«IIporpammbiy»->CK3U «Basmmgara CSP»->«Kondurypanuonnas mporpam-
ma CK3W». Ha sKkpaHe mosiBUTCsI TJIaBHOE OKHO mporpaMmbl (Pucyrok 11).

g MNporpamma KoHgwrypaywd Banwgara CSP = |I:I|£|

ncH ||:'-IHTI:-IBEITEJ'IH K.I'IH:I'-IEII Knn:u'-ml EEDTH'IIJHKaTbII EDBMECTHMDCTI:I Eepsucl

— InA Bcex nonesoearensi [No YronyaHmm)

[ Paspewwte nonbsosarendt wskeHaTs JCH MHUUManzalKa Copoc OCH

—nA TeEYWEero NONEZ0ESTENA

Briopate |

k. OTrEHa | I'Ipumemm:.l

Pucynok 11 — ['mtaBHOE OKHO TTPOTPAMMBI

Ipumevarue - Jlaa ucnosvszosanus 6cex 6803mochocmets KoHPU2YPauuoHHot npozpammo, eé
HEOOXO0UMO 3GNYCKAMD € NPABAMU AOMUHUCTNPAMOPGE HE NOKAGADHOM KOMNBLIOMEPE.

Ber mozkere mpocMoTpers nHGOpMAIuio 0 Bepcun Kouduryparmunontoi nporpamvbl CK3U «Basm-
nara CSP», BeIOpaB B CHCTeMHOM MeHIO (B JIEBOM BepXHEM Y1y ) yHKT «O mporpaMMe. . . », OSIBATCS
undopmarms o nporpamme (Pucynok 12).

x

|"!| Mporpatasa koHeMrypauad Banaara CSP.
‘\;;:_.j}" Bepoua 5.0.337.0

Copyright 2 Y alidata. 2008-2015

Pucynok 12 — Undopmaltius o mporpaMmme



12
BAMB.00060-05 91 01

Haxarme xnonku «OKy, pacro/iozKeHHONW Ha TJIABHOM OKHE KOH(MUI'YPAIMOHHON MPOTPaMMBI,
OPUBOJNT K 3aBEPIIEHUI0 PAOOTH MOC/eIHeH ¢ coXpaHeHneM u3MmeHenuit B HacTpoiikax [10. Haxa-
tre KHOTKKU «(OTMeHay MPUBOANT K 3aBEPIIEHUIO PAOOTH KOHMUTYPAIMOHHOW TPOrpaMMbl 6e3 co-
XpaHeHus m3MeHeHnit B HacTpoiikax 110. Haxkarne knomku «IIpuMeHUTH» MPUBOIUT K COXpAHEHUIO
u3MeHennit B HacTpoiikax [10, HO KoHbUTYpanmoHHas MporpaMMa He 3aBepIIaeTCs.

3.1.2 Hacrpoiika nporpamMmuoro moayasa cautbiBanus J1CY

Jlnsa paborer CK3U «Banmumara CSP» tpebyerca JICH. Hacrpoiika nporpaMMHOTO MOYJIS CUU-
teianust JICY mpoussoauTces va 3akianake «1CH».

B nocrasky CK3U BxoauT HECKOJBKO IPOrpaMMHBIX Mojay/eil caursiBanus JCY, agmunucrpa-
Top MoxkeT 3a7aTh TN JICY, BBI3BIBaeMBI MO YMOJYAHUIO, /I BCeX Mob3oBaTeseil. s sToro
HY’KHO HaxKaTh KHOIKY «DBbiOparb» B BepxHeil yacru juajora. Ha dkpaHe 1HOABUTCH JIMAJIOTOBOE
okuo BbiGopa tuna JICH (Pucynok 13).

AaTyvKM CNYYarHbIX Y4CEn Xl

HazgaHue | Bepcua | CeOHCTES |
e <1CY He yrasaH:

Evonoruyeckui ICY 5.0.337 Tpetyer GUI
#8 OCY Cotone! B0337  Annaparei ACY
m ACH ‘Akkopa’ 50337 Annaparer CY

0k, I OTrEHa

Pucynok 13 — JInasor seibopa JICH

Bruibepute JCH u naxkmure kuaonky «OK». Ha skpane nosBuTcs ncxoaHoe oKHO ¢ nHdopMalmeii
o Beiopanaom JICY (Pucymok 14).



13
BAMB.00060-05 91 01

@ MNporpamma KoHgwrypaywy Banwgara CSP = |I:I|£|

ncH ||:'-IHTI:-IBETEJ'IH K.I'IHII'-IEII Knn:u'-ml EEDTHEIJHKETI:-II EDBMECTHMDCTI:-I Eepsucl

— [nA cex nonesoeaTensi [No YronyaHur)

B HonorHMeckMid 0aTHHE CaydaiHer yucen. Bepoua 50337,
Bnageney; KornaHua BAMTMIOATA,
JononHuTeneHEIE cEalcTES: Tpetuet GUI.

[ Paspewwte nonbsosarent WskeHaATs JCH MHMUMansalKa Copoc OCH

— nA TEEYWEro NONEZ0EITENA

Britpate |

2k, CtraeHa | I'IpHmE!HHTbl

Pucynok 14 — JICH miga Bcex monb3oBareseil BEIOpaH

IIpumenanue - Jaa 6orvwuncmea damuukos (kpome buoroeuueckozo JICT) mpebyemcea yema-
HOBKG HA KoMnblomepe cneyuasvhot annapamypu. (nanpumep, C3U «Axxopd-AMI3» uau C3U
«Cob0aby ) U coomeememeyouLe2o NPOPAMMHO20 00ECTEYEHUA.

A MUHECTPATOP MOXKET Pa3peluTh Moab30BaTeIaM n3MeHsaTh Beioop JICY, mist aroro mHeobxo-
JIMMO BbIOpaTh omruio «PaspemuTs nonab3oBaresam MendaTh JICHy, mocse dero craner J0OCTYIHOM
KHOIKa «Bbibparb» B HUKHEH dacTu jguasora (Pucynok 15).
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@ MNporpamma KoHgwrypaywy Banwgara CSP = |I:I|£|

ncH ||:'-IHTI:-IBETEJ'IH K.I'IHII'-IEII Knn:u'-ml EEDTHEIJHKETI:-II EDBMECTHMDCTI:-I Eepsucl

— [nA cex nonesoeaTensi [No YronyaHur)

B HonorHMeckMid 0aTHHE CaydaiHer yucen. Bepoua 50337,
Bnageney; KornaHua BAMTMIOATA,
JononHuTeneHEIE cEalcTES: Tpetuet GUI.

¥ PaspelwuTe nonss0EaTenar HameHars JCU; MIHHLManMsauHaA | Capoc ACH |

— nA TEEYWEro NONEZ0EITENA

Britpate |

2k, | CtraeHa | I'IpHmE!HHTbl

Pucynok 15 — Bkitouena onrmus Beibopa tuna JICY noss3oBareisivMu

ZLIIH TOTO YTOOBI cleJlaHHble U3MEHECHHUA BCTYIIUMJIA B CUJIY, HaKMHUTE€ KHOIIKY «HpI/IMeHI/ITb».

3.1.3 Hacrpoiika nmporpaMMHBIX MOAYJ€il cuuThIBaTe €l Ka4da

Hacrpoiika nporpaMMHBIX MOJyJIell cHUThIBaTe el KIoda (janee - cauThiBaTesell KInda) npo-
H3BOANTCS Ha 3akaajke «CunthiBaresnn kiaovay (Pucyrok 16).
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@ MNporpamma KoHgwrypaywy Banwgara CSP = |I:I|£|

IOCY  CuMTBIBATEAM Kk4a | Knn:u'-ml EEDTHEIJHKETI:-II EDBMECTHMDCTI:-I Eepsucl

— [nA cex nonesoeaTensi [No YronyaHur)

I- PEISI:IEIJJH'I'I: NONEZ0EITENAN HI3MEHATE CHMTRIEITENE K43

— nA TEEYWEro NONEZ0EITENA

Brtpate |

2k, CtraeHa | I'IpHmE!HHTbl

Pucynok 16 — 3akiajaka «CauThiBaTein KI09a»

CK3MU «Basumara CSP» MoxKeT paboTaTh ¢ pa3JIMIHBIMUA TUIIAMU CIUTHIBATEIeH KJIIOYei, aJIMu-
HUCTPATOP MOYKET 33JIaTh CUUTHIBATETb KJII0UA, BBI3LIBAEMBI{l IO YMOTIAHUIO, JIJIST BCEX MOTb30BATE-
Jieit. Jljist 9Tor0 Hy2KHO HazKaTh KHONKY «BbiOparbs B Bepxueit vactu auajora. Ha sxkpane nogBurcs
JHAJIOrOBOe OKHO BbIOOpa cuurhiBaTeseil kiawoda (Pucyrnok 17).

xq

HazeaHue | Bepcua | CeoitcTea | -
<CuMThiBaTENL HE YKa3aH>
?g <PyuHoi Beibop =
(=) CuMTbIBETENE CHEMHOrD mMCHE 50337
i! CunmeiEaTens Cofones’ h0337
ECHMTblBaTenb Prwopn 5.0.337
E CunTeIEaTENE pPRECTRA h.0337
\,Cl—mmlsa'renb ruTaoken 50337 CmapT+apTa
ET Cunmeieatens e Token 50337 CraapT+apTa i
CHMTblBaTenb vd Token (FKH) 50337 Craapt+apta; Hensenexkaemeii . .. j

QK I OmaeHa |

Pucynok 17 — Jlnajor BeiObOpa cuuThiBATEIS K09

Bribepure cunThiBaTenb U HaxMmuTe KHONKY «OK». Ha skpane mogBuTCS HCXOZHOE OKHO C HH-
dbopmarueii 0 BoiOpanuoM cuurbiBaTeae Kioda (Pucynok 18).
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@ MNporpamma KoHgwrypaywy Banwgara CSP = |I:I|£|

IOCY  CuMTBIBATEAM Kk4a | Knn:u'-ml EEDTHEIJHKETI:-II EDBMECTHMDCTI:-I Eepsucl

— [nA cex nonesoeaTensi [No YronyaHur)

CYMTEIEATENE KNH4a ¢ AMCKETE! MKW SE flazh. Bepowa 5.0.337.
Bnageney; KornaHua BAMTMIOATA,

I- PEISI:IEIJJH'I'I: NONEZ0EITENAN HI3MEHATE CHMTRIEITENE K43

— nA TEEYWEro NONEZ0EITENA

Brtpate |

2k, CtraeHa | I'IpHmE!HHTbl

Pucynok 18 — CunrhiBaTesb JIJI BCEX MOJIb30BaTENIeH BRIOPAH

AJIMEHECTPATOD MOKET Pa3PelIuTh [O0JIb30BATENAM U3MEHITh BbIOOD CUUTHIBATEJS, JJIS STOrO
HEOOXOIMMO BBIOPATH COOTBETCTBYIONILYIO OIIUIO, MOCJIE Yero CTaHeT JOCTYIHON KHONKa «Bbibpars»
B HUKHEH JacTn auanora (Pucynok 19).

g MNporpamma KoHgwrypaywd Banwgara CSP = |I:I|£|

IOCY  CuMTBIBATEAM K4 | Knn:u'-ml EEDTH'IIJHKaTbII EDBMECTHMDCTI:I Eepsucl

— InA Bcex nonesoearensi [No YronyaHmm)

CYMTEIEATENE KNHYa ¢ AMCKETE! MKW 5B flazh. Bepowa 5.0.337.
Bnageney; Komnanua BATALATA,

F EPEISI:IEIJJHTI: NONEZ0EITENAN W3MEHATE CHMTEIEATENE K.I'IHII'-IE:?

—nA TeEYWEero NONEZ0ESTENA

Bridpare |

k. OTrEHa | I'Ipumemm:.l

Pucynok 19 — Bkitouena onrmus BpIOOpA CYUTHIBATE KII0YaA MOJIH30BATEIIMA
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Jlyist TOro 4To0bl CJeJIaHHbIe U3MEHEHUs BCTYIUIN B CUJIY, HAXKMUTe KHOUKY «[IpuMeHnTbs.

3.1.4 Hacrpoiika mapamerpoB paboThl C KJIOYaMuI

AJIMEHECTPATOD MOXKET HACTPAUBATH IapaMerTpbl paboThl ¢ KJOYaMHU, Hepeiijisd Ha 3aK/IajKy
«Kmoan» (Pucynok 20).

TEE

acy I CuMTeiEaTEnM Kmioua  Knkodm |Cepmmw{aTb| I CuE:ME.-CTHMﬂ::TbI Cepaucl

— Onepawan
% Tewywwid Nonb30BaTENE " TNokansHan MawMHa
KonvposaTe | Yoanuts | CreHMTE naponk | CAHOBUTE MaCcKK |

ﬂDEDﬁpESDBaTbl U= Glidata GOST R 34 10-2012 CSP

E: I‘-.-"alidata GOST R 34.10-2012 CSP j

I— WzmernTs WOEHTAPHMKETOD SAKpRITOrD KNoYa
NpW NpeoGpasoEaHAn

[T KswwpoeaTs SaKpeITeIE KAKuM Pazmep K3lWa oTHpbITH Koyei: I 16
I— KalwmpoBaTe SaKpLITEIE KM M“HHMEHbH?E BPEMA XMSHK 10000
CHMCTEMHBD MPOUECCOE sanmck (mc:

[T Kswwposats MH+oam cMmapT+apT

[T He npennarate BEECTA NEPONk KNKYA NPW FEHERELAA

0K I CmaeHa MpyMeHITE

Pucynok 20 - Bakmaaka «Kaoans

Hactpoiika mapaMeTpoB K3IINPOBAaHUA KJIOYei

Hns yekopernus paborst CK3U «Basmgara CSP» MoKeT K3MMpoBaTh (COXpaHITh B BUPTYATbHON
naMsiTu nporecca) kaodn DI u ko nposepku D11

ITo ymonuanuio Kamupoanue Kiaodeil D11 BHIKI0UeHO. AIMUHECTPATOP MOYKET BKJIIOYHTD €r0,
orMmeTuB omiuio « K3mmpoBaTh 3aKpBIThIE KJIIOYN» . Ec/in HEOOX0MMO BKJIIOUYUTH KIITUPOBAHKE
katoueit DI s mpoIeccoB, BHITIOJIHAIONINXCS MO, YIETHON 3alMChi0 JTOKAIBHONR CHCTEMbI WJIH JIO-
KAJIBHOTO WJIH CeTeBOI0 CepBUCa (CHCTEMHBIX MPOIECCOB), CJIeyeT OTMeTuTh onnuio « Kammuposars
3aKpPhIThIE KJIOYN CHUCTEMHBIX IIPOIEcCcOoB». Bxiiouenue onnun «K»3mmmpoBaTh 3aKpbIThIE
KJIOYN» aBTOMATHUYECKH PUBOJIUT K BKIOUeHNIO oniuu « KammmpoBaTh 3aKpbIThIe KJIIOYN CH-
CTEMHBIX IIPOIECCOB», IIOCKOJIbKY B 3TOM cjydae Kaodn ]I cucreMHBIX mPOomeccoB Takzke OyLyT
karmupoBaTbesa. Craeayer oOpaTuTh BHEMAHHE Ha TO, 9TO BBIKJAOUYeHHe onnun « KamupoBarTh 3a-
KPBIThIE KJIIOYN» HE MPUBOJAUT K aBTOMATHYIECKOMY BBIKJIIOYEHHUIO ONINN « K3IITnpoBaTh 3aKphbI-
ThI€ KJIIOYNA CUCTEMHBIX IMIPOIIECCOBY», OCTABJIsS 9Ty HACTPOUKY HA YCMOTPEHHE aJIMAHACTPATOPA.
Pasmep ka1ma npaxTudecKu He OTpaHUYCH.

KsmupoBanne kito4eir nposepku DIl 10 yMOTYAHUIO BKJIIOYEHO, W pa3Mep KIIIa COCTABJISAET
16 sammceii. AIMUHHCTPATOP MOYKET YCTAaHOBUTH JApPyroe 3HadeHne «Paszmep K3I1ma OTKPBITHIX
KJo4del» (He Goee 65535 3anmceil) WM MOTHOCTHIO BHIKIIOYHTH KAMTHPOBAHWE, YCTAHOBUB 3TOT
napametp B 0. Kpome TOro, aIMUHHCTPATOP MOXKET H3MEHUTH BpPeMs, B T€UeHUE KOTOPOI'0 OTKPBITHIi
KJIIOY TAPAHTHPOBAHHO He yAAIdeTCd U3 KIIIIa, JTaKe ecIu K1 3amnoned. [lo yMoaganuio 9To BpeMs
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paBHO 1 ceKyHjie, B IEJISAX ONTUMHU3AIUKA HPOU3BOJIUTE/IHHOCTH OHO MOXKET ObITh U3MEHEHO B 110Jie
«MuHuIMaIBLHOE BpeMsl »KU3HU 3aMUCH» (yKa3blBaeTcsa B MUJLIHCEKYH1axX ). Cienyer OTMeTUTh,
9TO KayKjlasl 3alich K3Ma Kiodeit mposepku DI 3annmaer mpumepno 16 K6 oneparuBroil mamsiTn.

g Toro 9To0BI clieslaHHbBIe U3MEHEeHNs BCTYIWINA B CHJTY, HAXKMUTe KHONKY «I[pumeruTh». [Ipu
9TOM BHECEHHBIe W3MeHeHHs OyIyT OTPaKeHbl B PA0OTAIONINX ITPOIECccaX TOJIBKO TOCe WX Tepe3a-
IyCKa.

HacTpoiika nmpoynx mapaMeTpoB

Jlna Brmouenus k3muposanus [TNH-kom0B cmapT-KapT, KOTOpoe MOXKET ObITH HEOOXOIUMO TIPU
paboTe ¢ MPWIOKEHUSIMH, He HMEIOTUMHI BO3MOYKHOCTH BbIJIaBaTh MHOXKECTBEHHBIE 3AIIPOCHI HA BBO/I
I[TNH-koma, HyKHO 0TMeTHThH onnuio « KammposBare IIMH-koasr cmapT-kapT». 1lo ymordanuio
kamupoBanue [TNH-ko0/10B BbIK/ITOYEHO.

JInst BO3MOYKHOCTH OTKJIIOYEHHS JIUAJOTOBBIX OKOH, HMPE/JIAraloNniuX YCTAHOBUTH 3AIUTY CO3/a-
BAEMOI'0 KJII0Ua MapoJieM (T.e. 3alpoc MapoJsis MPH 3arpy3Ke KJI09a) caeayer BKIIOIUTh oniuio «He
npeajiaraTb BBECTHU IAapPOJIb KJII0Ya IIPUA F€HEPATNT» .

s Toro, 9TOOH caeTaHHbIEe M3MEeHeHUs BCTYIUIN B CHITY, HayKMUTe KHOTKY «lIpuMenuthy. [Ipu
9TOM BHECEHHBIC W3MEHEeHHs OyIyT OTParKeHbl B PAOOTAIONINX ITPOIECccaX TOJIBKO TOCTe X Tepe3a-
yCKa.

3.1.5 HacTpoiika nmapaMeTpoB COBMECTHUMOCTHU

AJIMEHECTPATOD MOXKET HACTPAMBATH MAPAMETPBI COBMECTUMOCTH € JIPYTUMH HPOBaiiiepamu, me-
peiing na 3akaanky «CoBmectumoctby (Pucynok 21).

W MNporpaMMa KoHpurypausy Banwaara CSP = |I:I|£|

acy I CYMTBIEATEA KJ‘IH:I'-IEII Knh:n'-lul CepTudukaTel  COBMECTUMOCTE |Eep5w::|

0 TEK.':ILI.I,HL“ NONEZ0ESTENE r NokaneHaaA talMHa

¥ TpoBEpATE LENOYKY CERTHEMKATE NPH Wkeposark9 00a CK.3M CEATL Curnatypa
¥ TpoBepATE CEpTHEMKAT Ha OTSBIE NPM Wkdposanud 00a CE3M CEATL Curnatypa

Ceprudgurar ornpaevmend gnd CE3W CEA D Curnatypa no yronyaHi9m;

Enagenew; IEN=~"-"-DM|N, 0=CBR. C=RU Mokasare |

MaermuduraTop kaoda: |BEESKMMMIADT

k. OTrieHa MpreHHTE

Pucynok 21 — 3akuagka «CoBMeCTUMOCTD»

[Tpu BBIONHEHUH onepanuii 3amudposanust u paciudposanus B npoctoMm dhopmare (opmare
samudpoBanabix u/mwin nogmucanabix gapabix CK3UM CKAJL Curnarypa sepcun 3.6) Tpebyercs
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ceprudurar nosydaress/ornpasures 3anudpoBaHHOro coobmenus. s ykazanus 310ro cepru-
dbukara HaxmuTe KHONKY «BoiOparsy (Pucynok 22).

x

BLISepHTE CEpTIGME AT OTNPAEMTENA WHPPOESHHEE SO0 EHUE
ana CE3M CEA CurHaTupa No Ykdon4aHmm:

B nageney, | Wraa kniua | HefcTeyet © | HefcTeyet no |

CH=ADMIN, O=CER. C=RU geeskMNMEAN  16.06.2011 16.06.2016

HApark ERINENEHME | ] I OTrEHa

Pucynok 22 — JIuajor Beibopa ceprudpukaTa OTIpaBuTe s

Bribepute ceprudukar OTIIpaBUTE/IsI U3 CIUCKA U HAXKMUTE KHONKY «OK».

Yrodbl 1enouka 3Toro ceprudukara IpoOBEPsIach IPU BBIIOJHEHUU oliepaluii mudpoBaHusd,
BrounTe oniuio «IIpoBepars menouky ceprudgmukara npu mmudpoBanun aaa CK3U
CKA/JI Curnarypa». [Ipu srom craner gocrynnoit onnusi «IIpoBepars ceprudpumkar Ha OT-
3pIiB ripu mindposannn aiaga CK3U CKA/L Curnarypas. BkiaodnTe 3Ty ONIMIO I8 TPOBEPKU
HEMOYKH CepTH(hUKATOB OTIPABUTEs 3aAIIH(POBAHHOIO COOOIEHHS Ha OT3bIB.

Ceprudurar orupasurens jgoszked Obitb B xpanmiumax  L«MY», L«TrustedPeoples,
L«AddressBooks. OTk/ir0ounTh 1ENOYKy MOXKeT MOTpe0OBaTHCs, HANPUMED, IPH PACIIndPOBAHUN
daitsta B caydae or3niBa cepTuduUKaTa OTIPABUTEIS.

3.1.6 Hactpoiika napameTpoB KpunrorpaduiecKux ajJirOpuTMOB

CK3U «Bamunata CSP» mpenocTaBisgeT BO3MOXKHOCTh 8 IMAHUCTPATOPY YKA3aTh HCIOTb3yeMble
0 YMOJTYIAHHUIO TIPHU BBITIOJHEHHH KPUITOTpahUIECKUX Mpeodpa30BaHuii TapaMeTphl KPUTITOrpadu-
YeCKUX aJI'OPUTMOB:

— mapaMerpsl ajgropurma xsmuposanus 1o 'OCT P 34.11-94 - madbop napameTpoB, OIUCHIBAIO-
I MCIIOIB3yeMBIi y3€JI 3aMeHbI IIPU BBHIIIOJTHEHUH ONEPALNN XIIITHPOBAHMNS;

— napaMerpsl ajaropurMma xammpoanusg 1o 'OCT P 34.11-2012 - nabop napaMeTpoB, NpHBe/IeH-
upiit B 'OCT P 34.11-2012 u ucnoyib3yeMblit IIpy BBIIOJIHEHUN OIIEPAIME XU POBAHUSI;

— napaMerpsl ajropurMma mudpoanus 1o 'OCT 28147-89 - nadbop nmapamMeTpoB, OMUCHIBAIOIITT I
HCIIOJIB3YEMBIH y3€I 3aMeHBI IIPHU BHIIIOJTHEHUH Ollepaluil mudpoBaHus U BEIUUCICHNS HMATOBCTABKH;

— mapameTpbl aaropurMa sgekTpornoil moamucu (D11) mo 'OCT P 34.10-2001 u TOCT P 34.10-
2012 - ucnosb3yeMbIit HAOOP MapaMeTpPOB SJLIHINTUYCCKOM KPHUBOf IPH reHepaliun KJirodeit D11;

— napamerpsl ajgropurma Huddu-Xeamana miga xkmoueit mo 'OCT P 34.10-2001 u 'OCT P
34.10-2012 - ucnosb3yeMblit HabOP MapaMeTpPoOB LIMITHYECKOH KpUBOf pu renepaiuu Kiaodeinr D11
U 3aKPBITBIX KJIIOUeil Mg POBaHNs, a TaK:Ke 3heMepHBbIX 3aKPHITHIX KI0Uei MudpoBaHHS.

JLast aToro HeoOxoanMo mepeiitn Ha 3akaaky «CepBucy u BbIOpATh TpedyeMble 3HAUEHWS TAPa-
MeTpoB 13 cruckoB (Pucynok 23).
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w MNporpamma KoHgwrypaywy Banwgara CSP

acHy I CYMTRIEATENM K.I'IHII'-IEII Knn:u'-ml EEDTHEIJHKETI:-II CoEMECTHMOCTE  CEPEMC |

=101 x|
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n
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no FOCT P 34.10-2012 u FOCT P 34.10-2001: | Hadep napameTpos A (o yonyaie)

-

MapareTpel anroprrda Quddd-3enmaqa 4a gaode
na TOCT P 34.10-2012 u TOCT P 34.10-2001: | Hatop napanerpos & [no ymonsanvio)

Hatnp napareToog o
Hatop naparetpos C

[M0 YrAnnyaHMH]

-~

P OprATHROEATE CraeHuTe MMH-kog |

JaTepeTe dalin [poEEpUTE MOOYNE

2k, I CtraeHa [l pHMEHHTE

Pucynok 23 — lI3MeHnenue mapamMeTpoB KPHIITOAJITOPUTMORB

s Toro 4TOOBI ¢lleIaHHbIe U3MEHEHUs BCTYIHIH B CUTY, HaXKMHUTe KHOTNKY «lIpuMenutsy. Coe-
JIyeT UMEeTh B BUJY, UTO HACTPOHKa MapaMeTPOB KPUNTOrPabUICCKAX AJITOPUTMOB UMEET 3HAUCHUE
To1bKO0 iyt paborel ¢ Kiaodamu B popmare CK3U CKAJI «Curnarypay Bepcun 5 u KBajmuIm-
poBanHbIME ceprudukaramu. [Tpu ucnonb3oBannn Kiaodeii D11 (3akphIThIX Ki04Yeit 1 poBaHs )
u ceprudukaron, copmectuMbix ¢ CK3W CKA/I «Curnarypa» Bcerma mcrnosib3yercsa HaboOp mapa-
METPOB KpUITOrpadUIeCKUX aJrOPUTMOB A.

3.2 IIporokosmpoBaHme COOBITHIA

3.2.1 Hacrpoiika NpoTOKOJINPOBaHUA

CK3U «Banunara CSP»nomgep:kuBaeT IaTh TUIIOB MPOTOKOJUPYEMbBIX COOBITHI:

— KPUTHYECKHUE ONTUOKMU;

— omubdKu;

— TpeaynpekIeHus;

— uH(bpOpMaAIOHHBIE COODIIEHNS;

— OTJIAJ0YHBIE COOOIEHMSI.

[IporokoupyeMbie cOOBITHSI 3AIIMCHIBAIOTCS B CHCTEMHBIN KypHaJ «lIpuioxkenusi» ot cieayio-
WX UCTOUYHUKOB:

— VDCSP - cobsiTust kpunrorpacdpudeckoro mposaiinepa narepdeiica CSP;
— VDCNG - cobpiTus kpunrorpadudeckoro nposaiiaepa narepdeiica CNG;

— VDSSP - cobbitus IIporpamyuoro moayis nogaepxkku TLS.
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[To ymosrdanuio BKJIIOYEHO HTPOTOKOJUPOBAHUE KPUTUYECKUX OIMMOOK, HO, IIPU HEOOXOJIUMOCTH,
MOKeT OBITH BKJIIOYEHO IPOTOKOJNPOBAHUE U OCTAJBHBIX TUIIOB COOBITHH. /151 ICTOYHUKOB COOBITHI
VDCSP u VDCNG mozkeT ObITh BKJIFOUEHO TPOTOKOJUPOBAHIE TOJHKO KPUTUIECKUX OMUOOK. THIThI
HPOTOKOJUPYEMBIX COOBITUH YKA3BIBAIOTCA COOTBETCTBEHHO MCTOYHMKAM B 3HAUYECHHAX IEPEMEHHBIX

VD LOGMASK CSP, VD LOGMASK CNG u VD LOGMASK SSP (tuma DWORD) xuo-
ga peecrpa «HKLM\System\ CurrentControlSet\ Control\Session Manager\Debug Print
Filters. Kaxmnomy Tuiy coObITHS COOTBETCTBYET CBOsSI MACKA - €CJIU OHA BKJIIOUEHA B 3HAUEHUE JTAH-
HO¥ MepeMeHHOU, TO NMPOTOKOJMPOBAHUE JAHHOTO THIA COOBITHI OT COOTBETCTBYIOIIETO MCTOYHUKA
OyIeT BBIIOJTHATHCS:

— Kpurudeckue omubku - 16;

— omubKu - 32;

— mpemynpexaeHud - 64;

— uHdOopManuoHHbIe coobienns - 128;

— OTJA0YHBIE COODImeHns - 256.

Hanpumep, /18 IpOoTOKOJIMPOBAHUSA KPUTHYECKHX OIMMOOK, OMIMOOK M OTJIAJ0YHBIX COOOIICHMI
ot ucrounuka VDCSP snauenue nepemennoin VD LOGMASK CSP nposxno 6bTh pasmo 16 + 32
+ 256 = 304. /I1g mpoTOKOIUPOBAHUS BCEX THIIOB COOBITUIH YCTAaHOBUTE 3HAUEHHE YTON TMepeMeHHO
paBHbIM 16 4+ 32 + 64 + 128 4 256 = 496, a 1Jig BOCCTAHOBJEHHS PEXKUMa, TPOTOKOJIUPOBAHUS 1O
YMOJYAHUIO YCTAHOBUTE ee 3HAUYEHWE PaBHBIM 106.

3.2.2 IIporokosmupoBanue B KondurypammuonHuoit mporpaMmme

Honomuurensuo, Kondurypanmonnas nporpaMma BHe 3aBHCHMOCTH OT HACTPOEK B PeecTpe Mpo-
TOKOJUPYeT cyrenyiontue codbitus (or mMenu ucrounnka VDCSP):

— HaYaJI0 U 3aBeplieHne ceanca paborsl KondurypammonHoi mporpaMMH;
— BO3HUKHOBeHHe OIMHOOK Npu padore KoHduUrypaimmonHoit nporpaMmbl;
— mpeobpa3oBaHme, KOIHPOBAHUE U VIaJeHUe KJIFOIeit;

— U3MEHEHHEe TapaMeTpPOB KPUITOTPaPUIECKUX aJTOPUTMOB;

— HU3MEHCHUHEC IIapaMeTPOB K3IIUPOBaHUA KJHO‘Ieﬁ;

— VHHYTOXKeHHe (PailioB.
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