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AnHOTanuga

JIaHHBI JTOKYMEHT CONEP:KHT OMUCAHUE IPOIECCa SKCILIYATAIIMH TPOIPAMMHOIO MOMIYJS ITOJ-
nepxku TLS xkpunronpoaiiiepa «Bamugara CSP» Bepcun 5.0.

JlokyMeHT mpeaHa3HaYeH JJIsI MOJIb30BaTe el KK PYKOBOJICTBO MO SKCILIYATAIIMH TPOrPAMMHOTO
Moayasa nogmep:kku TLS kpuntompoaiinepa «Banumgara CSP» Bepcun 5.0.
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1 HA3SHAYEHUE ITPOI'PAMMHOI'O MO/YJIA

[Iporpammvustit Mmoayab nmogaepxku TLS kpunromnposaitnepa «Bammmara CSP» npemgnazunaden
JUTST:

— obecrevenns 3aMUIEHHOIO KAHATA CBA3H MEXK/IY CepPBEPOM H KJHEHTOM 110 mporokoay TLS
1.2 (RFC 5246) wmm TLS 1.0 (RFC 2246) ¢ wucnosn3oBanmeM mudpOBaHus B COOTBETCTBHU C
IroCT 28147-89;

— obecnedeHuss KOHTPOJIS MEJOCTHOCTH 3aIUIIEHHOIO KaHaJIa CBI3H MEXKIY CEpBEpPOM U KJIHEH-
ToM 110 ipoTokoay TLS ¢ ucnonb3oBanmem umMuTo3amuThl B coorBercTBHE ¢ ['OCT 28147-89;

— BBITIOJHEHUS ayTeHTUMUKAIAN cepBepa KJIUeHTOM 1o npoTokosry TLS mocpeacTBoM BbIYUCTE-
HUs KJI04a napuoit ces3u Jluddu-Xeamana ¢ ncnoabp3o0BaHueM nap 3aKpbITHIX U OTKPBITHIX KII0Uei,
cozgannabix B coorsercrBun ¢ ['OCT P 34.10-2012 u TOCT P 34.10-2001;

— BBIIOJIHEHHsI ayTeHTH(UKAINH KIXeHTa cepBepoM 1o nporokoiay TLS mocpencrsom Brduc.e-
uust ytekrponnoit noamucu (III) B coorsercrsun ¢ F'OCT P 34.10-2012 u TOCT P 34.10-2001;

— obecnedyenns HAYAJIbHOU ayTeHTHUKAIME KaneHTa B goMene Microsoft Active Directory mo

nuporokosty Kerberos PKInit (RFC 4556) nocpeacrBom Bbraucsenns ieKrponnoit nopmucu (1) B
coorsercrBun ¢ 'OCT P 34.10-2012 u TOCT P 34.10-2001.

[Iporpammustit Mmoxyab nogaepxku TLS kpunronposaitnepa «Bammmara CSP» npemgnazunaden
JIJIST UCTIOIB30BAHNS HA HuKecjeayomux sepcuax OC:

— Microsoft Windows Vista ¢ makerom obuossennii 1 (SP1) u Bbime (x86 u x64);
— Windows Server 2008 ¢ nakerom obuossennii 1 (SP1) u Bbime (x86 u x64);

— Windows Server 2008 R2;

— Windows 7 (x86 u x64);

— Windows 8/8.1 (x86 n x64);

— Windows Server 2012/2012 R2 (x64);

— Windows 10 (x86 u x64).

st kKoppekTHO#t paboTsl MoyJist noaepxkku TLS Heobxommo HaIn4due yCTaHOBJIEHHOIO OOHOB-
nenunst OC Microsoft Windows KB 980436 (http://support.microsoft.com/kb/980436), wiu Gosee
HOBOTO OOHOBJIEHHSI, €T0 3aMEHSIOIIETO.

B kauecrBe kimentckoro 110, mcnoabsyromero nporokos TLS, moiepKuBaioTcs CJieIyiolnme
OPOTPAMMHBIE MPOIYKTHI:

— Microsoft Internet Explorer (IE) Bepcuit 7.0, 8.0, 9.0, 10.0 u 11.0;
— Remote Desktop Client (RDC) Bepcuii 6.0, 6.1, 7.0, 8.0 u 8.1.

B kauectse cepeproro 10, ncrnonb3yoiero mporokosa TLS, moaiep:kuBaroTcs CaeIyonme mpo-
IrpaMMHBIE TPOIYKTHI:

— Internet Information Server (IIS) Bepcuii 7.0 (u3 coctaBa Microsoft Windows Server 2008), 7.5
(13 cocraBa Microsoft Windows Server 2008 R2), 8.0 (u3 coctaBa Microsoft Windows Server 2012) u
8.5 (m3 cocraBa Microsoft Windows Server 2012 R2);

— Terminal Services (TS) u3 coctaBa Microsoft Windows Server 2008/2008 R2/2012/2012 R2;

— Terminal Services Gateway (TS Gateway) u3 cocrasa Microsoft Windows Server 2008/2008
R2/2012/2012 R2.
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B kauectse cepsepuoro [10, ncnosbsytomniero nporokos Kerberos PKInit, noiepxuBatorcs KoH-
Tposiepsl gomeroB Microsoft Active Directory mon ympasiaennmem OC Microsoft Windows Server
2008/2008 R2/2012/2012 R2.
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2 OMNUCAHUE MEXAHU3MA ITOCTPOEHUYI
IEIIOYEK CEPTU®UKATOB B
OC WINDOWS C MOJIYJIEM HOJIEPKKU TLS

2.1 O6miue moJIo>KeHus

[Iporpammusrit Mogy/ab nojauep:kku TLS kpunrtonposaiinepa «Banumara CSP» BcTrpaumBaercs B
OC Windows un obecrieamBaeT BO3MOKHOCTb pabOTHI ¢ cepTUdUKATAMHI, CO3TAHHBIMA B COOTBETCTBUHI
¢ T'OCT P 34.10-2001 u 'OCT P 34.10-2012, B wacTHOCTH, Jjisi HOCTPOEHUSI U IIPOBEPKU HUX IEII0-
9eK, ¢ MOMOIIBIO CTaHAAPTHOTO mporpammuoro naTepdeiica Crypto API 2.0. /lanabie BO3MOXKHOCTH,
TaKUM 06pa30M, CTAHOBSITCS JIOCTYIHBIMA PUKIATHOMY TporpammuoMy obectredennto (I1T10), pas-
paboTaHHOMY, B TOM YHCJe, H CTOPOHHUMHE npousBoautenasmu 1110,

Hemouka cepTuukaToB, H3BECTHAA TaKXKe KaK MyTh cepTUDUKAINN, TpeIHa3HauYeHa IJId ayTeH-
TuduKkamu, nocpeactsoM I, koredHoro ceprtudukaTa ¢ TOMOMbBIO cepTuduKaTa KopHeBoro llen-
tpa ceprudukaiun (I1C, Certificate Authority, CA), Haxopsiierocst B HagaJie MernovYKku, u, BO3MOKHO,
ceprudukaTon mpoMexxyTouHbX 11C, HaXOmATIUXCS B MeNoUKe MeXk Iy ceprudukarom kopaesoro [1C
u KoHedHbIM ceprudukaroMm. Ceprucdurar kopaesoro L{C gpiasgeTcs caMOIOANINCAHHBIM, T.€. JTIAHHbIH
ceprucdukar ayrenrudpunupyer ceds cam. Takxke ceprudurar kopuesoro LHC ayrentudunupyer cie-
JYIOIIHiT 38 HUM B 1enouke ceptuduxar npomexkyrodanoro LIC. /laee, mo menouke, Mbl IIPUXOIAM K
nocjeaaemy ceprudurary npomexyrounoro [IC, koTopsrit yxke ayreHTHdUIIPYeT COOCTBEHHO KO-
HEYHBIN CePTUMUKAT.

2.2 IIpoBepka TeKyHiero craryca

JIist TpOBEPKHU TEKYIIEro CTATYCA, WK AeHCTBUTETLHOCTH, KOHETHOTO CePTH(UKATA MEMOIKH CeP-
THMHUKATOB KaK TAKOBOW HEJOCTATOYHO - HAPUMED, €CJU ¢ MOMEHTA BBITYCKA KOHETHOTO CepTH(dU-
KaTa MOCJIe/HU OBl aHHYJIUPOBaH (WM 0TO3BaH). [lJId MOATBEPKAEHUS JTeHfiCTBUTETHHOCTH CePTH-
dbukaros ucnosp3yor aub6o Croucku orozsanubix ceprudukarop (COC, Certificate Revocation List,
CRL), sm6o IIporokos ceresoro craryca ceprudurara (IICCC, Online Certificate Status Protocol,
OCSP).

COC mpeacras/isier coOOi CITMCOK CEPUITHBIX HOMEPOB OTO3BAHHBIX cepTuduraton ganuoro [1C,
zaBepennblit D11 Ha 3akpbiTom Kiaode HC. Jononnuressno, COC comepKuUT BpeMsd OT3bIBa KK 10-
ro ceprucpuraTa u, Bo3MOxKHO, npuauHy or3biBa. [[CCC mo3Bosser nmoaydursb or orBerdnka OCSP,
JI7IsT KaxKa0ro BeimyinenHoro maHubiM [1C koneunoro ceprudukara, 3apepentoe DI monTBep:xKaenue
TEKYIIero craryca 3roro ceprudpukara. st oro3Banubix ceprudukaroB 3asepennoe I moxrsep-
JKJIEHIE COAEP:KUT BpPeMsi W, BO3MOYKHO, npudnHy or3biBa. B orBerunke OCSP mis mpocraHoBKH
911 ucnosb3yercs crenuaJbHbIH KOHEUHBINH cepTuduKaT, Beinyinerubiil janubiM LLC u comepzkariuit
HEOOXOIMMOE pACIIHPEHHOE UCIOIb30BaHUe KJI0Ya.

[Ipu ucnonpzoBanuun COC A1 TPOBEepKU JeHCTBUTEILHOCTH KOHEIHOTO cepTudHUKaTa, IIsI KazK-
goro 1IC (u KOpHEBOrO, W HPOMEXKYTOUYHBIX) TpousBoguTces noubitka Hajitn B COC gannoro 11C
CepUiTHBI HOMED CJIeIYIONEro cepTuduKaTa MenoIkn. Kean, npu HaIndun HCKOMOTO CePUHHOTO HO-
Mepa B COC, BpeMs OT3bIBa y2Ke HACTYIIHJIO, TO CJIEAYIONHI cepTudUKAT MEeNOYKHU U, CJIeT0BATEIbHO,
KOHEYHBIH cepTU(UKAT, CAUTAIOTCS OTO3BAHHBIMHU.

[Ipu ucnonnzoBanuu IICCC a1 npoBepKu AeificTBUTEILHOCTH KOHEYHOTO cepTuduKaTa 1151 KazK-
goro 1IC (u kopHeBoro, U HpoMexkyTodHbixX) npoussogures nocsika OCSP 3anpoca, cogepzxariero
cepuiiHBI HOMEp CJeayomero ceprudukara MenoIku, coorsercryomemy manaomy [HC OCSP or-
BeTumKy. llocsenunit popmupyer 3aBepernoe I moaTBep:kmeHne, coaeprkaliee TEKYIUH CTATyC
nposepsieMoro ceprudpukara. Eciiu npoBepsemblii cepTuduKkaT 0TO3BaH U BpeMsl OT3bIBa Y2Ke HACTY-
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UJ10, TO CJEAYIONUil cepruduKaT MenovYKu U, CJIeJI0BATeJbHO, KOHEYHbIH cepTuduKar, CIuTaloTCs
OTO3BAHHBIMHU.

2.3 Xpaunuaunia ceptudukaroB u COC

B OC Windows xpanunautia ceprucdukaros ucno b3yt Peectp OC mis xpanenus cepruduKaToB
n COC, u gmensarcd Ha XpaHWININA KOMIBIOTEPaA W MOJb30BaTeIbcKHe. Kak ciaemayer w3 Ha3BaHWSI,
XPaHWJIAIIA KOMIIBIOTEPA SIBJISTFOTCS OOIIUME J1JTsl BCEX MOJIb30BaTe el i UCIMOJIb3YIOTCsI, B TOM YHUCIIE,
cuctemabiMu ipotieccamu OC. Tloap30BaTeIbCcKIe XPAHUIUINA TPUBI3AHBI K KaXKJI0OMY KOHKPETHOMY
HOJTB30BATENIO, U Y KayKJIO0TO MOJIb30BATE ST OHU WHINBUIyaIbHBIe. [IpH 9TOM, B MOJB30BATENbCKHIE
XPaHWIUINA aBTOMATHYECKH BKJIIOYaOTCs Takzke ceprudukarsl 1 COC u3 XpaHUIUIL KOMIbIOTEPA
(3a mckaOYeHEeM XpaHuInIma Juunoe).

Takzke XpaHHJIAIIA PA3THIAI0OTCA [0 THITY XPAHUMBIX UMH 00BEKTOB:

— Jluwnoe (Personal, MY) - npeiHazHaYeHO sl XPAHEHHUS JUIHBIX CepTUMUKATOB, JJisi KOTOPBIX
€CTh COOTBETCTBYIOIIUE UM 3aKPBIThIE KJIIOUML;

— Jlpyeue noavaosamenu (Other People, AddressBook) - npeanasHadeHo jjisi XpaHEHUST CepPTH-
GUKATOB CTOPOHHUX II0JIb30BaTEIel;

— Jlosepennvie xopuesvie uewmpu, cepmugpurayuu (Trusted Root Certification Authorities,
ROOT) - npennasuaveno s xpanenus ceprudukaros u COC kopresbix 1[C;

— Ipomesrcymounwvie yenmpow cepmugurayuu (Intermediate Certification Authorities, CA) -
npeHa3Hadeno jiig xpanenus cepruduxkaro u COC npomexkyrounbix HC.

Takum 0O6pa3oM, XpaHWIUIIA MOJIb30BaTeNs Jpyzue nosvzosamenu, Josepennvie KopHesve U4eH-
mpo. cepmudurayuy 1 Ipomesncymounoe uenmpov, cepmu@urayuy BKIIOYAIOT B cedsd cepTuhUKATHI
n COC u3 coOTBETCTBYIONINX XPAHUIHUIIN KOMIBIOTEPA.

Jlnst ynpasjienust 00beKTaMu, pacio/iozkeHHbiX B xpaunutuiiax ceprudukaroB OC Windows, peko-
MeHJLyeTCsl UCosib30BaTh Kowncoav ynpasaenus Microsoft (Microsoft Management Console, MMC).
[Tocae 3amycka MMC crenyer nobasuth ocHactky Cepmudgduramos (Certificates) yderHoii 3amucu
HOJIB30BATE/I WU YIETHOM 3aIIMCH KOMIBIOTEPA - OT TOT0 BBIOOpA 3aBUCHUT, KAKHE XPAHUIUIIA Cep-
TrdUKATOB OyIYT 0TOOpaxKaThesd. Caeayer OTMETHTD, UTO M J00aBaeHus ocHACTKU Cepmuduramot
YUIETHO 3alMCH KOMIIBIOTEPA HEOOXOAUMBI TPABa, JIOKAJIHHOIO aJIMIHICTPATOPA.

2.4 Onucanme aJropuTMa MOCTPOEHUS IeToYeK

Jlns nocrpoenust u nmposepku nenodek ceprudpukaros 11O ucnomssyer dpyukmun Crypto API
2.0. TTpu BeI30Be 5THX QyHKIHii [ITIO BrGupaer "aBurarens” (Engine), ncrnonap3yemstii st mocTpo-
eHUS TEeNOYeK - KOMIbIOTEPA WM TTOJB30BATEIhCKIH (MCIoNb3yeTcs o ymoadanuio). [Ipu BeiGope
"nBHUraTe/ s’ KOMIBIOTEPa UCIOIb3YIOTCA XPAHIIUINA CePTH(PUKATOB KOMIIBIOTEPA, IPU BHIOOPE T0JIb-
30BaTEILCKOIO “ABHTaTE/Is MCIIOJB3YIOTCI XPAHUIHINA CePTUMDUKATOB HOJIH30BATEIS.

[MTocrpoenue nenovdkn ceprudUKATOB HAYMHAETCS € MPOBEpsieMOro (KOHeYHOro) ceprudukara.
JI71s1 BOBMOZKHOCTH TIOCTPOEHUSI TEITOYKH B IIPOBEPSIeMOM cepTudpuKaTe JOJZKHO MPUCYTCTBOBATH PAC-
mupenne (Extension) Hoenmudguramop warowa Ienmpa cepmudurayuu (Authority Key Identifier).
B JaHHOM pACHTUpEHUH HAaXOIUTCS, B ducje npodero, Mdenmugdurxamop waroua (Key Identifier) -
X3 OTKPBITOro Kioda - ceprudurara [1C, Ha Koropom ObLIT BBINYIIEH TpoBepseMblil cepTudHKAT.
[To sTomy maenTmduraTopy u mpouspoautca mouck ceprudukara 1IC B JTOKATHLHBIX XPaHIIUIIAX
Josepernvie Kopreswvie uenmpu, cepmugurayuu u Ipomescymounvie uyenmpu, cepmudureyuu - B
uckomom ceprudukare [1C sror naertndukaTop paBeH 3HAYEHUIO, HAXOMANIEMYCS B PACITHPEHUN
Hoenmuguramop katoua cybsexma (Subject Key Identifier).

[Ipu orcyTcerBum uckoMmoro ceprudpukara LIC B JTOKAIbHBIX XpAHUIHIIAX TPOU3BOIUTCS MOIBITKA
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HAXOXKJIeHUsI B IpoBepsieMoM ceprudukare pacimupenus Jocmyn k undopmayuu o Iewmpe cepmu-
durayuu (Authority Information Access, AIA). B taHHOM paciupeHun, B THCJIE TPOYEro, HAXOUTCS
CITUCOK YHUKaJIbHBIX maenTndukaTopos pecypca (Unique Resource Identifier, URI), ykassiBatomux
Ha uckombiit ceprudpurar 1C, mocrymuerit nmo ceru. Kaxxkmpiit URI u3 cnucka ucnosb3yercs npu
HOIBITKe 3arpy3ku ceprudukara LC mocaegoBaTesbHO 10 YCIEITHOR 3arpy3KH HCKOMOTO OOBHEKTA.

[Mocae ycuemnoro naxoxjenus uckomoro ceprudurara [IC (J0KaabHO MM 10 CETH) IIPOU3BO-
murest mouck COC, coorBercrBytomiero Haiineanomy ceprudukary 11C. TTomck COC Takzke m3Ha-
YAJIbHO TTPOU3BOJUTCS B JIOKAJIbHBIX XPAHWIUIIAX Jlo8epentvie KOPHESLIE UEHMPLL CEPMUPUKAGUUL
u Ilpomesrcymounvie uenmpu, cepmudpurayuu. B nckomom COC 3nauenue Hdenmuguramop waro-
wa W3 cocTaBa pacimupenus Hdenmuduramop xarouwa Lenmpa cepmudurayuy 10JIKHO OBITH PABHO
3HAYEHUIO, HAXOAAIeMycsl B pactupennu Mdenmugpuramop kaoua cybsexma ceprucdukara [1C.

[Ipu orcyrcrBum nckomoro COC B IOKATBHBIX XPAHUIUIIAX TPOU3BOIATCS MOMBITKA HAXOZKTEHUST
B poBepsieMoM ceprudukare pacimpenns Touku pacnpocmpanenus COC (CRL Distribution Points,
CDP). B namnom pacumpennn Haxogures ciucok URI, ykaseisatonux Ha nckoMbrii COC, nocrynHblit
no ceru. Kaxapiii URI u3 crnucka ucnosib3yercd npu nonbiTke 3arpys3ku COC mocsiefoBaTeIbHO 10
VCIIEITHOM 3arPY3KH HCKOMOT'O OOBEKTA.

Ciieiyer ynoMsiHyTh 00 OCOOEHHOCTSIX, CBSI3AHHBIX C MCHOJIH30BAHUEM JIJIsi TIOCTPOEHUS Eem0IeK
COC, comepzxkammux pacmupenne Touxa pacnpocmpanenus evdavu (Issuing Distribution Point, IDP):

— B OC Windows pacmtupenne IDP ue ncnosmb3yercs mias 3arpy3ku u/uwnu obaoienns COC o
CeTH;

— ceprudukarsl, BoinyieHabie Ha ceprudukare [1C, coorsercryomem COC ¢ pacmuperuem
IDP, nomxubl cogepxkath pacmmpenune CDP;

— crucku URI, comepxkarmmuecs B pactmupennn [DP COC u B pacmupenun CDP ceprucdukaros,
BBITTYTIeHHBIX JaHHbIM [[C, MOKHBI COBITAAATH.

Bwmecro COC s onpejeienust 1efiCTBUTEIBHOCTH MTPOBEPAEMOTO CEPTU(PUKATA MOXKET UCIIO b~
zoBarbed 1ICCC. ng storo B pacmmupenuu Jocmyn x ungopmavuu o Llenmpe cepmugduraryuu npo-
BepsieMoro ceprudukara gojxken npucyrcrsoparb URI OCSP orBerunka mannoro LIC. IIpu ucmnomnn-
zosaauu [ICCC dpopmupyercs OCSP 3anpoc u nocbriaercs OCSP orseruuky. [lomyuennoe or OCSP
OTBETYMKA MOATBEPKICHIE COMEPIKUT TEKYIIN CTATYC TPOBEPIEMOr0 CepTu(DUKATA.

[Mocae naxoxaenns ceprudukara [IC u COC (wru nocie moaygenus: nogrepxkaeans or OCSP
OTBETYNKA) BBIIOJHsIETCs KpunTorpadbudeckas IpoBepKa IOJYYeHHbBIX 0ObEKTOB, a TAKzZKe IPOBEPKa
JIeACTBUTEIBHOCTH ITPpOBepsaeMoro ceprudukara. IIpu ycmenrHoM BBIIIOIHEHAH TPOBEPOK, €CIU Hali-
nennbiit ceprudpurar LC He gBIsI€TCS caMOITOANIMCAHHBIM WM He ObLT HaiIeH B JTOKAJIbHOM XPAHMIN-
e Jlosepentvie KopHesvie ueHmpv, cepmudurayuu, OH 3aHIMAeT MECTO ITPOBEPIeMOro cepTudpuKaTa,
M BECb BBIIIEONNCAHHBIN aJTOPUTM TOBTOPSIETCS PEKYPCUBHO.

Pesyabrar mocTpoeHust U MPOBEPKHU TETOUKH CePTU(MUKATA OMPEILSIeTCS CIeAyIomuM 00pa3oM:

— Aymenmuunocmsd KOHEWH020 CEPMUPUKGMA HE YCMAHOBAEHE - €CJTH, TIO KAKOH-TH00 puImHe,
odepe 1HOM nckoMblii ceprudukar LIC He ObLT HallIeH, UK €CJIH EeIMOYKaA He HAUYUHACTCS ¢ CAMOIIO/IITH-
canHoro ceprudurara kopaesoro L{C, HaligeHHOTrO B JIOKAJILHOM XpaHmIuiie losepenmvie kopHesvie
UEHMPBL cepMUPUKAUUL;

— Jeticmsumenvrocmo KoHeuHo20 cepmudurama He YcmanosAena - €CJId, 1Mo KaKoi-1ubo mpu-

gnne, ouepeanoit uckomblit COC mannoro LC me 6bL1 HalifeH, win He OLLIO MOJIYYEHO JOBEPEHHOE
noareep:xkaenne or OCSP orserunka mannoro 11C;

— Koneunwnt cepmuduram omosear - €CIU 0YepeIHON MpoBepseMblil cepTiudUKaT ObLT HaliIeH
B COC sormecrogmiero [1C wmu OCSP orserunk soimecrosimero 1[C Bo3BpaTua moaTBepKaeHue,
cojieprKaliiee CTaTyc '0TO3BaH , M BPEMsI OT3bIBa y K€ HACTYIIHIO;
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— Koneunwnii cepmughuram deticmeumener - B OCTAJIbHBIX CJIyUYASX.

B cocra Windows Vista u 6osiee Hobix Bepcnit OC Windows Bxoaut yruiaura CertUtil, ¢ mo-
MOIIBI0 KOTOPOH MOKHO BBIIOJIHSITH pa3JUdHBIE OIepaln, cBsa3aHabie ¢ cepruduraramu, COC,
HEIOYKAMM, U T.II.

B 4acrHOCTH, /I NOCTPOEHHS M IPOBEPKH IEINOYKH cepruduKkara ¢ uMeHeM CcyObeKkTa
CN=Test, CN=Users, DC=Company, DC=ru, Haxondmerocs B XpaHWIHIIE HOJb30BaTead Jluunoe,
MOYKHO HCIIOJIB30BATH CICAVIONYI0 KOMAHIY:
certutil.exe -user -verifystore MY Test
PesynbpraToMm BHITIOJHEHUS TAHHONR KOMaHIbI OyAeT Ju00 MOATBEP:K/ICHNE JeHCTBUTEIbHOCTH MPOBe-
pseMoro cepruduKaTa, 100 OMNCAHUEe ONNOKY, BO3HUKIIEH B pe3ysibTare MOCTPOCHUs WU IIPOBEPKH
€T0 IEMOYKH.

2.5 KsmmpoBaame 00bEKTOB

[Ipu nocrpoenun 1nenovek cepTUMUKATOB BOZMOXKHO BBIIOJHEHUE 3arPY3KU CEPTU(PHUKATOB IIPO-
MexkyTounblX [C uan COC mo cetn Ha ocHOBaHUU WHMOPMAIUU, COAEpKAIICHCS B PACIIAPEHAAX
AIA w/uam CDP. Jlinsa uckiaodenusi HeOOXOANMOCTH MOBTOPHOM 3arpy3KH yKe 3arPyKEeHHbBIX 00beK-
TOB TIOC/I€/IHIAE 3aIIOMUHAIOTC B clienuaabHoOM (paitioom Katire. [Ipu Bbio/IHeHIE 3arpy3Ku 00HEKTa
M0 CeTH BHadJaJie MPOU3BOIUTCS TOMBITKA HANTH €ro B 9TOM K3IIe JJIst TTOBBIIIEHNsT 00Ieil Tpon3Bo-
JIMTEIBHOCTH KPUITOrpadpuIecKOil OICUCTEMBI.

Wcnonb3yeMblii K311 3aBUCHT OT aBuraTesist , Beiopanaoro 11110 mast moctpoenus mnemnovex - ~aBu-
raresib’ KOMIILIOTEePa M KarK bl 10JIb30BaTEJbCKUNI IBUTATE/Ib HUCIHOJIb3YIOT COOCTBEHHbBIN BbIje-
gennblil K311, OObeKThl XpaHATCS B K3IIe, B OOIEM CJydae, J0 MCTeUYEeHHS CPOKa WX HAeifiCTBHUS -
nanpumep, COC, naxongmmiics B K311e, OyaeT AeficTBUTEEH 10 MOMEHTa BPEMEeHH, YKa3aHHOTO B
nosie Caedyrowee obnosaenue (Next Update).

st 1eTaIbHOTIO IPOCMOTPA COAEPXKUMOTO KIIIIA MOXKHO BOCIIOJIB30BATHCSA CJIEYIONEeNl KOMAH,I0i:
certutil.exe -v -urlcache *

JI1st TIOJTHOM OYHCTKH COMEPXKUMOrO K31 MOYKHO BOCIOJIB30BATHCS CJAEAYIONEH KOMaHIO0:
certutil.exe -v -urlcache * delete

Ha cospemennsix OC Windows (Windows Vista u Gosiee HOBBIX) PEKOMEHIYETCS He TOJb30BATHCS
KOMAHJIOH OYMCTKHU K3IIa, a IOMeYaTh BCe 3AIlMCH KIIIIa KaK HeJeHCTBUTEIbHBIE ¢ TIOMOIIBIO CJIeIy-
1o11eil KOMaHIbl ()11 BBIIOJTHEHUs TPeOYIOTCS TIPaBa JIOKAJIBHOTO aJMAHUCTPATOPA):

certutil.exe -setreg chain | ChainCacheResyncFiletime @now

Bosiee nmeranbHO ommcaHHe MeXaHW3Ma KAIMHMPOBAHUSA OOBEKTOB NMPUBEIEHO B CTaThe II0 CCHLIKE
http:/ /technet.microsoft.com /en-us/library /ee619754%28v—=ws.10%29.aspx.
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3 UCIIOJIb3BOBAHUE INTERNET INFORMATION
SERVER (IIS) C MOJIYJIEM
IIOJIIEP>KKU TLS

[Tepes nagasom ucnosnb3oBanust Microsoft Internet Information Server (IIS) coBmectno ¢ npo-
rpaMMHBIM MOy teM mojaaep:kku 1 LS kpunronposaiizepa «Bamungara CSP» Heobxo1mMo moMecTuThb
BCe Tpebyembie cepTudUKATH U CIHCKK 0To3BaHHBIX ceprrdukaros (COC) B cucreMuoe XpaHUIHIIE
cepTUhHUKATOB JIOKATHPHOTO KOMIBIOTepa. [j1s 3T0ro Heo6X0oIMMO BBIIOJHUTE CJIe/IyIOIne IIart:

— 3arpysuthb KopueBoii(bie) ceprudurar(pl) LIC u coorsercrsytomue emy (um) COC(w1) B cu-
CTeMHOe XPAHUJIUINE KOpHEBHIX ceprudukaTos LIC JT0KAILHOTO KOMIBIOTEPA HOCPEICTBOM HCIOJIb-
soBanus ocuactku Ceprudukarsl KoHcoan yupasaenus Microsoft (Microsoft Management Console,

MMC);

— 3arpysuth npomexyTounsiii(sie) ceprudukar(sr) IC u coorBercrByionue emy (um) COC(br) B
CHCTEMHOE XPAHU/IUIIE MPoMeKyTOIHbIX cepruduraros [1C JI0KaIbHOTO KOMIBIOTEPA TOCPEICTBOM
ucnonb3oBarns ocHactku Ceprudukarsl KoHcosn yupasienust Microsoft (Microsoft Management

Console, MMC);

— 3arpy3uth ceprudurar Web cepsepa IIS ¢ onHoBpeMeHHOI TPUBI3KOT €10 K KOHTEITHEPY € CO-
OTBETCTBYIOINIUM 3aKPBITBIM KJ/JII0YOM B CUCTEMHOE XPAaHUJIUINE JTUIHBIX CePTU(PUKATOB JOKAJILHOIO
KOMIIBIOTEPA MOCPEJICTBOM HCIIOIb30BaHudA KOH(MUrypaimuonuoi nporpaMmmbl «Baaugara CSP». Ilpu
BhITade ceprudukara Web cepsepa 1IS Heobxommmo yaecThb, 9TO B HEM JI0JI:KeH npucyTcTBoBaTh OID
[Tposepku nommaHOCcTH cepBepa (1.3.6.1.5.5.7.3.1) u 10/KHO OBITH YKA3aHO Pa3PENIEHHOE UCIIOIB30-
Banue 3akpbiToro Kiaoda (Key Usage) mias seimonnenus: D11 u mudposanus. Tonoaaurensno, DNS
nmMst Web cepsepa s0s17kHO GbITh Tiporcano B atpubyre CN X.500 nvenn Biagesnia (Subject Name)
U B aJbTePHATUBHOM MMeHHU Biaajebiia (Subject Alternative Name) ceprudukara Web cepsepa.

Jamee  meobxomumo — mHactpouth  Web  cepsep IIS  ma  ucnosb3oBanme  ycra-
HOBJIEHHOT'O cepTuduKaTa. st TOTO HEOOXOTUMO BBI3BATH MYHKT MEHIO
«Ilyck» — «IIporpammsl» — « A amuauCTprpoBannes — « JIucnerdep cay:x6 IIS» m, moacserus
Hykubiit Web caiiT npaBoit KHONKOI «MbITy, BeIOparh myHkT MeHi0 <«CBoiictBay. [locse 3roro
HEoOX0MMO BhIOpATh 3akAaJKy «be3onacHocTh Kartamoray u Haxkarh Ha KHONKY «Ceprudukars
rpymnsl «Bezonacubie mofxouennsy (Pucynok 1).
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CeoicTea: Yalidata Site 2=

Bef-yzen | BEICTpOARHCTEHE | DHNETPE ISAPT I AoMALIHKA KaTanor
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MHTEpHETS. FZMEHHTE. .\

@ [MpeA0CTAENEHKE ADCTYNA MAH OTKAS E

~ BezonacHsIe NoAKNHYEHHA

MpK AOCTYAE K pECYpCY TPEQYHITCA
AiesonacHeIE NOAKAKHEHHA H

CEQTHHMKATEI KNHEHTA,
e e e

MIZHEHHTE. .\ |

O | OTMEHA [[EHHEHHTE | _npaeka |

Pucynok 1 — /Iuajior 6e3omacHocTu KaTajiora

B nmosBuBmemcs guajiore HeoOX0IuMO BBHIOpaTh HYyHKT «HasHaueHme cymecTByIONero ceprudm-
KaTay M HazKaTh KHOUKY «/lamee». Ha sxpan Oyaer BblIaH auajor BbiOopa ceprucdurara jg1a Web
cepsepa IIS (Pucynok 2).
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MacTep ceprupuraTos I1S

JocTynHue ceprUdUHEaTH

Crucak cogeps#iT CepTHOHKETE, KOTOPEIE MOKHO MCNONBS0ESTE C
ATHM ERO-CRDEEQOh,

Bridepure cepTHdrar

[Monyyarens ce..

1 | i

¢ Hasan I Hanee » I OTrEHA |

Pucynox 2 — /Inajor Beibopa ceprudpukara

BribpaB ny:kHbI# cepTuduKkar, HEOOX0IUMO HaXKATh KHOIKY «/lajee» Ha 9TOM H CJIeIYIONEeM JIia-
JIoTax, a B KOHIE HaKaTh Ha KHONKY «l'oToBo». [lo ymomganuio Web ceppep 1IS He Tpebyer Hannuns
CepTI/ICbI/IKaTOB Y KJIMEHTOB 4, COOTBETCTBEHHO, HE IIPOBOAUT IIPOBEPKY HOAJIMHHOCTHU KJIMECHTOB Ha
OCHOBAHUHU UX CePTUMUKATOB. /[jI BKIIOYEHUS MPOBEPKYU MOJIMHHOCTH KJAUEHTOB HEOOXOIUMO B A~
Jiore 6€30MaCHOCTH KaTaJjora HazxKaTh Ha KHOTKY «VI3MeHuThy rpymibl «be3onacubie moJIK/II0UeHN >
(Pucynoxk 3).
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bezonacHbIE NOAKAHYEHAR Xl

v TpefyeTca BesonacHeA kaHan (551

¥ Tpefiverca 128-pazpaaHoe WHGPOEaHHE

~ CERTHMEATE! KNMEHTOE

" WCHOPHPOBATE CEPTHHHKATE! KIHEHTOE
" OPHHMMATE CEpTHEMIATE! KAMEHTOE
¥ TpefoEaTe CEpTHEMKATE! KNMEHTOE

r PaspeWwMTE CONOCTAENEHHE EEI:ITHIZIZIHKEITDB KNHEHTOE

':EI:ITHI:bHKEITbI ENHMEHTOE MOryT CONOCT3IENATECA ©

YUETHEIMH ZAMHEAMK Windows, No3E0nAa YNpaEnaTs ”
ADCTYMOM K PECYPCEH, ISl

[~ BrmruMTE CMMooK ADEEpEHHER: CEpTHHMKATOE

TERYLIHA CaHEoK: I j

COZAATE. .. | W EMEHHTE |

R I OTHEHA | CNpaeka |

Pucynok 3 — JInajor nojgkaodeHnii

JlaJtee B mrasiore moK/II0OUEeHANR HEOOXOIUMO BKJIIOUHTD CBORCTBO « 1’ pedyeTcs 6e30nacHbIil KaHaT
(SSL)», ycranosuth nepekaodaresb « CepTuduKaThl KJIHEHTOBY B MOJOXKEHHe «TpeGoBaTh cepTudbu-
KaThl KJIUEHTOB» 1 HaxKaTh Ha KHONKY «OK». /g npasunbnoit paborsr Web cepepa IIS coBmecTHO
¢ moaysieMm nogaepkkn TLS HeoOX0arMO BBIIIOJHEHHE CIEAYIONNX TPeOOBAHMIL:

— y 3akpbiToro kjao4a ceprudukara Web cepsepa IIS nosken orcyrcTBOBaTH 1APOJH U/HIIH
I[M1H-kom;

— npu ucnoabszoBanun Buosornaeckoro JICY (usm sroboro apyroro JICH, rpebyiomiero orobpa-
JKenust rpacdbuveckoro narTepdeiica Ipu NHANUATU3AIN ) TOCTeIHU JOKEH ObITh TPONHUITHATH3-
poBaH 1mepes ncnoab3oBannem Web cepsepa IIS;

— HOCHTEJb ¢ 3aKpPbIThiM KitouoM Web cepsepa [IS moskern ObITH CMOHTHDPOBAH MEPE] HCIIO b
zosarnem Web cepsepa IIS.



14
BAMB.00060-05 92 02

4 HNCIIOJIbSOBAHUE MICROSOFT INTERNET
EXPLORER C MOAVYJIEM INTOAJEP2KKHW TLS

[Tepen nagasrom ucnonb3osanus Microsoft Internet Explorer (IE) coBMecTHO ¢ MPOrpaMMHBIM MO-
ayaem nognep:xxkn TLS kpunronposaitnepa «Bamugara CSP» HeobxommMo moMecTHTDb Bee TpebyeMble
ceprudukaTel n cnucku oro3aHubix ceprudukaros (COC) B cucreMHOe XpaHUAUIIE CepTHHDUKATOB
nostb3oBare . st 3Toro HeoOXOAUMO BBIMOIHATE CIEAYIONIHE THATH:

— 3arpysutb Kopuesoii(sie) cepruduxar (o) IIC u coorsercrsyomue emy (um) COC(bl) B cucrem-
HOE XPAHUIHIIe KOpHeBHX ceprudukaros [{C mosb3oBaresist mocpe/ICTBOM HCIOIB30BAHNS OCHACTKH
Ceprudukarsl koucosn ynpasierust Microsoft (Microsoft Management Console, MMC);

— 3arpy3uth npomexyrounsrii(bie) ceprudukar(s) 11C n coorsercrBymomue emy (um) COC(br)
B CHCTEMHOE XPAHUJIHIINE MPOMEeKYyTOUHBIX ceprudukaroB L1C mop30BaTe/ss moCpegIcTBOM HCIO b
soBanust ocHactku Ceprudukarsl KoHcoaun yiupasienns Microsoft (Microsoft Management Console,

MMCO);

— 3arpys3uTh cepTudUKAT KJINEHTa ¢ OJHOBPEMEHHON MPUBA3KON ero K KOHTeffHepy C COOTBeT-
CTBYIONTUM 3aKPBITBIM KJTIOUOM B CHUCTEMHOE XPAHWIHUIINE JUUHBIX CePTHMUKATOB MOTH30BATENS O~
CPeJICTBOM HCHOJIb30BaHus KOHMDUTYparnnoHHoit nporpammbl «Baaungara CSP». Tlpu Bergate cepru-
¢pukaTa KaneHTa HEOOXOAUMO YIeCTh, YTO B HeM joskeH npucyrctBoBarh OID TIpoepku momtma-
noctu Kauenta (1.3.6.1.5.5.7.3.2).

Ha Windows Vista u 6osiee HoBbix Bepcuax OC Windows i npaBuibHON pabOThl KJIHEHTCKOTO
I1O me Tpebyercsa 3anmyckath nporpammy TLS MonuTopa, Tak Kak MOIY/Ib nojaaepkku TLS Oyaer
aBTOMaTHYECKH OIPEIe/IATh aJITOPUTM OTKPBITOro Kiaio4a ceprudukara Web caiita u, B 3aBUCUMOCTH
OT 9TOr'o aJIropuTr™Ma, Bpra6aTbIBaTb KJIIOYU ]l[I/I(prBaHI/IH JJId 3alllThl KaHaJla.
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5 WCIOJIb30OBAHUE TERMINAL SERVICES C
MOJIYJIEM IO JIEP2KKU TLS

[Tepen Hauaaom ucnosab3osanus Terminal Services (TS, cayKO6bI TEPMHUHAIOB) COBMECTHO C IPO-
rpaMMHBIM Moay/eM nogiaepkku TLS kpunronposaiinepa «Bammmgara CSP» nHeobxoquMo moOMeCTUTh
Bce Tpebyembie cepTudUKATH U ClHCKH 0To3BaHHBIX ceprudukaroB (COC) B cucreMHoe XpaHUIHITIE
cepTupUKaTOB JIOKAJIHLHOTO KOMIIBIOTEPA - TaK K€, Kak 370 onucano ajas Internet Information Server
(IIS) B mozmpaszere 3.

Jastee HeOOGXOIUMO HACTPOUTD CJIYKOY TEPMHUHAJIOB HA UCIIOJIb30BAHNAE YCTAHOBJIEHHOTO CePTUQH-
kara. s 3T0ro HEeoOXOAMMO BBI3BATH IMYHKT MeHIO «llyck» —«AmmunucrpupoBanues — «CiryKObI
yJAaJIeHHbIX pabodux crosioBy —«Kondurypaius ys/ia ceancos yjiajeHHbIX pabouuX CTOJOB» U BbI-
Gparh TpebyeMoe OIKII0UeHNe, EJKHYB 110 HEMY JIBazK bl IPaBoii KHOMKON «Mbiny (Pucynok 4).

CeoicTEa RDP-Tep x|

Cpena | HganerHoe ynpagneHme
[MaparMeTpel KAHEHTa I CeTes0l a0anTep | bezonacHoCTE
Dewme | [NapaMeTpel EXO0A B CHCTEMY I CeaHck
Tum: RDP-Tep
TpaHcnopT: tep
FobArAEHT 3P I
— BezonacHocTe

HpoeeHe Aes0nacHOCTI

S5L[TLS 1.0) fuaeT Honob30BaTECA ANA NPOEERKM oA AMHHOCT I
CEQPBEPA WM ANA WHPPOESHHA BCEX AAHHEN, MEPE1ABAErEl MEHLY
CEQBEPOR W K HEHTOR.

YHpoEeHe WKWPPOEaHHA; FIPS-coBtecT 1B j

Boe faHHEIR, KOTOREIMMY O6MEHWE ST KAMEHT M CEpEER,
SAWMPPOEAHE! METOAOM NPOBEPKM WMPPOBAHUA HA DCHOEE
pElEpaNEHOrD CTAHLAPTa 0OPaaoTkM HHpOopraumm9 140-1.

Pazpeums nogr aioHaTeea TONBKD © KOMOBOTEROE, Ha KOTOPGIN
pafoTSET Yo aneHHEIR pAtoumHi ©TON C NPOEEpKON NOLAMHHOCTH Ha

UPOEHE CETH
CepTHdugaT: Win2003R 264 wdosp. wdata. i
Britpats | Mo yraom... |

JonoaHHTENEHEIE CESLEHMA 0 HACTPORNEE NapStETD0E ASE0NaCHOCTH

k. I OTtieHa [ EMEEHMTE

Pucynok 4 — /InaJior HacTpoiKu 6e3011acHOCTH

[Tocie 3TOro HEOOXOIUMO YCTAHOBUTEL Y poBenb GesonacHoctu B «SSL (TLS 1.0)», Yposewsb mrud-
poBanusi B «Boicokuity min «FIPS-coBmectumbiity, n ykazars cepTuguirar CayzKObl TEPMUHAIOB,
HaykaB Ha KHOUKY «BwiOparhy. BeiOpas Hy:Kublil cepTuduKaT B IUAJIOTOBOM OKHE, HEOOXOIUMO Ha-
xKath KHONKY «OK» (Pucynoxk 5).
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x

NoaTeEpH AeHWe cepTHdivKaTa

MoATEEPAHTE 3TOT CEpTHMKAT, Ha¥aE kHoNEY "OR", ECiH 3T0 HENPaBHEHEIA
CEPTHERMEAT, HaMHMTE KHOMEY "OTHEHa".

OF OTHEHS

Pucynok 5 — /IunaJior Beibopa ceprudukara

Cuyx6a TepMHUHAJIOB HE HMEET BO3MOYKHOCTH TTPOBOIUTH MPOBEPKY TOITUHHOCTH CePTU(DUKATOR
KJIMEHTOB. HpI/I HeO6XOﬂI/IMOCTI/I BBIMIOJIHEHUA MPOBEPKU NOAJIMHHOCTU KJIUEHTOB Ha OCHOBaHUMU UX
cepTuUKATOB caeyeT JTUO0 HUCIOJIH30BATH ILII03 CAYKO TePMHUHAIOB, (PDYHKITUOHUPYIONTUNR MezK Iy
yIaJeHHBIME paboIMMHU CTAHIUSIMA KJIMEHTOB H CepBepaMy TePMHUHAJIOB, JTHOO BKJIIOYUTH IPOBEPKY
nogymunoctu Ha yposte ceru (Network Level Authentication, NLA).

JleTasbHOE PYKOBOJICTBO 10 HACTPOIKE CJIy:KOBI TEPMUHAJIOB IPHBEJEHO (HA PYCCKOM sI3BbIKe) 10
cewlke http: / /technet.microsoft.com /ru-ru/library /dd640164(WS.10).aspx.

Jlnst npaBHIBLHON pabOTHI CIYKOBI TEPMHHAJIOB COBMECTHO ¢ MojyseM mouiepxKkku TLS nHeobxo-
JIMMO BBINIOJIHEHHE TeX Ke TpeOOBaHHH K 3aKPHITOMY KUY CIyKObI TEPMHUHAJIOB U K COCTOSHIIO
unuiragusannu JJCY, uro npusegenst mias Internet Information Server (IIS) B mompaszene 3.

5.1 Ucooab3oBanne Terminal Services ¢ moaysaem mogaepkkm TLS Ha
OC Windows Server 2012/2012 R2

Wsmenenus 1moJib30BaTeIbCKOT0 HHTEepdeiica nmponeaypbl KOHMUTYPUPOBAHUS CJIYZKObI Te€pMHHA-
ao0s B OC Windows Server 2012/2012 R2 npuBesin K TOMY, 4TO OMUCAHHBIH BhIIe CIOCOD HACTPOIi-
ku okasbiBaercs neddpdexrusabiM. st mactpoiiku ciayx0br TepmunaioB B OC Windows Server
2012/2012 R2 cieayer moJb30BaThCs CHEMUATLHBIM KOMAaHIHBIM (DAIOM, HACTPAUBAIOIHM CJIy KOy
TepMHUHAIOB Yepe3 nHeTpyMenTapuil ynpasienns Windows (Windows Management Instrumentation,
WMI).

Jlnst Havasia caeyer ompee/uTh Tak HasbiBaeMblii oTedarok (Thumbprint) ceprudukara rep-
MUHAJBHOIO CepBepa, KOTOPbIH cocrout u3 Apajuaru Oaiir. s sroro ciaepyer, ucuosb3ys MMC,
IPOCMOTPETH CBOCTBA cepTH(UKATA TEPMAHAJIBLHOTO CePBEpa M CKOMUPOBATH €ro OTINEYaTOK (B BH-
Jie CTPOKH, COCTOSIIINEH U3 map MeCTHAANATHPUIHBIX D, pa3IeJeHHbIX MpobesaMi) B TeKCTOBBIH
peaakrop (mampumep, Notepad). /lajsee B KOIUU CTPOKH € OTTIEYATKOM CJIEIyeT YAAJIUTH MPOOesTbl
U CKOIIMPOBATH MOJIYYUBIIYIOCA CTPOKY B MPHBEJICHHBINA HUKe MabJI0H KOMAHIHOTO baiilia, 3aMeHUB
eil CTPOKY TITTTTTTXTLLLLTTTTLLLLXLLLLLLLTLLLLLLLLL:

@echo off
set WMIC=/WINDIRY\system32\Wbem\wmic.exe

echo .
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AWMICY /NAMESPACE :\\root\CIMV2\TerminalServices PATH
Win32_TSGeneralSetting SET MinEncryptionLevel="3"

AWMICY /NAMESPACE :\\root\CIMV2\TerminalServices PATH
Win32_TSGeneralSetting SET SecuritylLayer="2"

HWMICY, /NAMESPACE :\\root\CIMV2\TerminalServices PATH
Win32_TSGeneralSetting SET SSLCertificateSHA1Hash="
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX"

echo.

HhWMICY, /NAMESPACE :\\root\CIMV2\TerminalServices PATH
Win32_TSGeneralSetting GET MinEncryptionLevel

AWMICY /NAMESPACE :\\root\CIMV2\TerminalServices PATH
Win32_TSGeneralSetting GET SecuritylLayer

HWMICY, /NAMESPACE :\\root\CIMV2\TerminalServices PATH
Win32_TSGeneralSetting GET SSLCertificateSHA1Hash

Jluist 3aBepliieHns POIe/yPbl HACTPOUKH CJIe/IyeT BbIIOJHUTD ITOJIYYUMBIIUIACS KOMaH/HbINA (ail
W IIEPE3TPY3UTh TEPMUHAJIBLHBIA CepBEP.
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6 UCIIOJIbBOBAHUE TERMINAL SERVICES
GATEWAY C MOAVYJIEM ITOJAEP2KKIW TLS

[Tepen nauasom ucnosb3obanus Terminal Services Gateway (TS Gateway, muio3a cay:k6 Tepmu-
HAJIOB) COBMECTHO C POrpaMMHBIM MojyIeM noaiep:kku TLS kpunronposaiinepa «Banmumgara CSP»
HEeOOXOMMO [OMECTUTD Bee Tpebyemble cepruduKaThl U CIHCKH 0To3BaHHbIX cepruduxaros (COC)
B CHCTEMHOE XPaHWIHIIE CePTH(PUKATOB JIOKAJHHOIO KOMIIBIOTEPA - TaKKe, KaK 3TO OMUCAHO JIId
Internet Information Server (IIS) B moapasmese 3.

Hamee HEOOXOIMMO HACTPOWTH MLIIO3 CIAYy)KO TEepMUHAJOB HA WCIOJIb30BAHWE yCTa-
HOBJIeHHOrO ceprudurara. Jlng 3sroro HeobOXoguMo  BbI3BaTH NOYHKT MeHIO  «llycks
— «AmunucrpupoBanuey — «Ciryk0bl  yjajeHHbIX  pabodmx  CTOM0B» — «/lucmerdep  muio3a
YVAAJEHHBIX PAab0YUX CTOJIOBY», HaliTu TpebyeMmblil TLII03 U, MEJIKHYB [0 HEMYy JI€BOH KHOIKOI
«MBITIH», BHIOpaTh MyHKT MeHio «CBoiicTBay. Hasee caemyer BuiOparh 3akaanky «Ceprudukar
SSL» (Pucymnok 6).
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CeolcTea WINZDDBR 2 X564 El

KDEHH.I'IHIJJ,E NOAMTHEM SETOPMIALWLMH NOGE MKYEHME E 40 aneHHEIR IIIEIﬁI:I'-IHM CTonar

P ephia CEPEEPOE I AT | kaocT 550 | QfikeH coofileHAAR M
06w He Ceprudurar 550

Yrofkl ofecneYWTe GES0NacHOCTE CETEEON CEASM MEHNY CEpEEPOM WNKSa
Wi AAEHHEIR PAG0YMY CTOAOE M NOAEIKNSHWMMUCA K HERY KIMEHTakdW, TRetyeTCn
55| -CcepTHDMEAT.

1 1A npaEKnBHOMN patoTel WikkKEa YaansHHE patodus cTon0s Heofkoa ko
BEISPATE MBI MACA SSL-CEpTUDHEAT MK COS0ATE Car03aEEPAMLLMA

CEQTHEE AT,

FK.omy Belg aH: HegoctynHo
K.etd ERIDAH: HegocTynHo
Cpok AefcTEHA; HeaocTunHo

Heawume TN 55L-cEpTHEME AT, KOTOPEIH CASIYET WMNOPTMROESTE HA CEpEED
LWMDSa YOANEHHE PAO0YHE CTONDE, BEINDAIHHE OLHD ME CASQYIILLME 0EACTEME

" Cosgare caMosSaBepAoWME CERTHRHEAT

[Coznant, M HiopTHpOEaTE, CEETHEHKET. . |

% BhifpaTh CYLECTEYRLMA CERTHEMKAT H3 NANKH CEFTHEHKATOS B AMYHOM SDAHHAWILE
[N0KaNEHOMD KOMABKTERA] Ha WnEe YyoaneHHeR padour: cronoe WK 20088 264

HranopT ceprudukara... |

¢~ MMNOPTHPOBATE CERTUPMKAT B NANKY CERTHPMKATOR B AMYHOM ¥PaHMIMLE
[N0KaNEHOMD KEOMABKTERa] Ha WEe YyoaneHHeR padour: cronoe WM 20088 264

HEHTH W M NOpTHRRESTE, CERTHEHIAT . |

NogpoSHes 0 CEOTUDMEATAR 109
LUNHEE Yo aneHHE DatoHMsE
CTON0E.

k. I OTrEHa [l PUtAEHMHTE

Pucynok 6 — /Inasor cBoiicTB nui03a

[Tocsie 3roro HeodxouMo BbIOpaTh cepruduKarT HLII03a CayKO TePMUHAJIOB, Ha?KaB Ha KHOIIKY
«mmopt cepruduraray (Pucynox 7).
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WMrnopT ceprudrkaTa ﬂ

Hu oamH CERTHHRMEAT HE YCTIHOENEH.

Utofkl NpOCHOTPETE MM YCTAHOEWTE CEPTHRMHKAT, BE0ENMTE Bro W HaxmuTe kHonkY 'TlokasaTe cepTHguEaT'
Yrofkl MMNOPTMPOESTE CERTHRMKAT H3 CEPESD WAKS0E YaaneHHEIX PASoUME CTON0E, BEMENMTE CERTURMKAT W
Ha#MMUTE KHOMEY MranopT.

K.oray BblnaH | K.er BEaH | Ll ent Ebinaym | Cpok 0EHCTEWA | JarETEM |
lwWin2009R2:464.... CCERT_CA MNpoeepra nognuH..  18.10.2015 JonycTurdeiE cepTHd,..

MiokasaTE CERTHEMHKAT I

|_ MNokazaTe Boe CEpTHRUKATE] B AMYHORM HPaHMAMWE [N0KaNEHOMD KorMNEKTERa] Hranopr Orrera

Pucynox 7 — /Imajor Boibopa ceprudpukara

BribpaB ny:KHbI# cepTuduKaT, HeOOXOIUMO HazKaTh KHONKY «lIMmopry, u kHonky «OK» na po-
JIHTETHCKOM JTHAJIOTE.

Kaxkaprit mmo3 cayK0 TepMHHAJIOB IO3BOJISIET PA3JIHIHBIM IOJIb30BATEISAM HTOAKIIOUATHCS K
Pa3IMYHBIM 3AIUINAEMbIM JAHHBIM TLII030M pecypcaM (cepBepam TepMuHAIOB). Hukecseayomnme
MOJIUTHUKK OE30TACHOCTH IILJIF03a CJIYKO TepMUHAJIOB MO3BOJISIOT M'MOKO persiaMeHTHPOBATH TOIKJIFO-
"YeHUsI TIOJIb30BaTe el K 3aIIUIaeMbiM pecypcaM (cepBepaM TepMUHAJIOB):

— TlosmTukn apTopu3aIuy MOAKIOYEHN - JaHHBIE TTOJUTHKN ITO3BOJISIIOT YKa3aTh pa3pentéHHbIe
MeToIbl IpoBepkH o yiuHHOCTH Windows (mapoJib u/win cMapT-KapTa) JJist KazKI0r0 KOHKPETHOIO
MOJTB30BATEISI WM I'PYIIIHI IOJIB30BATENEH;

— IlosuTUKY aBTOPU3AIMH PECYPCOB - JAHHBIC MOJUTHKE HO3BOJIAIOT YKA3aTh KOHKPETHBIX HOJIb-
30BaTEaCH WM IPYIIBI HOJIb30BATENeH, KOTOPBIM PA3PEIIeHo NOMKIOYAThCA K KaXKIOMY KOHKDET-
HOMY 3alllUIIAEMOMY pecypey (cepBepy TEPMHUHATIOR).

JeTanbHoe pYKOBOJICTBO 110 HACTPOHKE ILTI03a CJIYKO TePMUHAJIOB PUBEICHO (HA PYCCKOM sI3bI-
Ke) 1o ccolake http://technet.microsoft.com/ru-ru/library/cc771530(WS.10).aspx.

Jlnst mpaBUALHON pabOTHI MII038 CIY:KO TEPMHHAJIOB COBMECTHO ¢ MOMAYJIeM moiaepkkum TLS
HEOOXO/IMMO BBITIOJTHEHUE TeX Ke TpeDOBaHUil K 3aKPBITOMY KJIOUY TILII03a CIYyKO TePMUHAIOB U K
cocrosiauto nauiranusanun JICY, aro npuseenst s Internet Information Server (IIS) B mompas-
aeJie 3.
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7 WCIHOJIb30BAHUE REMOTE DESKTOP CLIENT C
MOJIYJIEM IO JIEP2KKU TLS

I[Tepen Hauaaom ucnosb3osanust Remote Desktop Client (RDC) coBMecTHO ¢ TporpaMMHBIM MOJTY-
aeMm nogdepxkku TLS kpunronposaitaepa «Bamumzara CSP» HeoOXoauMo MOMECTHTh Bce TpebyeMble
ceprudukaTel n cnucku oro3aHubix ceprudukaros (COC) B cucreMHOe XpaHUAUIIE CepTHHDUKATOB
MOJIb30BATeIs - TaK Ke, Kak 310 onucano Ajsi Microsoft Internet Explorer (IE) B noxpasee 4.

Ha Windows Vista u 60;1ee HOBBIX Bepcuax OC Windows j/1s npaBuibHOR pabOTHI KJIHEHTCKOIO
I1O me Tpebyercsa 3anmyckarh nporpammy TLS MonuTopa, Tak Kak MOIY/Ib nojaaepkku TLS Oyaer
aBTOMATHYECKH OIpPEIeJIATh aJTOPUTM OTKPBITOrO KJoua cepTudUKaTa cepBepa TePMUHAIOB UIN
IILII03a CIY2KO TePMUHAJIOB M, B 3aBUCUMOCTU OT 3TOIO aJrOPUTMA, BHIPAOATHIBATH KJIIOUH MH(MPO-
BaHUAd JJId 3aIllIUThl KaHaJIa.

Ucnonpzosanme Remote Desktop Client (RDC) Bepcun 6.0 nam 6osiee HOBOI MOIIEPIKHBAETCSI
IpU HAJTUYUH YCTAHOBJIEHHOI'O U HACTPOEeHHOro nakera 6e3onacnoctu CredSSP. /lannoe yciaoBue aB-
ToMaTHdecKu BoinosHsercs 1 Windows Vista u 6osee HoBbix Bepcuit OC Windows.

[Tocae zamycka RDC (nporpammbr MSTsc.exe) na skpan OyJer BbLIAHO IJIABHOE JHAJOIOBOE OK-
Ho mporpammvbl (Pucynok 8) . /I BO3MOKHOCTH BBITIOJHEHHsI PACITHPEHHO! HACTPONKN HazKMHTe
KHOTIKY «llapameTpbrs.

E_ﬂ MNoaKNHYEHWE K ¥ AaneHHOMY paboue =10 x|

;.‘ MoaEMFYeHME K Y AANEHHOMy
o pabovemy cTtony

ClSw e |EIK|:|aH| NokankHee DEDHDDI:II nDDrDaMMbII HononHuqTens: 4 I *I

—MapareTpel EXOAa
p L BEEAMTE UMA YIANEHHOM D KOMNBOTEQA.

L

KEornewomep: IWinEEIEIBH 2u6d wdozpwdata j

MNonkzoEaTEnE: I

[pK NOOEAMYEHMK HEOGROOMIMD GY1ET YKASSTE YHETHEIE
AaHHEIE.

I- EEISI:IELIJH'I'I: FMHE COXPAHATE Y4ETHEIE 0aHHBIE

1 SPAMETPEI NOGKNKDHYEHIAA

CospaHeHHE TEKYLW M NAPAMMETPOE NOLEMOHEHHUA B
ROP-$ain MAK OTEpBTHE CoMPAHEHHOMD NoAK.AKYEHKA.

CoXpaHaTE | CodpaHaTE Kak... | OTEpRTE. .. |

- I'Iapamen:ubll | [T oag AHoMLTE I Cnpaek.a |

Pucynok 8 — ['naBHoe OKHO ITpOrpamMMbl

Jlng BBOJA MMEHHW VIAJEHHOI'O CepBepa TEePMHUHAJIOB HCIOJL3YiiTe moje BBoga «KoMmbioTeps.
[Ipu Heo6GXoIUMOCTH, YKaKATE UM ILTI03a CIyKO TepMUHAJIOB, BRIOpaB 3akIajky «llomnkrouenues
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n HaxkaB KHOUKY «Ilapamerpsl...». B nosiBusiieMcst OKHE yCTAHOBUTE NEPEKJIIOYATEHb B 0J0KEHUE
«Mcnosib30BaTh Coeyonye mapaMeTpsl cepBepa ML03a yAaJeHHbIX paboduX CTOJOB» U BBEJUTE
MMsI TILTE03a, C1y K0 TepMuHanoB B nose «Uwms cepsepay (PucyHok 9).

% NapaMeTpkl CEPEEPA WAHZA ¥ AaNeHHEIX pa x|

MogrnarsHeHKe K WO ANEHHCMY
- pabouemy cTony

_"\

i apar4eT pel NoAK AKYEHHA

ABTOMETMMECK ONPEAENATE NApAMETPhl CENEEPa WAKNEa YaaneHHER
paAA0YKY CTONOE

v Mcnonesosate caeayiowme NapaMeTpel cepEEpa WK3a YaaneHHEIx
pAA0YME CTOMN0E;

Hraa cepeepa: IIicserver.vdcsp.vdata.ru

terog sxona; IPaSDELIJHTb QT NOAMTE STOT BEIGOp j

I ‘He McnoAbs0BaTE CEpEEP WAKSa WAANEHHEIR PAGoUMHE CTOAOE 40A |
10K ANEHE AADECOE ]

" He WCnoneS0EaTE CEpEEP WSS YlaneHHE patioyqs cTON0E

—MapareTpel BXoaa
MNonezogatens:  He zagaHo

P4 NoAKNDMEHUM K 3TOMY CERBEPY LWNMNSa YIANEHHE!: DAt0uMs
CTONOE NOTPEAYETCA YKASATE YHETHRIE 1 aHHEIE.

IF HCDEI.I'II:SEIBEITI: F0OH Y4ETHEIE AaHHEIE WAKDSa Yo aneHHBX DEIﬁI:I'-IHH
CTONDE 4NA YaaneHHoro EorNeTERS

Y7o Takoe cEpEED WAMNSA M HYHEH M4 OH Bard.
] I OTt4eHa

Pucynok 9 — /IuaJjior BBoJia UMEHU TILTIO3a CJIYKO TEPMUHAIOB

[Tocie BBIOIHEHUS HACTPOHKU HEOOXOAMMO HaxKaTh Ha KHONKY «lIoIKII0UMTHY I MOAKII0Ue-
HUS K CEPBEPY TEPMUHAJIOB.

Ecan cpoiicrBo «lcnosb3oBarh MOn y4eTHbIE JTaHHBIE NLII03a YAAJeHHBbIX pabodunX CTOJIOB /I
VAAJEHHOTO KOMIThIOTEPA» BKJIIOYEHO W MMOJIKII0YEeHNE BBIOJIHSIETCS depe3 MIJII03 CayK0 TepMUHAJIOR,
TO y4eTHBbIe JaHHBIE MOJb30BaTe s (MMsl MOJIb30BaTes st u ero naposb win [IMH-koa cmapr-KapThi)
OVIAYT 3alIpalluBaTbCA TOJIHKO OJUH pa3. Eciu ke 3T0 ¢BOHCTBO BBHIKJIIOYEHO W HOAK/IIOYEHUE BBIIOJI-
HSIETCSI Yepe3 ILII03 CAYKO TepMHUHAIOB, TO YUIeTHBIE JaHHBIE MOJIb30BaTEIA OYIyT 3ampallnBaThCa
JIBAYK/Ibl - TIEPBBIH pa3 JId MIJII03a CJIYKO TepMUHAJIOB, & BTOPOH - J/Is TEPMHHAJIBHOTO CepBepa.
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8 UCIIOJIb3OBAHUE ITPOTOKOJIA KERBEROS
PKINIT C MOAYJIEM I11O0JAEP2KKIW TLS

[Iporpammusrit Mmoaysib nomaepxkku TLS kpunromnposaiijiepa «Bammnara CSP» moanep:kubaer
ayTeHTUUKAINIO KJIAeHTOB 1o TpoToKoay Kerberos PKInit B AByx pexkmmax: JIOKAJILHOM U VIAJICH-
HOM. B nepBoMm ciiydae BbIIOJHIETCH ayTeHTUMOUKAIMS HEIOCPEJICTBEHHO BO BpeMs BXOJla KJIHUEHTA
Ha pabouyto cranmuio uin ceprep depe3 Windows Login Screen. Bo Bropom ciydae BwIMOTHSIETCSH
ayTeHTH(OUKAINS KJINEHTa B TEPMUHAIBHOM ceccun mipn mojikatodennn yepe3 Remote Desktop Client
no nporokosy RDP.

AyTrenTudukanus KJIMeHTa BBHIIOJIHAESTCS OJHUM U3 KOHTPOJLIEPOB JOMEHA HAa OCHOBAHUU 3aKPhI-
TOrO KJI0498 KJUEHTA U COOTBETCTBYIONIETO eMy ceprudukara. 3aKpbIThbiil KJII0Y KJIXEHTA U €ro Cep-
THhUKAT JOMKHBI HAXOMUThCS Ha KJIIOYEBOM HOCHTeJ e THna cmapr-kKapra (Hanpumep, eToken mim
ruToken), mosromy Taxoii mporecc ayTeHTHhUKAINN KIHEHTA Ha3bIBAIOT «BX01I0M €O cMapT-KapToiis.
JlomoIHATEeIbHO, KOIHs cepTUUKaTa KJIUNCHTA JOJKHA HAXOJUTHCSI B CHCTEMHOM XPAHHIHUIIE JITY-
HBIX cepTU(MHUKATOB I10JIb30BaTEIsd U OBITH MPUBA3aHA K 3aKPBITOMY KJIOUY IOCJIEIHEro.

Kazxnplit KOHTpOJLIEp JOMeHa, B KOTOPOM KJIMEHTHI UCTOIB3YIOT TpoToKo1 Kerberos PKInit msa
ayTeHTH(OUKAINN, TAKXKe TOJKEH UMeTh CepTU(hUKAT ¢ COOTBETCTBYIOIMINM €My U MPUBSI3AHHBIM K
HEMY 3aKPBITBIM KJIOYOM, PACIOJOKEHHBI B CHCTEMHOM XPaHWJIHINE JIMIHBIX CepTUMUKATOB JIO-
KaJIbHOTO KOMIbIoTepa. [Ipu 9ToM K KOHTPOJLIEPY JOMEHA IPeIbABALIOTCS Caeyionue TpeboBaHus:

— ¥ 3aKPBITOrO KJIt09a cepTuhUKATA KOHTPOJIIEPA JOMEHA J0JZKeH OTCYTCTBOBATH APOJIb U /I
IINH-xo;

— npwu ucnoaw3zopannn Bruosornaeckoro JICY (nm mroboro apyroro JICH, Tpebytomiero otobpa-
Kenus rpacdbuvaeckoro naTepdeiica Ipu NHATHATU3AINH ) TOCTeTHUN TOIKEeH ObITh TPOUHUITHATH3H-
pPOBaH IepeJ TeM, KaK KJIMeHThl HAYHYT HONBITKH BXOJIA CO CMapT-KapToii;

— HOCHUTEJb C 3aKPBbITBIM KJIOY0M KOHTPOJLJIepa JOMeHa AJO0JI2KeH OBITD CMOHTHUPOBaH IIepel TeM,
KaK KJIMEHTbl HAYHYT IIOIILITKH BXO4a CO CMapT—KapTOﬁ.

Ha pabouux crannmsax KJIHEeHTOB, HA TEPMHHAJIBHBIX CepBepax M Ha ILII03aX TePMHUHAJILHBIX Cep-
BEPOB, & TaK)Ke Ha KOHTPOJLIEPAX JOMEHa, B KOTOPOM KJIMEHTHI HCIOJIL3YIOT MpoToKoa Kerberos
PKInit gys ayrenrudukanuu, 10JKHO ObITh ycTanosiaeHo 1O momaepxkku (gpaiiBepbl ycTpoicTs
1 GUOIMOTEKH) UCIOIB3YEMbIX KJIIOUeBbIX HOCHTENeH THIA cMapT-KapTa, a Takzke OHOJIMOTeKH MojI-
JIEpZKKH COOTBETCTBYIONIUX K/IIOYEBBIX HOcUTe el u3 cocraBa «Basumara CSP».

B nadaJsie BuIo/IHEHHUS IIpolecca ayTeHTUMUKAIMN KaueHTa naket 6esonacaoctu Kerberos mochi-
naer B cryxk0y pacnpocrpanenns kiaoueii (Key Distribution Center, KDC), HaX0oIgIIy0ocs Ha KOH-
TPOJLIEPe JOMeHa, TepBOHaYaIbHBI 3anpoc Ha ayrenTudgurkanunio KRB AS REQ. /lanusiii 3ampoc
cofnepxut Nms yuacrauka-nosb3obaress (User Principal Name, UPN) kinenra, Merky BpeMeHu u
ux OlI, BHIYKCIEHHYIO HA 3aKPBITOM KJIOYe KJIUEHTa, a Takzke cepTuduxar kamenta. [Ipm mosy-
denun 3anpoca kKoHTposiep gomena (KDC) mposepsier D11 3ampoca M MOJJIMHHOCTH cepTHdUKATA
kiauenTa. [locoe ycmermraoro mposemenust npopepok KDC moarorasausaer orBer KRB AS REP,
cojepzKalnii 3amudPOBAHHBIN CECCHOHHBIN K/II0Y KjueHTa i ooMena gaHabivu ¢ KDC, u Omier
(Ticket Granting Ticket, TGT). TTocKOJbKY CeCCHOHHBIN KJI0Y 3anmudpoBaH HAa OTKPBITHI KIIOY
u3 cepruduKaTa KJIUEHTa, TOJbKO KJAUEHT MOYKET ero paciudpoBaTh ¢ ITOMOIIHIO CBOETO 3aKPHITOTO
KJII0YA.

st BO3MOKHOCTH BBITIOJIHEHHs HadaJabHOU ayTeHTHdUKanuu 1no nporokoay Kerberos PKlnit
cepruduKaT KIMEHTa JOJZKEH YAOBJIETBOPSTH CIAEYIONMM ycaoBusiM (Oosiee 1moapobuo TpeboBa-
HHsI K cepTuduKaTaM KJIHEHTOB ONHCAHBI B CTaTbe Mo ccblike http://technet.microsoft.com /ru-

ru/library /ff404293(WS.10).aspx):



24
BAMB.00060-05 92 02

— B ceprudukare KJIMeHTa J0JKHA ObITh yKa3aHa (DyHKIMOHUPYIONIAasd TOYKa paclIpPOCTPAHEHU

COC (CRL Distribution Point);

— B cepruduKaTe KJIUEHTA JIOIKHO OBITh YKA3aHO PA3PENIEHHOE UCTIOIH30BAHUE 3aKPBITOTO KJIIO-
ua (Key Usage) qis Bommostaerns D11 u mmdposanns;

— B ceprudurare KineHra 6azosbie orpanmdenusi (Basic Constraints) He g0JIKHBI COJEPZKATH
npu3Hak ceprudurara [{C, n orpannvuenune Ha JJUHY TYTH JA0JKHO OTCYTCTBOBATD;

— B cepruduKare KJIMEHTa paciupennoe ucnosb3opanue kiaova (Extended Key Usage) moskuo
comepxarh OID TIposepku mojymunocT Kianenta (1.3.6.1.5.5.7.3.2) u OID Bxozaa co cmapr-kaproii
(1.3.6.1.4.1.311.20.2.2);

— B ceprudukaTe KJINEHTa B aIbTePHATHBHOM mHMeHH cyObekta (Subject Alternative Name)
JOJZKHO TpucyTeTBoBarh Msi yuacTauka-noss3oarens (Hanpumep UPN=userl@contoso.com).
Nmst y9acTHHKA-TIOJIb30BaTe I UMeeT (opMar ajpeca v1eKTponHoii moutsl (RFC 822) u cocrout
13 MMEHHM I0JIb30BaTe sl U IMOJIHOrO0 uMeHn goMena Microsoft Active Directory;

— B ceprudukare KiamenTa uMs cyobekTa (Subject Name) 1012KHO COOTBETCTBOBATH UMEHHU KOH-
reiinepa kimenta B Microsoft Active Directory (mampumep, CN=Userl, CN=Users, DC=Contoso,
DC=COM);

— ceprudukar LHC, Ha KOTOPOM OBLI BBIIYIIEH cepTU(pUKAT KJIUECHTA, JOJKEH TPUCYTCTBOBATH
B Microsoft Active Directory B xpanumuire NTAuth u B mokanpubix Konusx xpanuauiia NTAuth ma
KOHTpOJIIepax goMmena. Jlobasurs ceprudukar B xpanuauiie NTAuth MoxuO ciepyrommm obpazom
(6ostee monpobHO Mexann3Mm 3arpy3ku ceprudukaros 11C B xpannauie NTAuth onucan mo ceblike
(ma pycckoM a3bike) http://support.microsoft.com/kb /295663 /ru):

e Ha OJJHOM M3 KOHTPOJLIEPOB JOMeHa (¢ mpaBaMi aJMHHICTPATOPA JOMEHA) BBHITOJHUTE KO-
mangy certutil -dspublish -f <®aiin ceprudurara [IC> NTAuthCA;

e Ha BCeX KOHTDOJUIEpAX JIOMeHa (¢ MpaBaMu aJIMIHUCTPATOPA JJOMEHA) BBIIOTHATH KOMAaHLY
certutil -enterprise -addstore NTAuth <®aiin ceprucpukara L1C>.

— Bee ceprudurars [[C u COC, HeoOXoauMbIe 1711 TOCTPOEHHST TIOJTHON MEMOYKH CePTH(OUKATOB
KJUEHTOB W KOHTPOJIJIEPOB JOMEHA, JTIOJI?KHBl HAXOAUTHCS B COOTBETCTBYIOIMNX CUCTEMHBIX XPAHILITH-
max ceprucduraros LIC (B xpanunuine kopresbix ceprudukaros 1IC - 1715 KopHEBOro ceprudukara
u COC nenoyku, B XpaHWINIIE ITPOMEXKYTOIHBIX CEPTUMUKATOB - JIJIT HPOMEXKYTOUHBIX CePTUQH-
katoB [IC u COC memoukn) JIOKAILHOIO KOMIBIOTEPA (CM. moapasien 3).

JIst BO3MOXKHOCTH BBITIOJTHEHHUSI HadaabHOU ayTeHTHdUKanuu no nporokoay Kerberos PKlInit
cepTupuKaT KOHTPOJLIEPA JOMEHA JIOJKEH YIOBIECTBOPATH CJEAYIONIUM YCJIOBUIM:

— B cepruduKare KOHTPOJLIEpa JI0MEHa J0/12KHA ObITh yKazaHa (PYHKIMOHUDYIOLIAs TOYKa Pac-
npocrpanennss COC (CRL Distribution Point);

— B cepruduKare KOHTPOJIEPA JOMEHA JIOJKHO ObITh YKA3aHO DPa3periéHHoe HCIOJIb30BAHNe
sakpeiToro kiwouda (Key Usage) anst Bomosaennst D11 u mmdposannst;

— B ceprudukare KOHTpoJLIepa JoMeHa 6aszosbie orpanndenus (Basic Constraints) me Jo/zKHbI
comepzkarh npusHak cepruduxara [1C, n orpanndenne Ha AAUHY IMYyTH J0JKHO OTCYTCTBOBATH;

— B cepruduKkare KOHTPOJIEPA JIOMEHa paciupennoe ucnodb3oBanne kiaoda (Extended Key
Usage) nomzxkao comepzkarb OID Iposepku nogmmuaaocT cepsepa (1.3.6.1.5.5.7.3.1), OID TIposepku
noamuHOCTH KinenTa (1.3.6.1.5.5.7.3.2), OID Bxona co emapr-kaproii (1.3.6.1.4.1.311.20.2.2) u OID
Ayrentudukanuu meHTpa pacnpeieaenus kiawodeit (1.3.6.1.5.2.3.5);

— B ceprudUKaTe KOHTPOJLIEPA TOMEHA B aJibTeDHATHBHOM nMeHn cyObhekTa (Subject Alternative
Name) noszkuo npucyrcrBoBath DNS ums gomena (Hampumep DNS=contoso.com);
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— B ceprrduUKaTe KOHTPOJLIEPA JoMeHa uMsi cyOobekTa (Subject Name) 10/12KkHO cOOTBETCTBOBATS
DNS umenn cepsepa (ranpumep, CN=dc1.contoso.com);

— Bee ceprudurare [IC u COC, HeobXoauMBbIe J1/1sT TOCTPOCHHST TIOJHON IEMOYKH CePTUMOUKATOB
KJHEHTOB W KOHTPOJIJIEPOB JOMEHA, JTIOJZKHBI HAXOAUTHCS B COOTBETCTBYIOIMINX CUCTEMHBIX XPAHILITH-
max ceprudukaros [IC (B xpanumnine koprenbix ceprudukaros IIC - 115 KopHeBoro ceprudukara
u COC nenodyku, B XpaHUIUIIE ITPOMEXKYTOUHBIX CEPTHMUKATOB - JIJI IPOMEXKYTOUHBIX CePTUQH-
katoB LIC u COC memoukn) JIOKAIBHOIO KOMIBIOTEpA (CM. moapasier 3).

[Ipu ucnonp3oBannn Toukn pacupocrpanenuss COC, noctynHoit mo nporoxkosy LDAP u pacmosto-
»KeHHo# B Xxpanmmite Microsoft Active Directory, K Heii 1012KeH OBITH pa3pelned aHOHUMHBIH TOCTYII
MMOCPEACTBOM BBINOJIHEHUA CJACIYIONAX ACACTBUIl:

— HeobxoauMO ycTaHOBUTH 3Hadenume arpubyra dsHeuristics, pacrioiokeHHOIO B KOHTeHEpe
CN=Directory Services, CN=Windows NT,CN=Services, CN=Configuration, 8 0000002001001. s
M3MeHEeHNsT 3HAUeHWsT aTpudyTa MOXKHO BOCIOJIH30BATHCS JAMAIOT0BOM niporpammoii adsiedit.msc;

— HeoOXOJIMMO Pa3peNIuTh AaHOHUMHBIN JOCTYI K KOHTE€HHEPY TOYKH pPacIHpOCTPAHEHUs, B KO-
topoMm pacronoker COC. D710 TakkKe MOXKHO CJIeJaTh € MOMOINIBI0 JHAJOTOBON ITPOTPAMMEI
adsiedit.msc, paspemuB JOCTYI Ha YTeHHe K YKA3aHHOMY BbIllle KOHTeiiHepy moJb3oBaTeaio NT

AUTHORITY\AHOHVMHDBII BXO.

JInst BBIMOJTHEHUsT JIOKAJIBHOTO BXOJa €O CMapT-Kaproil moab3oBaretto cospemenubix OC (OC
Windows Vista u BbIle) HeoOXOMMMO BCTABATH CMAPT-KAPTY B COOTBETCTBYIOIINi CUNTHIBATETb U
naxkars Ctrl-Alt-Del (korga orobpazxaerca Windows Login Screen). ITpu stom OC aBromarndecku
PaCIO3HAET BCTABJICHHYIO CMAPT-KAPTy, CANTAET BCE HAXOAAIIMECS Ha Hell cepTudUKATH U IPE/II0-
JKUT UX CIHUCOK JiJIs BbiOopa kinenta (Pucynok 10).

MASVISTA\AgpMuHKnCTpaTop Jdpyroi nonezoearene Dumblogon SmartLogeon

Bxog co cmapT-kapTon X0 CO CMapT-KapTor

OTtmeHa

Pucynok 10 — Beibop ceprudpukara na OC Windows Vista

Hastee, moce BeIGOpa TpedyeMoro JJid BXOjAa cepTudHUKaTa KJIUEHTa, BBIIAETCS JUAJIOr BBOJA
[T H-ko/1a, HEOOXOIUMOTO JJIsl YTEHHs 3aKPBITOro KTova Kiauenta (Pucynok 11).
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DumbLogon
3 CO CMapT-KapToH

rdespovdata.ru

CMeHWTb NONb30BaTENA

Pucynok 11 — Box [IMH-koma na OC Windows Vista

ITocne BBoma IIMH-koma BbimonHsiercss ayreHTmduramus moab3oBaresns B Microsoft Active
Directory.

Jlng BBINOJIHEHUs YIAJEHHOTO BXOJa CO CMapT-KapToil HeoOXOJIMMO HCIOJb30BaTh Remote
Desktop Client (RDC) Bepcun 6.0 wnu soimre. Iiss Windows Vista u 6osiee HOBBIX Bepcuii OC
Windows mocTaTodso, 9ToOBI THUII HCHOIB3YEMO# cMapT-KapThl COOTBETCTBOBAJ HACTPOEHHOMY CUH-
THIBATEJIO 3aKPHITOrO KJI04UA B KOH(DUTYDPAIUHU TTOJIb30BATEIS.

[Tob30BaTENIO CIEAYET BCTABUTH CMAPT-KAPTY B COOTBETCTBYIOMINI CIUTHIBATE/Ib U 3AIIYCTUTH
RDC (mporpammy MSTsc.exe), kKak 310 omnncano B nojapasieae 7. [locie BBoma WMeHH yIaJIe€HHO-
ro cepBepa TePMHUHAJIOB (M MMEHH ILTI03a CJIY:KG TEPMUHAJIOB, €CJId 9TO HeOOXOJAUMO) U HAYKATHSI
kHonku «llonkmounThy Ha 3KpaH OyaeT BBIJIAHO JUAJIOTOBOE OKHO € JOCTYIIHBIMU HA CMapT-KapTe
cepruduraramu (Pucynok 12).

[Tocne BBIGOpa Tpebyemoro ceprucurara neobxoanmo Bectn [IMH-kox 1t Bo3MOzKHOCTH 10-
CTyNa K 3aKPBITOMY KJIOUY KJIMEHTA.
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BezonacHocTe Windows 5'

BEEAWTE YYETHBIE AdHHLIE
3TH YUeTHEIE AaHHEIE By AYT MCNONEZ0EATECA NPH NOAKIHYEHHH K
licserver . wdosp, vdaka.ru,

WDCSPYSmartLogon

Apyran yueTHaa sanuce

——— Dumblogon

|

¥UETHBIE AaHHEIE CHAPT-KapThI
‘ CumblLogoni@wdcsp. wdata.ru
i

| PIM-kog

|
‘ SmartLogon

¥YETHBIE AAHHEIE CMAPT-EapThI
I‘-—I

I- 38N0MHHUTE MOH YHETHBIE AaHHEIE

R OTMEHS

Pucynok 12 — Beibop ceprudukara u o [IMH-kona na OC Windows Vista

[Mocae BBona [TMH-koma n naxarus na kaouky «OK» (kak ma OC mpeiplayinero moKoJeHus,
Tak u Ha coBpeMeHHbIX OC), BHIMOTHAETCS TMOJKJIIOYEHNE K yIAJIEHHOMY pabodeMy CTOJIY U ayTeH-
tudpukanus moab3oBarens B Microsoft Active Directory.
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9 TLS MOHUTOP

TLS mouuTOp TpeaHasHaueH s BEIEHHS CIHCKa KJIUEHTCKUX MPOrPAMM, HCIOIb3YIOMMUX HC-
KJIOYUTE/IBHO cepTUUIUPOBAHHYIO peasu3aluio mporokosna TLS kpunromnposaiiiepa «Bamugara
CSP», mist BKIIOUEeHUS] U BBIKJIIOYEHHST MCIOJIb30BAHUS JAHHOI'O CIIMCKA, a TaKKe JIJIS BBIIIOJHEHU
JPYTUX HACTPOEK Moy nomaepkku TLS.

Crucox mporpamm, HCHOIb3YIONINX HUCKIIOYUTEIHHO CePTH(MUIMPOBAHHYIO PeaJTn3aIiio IPOTO-
koia TLS, HacrpanBaercs KaxKapiM TOJB30BATEIEM HHINBHIYAJBHO. [[0 yMOJ9aHUIO OH COMEPIKUT
nporpammbl kiamenTta Internet Explorer (IExplore.exe) u Remote Desktop Client (MSTsc.exe) u st
HOJIABJISTIONIEro OOJBIIMHCTBA, HOJIb30BaTe el He moTpedyeT HUKAKON TOMOJHUTEIbHONR HACTPOMKY.

9.1 3anyck u Bkao4denue TLS monuTopa

ITocne 3amycka TLS monuropa (mporpammser vdtls_mon.exe) Ha mamenn 3a/1ad MOABHTCS HOBBIIT
snadok (Pucynok 13).

F o

m&g@g} D@ 1623

Pucynok 13 — 3unagok TLS monuTopa Ha nanenn 3a1a4

TLS MOHHTOP TOCTIE 3allyCKa BCETIa OKA3BIBACTCH B BHIKIIOYECHHOM COCTOSHUM, YTO 0O03HAUACTCS
KPAaCHBIM KPECTOM, HePEeUEPKUBAIONIMM 3HAYOK. EC/IM MOABECTH K HEeMY KypPCOP «MBIIIH», MOABATCS
BCILTBIBAONAA MojicKa3Ka (Pucynok 14).

Walidata TLS MOHMTOP BRIKAHYEH
Rl g 16:29

el

Pucynok 14 — BemibiBaroniag nojickaska TLS monuTopa

Ecan maxars na 3uadok TLS monuropa mpaBoil KHONKOH «MBIMIHY, TO HOABHTCH KOHTEKCTHOE
menio (Pucynok 15).

BEKNMOUYHTE
KoHHrypatHa. ..

Brixog

O Nporpaste, ..

Pucynok 15 — Konrekcrnoe menio TLS monuTopa

Yro6el BRIOYATH TLS BeIGEpUTE MYHKT MeHIO «BKIOUUTH» (WM MPOCTO JBAZK/bl MIEJTKHUTE
«MBIIbI0> Ha 3Hauke TLS MonumrTopa). KpacHblil KpecTuK Ha 3Hauke MOHUTOpa ucuesner (Pucy-

HOK 16).
Yalidata TLS MOHMTOP BENHIHEH
e 16138

Pucynok 16 — TLS moruUTOp BKIIOUEH
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Yro6sr Beik/IIOUNTH TLS MoHUTOD BBIOEpHTE B KOHTEKCTHOM MEHIO IIYHKT «BBIKIIOUATHY win
JIBAZK/TBI TMEJKHATE «MBITITBI0Y HA 3HAUKe BKIIOIEHHOrO TLS MoHUTOpA.

Yro6s mocmoTpers nadopmannio o Bepcun TLS monuropa (Pucynok 17), Bbibepure B KOHTEKCT-
HOM MeHIO MYHKT «() mporpamme ...».

x

Banwoata C5P TLS moHwTOp.
Bepcwa 5.0.337.0

Copyright © Validata. 2008-2015

Pucynok 17 — Nudopmanus o Bepcun TLS moruTopa

Jlnst 3aBepinenus padorsl TLS MoHHTOpa BBIOEpHUTE B KOHTEKCTHOM MEHIO IIYHKT «BbIxoms.

9.2 Koadwurypamna TLS mouuTopa

st Toro, 4Tobsl 3anycTuTh KoHdpurypamuio TLS monuTopa, BeIGEpHTE B KOHTEKCTHOM MEHIO
nyskT «Koudurypanus ...» (Pucynok 18).

Kondurypauua TLS

Mononezoeare TLS nnA nporparded 43S cridcka:

|E xplore. exe JoBaEUTE
Chrome. exe

Safan exe YnaniTs
MST zc.exe

WateHUTE

il

¥ | Tipetioeart GesonacHoe nepenaakaoyeHye no FEC G746
[T MrHopHpoBaTE CrMCOK. EN30ENELEE CepTHEHEATOE LLC

[™ MrHopHpoBaTE NpeaynpexaeHUA ofikeHa B npaTakane TLS

— HacTpoliki KAMEHTCKME NpHMA0sEHME

[T OfazarensHo CTROMTE LENOYKY 1A CEPTUDHKATA CEpEEpA
[T | DtAzaTeibHo MpOEEpATE Ha OTSRIE LENGUKH NA CERTUDHKET S CEREES

™| Mowek ceprHdmkaros npotesumouHes LE v COE & Toukay pRCHROETEaHEHHA

— HacTpoliki cepeepHEI: NpMADHEHME

I™ | MrHopHpoEaTE GesonacHoe NEpEnGakAEYEHHE no FFE G745

] I OTrieHa

Pucynok 18 — Jnamor xoudurypamnun TLS

Yro0b1 100aBUTH HOBBLIH MCIOJTHAEMbBIHT MOJYJIb KJAUEHTCKON ITPOrpaMMbl, KOTOPBIl HCIIO/IL3YeT
cepTrpUIUPOBaHAYIO peann3aiuio nporokoaa TLS, HaxkMuTe KHONKY «/l00aBUTh» U B CTaHIAPTHOM
JIHaJIore OTKPBITUd dailia BeibepuTe TpeOyeMblil MOIYJIb.
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Yrob6n1 YAaJIuThb 3JIEMCEHT CIIMCKa, BbLACJIUTEC €I'0, HaKMUTEC KHOIIKY «yﬂaﬂI/ITb» u 1oarBepauTe
csoé pemenne (Pucynok 19).

Banwnara CSP 5'

OTHEHS |

Pucynok 19 — IoarBepKjienue yjaajieHus: 3JIEMEHTa CIUCKA

Yro0bl 3aMEHUTH OJUH MOJLYJIb JIPYTHM, BbIOEpHTE MOJY/Ib B CIHUCKE, HAXXKMUTE KHONKY «l3Mme-
HUTH» U B CTAHIAPTHOM JTMAJIOTe OTKPBITUS hailjia BRIOEPUTE HOBBIH UCHOJTHIAEMBINH MOTY/Ib.

Bl MoKeTe TakKe OTPeJaKTUPOBATEH UM UCTOJTHAEMOTO MO/TYJIsI BDYYHYIO - JIJIST 9TOTO BBIOEpUTE
MOJIYJIb B CIIUCKE U €IIE Pa3 HAXKMUTE HA HEro «MbIbioy (Pucynok 20).

KoHdwurypau4a TLS

HWenonezosare TLS onA nporpardr 1Ms crivcka;

|Explore.exe HofaerTe
Chrome.exe

Hpanre
FAST sc.ene

W zraeHTe

il

¥ | Tpetosane GezonacHoe nepenoakaaHeHe no FFL 5746
[” WrHopuposaTe crvcok BNanensues cepTHdkkaros LT

[~ WrHopupoBsaTe MpegynpesaeHya ofiveHa 5 npoTokone TLS

—HacTpolkK K AMEHTCE MY MpHNOHEHH

[T DfasarentHD CTROMTE LENOYKY ANA CEpTHEMKEATS CEpESPpa
[T | DfazareibHD MpOEERATE Ha OTERIE LENDUEH LA CERTHEHEATS CEpEepa

™ | Movck cepmuekaros npomvesurouHe WE 1 COE & Tovkay pacipocTRaHeEHHA

—HacTpolik cepEepHER NPHADHEHMEA

™ | MrHopuposate SesonacHoe nepennokamyeHHe no REC 5746

] OTtieHa

Pucynok 20 — Py4uHoe pegakTupoBaHue 3JieMeHTa CIIHCKA

3aKOHYMB peJAKTHPOBAHNE, HAXKMUTE KJIaBuIny «Enters.

Kpome pemakTupoBanusi cnucka ucrnosHseMbix Mosysieit, TLS MOHUTOP 1MO3BO/ISIET BBIIOJIHUTH
cJIe Iy oIe HAaCTPOHKY MOy st moaepxku TLS (17151 ux BeInoHEHHSA TPeOYIOTCS NPaBa JOKATBHOTO
AJMUHUCTPATODA, JJIsl BCTYIJIEHUST WX B CHIIYy TpeOyercs mepesarpyska):

— TpeboBaTh Ge3zomacuoe mepenoakaodenne mo RFC 5746 - nannas omnmus MoxKeT OBITH HACTPO-
eHa Kak JIjid CePBEPHON CTOPOHBI, TaK ¥ /I KJAHEHTCKOW. Ecjim jgaHHas ONius BKJIIOYEHA, TO BCE
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HepernoaKIIoYeHus o co3aannio #HoBoit TLS ceccnn, BHITIOHSIONIECS] B KOHTEKCTE YZKe CYIIEeCTBY 0~
meit TLS ceccun, OyayT BrtouaTh B cebst kpunrorpaduyaecknu cas3pBaomue TLS pacmupenns. [Tpu
9TOM, €CJIM MO KAKOW-TO mpudInHe Kpunrorpaduaeckn ces3piBatorniue TLS pacuimpenust orcyTCTBYIOT,
TO MEPETOJIKII0UeHIe OY/IeT HeBO3MOKHO;

— WTHOPHUPOBATH CMHUCOK BiaebieB ceprudukaros L1C - qanras onmust MoxkeT OBITH HACTPOEHA
KaK JIJId CepBEPHOil CTOPOHBI, TaK W JJId KJneHTcKol. [Ipn ayTenTnduKamm KJIneHTa Ha OCHOBAHUH
ero ceprupuKaTa cepBep MoChLIAeT CIUCOK UMEH Biaajeibies ceprudukaros LIC (cnucok umeH u3ja-
Tesieit), KOTopble pa3peleHbl B KadecTBe usnareseii ceprudukaroB KimenTos. Kiuenr xe, co cBoei
CTOPOHBI, ITPOBEPSAET HAJMYNE UMEHU U3J1aTesid cepTuduKaTa ceppepa B 3TOM criucke. Kean gannas
OIIUS BKJIIOYEHA, TO OTPHUNATENLHBIN pe3y/JbTaT MOMCKA UMEHU HW3jaTresis cepTudukara B CIIHCKe
uMeH m3naTeseit Oyaer npoursopuposaH. [lo ymomdanuio oTpunaTenbHBI PE3yIbTAT MOUCKA UMEeHH
U37aTeNd cepTUGUKATA B CIIICKe IMeH H3/aTeseil MPUBOIUT K ONMTUOOTHOMY 3aBePITIEHHIO TTPOIETY DB
ayTeHTUPUKAIINN;

— WTHOPHWPOBATH MpeaynpexkIeHnus oOMeHa B mpoTokosie TLS - naHHas onmus MOXKeT OBITH Ha-
CTPOEHA KaK JJIs CepBEPHOil CTOPOHDI, TAK U /I KJIUEHTCKOM. Ecu nannas onius BKIIOYEHA, TO BCe
npenynpexkaenns oomena B nporokose TLS (TLS Alerts) G6yayT upournopuposasst. [1o ymMordannio
HOJTy9eHUEe TTPeIyIPesKIeHust oOMena B mpoTokosie TLS npuBoanT K ommbOOIHOMY 3aBEPIIIEHUIO 3TOTO
obMeHa;

— 00s13aTe/IbHO CTPOUTDH IENOYKY s cepTuduKara ceppepa - JaHHasi OMIUsT MOYKeT ObITH Ha-
CTpPOeHa TOJBKO /T KJAHEHTCKON CTOpOHBI. Bem maHHAd onIusd BKJIOYEHA, TO MOCTPOEHHE U IPO-
BepKa IEMOYKH cepTHdUKaTa cepBepa OyIeT BBIIOJHATLCA 06€3yCJI0BHO, HE3aBUCUMO OT HOBEICHUA
KJHEHTCKOrO IPUJIOXKeHusI. B 9ToM ciiydae, npu omubKe MOCTPOEHUsT WU MPOBEPKHU MEIMOYKH CePTH-
dukara cepepa, 3alUIIEHHbIH KaHaJl CBA3M MKy KJIAMEHTOM U CEPBEPOM yCTAHOBJIEH He Oy/leT;

— 00s13aTe/IbHO TPOBEPSITH Ha OT3BIB IEIIOYKH cepTH(hHUKATA CepBepa - JaHHAasI OIIIU MOXKeT OBITh
HaCTpOGHa TOJIBKO OJIA KJIMEHTCKOMN CTOpOHbI. ECJH/I JaHHad OIIIMA BKJIIOqua, TO HpOBepKa HOCTpO—
eHHOIl TeNnoYKN cepTuduKaTa cepBepa Ha OT3bIB OyJeT BLINOJIHATHCA O€3yCJIOBHO, HE3aBUCUMO OT
MOBEJIEHNsT KJIUEHTCKOrO MPUIoKeHus. B 3ToMm cirydae, mpu ommOKe MPOBEPKU IETIOYKH CePTUdU-
KaTa cepBepa Ha OT3bIB, SaIlH/IHIeHHbIﬁ KaHaJl CBA3U Memgy KJIMEHTOM H CeEpBEpOM yCTaHOBﬂeH HE
Oyner;

— mnouck cepruduraToB npomekyTodnbix LHC u COC B Toukax pacnpocTpaHeHns - JaHHAST OIIUs
MOKeT OBITH HACTPOEHA TOJBKO /s KIXEHTCKOR CTOPOHBI. Ec/M maHHAs OIS BKJIUYEHA, TO IPH
HOCTPOEHUH TENOYKH ceprudpukaTa cepsepa Oyaer pa3perieHa 3arpy3Ka Heo0X0IMMbIX CePTH(OUKATOB
npomexyrounbix [IC u COC mo cernm u3 ux TOYEK PACHPOCTPAHEHHS, HE3ABUCUMO OT MOBEJICHU
KJIHEHTCKOTO TTPU/TOKEHUSI.

— urHopupoBaTh Gezomacuoe nepenoakodenne 1o RFC 5746 - mannas omnmusa MoxkeT OBITH Ha-
CTPOEHA, TOJIKO JIJIsl CePBEPHON CTOPOHBI. FC/m jJaHHAs OMIUS BKJIOYEHA, TO CepBep OyIeT UTHOPH-
poBaTh Bce KpunTorpadudeckn cBaspiBatomue TLS pacmmupenuns, mocbliaeMble KIueHTOM. TaknM
00pa30oM, BKJIIOYEHUE JAHHOM Ooninu GJI0KHPYET BO3MOXKHOCTH O€30MAaCHOTO MEPENnoIKII0YeHHS.

g Toro, 9TOOB BHECEHHBIE U3MEHEHNs BCTYIUIN B CUITY, HAXKMUATe KHOMKY «OK».
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