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AnHOTanuga
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JIOKyMeHT IpegHasHaueH JIJId M0Jb30BaTeIeil KaK PYKOBOJCTBO 110 IKCILIYATAIIMHA KPANTOrpadu-
yeckoro nposaiigepa «Bamumgara CSP».
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HASHAYEHUE U YCJIOBUA ITPUMEHEHUN A

1.1 Ha3znauyenue

Kpunrorpadunueckuit nposaiinep «Bamumara CSP» npennazuaden mjs:

BBIYUCJICHUS U POBEPKU 31eKTponHoil moanucu (1) B coorsercTenu ¢ TOCT P 34.10-2001

u 'OCT P 34.10-2012;

BBITIOJIHEHHS 3ammupoBanus u paciuudpoBanus TaHHbIX B coorBeTcTBHE ¢ [[OCT 28147-89;

BBIYUCJIEHHsT MMATO3AMIUTHL TaHHBIX B coorBeTcTBuu ¢ I'OCT 28147-89 (mpu 3T0M MO /1epKI-

BAIOTCS UMHUTO3AIIUTA AINHONK 4 GaiiTa U UMUTO3AIIUTA JINHOK 8 6a171T);

BBIYHC/ICHUS KJI0o4ua nmapHoil cBa3u Auddu-Xeamana ¢ UCIOJIB30BAHIEEM Tap 3aKPBITHIX U OT-

KPBITBIX KJ0Ueit, co3ganabix B coorBercTBun ¢ I'OCT P 34.10-2001 u 'OCT P 34.10-2012;

BBIYHCIeHUS X3MI-pyHKIUHT JanabX B coorBeTcTBun ¢ 'OCT P 34.11-94 u 'OCT P 34.11-2012;
BBIPAOOTKH CJIYYARHOTO YUC/Ia 3aaHHOW JIJTTHBI;

co3nanns (reHepanuu) 3akpeiThiX Kiaodeil B coorsBerctBun ¢ ['OCT P 34.10-2001 wu

roCT P 34.10-2012;

BBIUUCIEHUST OTKPBHITHIX Katoueit B coorsercTsun ¢ [OCT P 34.10-2001 u TOCT P 34.10-2012.

1.2 YcaoBus nmpuMeHeHUd

Kpunrorpaduueckuit mposaiinep «Banunmara CSP» paboraer nmox ynpasiaenuem ciemyomnmux OC:

Microsoft Windows Vista ¢ makerom oOHOBJIeHHiT 1 U BBIIIIE;
Microsoft Windows Server 2008 ¢ naxerom oOHOBIEHHUI 1 U BHIIIIE;
Microsoft Windows 7;

Microsoft Windows Server 2008 R2;

Microsoft Windows 8/8.1;

Microsoft Windows Server 2012/2012 R2.

Microsoft Windows 10.

[Tpu sToM mojepKuBaioTcsa kKak 32-6utubie OC Microsoft Windows (x86), tak u 64-6utabie OC
Microsoft Windows (x64).
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2 CUNTBIBATEJIN KJIIOYEN

Jlns BuITIOJTHEHUsT OOJIBIIMHCTBA KPUITOrpadpuIecKuX orepaluii Tpedyores kiaodn. CekperHasd
(3aKpbITast) 9acTh KJIOYa OOBIYHO XPAHUTCS HA OTUYYKIaeMblXx HocuTeasax (muckerax, USB flash,
«tabnerkax» - Touch Memory u T.1.). Jjist 4TeHUst ¥ 3aMUCH KAIOUYEH HA KJIIOUEBBIE HOCUTETH TPe/T-
HA3HAYEHBI TPOTPAMMHBIE MOJY/IN - canThiBaTesn Kiawodeir. B cocras [1O «Bamngara CSP» wmoryT
BXOJINTH HECKOJIPKO CUUTHIBATE eIl KII0Ueil, X UCIO0/Ib30BAHNE PEry/InpyeTcs KOH(MPUTyparnnoHHON
nporpammoii «Bamugara CSP».

2.1 HacTtpoiika cuutbiBaTesieii KJaodeit

Jlns 3amycka KOHQUTYpaIMOHHONM mporpamMmbl «Bammmara CSP» HeoOXoamMo BHI3BATH
nyHkT MeHio «llyck» — «IIporpammbr» —«Bammnara CSP» — «Koudurypanuonnas mporpamma CK-
3U». g nacTpoiiKu cUMTHIBaTEIeH KI0Uel HaAo HepeiiTh Ha 3aka1aaKy «CuuThiBaTeIn KI0Uay
(Pucynok 1).

i

0oy | CuwTeisatend Knioua | Ko I CepmidikaTs | CoBmecTMMoOCTE | Cepeic I

— [nA Bcex None30EaTENEA (MO YMONYEHMHD)

CunmeieaTtens knoua c gackeTs! unw USE flash. Bepowa 5.0.337.
Bnapeney: Komnanwe BANMIOATA

Brtpart |

I_ PEISI:IEIJJHTI: MONES0EATEATNM HSWMEHATE CHUTEIESTENE KLY S

—nA TEKyWero NonNe30EaTENA

Brbpare |

QK I CmaeHa | I'IpHMEHHTbl

Pucynok 1 — 3aknanka «CUnThIBaTeM KIIOYa»

CunThiBaTe b KAI0YA [0 YMOJTYAHUIO MOXKeT ObITh 3a/1aH aMUHHCTPATOPOM (cM. «IIporpaMmubii
komrteke «Bammaara CSP» Pykosogcrso AqvmuaucTparopas BAMB.00060-04 34 01). Ecan agvu-
HHCTPATOD 3aJIa/1 CYUThIBATENb Kitova ¢ auckersl wim USB flash (em. Pucynok 1), To Bee mosb3oBa-
TeJI DU TONBITKE YTeHUs KJo4a OyIyT obpamarhbes K auckere wian dbasmur-namaTtu. [loap3oBaress
HE MOYXKET U3MEHUThb ITY YCTAHOBKY, HO €CJIM 3JIMUHUCTPATOP Pa3pelinj HOJIb30BATE/ 1M U3MEHATD
CYUTBIBATE/Ib KJIIOYa, TO MOJb30BATEb MOJY4aeT BO3MOKHOCTD 33/1aTh CIUTHIBATEb KII09a TOJIHKO
It cebst, HaskaB KHONKY «BwibpaTh» B HIKHell wacTn 3akiaagku (PucyHok 2).
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=
..EI.C'-I CuMThIBaTEMM KNHOYE | Knoum I CepTMhMKaTEI I CoEMECTAMOCTE I Cepeuc I

— [na ecex nonbsoeatensi (Mo yMOoNYaHM)

CunTeiEaTENE KNHoYa ¢ aMckeTs! umk LUSB flash. Bepowa 5.0.337.
Bnageney: Komnanwa BANMIOATA

Britpare |

F PEISI:IEIJJH'I'I: MONESOEATENAN HEWMEHATE CHUTEIEATENE, EIHEHE

— [nA Tekylwera NoNLS0EaTENA

oK OmaeHa [l pHMEHHTE

Pucynok 2 — [losib30BaTeib MOXKET U3MEHUTDH HACTPOINKY CUMTHIBATEIS KII0Ya

Ha skpame mogBuTCcst THAI0roBoe OKHO BeIGOpa cuuThiBaTeseli kmoda (Pucynok 3).

x

HazeaHwe | Bepcua | CeoitcTea | -
<CuMThIBATEND HE YKE3aH>
?ﬁ <PyyHoll BRG0P
= CunThiBaTENE CHEMHOMD AMCKE h0337
i! CunmeiEaTene Cofons’ 50337
‘C'—IHTI:IBEITE!]‘II: Prwopn’ 50337
E:E CunTeiEaTENE pEECTRE 50337
\. CunmeieaTens ruToken 5.0.337 CraapT+apTa
ET CunmmisaTens eToken 50337 CmapT+apTa b
CHHTblBaTenb vdToken (FKH) h0337 CmapT+apTa; Hemsenekasmeli .. j

QK I OmaeHa |

Pucynok 3 — /IuaJjior BoIOOpa CUMTHIBATEIS KIIOYA

Beibepure apyroii caurbiBaTens kioda n HaxkvuTe KHONKY «OK»y. TlosBuTes nuamoroBoe oKHO
(Pucynoxk 4).
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i

ooy CuvToiBaTenw knioua | Kty I CepTMhMKaTEI I CoBMECTAMOCTE I Cepeuc I

— [na ecex nonbsoeatensi (Mo yMOoNYaHM)

CunTeiEaTENE KNHoYa ¢ aMckeTs! umk LUSB flash. Bepowa 5.0.337.
Bnageney: Komnanwa BANMIOATA

Britpare |

F PEISI:IEIJJH'I'I: MONESOEATENAN HEWMEHATE CHUTEIEATENE, EIHEHE

— [nA Tekylwera NoNLS0EaTENA

CunTeieaTene knioua us MAK Cofons’. Bepown 5.0.337.
Bnapeneu; Komnanwe BANMWIOATA

oK OmaeHa MprMeHnTE

Pucynok 4 — 3menenne canThiBaTe s KIOYa A9 TEKYIIEr0 MOJIh30BaTE s

ZLIIH TOTO YTOOBI cleJlaHHble U3MEHEHUA BCTYIIMJIA B CUJIY, HaKMHUTE€ KHOIIKY «HpI/IMeHI/ITb».

2.2 I'padpuyecknii maTepdeEiic moIb30BaTe s MIpu paboTe ¢ KJIIYaMMI

2.2.1 HWaTepakTuBHbI! BHIOOP KJO4Ya

B ofmeMm ciaydae aaropuT™ BLIOOpa CYUTHIBATENIS KJIOYa TAKOB: €CJIU HOJb30BATENI0 PA3PEIIeHO
U3MEHATH CYUTBIBATENIb KJII0Ya, U OH CHEJAJ 9TO, UCIOJb3YeTCsd CUUTHLIBATEIL KJI0Ya, YKA3AHHBIH
noJsib3oBare/jieM. Beji HeT - UCIOJIb3YeTCs CUMThIBATE b KJII04a, 33/IaHHbli aJiIMUHUCTpaTropoM. Ecjiu
U aIMHUTHUCTPATOP HE HASHAYNJI CIUTbhIBATEJ/Ib KJII0Ya 110 YMOJIYaHHIO, Ha 9KPaH BblﬂaéTCH AaJIOTOBOE
OKHO, TIpeJyiaraoriee BpIOpaTh cauThiBaTes b Kiaoda (Pucyrok 5).

BbibepHTe CUMTHIBATENE KAHYAE Xl

HazeaHue | Bepclia |
(=0 CHMTRIBaTENE CHEMHOMD QHCKE 50337
i! CuuTeiEaTENE Cotone' B.0.337
m CuuTeiEaTens ‘Arkopa 5.0.337
[EE CYMTRIEATENE PRECTRA R.0.337
\, CukTeiEaTEns 1T aken R0.337
E Cunrbisatens &1 oken h.0337
Cuvreisarent wdToken [PEH] h.0337
3 Cuureigarent wdToken 5.0.337

OTrEHA |

Pucynok 5 — /luaJsior BoiOOpa cUUTHIBATE S KII0Ya
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Beibepure cuanThiBaTe b KAOYA JJTsl TEKyIei omepamnun ¢ KiaodoMm. Caenanabii Takum 06pazom
BBIOOD CUMTBHIBATEISI KJIIOYA HE CTAHOBUTCH TOCTOSHHBIM - TIPU CJAEIYIONEM OOpAaIleHud K K09y,
STOT JUAJor OYAEeT BbI3BaH CHOBA. B HEKOTOPKIX ciIydasxX Takoil Juajor OyJAeT BOZHUKATD JarKe TpU
HA3HAUYEHHOM CUYUTHIBATeJe KJII0Ya MO YMOJYAHUIO - HAIPUMED, B CUTYAIlUd, KOT/Ia HAJIO CKOMUPO-
BaTh KJIIOY C OJHOTO THIIA YCTPOHCTBa Ha JApyroe. B mporecce obpallieHns K KJII0YaM HEKOTOPBIMH
CUYUTBIBATE/ISIME KJII0Ya MOI'YT BO3HUKATD JIOIOJHUTE/IbHBIE JIUAJIOTH, TPEOYIONIUe JIONOJTHUTETbHOIO
yKa3aHus UCTOYHMKA KJ04eBoil nndopmanun. Hanpumep, npu UCHOJb30BAHUN CUYNTBIBATE/IS KJIIO-
ga ¢ auckersl win USB flash, wa skpane moxer mosiButhest quanor (Pucysok 6), mpeiararonimii
BBIOPATH JIMCK, HA KOTOPOM HaXOJUTCS KJTIOU.

BruibepyTe CMEHHBIH AWK x|

Huck | CepUiHHEIR HoMER |
=1 P D 486-CRER
=IF EAC2-7192
=G 3299-AFF1

OTtieHa |

Pucynok 6 — /IuaJior BoIOOpa JIUCKa,

Ecan canTsiBaTeas kaoda He 00HAPYZKHBAeT HU OJHOIO JUCKA, OH BbLAacT coobmenue (Pucy-
HOK 7).

ChEMHBLIA [McK x|

BCTaBbTE AMCE ANA NOMCKE KNHOYER

Cancel |

Pucynok 7 — Coobrienne 00 OTCYTCTBUU KJTIOYEBOTO HOCUTEJS

[Tocne BeIOOpa KIIOUEBOI0 HOCHUTEIS YaCTO OBLIBAET HEOOXOMMMO BHIOPATH OAUH U3 HECKOJILKHX,
HAXO/SAMMXC Ha HEM Kirodeit. [Ljist 910ro cayzxur aunasor Boibopa kiaoda (Pucynok 8).
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YHaMMWTE KONWPYEMBIA KNy %]

WrieHa kniodeli |

OC4BCAA1-E301-43C0-9556-22FB114301EC
A0708345-8FEE-4445-BRC0-7D 471 BAEES42
S_TST_CA

OTreHa |

Pucynok 8 — /luaJior Boibopa Kiaio4a

BbI6€pI/IT€ KJII0Y JJ4d Oollepalliil, Ha3BaHHue KOTOpOIL/'I VKa3aHO B 3ar'0JIOBKe€ OKHa 1 HaKMHUTE KHOIIKY

«OK>».

2.2.2 Tlapoau gjag 3aimuThbl KJaiO4a

[Ipu 3ammcu (reHepaluu u T.J1.) KJIH0Ya [M0Jb30BaTe0 MPeJIJIAraeTcs BBECTH HapOJIb JJIs 3aIUThI
kioda (Pucynok 9).

Banwnarta CSP

Beegure naponke anA kaoda 1S_TST_Ch

[Maponk: I

MogTEEpHaEHHE: I

k. I OTrieHa

Pucynok 9 — /Imasnor 3amanus mapoJis KIoda

Breanre maposns nBa paza u naxkmure KHONKy «OKy. Ecin BBeagHHBIE 3HAYEHUS OTIHIAIOTCS
JPYT OT JApyTa, CHCTeMa MPeJJIOKUT MOBTOPHTH NonbiTKy (Pucynok 10).

Banwgarta CSP

Maponk W NOQTEEpHAEHME HE COBMSAAKT, NONPoSYHTE BlWE pas.

Mapone: I

MNoaTEEpHaEHHE: I

k. I OTraeHa

Pucynok 10 — /Inajor moBTOPHOrO 3aJjaHus MapoJst Kaoda
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Ec/iu noab3oBare/ib He XOUET 3alUINATh K0 apOJeM, OH JoJzKeH Hazkarb KHOuKy «OKsy, ne
BBOAE aposia. Haxkarne kuonku «OTMeHa» OTMEHSIET He MApOJib, & BCIO OIEPAIINIO ¢ KJIIUOM.

[Tpu ureHNn KJIOYA, 3AIIMIEHHOTO MAPOJIEM, MOJIb30BATE/0 TIpeIaraeTcs BBecTH naposb (Pu-
cyHok 11).

Banwnarta CSP

Beegure naponke anA kaoda 1S_TST_Ch

Mapone: I

k. I OTrieHa

Pucynok 11 — /Iuajior npoBepKu mapoJjs Kao4a

[Ipu HEIpPABUJIBHOM BBOJIE IAPOJIsl MOJIB30BATENO [PE/[IAraeTcsl IIOBTOPUTH BBOJ, ¢ yKAa3aHUEM
KOJIMYECTBA OCTABINUXCS TONBITOK (Pucynok 12).

Banwnarta CSP

HenpaBuneHeA napone. JoTanock Nonemok; 2.

Mapone: I

k. I OTrieHa

Pucynok 12 — Jluajor noBTopHO NPOBEPKH MapOJd KII04Ya

Ecyin KondecTBO HEyCIEIIHBIX MONBITOK BBOJA Maposd Kjoda DIl craHoBUTCS paBHBIM MaKCH-
MAaJIbHO BO3MOYKHOMY (3 MOIBITKY), 3arpy3Ka Kaoda D11 He MPOU3BOAUTCS U COOTBETCTBYIOMIMI KO/
OIMOKN BO3BPAIIAETCS MTPUKIATHOMY TporpaMMaoMy obecrniedenuio (I1I10).

Eciu xroa D11 we 3amuinen mapoJsieM, TO MPU €10 YTEHUH JIMAJI0TOBOE OKHO MPOBEPKHU TAPOJIs
KJII0Ya, HE BbIIAETCS.

2.2.3 OcobenHocTu paboThl C Pa3/IMYHBIMU KJIIOYEBBIMU HOCUTEJIAMA

CunreiBaTenn PyToken

B ciyaae BosaukuaoBenns omuOku 0xEOBESODE «Ommubka ¢d-un RtlLoginTokens npu mcmons30-
BaHUU CUYUTHIBaTe s PyTokeH, HeoOX0/uMO OTKIIOUYHTL Kamuposanue PIN-komxoB na 3aksajike Ha-

crpoitku [Tanenn ynpasienus: Pytoken, 3anycrus ee u3 [lanean ynpasierus OC Windows (Pucynok
13).
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B Nwenypamres Procen ==

AamsecTpvpoeame | HacTpomn |ihbopmais

CuMTBATENMM PYTONEH

FTOT NADAMETD NOIBONAET YEBEMRSITE KOMFSECTED SOCT YT
CTBATEREN PyTokeH

KOM-ecTBo C-MTRIBATENE PYTOKEH: El

Kaunposare PIN-Kons
Fsuwnposarue PIN-+ona ynpoluset paboTy W yesmrsmaeT
oxopocTe paboTe ¢ Rutoken, wo ymessisasT ypoBes BesonacHocTi

[T Ksusposato PIN+oa

MNommeca PIN-+008 N0 yMorsessd

B Mpennarato Nonu3oBaTeno cwerems PIN-«ON KawaL pas, koraa
] HOOML3YeTCR PIN-RKOR, 3A03HHGH N0 YHOIM3HAO

[ | HanommaTs owesms PIN«og

Pucynok 13 — ITanesns ynpasienusi PyToken
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3 JATYUKU CJIAVYAMHBIX YMCEJI

Hns paborsr «Bammmara CSP» tpebyercs marunk caydaitabix aucen (JICH). 10 «Bamunara
CSP» Moxker padboraTh ¢ pasnmuanabiMu Tunamu JICY, ux ucrnosb3oBanmue peryjupyercs KoHpurypa-
nuonnoit nporpammoit «Basmgara CSP».

3.1 Hacrpoiika /I1CH

Jlnst 3amycka KoHGUTYpannoHHo# mporpaMMbl «Bannmzara CSP» HeoOX0auMO BBI3BATD IIYHKT Me-
Hio «Ilycks —«IIporpammery —«Banmunara CSP»— «Koudurypanuonnas mporpamma CK3M». Ha-
crpoiika JICYH npoussoautest Ha 3akiaaake «/ICHs (Pucynok 14).

—iEix

ncy |D—IHTbIEiEITE-'J'IH KNHoYa I Knioum I CepTMMKaTEI | CoBMECTAMOCTE | Cepewc I

— [nA Bcex Nnone30EaTENed (MO YMONYaHMHD)

Buonorvyeckmid paTuvK cnyyaiHee wicen. Bepowa 5.0.337.
Bnapeneu: Kormnanwa BATTAIOATA.
NononHuTeneHEIE CBOWCTEA: TpedyeTt GUI.

BriGpare |

Cépoc OCH |

[T | Paspewnme nonbsasarena ieieHare, JC

— [nA TeKylwero NoNES0BSTENA

BriGpaTe |

QK | OmaeHa | anMEHHTbl

Pucynox 14 — 3axmaaka JICH

Tun JJCY o ymordanuo MozKeT ObITh 3a7aH aIMUHHCTPATOPOM (cM. «IIporpaMMHBIH KOMILTEKC
«Bamugara CSP» PykoBogcrso A nmubuctparopas BAMB.00060-04 34 01).

Ecau agvunucTparop 3agan ouonorndeckuii JICH (cm. Pucynok 14), To jjs Beex MOIb30Ba-
TeJieil 6y,ZLeT BbI3bIBATHCA 9TOT JATYHUK. HOJIbBOBaTe.Hb HE MO2KET U3MEHUTDH 9Ty YyCTaHOBKY, HO €CJIU
QJIMHHACTPATOD Pa3peImI moab30oBare aM 3aaasarh Tui JJCY, To mo1p30BaTes b MOy 4aeT BO3MOZK-
HoCcTb u3MeHuTDb Tl JICY TonbKo ji1d ceds, HazKaB KHONKY «BblOparby B HUXKHEH 4acTU 3aKJIaIKQ
(Pucynok 15).
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acHy |D—IHTI:-IEIEITE.'J'IH KNHoua I Knoum I CepTMhMKaTEI I CoBMECTMOCTE I Cepewc I

— [na ecex nonbsoeatensi (Mo yMOoNYaHM)

Buonorvyeckmid paTuvK cnyyaiHen wicen. Bepowa 5.0.337.
Bnageney: Komnanwa BANMIOATA
NononHWTeENbHEIE cBOWCTEE: TpetyeTt GUI.

BriGpate |

¥ | Fazpewme nonbsosarena weveHATe, JCH MHWLwanmsawA | Chpoc OCY |

— [nA Tekylwera NoNLS0EaTENA

oK | OmaeHa | MprMeHnTE

Pucynok 15 — Tloab3oBaress MoxKeT n3MeHUThH HacTpoiiky JICYH

Ha sxpaHe nmosiBUTCst Auaoropoe okuo Beibopa tuna JICY (Pucynok 16).

AaTuvKK CNYYarHBIX YMCEn Kl

HazgaHue | Bepcua | CeoiicTBa |
0 <JCH He yrazaH:
Evonorkyeckyi JCH A Tpetyer GUI
§2 Ocy Cofione' F.0.337 AnnaparHeii 1CY
m ACH ‘Akkopa’ R.0.337 Annaparhend 1CY

0k, I OTreHa

Pucynok 16 — uasor Beibopa /J1CH

Beibepure Tun JICH u naxkmure kuonky «OKs». Ha skpane mogBuTcs MCXOMHOE OKHO ¢ WHMOP-
manueit o Bei6pannom J1CY (Pucynok 17).
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i

acHy |D—IHTI:-IEIEITE.'J'IH KNHoua I Knoum I CepTMhMKaTEI I CoBMECTMOCTE I Cepewc I

— [na ecex nonbsoeatensi (Mo yMOoNYaHM)

Buonorvyeckmid paTuvK cnyyaiHen wicen. Bepowa 5.0.337.
Bnageney: Komnanwa BANMIOATA
NononHWTeENbHEIE cBOWCTEE: TpetyeTt GUI.

BriGpate |

¥ | Fazpewme nonbsosarena weveHATe, JCH MHWLwanmsawA | Chpoc OCY |

— [nA Tekylwera NoNLS0EaTENA

NaTumk cnyyaiHe: uicen Cofions’. Bepowa 5.0.337.
Bnapeneu; Komnanwe BANMWIOATA
[ononHuTensHee ceoficTea: AnnapatHett OC4Y.

oK OmaeHa MprMeHnTE

Pucynok 17 — JICY gjst TeKyIIero moib30BaTe st N3MEHEH

ZLIIH TOTO YTOOBI cleJlaHHble U3MEHECHHUA BCTYIIUMJIA B CUJIY, HaKMHUTE€ KHOIIKY «HpI/IMeHI/ITb».

3.2 Nammaym3anuga 1CYH

JCY tpebyer nnunuaansanuu mnocie Kaxkaoi 3arpysku OC «Windowsy.

3.2.1 AsBromaruyecKas MHUITNAJIN3AINS

Nunnmanunzanus JICY npoucxomuT aBTOMATHYeCKH TPHU BBHIOJIHEHUN TEPBOH Kpunrorpadude-
ckoit onepanuu nocse 3arpy3ku OC «Windowss.

Hpumeuarue - Jaza unuyuasusayuu JJCH CK3U «Baaudama CSP» sakpomuld xaou He mpe-
byemca.

JLst HEKOTOPBIX JATYUKOB, HATpuMep, ouosiorudeckoro JICY, Habop NepBHYHBIX CIYIARHBIX TaH-
HBIX TPeOyeT BMEIIATebCTBA M0IH30BATEIsI ([IPOU3BOIBHBIX HAZKATHH KHOIKHI KJIABUATY Dbl HJIH JBH-
JKeHuit «MbKoity ) (Pucynok 18).
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Buonoruueckyid JCY x|

MokanyHcTa, ABWMAFTE MEILBH WM HEHMMARTE KNAEHLL. .

—

OTreHa |

Pucynok 18 — Iosiydyenue ciydallHbIX 4UCEJI C IIOMOIIBIO 10JIb30BaTEJIs

3.2.2 IlpunyaunTeabHas THUIMUAIN3ATNSA

B HekoTOpBIX ciydasix, HApUMeEp, IpH padoTe ¢ CePBEPHBIMU IIPUIOKEHUAMH, YI00OHO BBIIIOJI-
auTh wHOmaan3anuio JICY npunyaurensrno. [Ias 9Toro Hamo HazxKaTh KHONKY «lVIHUImagm3anmss»
Ha 3akjgagake JICY mporpammer koudurypamuu «Bamunmara CSP». IIporpammva BBITOJIHUT WHUIIAA-
muzanuio JICY rak ke, Kak ObL10 onucano B myHkTe 3.2.1 u Beigact coobmenue (Pucynok 19).

Banvpara CSP El

L]
\lj) JCH ¥CNelHD HHMUHANHEMPOEEH.

Pucynok 19 — Coobmienne 06 yaaunoit maunuaanzamuu J1CY

[Tpu HOBTOPHOIT TONBITKE HPUHYUTEIHHON HHUTMATH3AINE MPOrpaMMa BbIIacT coobmienue (Pu-
cynok 20).

Banugata CSP x|

\lj) AT v¥e HHHUHANHZHPOEaH,

Pucynok 20 — Coobmenne 06 nnunuaaunsosanaom J1CH

Yro6bl BepHyTh JICYH B HauaabHOE (HEMHHIMATU3UPOBAHHOE) COCTOSHUE MOJIb30BATEIh MOKET
Hazkatb kKHONKY «Copoc /ICY» ma 3axmagke JICY.
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4 CEPBUCHDBIE OYHKIINUN ITPOT'PAMMDI
KOHOUT'YPAIINN

4.1 Onepaluu ¢ KJIOYaMu

Ha zaknagke «Kirouny pacrosozkeHbl KHONKH, TTO3BOJIAIONINE KOMUPOBATD, VAAJIATH, MEHATD T1a-
poJii, TpeoOpPa30BBIBATH KIIOYN U OOHOBAATH Macku Kioueil (Pucynok 21).

[0l

acy I CuMThiBaTENM Kntoda K04 |CepmmHKaTb| | CﬂEiME:CTHM::::Tbl Cepﬁucl

— Onepawm
¥ Tewywmi nonssosaTent! ) MokansHas MawuHa
KomupoBaTte | ¥nanute | CMeHWTE Naponk | CBHOBMTE MacHK |
Mpeotpasoeare | Ms: [Valdata GOST R 34.10:2012CSP =l

B: I‘-.-’alidata GOST R 34102012 C5P j

I— WzmeHuTs WOEHTWPMKATOD SaKPRITOrD KNo4Ya
NpW NpeoGpasoEaHAN

o IET

™| KalWMpoEaTs Sakpamsle katH9 Pasvep kalla oTHEETER KaEyen; £

r K& WHpOEaTE GakpEMEIE KAHHME FMHMMENEHEE BREMA HHEHM 1000
CHETEMHEN NPOLECEOE SAMHEH [rz];

¥ Fawupoeats NAH-kooe crapm-rapm

[T Hempeanarane EEECTH Napanik KAHE NEH FEHERE0HA

0K I OmaeHa [l pHrEHIHTE

Pucynok 21 — 3akmaaka «Kaoans

4.1.1 KommpoBanue KJar04a

JInst KonupoBaHUs KJI04Ya ¢ OJHOTO HOCUTEIS HaA JPpYyroil HaxkMmute KHONKY «Konuposarhy. Ecin
nauiuanansanug JICY emé He ObLia BBIIOJIHEHA, HA SKPaHe HOABATCA Auajoru nauiuaansanun J1CY
(em. myHKT 3.2.1). 3arem, Jgazxe ecyid B KOHDUIYDAIUE 33/IaH CIATHIBATE b KJII0YA [0 YMOJIAHUIO, HA
9KpaHe MOSBUTCS JUATOT BEIOOPA CUNTHIBATEIS KI0Ya. DTO AEJAeTCS I TOr0, YTOOBI I0JI30BATED
MOI' KOIMPOBAThH KJIOYHU C Pa3HbIX KJOUYeBbIX HOocurTeseil. Ilocsie Toro, Kak 1mojb30BaTe/ib BhIOEpET
KJIFOY JIJIS KONWPOBAHUsI, HAa 3KpaHe nosBuTca coobrenne (Pucynok 22).

KonWpoBaHWE KNHIUYEH C 0HOrD HOCHTENSA Ha APYro %]

¥ 1ANHTE KNHYEE0H HOCHTENE,
Y¥CTAHOEMTE YMCTRIA HOCHTENE ANA SAMMCH HA HEFD KNHYEEEDE KOMHA,
OTHEHS |

Pucynok 22 — Coobmenne 0 3aMeHe KJII0OYeBOr0 HOCUTEJIS
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Ecau nj1s1 ycraHOBKH KJIFOYEBOIO HOCUTEJISA, HA KOTOPBI MOJIH30BATEIb X0UeT CKOIUPOBATH KJIIOY,
HEOOXOIMMO YIAJNTH TEKYITHI KAIIeBOil HOCHTEh, 9TO HAIO0 CALIATH ITOCe MOSBICHHSI TaKOrO CO-
obmennst. B nporuBHOM ciydae (HampuMmep, npu kommpoanuu ¢ amckersl Ha USB-flash), mamnoe
COODIIEHNe MOYKHO OCTaBUThL 0e3 BuuManud. 1locie naxkarus na kaonky «OK» meobxomaumo BHIOpATDH
CYUTBIBATE/Ib KJII04Ya, HA KOTOPBIA OyIeT IMPOU3BOAUTHCS KOIMUPOBAHUE KJII0YA, U JOXKIATHCS 3aBep-

menus onepanuu. Ha sxpane nosgurcs coobieHue o0 yCHENIHOM 3aBEPIIEHUU WJid coodIeHue 06
omubke, vHanpumep (Pucynok 23).

Banupata CSP x|

KonMpoBaHKe CeKpeTHOrD KNHYa,
CuKbka OxEOBEDOLZ

K DY Y3HE CYILECTEYET

LR

Pucynok 23 — Coobiierne 00 omuOKe MpH KOMHPOBAHUHT KIH0Ya

Caenayer oTMeTUTh, 9TO JOJIM CEKpeTa KJio4dei, chopMUPOBAHHBIX 10 AJITOPUTMY «3 U3 6» MM
«2 3 3», KOMUPYIOTCS MO OTJEeThbHOCTH.

4.1.2 VaajneHue KJjwod4eit

Jlnst ynanmeHus Krovei HaXKMHUTe KHONKY «YaanunThby. Ecan wanmuanuzanusa JICY emé ne Goria
BBIIIOJIHEHA, HA 9KpaHe mogBarTcs auaiorn maumuamusanun JCY (em. m. 3.2.1). 3arem Ha sKpane
MOSIBUTCS JIUAJTIOT BBIOOpa Kittoueil (Pucyrok 24). B orimdue 0T 0CTaIbHBIX ONEpAIHii, TIPH yIATeHUH
OJIb30BaTE/Ib MOYKET BBIOpATh cpa3y HECKOJIbKO KJIioueil, moab3ysch Kaasumamu Shift u Control.

YHAMMWTE ¥ aNAEMbIE KNHHH XI

HMEHa KIHOMER |
FB114301EC

A4 EIBS#EI EE -4445-B5C0-70 471 GAEE342

s I OTrieHa

Pucynok 24 — Juajor Beibopa KJjioueil Jijis yaaJieHust

ITo okoHuanumM onepanuu Ha KPAHE MOTBUTCA COOOIIEHUE 00 YCIETITHOM 3aBEePITeHIN WU COODIIe-
aue 06 omubke. [Ipu yranenun Kjoda TPOUCXOAUT TPEXKPATHOE 3aTUPAHUE TOH YacTu (PU3MIECKOil

NaMATU HOCUTEd, TAe HAXOAUIC KoY, IIO3TOMY OIlepallud yIaJeHus MOXKeT IPOJOJIKAThCA J10b-
e, 4eM IIPOCTO 3alUCh KJII0Ya.
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4.1.3 CwmeHa mapoJig KJr4a

st cMeHbl MapoJisd KJII04a HaXKMUTe KHONKY «CMeHuTh napo/ib». Ecan maunuanuzamnus 1CYH
enié He ObLTA BBIOJHEHA, HA KpaHe mogBaTcs auansorn uaunmamusanun JICY (em. m. 3.2.1). 3a-
TeM Ha dKpaHe MOsIBUTCH JHMaJior BbiOOpa KJitoda. Ecim nosb3oBare/ib BbIOpa KJI0Y, HA KOTODBI
ysKe OblJI YCTAHOBJIEH TAapOJih, TOJIb30BaTE b JIOJKEH BBECTH €r0, a 3aTeM 33/1aTh HOBBIH HapPOJb C
noaTBepKAeHHeM (cM. 1. 2.2.2).

4.1.4 IIpeobpa3oBaHue KJI0o4a

OyHKINIO TpeodPa30BaHusg 3aKPHITOTO KUY, CJIeAYeT HCIOJIb30BATh NPU HEOOXOIUMOCTH KOIIH-
POBaHUs 3aKPbITOrO KJIIOYA U3 OJIHOIO KPUIITOTIPaUUIECKOro 1npoBaiijiepa B JApyroii.

Buinosrnenue npeobpaszoBanus BO3MOXKHO TOJIHKO /I 3aKPLITHIX K/II0YEi, pa3pelieHHbiX JI1sd IKC-
nopTa B 3amudpoBaHHOM BHUJE. BoImoiHenne npeodpa3oBaus 3aKPbITHIX KJII0Yeil, COBMECTUMBIX CO
Cpencrom K31 CKA/Z «Curaarypas Bepcust 3.6, HEBO3ZMOKHO.

Jlnst npeobpazoBaHus KJI049a HEOOXOIUMO BEIOPATH U3 COOTBETCTBYIOINIUX CIIUCKOB KPUITOrpadQu-
YyeCKUue HpOBaﬁﬂ,epr - UICTOYHHK U IIPUEMHHUK. ECJ'H/I BKJIIOYUTDL OIIIUIO «I/ISMGHI/ITB H,ZLGHTI/ICI)I/IK&TOP
3aKPBLITOrO KJI04Ya HpU ITpeodpa3zoBaHuny OyIeT CreHepupoOBaHO HOBOE MM Jiji PEe0OPa30BAHHOIO
kiaoda. Janee caemyer waxkarh KHONKY «IIpeobpasoBarhy (kHOTMKa «IIpeobpaszoBarhy CTAHOBHUTCSI
JOCTYTHON Ipu BBIOOpe J0mycTHMOro Habopa mapaMerpos - Pucynok 25).

i

acy I CuMTeIEaTENM KMioua  Knkouw |Cepmq:-|.-man:.| I Cusmecmmucml Cepaucl

— Onepawm
% Tewywmnid nonb3oEaTeNs £ MokansHas MalHHa
KonvposaTe | Yoanuts | CreHMTE Naponk | DAHOBUTE MackK |

Ws: IEr_I,Iptu:u-F'ru:u GOST B 34.710-2001 Cryptographic Service Provider j

B: I‘-.-"alidata GOST R 34102012 C5P

p HSMEHHTI:- HII.EHTHqJHKETOp SdKpPEITOrS Kno4va 155VEEEFE|54TED-4|
npM I'IDEGEDESGBEHHH

o T
I KaWMpoEaTs Sakpamsle kakHA FazmeR KA LU OTHEEMEIR KIEHER: £
r KaHpOEaTE SakpEMEIE KHHE FMHMMEAEHEE BREMA HHSHM IT
CHETEMHEN NROLECCOE SAMHEH [rz);

¥ Eawupoeats NAH-koos crapm-rapm

[T Henpegnarame EEECTH Napanik KAEHE NEH FEHEFaHH

oK OmaeHa [l pHMEHHTE

Pucynox 25 — [Tapamerpnr mpeobpa3oBaHust yCTaHOBIEHbBI

Ha skpan OyeT BbIJaH CIUCOK UMEH JOCTYIHBIX JJId Ipeodpa3oBanusd Kiaodei. Beibepure K04
u3 cnucka n HaxvuTe KHouky «OKy. Ilpu neobxogumoctu BBeuTE MAPOJIb JIJisl KJAIOYA U YKAKUATE
KJIIOYEBOI HOCUTEJIb JIjId 3AIMCH Mpeodpa3oBaHHOrO Kato4a. e Oblaa ycranos/jiena onmus «3me-
HUTH UJIEHTUMUKATOP 3aKPHITOTO K044 IIPU ITPEOOPA30BAHNN », TTOCJIE BBITIOJTHEHU TTPE0OPA30BAHUA
9Ta ONIUA U HOBOE UMH KJII0Ya OYIAYT OUMIIEHBI.
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4.1.5 QOOHOBJEeHTE MAaCOK KJIOYa

DyHKIUIO 0GHOBIEHHsI MACOK (IlepereHepaIii) 3aKPhITOr0 KJIH0UYa CJIelyeT HCIOIb30BaTh HCKITHO-
YUTEJTBHO JIJIsT epereHepalui 3aKPhIThIX KI0Yel KBaJIU(MUIUPOBAHHBIX cepTudUKATOB, cHOPMUPO-
BaHHBIX 1O aaroputMmy «3 u3 6» win «2 u3 3». Jlannyo uponejiypy HeEOOXOJAUMO IIPUMEHHATD JIJIs
BO3MOKHOCTH MCTIOJIb30BaHNS TaKWX 3aKPBITHIX KJIOUel B TedeHNe YBeJINYeHHOTO NHTEPBaJIa BpeMe-
HU.

Jlnst 0OHOBJIEHHST MACOK 3aKPBITOIO KJII0Ya HazKMHUTe KHONKY «OOHOBUTH MacKu». Ecim munumm-
ammzanus JICH emé we ObLIa BBHINOJHEHA, HA YKpaHe MoABATCs guanorn uaunuatnsanun JCH (em.
1. 3.2.1). 3arem Ha 9KpaHe MOABATCS THAJOLN BHIOOPA K109a, cODOPMUPOBAHHOIO 110 AJITOPUTMY «3 13
6» win «2 u3 3». Crenyer 3arpy3urh TpebyemMoe KOJIMIeCTBO Kitodeii-1omeii cekpera (3 - 1yst Kro-
4eit, cOPMUPOBAHHBIX 110 AJITOPUTMY «3 U3 6»; 2 - jj1d KJaoueid, c(hOpMUPOBAHHBIX TI0 aJTOPUTMY
«2 u3 3»), mocje 4ero MpOU3BeCTH 3aINCh OOHOBJICHHBIX KJIIOUYel-1o0/eil cekpera (6 - st KIouei,
cpOPMHUPOBAHHBIX IO AJITOPUTMY «3 U3 6»; 3 - 11 Katodeil, chopMHPOBAHHBIX 110 AJTOPUTMY «2 U3
3») Ha YUCTBIC KJIOYEBbIE HOCHUTEIH.

4.2 Onepaium ¢ cepruduKaTaMm

[lepeitna ma 3aknaaky «CepTudHKATHI», TOJB30BATEIb MOMKET BBIIOJHATH ONEPAINH 110 yCTa-
HOBKe ceprudukaToB B pasimynbie xpanuwiuiia (Pucynok 26).

i

OcH I CuneiBaTENM KNoua I Kniows CepmiemkaTsl |COE:ME:CTHM::::Tb| Cepﬁucl

IC H—EK}’LLLHH I'Iﬂ]'leDEIEITEJ'Ib-E - JTaKanEHaa MallMHa

Brifpate | I

— ¥ CTaHOBUTE CEPTARMKET B CMCTEMHOE XPEHWNWLLE

¥paHUNMLLE: I j
nR knioya ona =
CEpTMMKATE: I J

Himn
(Fiendly Name): | YeTarosuTs |

— JanWcaTh CEPTAMKET HE CMapTHaPTY UM ChEMHEIA QMCK

Kniouesoli I j

MmnA knoya anA 2

CEPTURMKATE: I j EE |
QK I CmaeHa | HDHEEHHTbl

Pucynok 26 — 3aksagka «Ceprudukarsby

4.2.1 VYcranoBka cepTudukaTa B CUCTEMHOE XPAHUJIUIIE

Koundurypannonunasi nporpamma «Basmmgara CSP» nozsosisger nomemars ceprudukar B CUCTEM-
voe xpanmiumne OC Windows. Cradasa mob30BaTe/b M0KEH BIOPATH CePTHMUKAT, I ITOrO
HAJI0 HAXKATh KHONKY «BbiOparby U B cTaHJAPTHOM JIMAJIOTOBOM OKHE BHIOpaTh (hails cepTudukara.
[Tocie 9TOrO Ha dKpaHe MOSIBUTCS JTUAJIOT, 0TOOparKarouili BoiOpanubiii ceprudukar (Pucynok 27).
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DBwHe IC::ucTaE: | ryre ceprudcanm |

CeepeHWA 0 cepTHHKaTE

HeaocTaTouHo MHGOpMaLKM ANA NPOEEPKK 3TOMD
cepTHiprKkaTa.

Komy Beigan:  WCERT_IIS MEW

Ken Bb1gaH: a2

AefctenTened ¢ 02,07,2009 no 03.07.2014

.
{ ¥CTAHOEWTE CEpTHIDHKAT. .. I SAFENEHHE NOCTAEWHES |

Pucynok 27 — Orobpazkenne BHIOpaHHOTO cepTudUKaTa,

Kondurypannonnas nporpaMmMa aHaJu3upyeT BHIOPAHHBIN cepTHMOUKAT U Mpe/ijlaraeT CHCTEMHOE
XPaHWJINIIE, B KOTOPOE €ro CJeJayeT yCTaHOBHUTDL. Jlajsee mporpamMma MbITAeTCS U3BJIEYb U3 CEPTHU-
dbukara ums (mrerTHdUKATOP) COOTBETCTBYIONMIErO 3aKPHITOrO Ki4a. [IporpaMma 3anuceBaer ero
(ecm obHapyzkuT) B mosie «Ums kioda g ceprudukaray, a W3BIeYEHHOE U3 cepTHhUKATA UM
Brrajebna - B nose «Mmsg (Friendly Name)» (Pucynok 28).
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i

acH I CYMTEIBSTE MM KJ‘IH:I'-IEII Kmous  Ceprvemkars | EDBMEDTHMDCT::.I Eepsw:l

0 TE-'K'_-]LIJ,Hﬁ NONEZ0ESTENE e MokaneHas MawUHHa

ID:Htmp'%.I:N =CCERT_IE.O=VALIDATA ST =M5K, C=RL . cer

— Heranoeue CERTHHRMEAT B CHCTERHOE KpaHMNHWE

FPEHH AL E; I M4HEIE j
A knwda gna

e II]SEDLEHI]AEEIGLI'ITB j
Hram

[Friendly Mame): IEEE RT_IE YeTaHoeuTe |

— 3aNMCaTE CEpTHERMEST HA ChApT-KapTy

CraapT-KapTa: I j

MrA Enioya ana - 3
CEpTHDMEST & I J ElnlEEn

k. | OTreHa | anMEHHTbl

Pucynok 28 — Ceprudukar BeiOpan

[Tosb30BaTe/Ib MOKET U3MEHUTH XPAHUJIMINE, B KOTOPOE CJIeJIyeT IIOMEeCTUTh BHIGDAHHBII cepT-
dukar (Pucynok 29).

e

acH I CYMTEIBSTEMM KJ‘IH:I'-IEII Emous  Ceprudukars | EDBMECTHMDDTI:I Eepsw::l

% Terywwit nonbs0BaTeNL | MokanbHan mMaiHa
Eeitpare | ID:'\tmp'\EN =CCERT_IE.O=\aLIDATAST=M5K C=RU.cer

— HoraHoeuTe CEPTHHRMHEAT B CHCTERMHOE KPaHWMLLE

FPEHMHLL E I NuyHeE j

MrA Enioya ana
CEpTHDMEST &

y JoBEpUTENEHBIE OTHOWEHWA B NPEANpHATHH
F1A MpOME#YTOYHEIE LEHTPEI CEETHERHEALMH |
; . . ; HCTaHOBMTE

[Friendly Mame]: | Qenekr nosbsosarens Active Directon

JNoEepeHHEIE HSaATENH

CepTHEWEATEL K KOTOPBIM HET A0BEpHA

CTOPOHHME KOPHEEEIE LEHTPEI CERTHEMEALMM
ChapT-KapTa: JoEepeHHEIE AMLE

— JanucaTe CepTHEM

=

Kr4a knua gnAa
CEPTHEHE ST 5 j Janmcate |
k. I OTrieHa | [ pHrEHHTE |

Pucynok 29 — Beibop xpanuauma Jijis ceprudukara
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[Tostb30BaTENb TAKZKE MOKET H3MEHUTD UM (MACHTHPUKATOD) 3aKPHITOrO KJII0Ya, KOTOPbIii Oy1er
npuBg3aH K ceprudukary depes cpoiictsa (Property) cucremuoro xpanumuiia. Tias sroro ciemyer
JIn0O BBECTH UM BPYUYHYIO, JIHOO BHIOPATH U3 OTKPHIBAIOIIET0Cs CITUCKA. Keim TPUBSA3Ka 3aKPhITOrO
KJIF0Ua He TpeOyeTcs, MOJIb30BaTeb MOKET OYUCTHTh 310 noste. Comepzxumoe mosst «Mwms (Friendly
Name)», KOTOpoe MOMENaeTcsi B COOTBETCTBYIONIEE CBOWCTBO CHCTEMHOTO XPAHHJIHINA, TAKIKE MO-
JKeT ObITh OTPEIAKTHPOBAHO BPYUHYI0. OOBIYHBIH 1MOIB30BATE/Ib MOXKET MOMEIIATh CePTU(OUKATH B
CHCTEMHOE XPaHUJIAIIE TOJBKO B pa3jiest « [eKyInuii mob30BaTe /by, FCIn y MOIb30BaTeNIs €CTh COOT-
BETCTBYIOIIHUE MIPABA, OH MOXKET MOMeIATh cepTuuKaTh B pa3aesn «JIoKaJbHbIl KOMIbIOTEepy. [l
9TOT'0 HEOOXOJMMO IIEPEBECTH IepeKIiouaTe/ib B BepXHeil 9acTH 3aKJIaJIK1 B IToJIoKeHne «.JlokanbHas
MaIIHHAY.

[Toce Toro, Kak Bce mapaMeTphbl 3aJaHbI, MOJIB30BATENb JOMKEH HAKATh KHOMKY «YCTAHOBUTDY.
[Tporpamma ompesesiser, B KakKOoe XPAHUIUINE OKEH ObITh YCTAHOB/JIEH CEPTH(UKAT U ITOMEIIAeT
ero Tyga. B cayuae ycmexa oinaércs coobmenue (Pucynok 30).

Banupata CSP x|

L3
\!}) CEpTHMKAT YOMEWHD NOMEWEH B XpaHMAKWE APy rHE NoNES0EATENH',

Pucynok 30 — Coobiienue 00 ycHenHoM pa3Melennn cepTudukara

4.2.2 3amnwuck ceprudmnkara Ha cMapT-KapTy

Kondurypanmonnasa nporpamma «Bamumgara CSP» mo3Bosser 3amnucbiBaThb cepTUdHUKAT Ha
CMapT-KapTy, Ha KOTOPOH HAXOAUTCS COOTBETCTBYIOMM ceprudukary ko4 D1l Cragana moab3o0-
BaTeb JMIOJKEH BBIOPATH CepTUMUKAT, 71 3TOTO HAJ0 HAXKATH KHOMKY «BbIOpaThy U B cTaHIAPTHOM
JIMAJIOTOBOM OKHe BbIOpaTh aiiy ceprudukara. [locsae 3Toro Ha sKkpaHe mogBUTCS IUAJIOT, 0TOOpa-
JKAoMnit BRIOpaHHBIH cepTuduKaT. 3aTeM HeOOXOAUMO BbIOPATH CMAPT-KAPTY U3 OTKPBHIBAIOIIETOCS
CITHCKA TMOJKJIIOYEHHBIX K KOMIIboTepy cMapT-kapT (Pucynok 31).
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@ Mporpamma koudmrypawss Banngara CSP

acH I CYMTEIBSTE MM KJ‘IH:I'-IEII Kmous  Ceprvemkars | EDBMEDTHMDCT::.I Eepsw:l

0 TE-'K'_-]LIJ,Hﬁ NONEZ0ESTENE (@ MokankHas MalwmHHa

=101 x|

Brifpats | ID:"'.tmp"-.Elﬂi. cer

— Heranoeue CERTHHRMEAT B CHCTERHOE KpaHMNHWE

S PAHMAHLL £ I,ﬂpgrue NONES0EATENM j
A knwda gna

CEpTHOMEATA! I j
Hram

[Friendly Mame]: IE|4

HeoTaHoBuTE |

— 3aNMCaTE CEpTHERMEST HA ChApT-KapTy

CraapT-KapTa: I j

MrA Enioya ana
CEpTHDMEST &

JanHcaTe

|

k. I OTreHa | anMEHHTbl

Pucynok 31 — Beibop cMapT-KapTh

Ecyu 151 BBIOpaHHOTO THITA CMAaPT-KAapPThl HE YCTAHOBJIEH CUMTHIBATEb Klo4a D11, OyaeT Boljana

omubOka (Pucynok 32).

Banwparta CSP ﬂ

' MNony4eHHe CrMCKa KNHHed Ha cCHapT-EapTe
u Cmbka 0xEOBEOOZFE

J&HHEIR BHA, CHMAPT-KapTEl HE NOAAEMKHESETCA

Pucynok 32 — Coob1ienne 0 HEMOAAEPKUBAEMOM THIIE CMaPT-KAPThI

BareMm cjeyer BHIOpPaTh M3 CHUCKA 3aKPBITHIX KJIHOUEH, OOHAPYKEHHBIX HA CMapT-KapTe, TOT
KJII0OY, KOTOPBI COOTBETCTBYET 3alUChIBAEMOMY CepTU(HUKATY, U HayKaTb KHOINKY <«3alucarb». B

caydae yenexa Belgaérces coobienne (Pucynok 33).

Baniparta C5P El

\lj) CepTHHHKAT YCNEWHD 3aNMCaH Ha CHADT-KAapTy.

Pucynok 33 — Coobienune 06 ycnenrHoit 3anucu ceprudukara
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[Ipu ucrnosb30Bannu cMapT-KapT € 3alMCAHHBIMU HA HUX CePTUUKATAME PEKOMEHIYETCS OT-
KJIIOUATh UX aBTOMATHYECKOe DACIpPOCTpaHeHHe (T.e. MOMeIeHHe 3THX CepTUMHUKATOB B CHCTEM-
ubie xparmmnma OC Windows). [lns 9Toro ciemyer HacTpOUTh mapameTphl cayKObl «Pacmpo-
crpanenue ceprudukaray (CertPropSve) OC Windows mocpeIcTBoM pelakTHPOBAHUs IPYIITOBOIi
HOJIUTUKYU JIOKATHHOTO KOMIIBIOTEPA, YCTAHOBUB 3HAUYeHHe TMapameTpa «BKIIoOUnTh pacmpocTpaHe-
Hue cepruduKaToB co cMapr-Kaprhly (Haxoigimerocss B nanke <«Koudurypanus KoMubiorepas-
> «A pmuHuCTpaTHBHBE TMab10HbI»- > « KommonenTsr Windowss->«Cumapr-kapray ) B «OTKIIOUATE>.

4.3 Hactpoiiku cOBMEeCTUMOCTH

[Tapamerpsr copmectumoctu ¢ apyruvu CK3W macrpanBaroTcs Ha 3akaagke « COBMECTHMOCTDY
(Pucynok 34).

—iEix

acy I CunTeIEaTENM KNHDYE I Knioum I CepidmkaTtel  COBMECTUMOCTL ICepEmc I

F TEK}"LLI.H“ NonNES0E3TEND rh akanEHad MallMHa

¥ | MpoeepATE LEREURY CEFTHBHLATS MPH WHEEOEaHAH 408 CEAM Tk 0 CurHarypa

¥ | [ poBEpATE CEpTHEHIAT Ha OTS0IE NpH WHepoEaHMA oad CE.AH LA CurHatypa

Cepmvamkat ompaewtena anA CH3K CKAL CurHatypa no yMonyaHnm ;

Bnaneneyu; || Mokazate

i

MoeHTMEMKETOD KNoya: Brifipats

QK I OmaeHa MprMeHnTE

Pucynok 34 — 3aknaaka «CoBMECTHMOCTD»

4.3.1 Hacrpoiika ceptudukara mudpoBanud mo ymoadanuio ajda «Baaugara CSP»
CKA/l «Curamarypa»

[Tpu mmdposannn anss CKAJL «Curnarypay KpunronpoBaiigepy HeoOXommM KJd (ceprudu-
Kar) mudpoBanus ornpapuTesisi MubPOBAHHOIO co00IIeHus. HeKoTopsle mporpaMMbl, HAIPUMEp
Microsoft Office Outlook, He nepenator sror kw04 (ceprudurar) nposaiiaepy. B sToM ciydae mosib-
30BaTeNb JOTKEH 331aTh ero B Kondurypamun. /[isg 3roro Heo6XoauMo HaKaTh KHONKY «BoiopaTh»
nanporus noJist «nenrudpukarop kiaovas. Ha sxkpane orkpoercs JuaJior co CIIUCKOM CePTH(MUKATOB
¢ kmodamu mudposanus qiass CKAJl «Curnarypay, jiezKaiux B CHCTEMHOM XPAHUIAIIE «J[MIHBIE>
TekyImero nosb3osarens (Pucynok 35).
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x

EEISepuTe CEpTMMIHE AT OTNPSEMTENA WHPPOEaHHE! COOGLLEHME
ana CK3M CEAL CurHarypa no yraondaHmmw:

B nageneL, | Mr4A kawoya | JelcTEET © | JelcTEYET No |
CH=TL5_Client, QU=w40, DC=pki, .. 108WTEUGEH0 10.02.2010 23072019
Ch=Client2, 0=\ alidata, C=ru B 7AK LIG=LOT 0&.05. 2008 18.04.2013

CH=TLS_Server. OU=v40, DC=pki.... 4961MEGDGA01T 10022010 23.07.2M13

HApaTe EbINENEHME ] I OTrEHa

Pucynok 35 — Cucok JIUIHBIX cepTH(MUKATOB I MU POBAHUS

Eciu orobpazkaemoii B ciiucke nH(MOPMAIUKA HETOCTATOYHO, OJIb30BATE/ b MOXKET JIBAZK Ibl KJINK-
HYTh IPaBOil KHONKO# «MBIIIIKK» Ha JIIOOOM cepTuduKaTe. ITO NPUBEIET K MOABICHUIO HA dKPaHe
CTAHJIAPTHOTO JUAJIOTa TpocMoTpa ceprudukara (Pucynok 36).

COwme IC::ucTaE: | riyre cepridmicaumm |

@ﬂ CeeaEeHHA 0 ceEpTHMKaATE

HeaocTaTouHo HHGBOPMALLMKM ANA NPOEEPKH 3TOrD
cepTudmKaTa.

KoMy BeipaH:  TL5_Client
Ken b1 aH: RookiZh

AercTEMTENEH ¢ 10.02,2010 no 24.07,2019

@ ECTh SaKPEITRIA KNHIY, COOTEETCTEYHILLMA 3TOMY CEpTHBMEATY,

SAAENEHHE NOCTaEWHES

Pucynok 36 — leranbHblil IpocMOTP cepTudUKATa U3 CIIICKA

[Tonb3oBaTesb J1012KeH BBIOpATh B CIHUCKE cepTHMUKAT, KOTOPHIH 10 YMOJIYAHUIO Oy/IeT UCIOIb-
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soBarbes i mugposanus ais CKAJ «Curnarypay m maxars kaonky «OKs. Muadopmanus o
BEIGpaHHOM cepTuduKare orobpasuTces Ha 3akaaake «Copmectumoctby (Pucynok 37).

IEY

acy I CyMTEIBETEMM K.I'IH:I'-IEII Knh:n'-IHI Ceprdmrare)  COBMECTHMOCTE ||:E|:IEFHI3|

% TeruywMi NoNES0EaTen: | NokansHas MalliHa

¥ | MpoeepATE LERoUKY CEFTHBULATS MEM WHEEOEaHUA 408 CE3M ka0 CurHamypa

™| poEEpATE CEpTHEHIAT Ha OTSEIE NpH WHeposaHHH 017 CE.3H A I CurHamypa

Ceprudukar ornpaedrend 0nd CK.3M CRA L CurHatupa no yrdonyaHm9m:;
Bnagenew; IEN=TLS_EIient, OU=v40, DC=pki, D C=ricex, DC=ru Mokasars |

WaeHTHeukarop kaoya: | 1088WTEUGHDT

k. | OTrieHa MplireHTE

Pucynok 37 — Ceprudukar jjis mudpoBanus BoiOpaH

JLnst TOro 9TOOBI CJIe/IaHHBIE H3MEHEHUsT BCTYIMIN B CHILY, HaXKMuTe KHONKY «IIpuvennTss. UTo-
OBl IPOCMOTpeTh HHMOPMAIUIO O BHIOPAHHOM cepTuduKare, HaJI0 HaXKaTh KHONKY «[lokazaTb». UTo-
OBl M3MEHUTDH BBIOPAHHBIN cepTHUKAT, HEOOXOAUMO eIé pa3 HazxKaThb KHONKY «BbiOparb» u BbI-
oparb apyroii ceprudukar. Hemocpeacrsennoe n3Menenue napametrpon «Baagenerny u «nentudn-
KaTOp KJII0Ya» BPYUHYIO HEBO3MOKHO. UTOOBI OYHCTHTH TH 110Jis1 (OTMEHHTH BBHIOOD ceprudukara mo
YMOJTIAHUIO) HEOOXOJNMO HaKaTh KHONKY «BbIOpaTh» W B OTKDBIBIIEMCS JHAJIOTe HAYKATh KHOMKY
«YOpaTh BbIJIEICHUES.

4.4 JlomoJIHUTEJbHbIE OMEPAITUN

Cepeucubie (GyHKINN, He UMEIOINE OTHOIIEHWS K KJIIYaM W ceprudukaram, peagn30BaHbl HA
saknajke «Cepsuc» Konduryparuonsnoii nporpammsl «Bamunara CSP» (Pucynok 38).
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@ Mporpamma kondmrypawsn Bannoara CSP - |I:I|£|

acy I CunTRIEATENK KNHOYE I Knoum I CepTMhMKaTEI I CoemecTamocTs  CEDBWC |

[ apatdeTpEl KpHTT T pabHYECK WY ST OpHTMAE

[ aparETRE! SATOREMTHS #3 WHPOESHHA IHaE:'u:- S ———
mo FOCT 341194 P N3paMeTROE A (No Y )

IiapamETRE an?f%%??”é:ﬁﬂ?gg?g IHaEu'u:-p napameTtpoe no MOCT P 34.11-2012

[ aparETpRl SArOEUTIE WHEROEaHMH . - y
o COET. 3814765 IHalzu:-p napameTpoE A (Mo ymonuaHuo )

[NapareTpel anropemhda 30l IH = Ey— -
mo MOCT P34 102012 u [IET P 24, 70-2007; 1HS8R NSRSMETREE SIS JHATHSHE)

[apareTpe! anropimida JHd e e AraHa G EaEHe = — -
me FOET B34 102002 W FOET B 2401 m-2007 IHE":":'F' TREICETRLE NI R

I 8 I S K K

KNioYeBkEIE HOCUTENK

i PopmMaTMpoEaTE | Cmernte MAH+o |

JaTepeTs tain [poBepUTE MoOOyNE

oK OmaeHa [l pHMEHHTE

Pucynok 38 — 3axmanaka «Cepsucy

4.4.1 VYHuYTOXKE€HHE coaepxKumoro daiiiaa

JLst HaIEKHOTO YHUUTOKEHUST COAEPKUMOro (ailia moap30BaTe /b J0/XKeH HayKaTh KHOMKY «3a-
TepeTh (ailJiy U yKaszaTh 3aTUpaeMblil ¢aill B cTaHgapTHOM JuaJjore Bbibopa daitra. Ilporpamma
MOIPOCHT moTBepKAeHue (Pucynok 39).

Banwparta CSP il

\?,) Bkl ¥EEpEHEl, 4TO XaTHTE 3aTepeTk dann 'Diikmplddd.rnd'?

da |

Pucynok 39 — loarsepxkienue 3arupanus ¢aiiia

Ecan nonn3oBaTenb HaxkMET KHONMKY «/lay, comeprkumoe daiiia 6yaeT TpuzKiabl mepe3anncaHo,
nocJie dero daita Oyer yaaJgaéH u3 ¢pailioBOi CHCTEMBI.
4.4.2 TIpoBepka mognmcu MomyJieit

Bo wuzbexkanue yMmblIIeHHON wjin CJydaifiHON IIOJAMEHBI BCE HCIOJIHSEMbIE MOJLYJIN, BXOJAININE
B 11O «Bammmara CSP», momnucansl. Huzkecnemyromime MOmy/u, OTBETCTBEHHBIE 3a BBIMOJTHEHNE
kpunrorpadpudeckux omneparuit u padory ¢ kmaodavmu I, moanucansr mo 'OCT P 34.10-2012 ¢
ucrosb3oBanueM kKio4da I pazpadboruuka [10:

— MOJyJIu Kpunrorpaduieckux O6uOJIHOTEK;

— MOJYJIb OMO/IMOTEKH pabOThl € TOJKIIOYAEMBIMUA MOJTYISIMHT;



28
BAMB.00060-05 92 01

— noakaogaembie Moy JICYH u caursiBareeii;
— MOJY/Ib KOH(DUTYPAITMOHHOW MPOTPAMMBI;
— MOJYJIb TPOTrPaMMBI TPe0Opa30BaHUS KJIIOYeil.

OcraapHble MOTYJIU TOJIICAHBI ¢ UCIOJb30BaHNEM cepTHdUKATA pa3pabOTUYHKA, TOJTYIEHHOTO B
koMmanuu VeriSign, ¢ momormipto yruauthr Sign Tool (signtool.exe) u3 cocrasa Microsoft Windows
WDK. Ilposepka 9I1 mojysieit, orBeTCTBEHHBIX 3a BBIINOJHEHUE KPUIITOrpaduIecKux omnepanuii u
pabory ¢ kaodamu I u 3aKpHITHIME KIIOYaMu MH(DPOBAHUSI, BBITIOIHIETCS aBTOMATHIECKH TIe-
peJl uX 3arpy3Koii, T.e. UCTOJHAEMbIHl MOLY/Ib He OyAeT 3arpyzKeH MpU BO3HUKHOBEHUHU ONTUOKU TIPU
nposepke ero III.

[Ipu HEOOXOAUMOCTH TOJB30BATETb MOZKET MTPOBEPUTH MOAIHCH JTI060T0 Moy s 11O, HaXkaB KHOTI-
Ky «IIpoBepuTrh MOIy/Ib» M BBHIOpPAB MOAY/IL B CTAaHIAPTHOM Juajiore BweiOopa daitta. B cayuae
ycrexa Ha sKpaH Oyzer Bbigano coobmenne (Pucynok 40). Cuemyer umerh B BHJY, 9TO IPH HPO-
Bepke vdcespe.dll Beraéres ommbKa MpoBEepPKU MOITUCH, T.K. JAHHBIA MOJYJIb MOJITUCAH KOMITAHUEH
Microsoft u cpeacTBaMu KOH(MUTYPAITIMOHHON MPOTPAMMBI HE MOYKeT OBITH HPOBEPEH.

Baniparta C5P El

L]
\l}) Moanyce mogayna 'D:iydidebugiydkdeys, dil' yenewHo npoeepena.

Pucynok 40 — Coobimienne 00 yCHeIIHoi mpoBepKe MOMITUCH MOTYJIST

B nmporuBHOM ciryuae Gyaer BbiiaHo coobimenne o6 omubke, Hanpumep (Pucyrok 41).

Banupata CSP X|

MpoBsepKa Mogyna ' WINDow S setdebug, exe’
1 Owwkbka 0xENBFOOL A

' £
CIWKEKa NOMCKa Mackk darna GHanHoTekH

Pucynok 41 — Coobirenne 06 OTCYTCTBUN TOAICH B MOJLYJIe

4.4.3 PopmaruponBanme u cmena IIMH-koga KiIr04eBOTO HOCUTEIA

B macrosimee Bpemst bynknus popmaTupoBanus mojiepkuBaercd g canteisaresieir vdToken
(PKH), vdToken, Cobonn u SecretNet.

g MOArOTOBKY KJIIOUEBOTO HOCUTEJS K paboTe MOYKHO UCIOJIB30BAaTh (GPYHKINIO (hopMaTHpOBa-
HUST KJIIOYeBoro nocuresis. st 9roro 1mosb3oBarTesb J0KEeH HazKaTh KHONKY «PopmMaruposarby u
yKazaTb TpebyeMblil CYMTHIBATE b B IHAJIOTOBOM OKHE BBIOOpa cumThiBaTeseil kiaoda (PucyHok 5).

Hasee cieyer BHIOpaTh KaOUeBoii HocuTes b st opmarupoanns (PucyHok 42).
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Bribepute vdToken (DKH) x|

CuMTeIBaTENE | CepubiHeii M2 | QnucaHue |

falidata wdT oken 0

k. I OTtieHa

Pucynok 42 — Bsibop KJIFOYEBOIO HOCHTE/ IS

B nuasoroBoM OKHe BBOJA mapameTpoB GopMarupoBaHus KiodeBoro Hocurens (Pucynox 43)
caelyeT yKaszarh Tpebyemblie mapaMeTpbl (DOpMATHPOBAHUA U HaXKaTh KHONKY «OK»:

— napamerp «MakcuMaIbHBIH pasMep ceprudruKaTay yKa3blBaeT MAKCUMAJIbHBIN pa3Mep cepTu-
dukara B DER-KomupoBKe, KOTOPBII MOXKHO OyeT 3alucaTh Ha KJIIOYeBOH HOCHTEIb;

— 1pu BKJoYeHuu onnuu «Padorats 6e3 [IMMH-kona» ucnob3oBanne HOCUTEIS B KadecTBe (pyHK-
HOHAJIBHOTO KitoueBoro Hocureas (PKH) Gyner HeBO3MOKHBIM;

— IpHU BKJIIOYEHHUH OIIMHU « YCUICHHAS 3allUTa KJYay KJII0YeBOi HOCUTEb HEBO3MOXKHO Oy1eT
UCI0JIB30BaTh ¢ npeapiaymumu Bepecusamu CK3U «Bamugara CSP».

dopHaTHpoeanve ydToken x|

CepuiiHed M2 97349340

o * G140 daim 14332 dair

"MEKCHMaﬂbeIff{ pastEep CEPTHEMEATa

M uHMManeHaA nakHa MAH-koga; I a

JonycTHMOE KONMYECTED OLWME0K; I 10

I_ HeouneHHan SAWMTA ENioHa

k. I OTrieHa |

Pucynok 43 — IlapameTpsl ¢hopMaTHPOBAHUS

[Tepes nauaaom nporeaypsl popMaTupoBanus Oy/IeT BbIIAHO MPEAyIpeXk/IeHre 0 HeoOpaTUMOM
VJIAJEHUN JIAHHBIX Ha POPMATHPYEMOM HOCHTE/IE.

B nacrosimiee Bpems dynkmnusg cmennl [IMH-koma nomaepkuBaercs s cuantbiBareneir vdToken
(OPKH) u vdToken.

s emenst [TMH-ko18 K/1I09€BOr0 HOCHTEIIS TOJIB30BATEIb JA0/KEH HaKaTh KHONKY «CMEHUTD
[TNH-kom» u yka3aTh TpeOyeMblil CYUTHLIBATE/IH B JUAJONOBOM OKHE BBIOOpaA CUHMTHIBATECH K/II0Ya
(Pucynok 5).

Hasee cieyer BHIGpATh KIOUeBOH HOCHTENb it cMenbl [INH-koma (Pucysok 42).
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B mnasnorosom okue cmensl [TNH-koma kiodesoro vocurenst (Pucynok 44) ciegyer BBecTH Cra-
porit [TNH-kox (econ on ObLT yeTaHOBIIEH paHee), BBecTH 1Ba pa3a HOBbI [TVH-Kkom 1 HazkaTh KHONKY

«OK».

YcTanoska NMWYH-koaa Ha ydToken x|

CepuiiHeIi M2 97349940

Beeaure cTapeid MAH-koa; ||

Beegure Hoeeid [TAH-ko; I

Mogreepamre HoseE MAH-kog: I

| k. I OTrEHa

Pucynok 44 — Cmena [TMH-kona
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5 TIPOTPAMMA ITPEOBPA30OBAHUA KJIIOYEI

B cocrap CK3U «Banunata CSP» BxoauT mporpamma npeobpa3oBaHus KJIIOUYel, ¢ IIOMOIILIO
KOTOPOIf MOYKHO BBHIIOJHHTBH IIpeodpasoBanue kiaoda u3 ¢popmara CKAJ «Curnarypas B dpopmar
kpunrorpadudeckoro nposaiigepa «Bamumara CSP».

[Iporpamva mpeobpazoBanms K/IO4Yeil BBINOJHEHA B BHAE YTUIATH KOMAHJHONH CTPOKH
WO2CSP.EXE, koropasi HAXOAUTCS B KaTaaore yCTaHOBKH KPHITOrpadudeckoro mposaiimepa (o
ymosrganuio C:\Program Files\Validata\VDCSP).

C nomomipio nporpammbl WO2CSP.EXE M0KHO BBIIOJHATH Ipeobpa3oBaHue KI04Yel, KOTOPhIe
HAXOIATCA Ha KIIOYEBOM HOCHTEIe THUIA <«IHCKeTa» WIH Ha KIIOUEeBOM HOCHTEIe THIA <«IIdIi-
naMsiThy. Eciin K09 paciioyiozKeH Ha KJII0YeBOM HocuTese apyroro tuna (Hanpumep, Touch Memory
«AKKOp/Ia» ), TO Tepes| BHIIOJTHEHHEM TTpeodpa3oBaHus HEOOXOIMMO CKOMMPOBATH KJIHOY TPH TOMO-
mu «Bampata CSP» CKAJl «Curnarypay Ha KJIIOUEBYIO «JIHCKETY» HJIA Ha KJIIOYEBOH HOCHUTEH
«USB-flash».

st BRITOTHEHUST TPeoOpPa30BaHUs HEOOXOIUMO YCTAHOBUTH KJIIOUEBYIO «IUCKETY» B IUCKOBOI,
nian kiao4deBoit vocureib «USB-flashy 8 USB mopr. Tlocie sToro 3anycrurs u3 rrasaoro menio OC
Windows KOHCOTb «KOMAHTHON CTPOKWY, TEPEATH B KATAJIOT YCTAHOBKH KPUNTOIPADUIECKOTO TPO-
Baiinepa ¢ momorisio kKoman el CD «C:\Program Files \ Validata \VDCSP» u 3anyctuth nporpammy
npeobpa3oBaHus CJICAYIONIHUM 00Pa30M:

wo2csp.exe 1 a:

- IS «JTUCKETBbI» HJIN

wo2csp.exe 1 f:

- st mocuresisi «USB-flashy, koropsiii moakmouena kak gauck «fi» (Bo3aMoxkHbI BapuanThl «d:»,
«ery, ).

[Iporpamma mpeodpaszoBanust cuuraer K4 B (popmare CKAJl «Curnarypas ¢ HOCHTEs THIIA
«IACKEeTa» WIN C HOCUTEIS TUMA <«(JIAI-TaMATb> U BBIIACT IHATIOTOBOE OKHO I BBIOOPA KO-
9eBOTO HOCHUTEJISI, KOTOPHKIl O IepKuBaeTcsa Kpunrorpaduaeckum mposaiinepom «Bannnara CSPs.
VeTraHOBUTE HOCUTETh U YKAYKUTE €r0 B JUAJTOTOBOM OKHe Ji/ist 3amucu Ha Hero komun Kjaoda CKAJT
«Curnarypa» B ¢popmare «Baammara CSP».

Eciau B KOMaHHON CTPOKe 3alycKa MporpaMMbl MpeoOpa3oBaHus KJoUeil 3a1arh HOMep 3 (Ha-
npumMep, wo2csp.exe 3 a:), To 6y/er BeinoaHeHo npeobpazosanue Kioua CKAJT «Curnarypay, cdop-
MHUPOBAHHOIO 110 ajroputmy «3 u3 6». B arom ciydae g areHns: Ka049a HyKHO Oy/IeT 1Oc/iem0Ba-
TEJIbHO YCTAHOBUTH B JIUCKOBOJ, TPU KJIIOUEBBIE «INCKETHI», a MOCJe TOTO I 3AMUCH KOTNH KJII0Ta
noTpedyeTcs IMOCIe0BATEIbHO YCTAHOBUTD IIECTh YHCTHIX KJIIOYEBBIX HOCHUTEJIEH.

JlomotHUTEIBHO MpoOrpaMMa Ipeobpa3soBaHUsa MOXKET BBIMOJIHATH Ipeodpa3oBaHue KJOUel u3
CTAEIYIONNX KIIYEBBIX (POPMATOB:

— dopmar kmoua («VCERT PKI») Ttonbko ais Beinosaenns D11 (B KOMaHIHON CTPOKE Hy2KHO
yKazarb HOMeD 2);

— dopmar kioda («VCERT PKI») ns somosnennst D11 u mudposanus (B KoMaHAHO cTpOKe
HY?KHO yKa3aTh HOMeD 4);

— dopmar kimoda no cxeme «3 u3 6» («VCERT PKIy) na ogun kiogesoit Hocuress B dhopmare
«Bamugara CSP» (B KOMaHIHON CTPOKe HY’KHO yKa3aTb HOMED 5);

— dopmar kmoua 1o cxeme «3 u3 6» («VCERT PKI») na 6 kiouessix nocureseit («3 u3 6») B
dopmare «Bammmara CSP» (B KoMaHIHOI CTpOKe HY’KHO yKa3aTh HOMeD 6).
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