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1 OBIIUE YKA3AHUA

1.1 Hacrosmmii AOKyMEHT (Iajee Mo TEKCTY - (HOpMyJsip) OIMpenesisieT KOMIUIEKTHOCTh U
COJICPXKUT CBeJieHUs O cpeactBe kpunrorpaduueckoit 3ammuthl uHGopManuu (CK3U) «lIposaitnep
kpunrorpaduueckoro ceppuca «Bamumara CSP» Bepcus 5.0» (manee mo tekcry - CK3U «Bammpara

CSP» nnu uznenue «Bamugara CSPy).

1.2 B ¢opmymsp 3anocstes cBenenus o cocrosuuu CK3U «Bamunara CSPy» B TeueHue Bcero

nepuoaa €ro 3KCIuryartanuu.

1.3 [Ilepen oskcruryatanueii HEOOXOJMMO BHHMMATEIBHO O3HAKOMHUTBHCS C (OPMYISIPOM H

noxkymeHTamu no skcruryaranuu CK3U «Banunata CSPy, npuBenéunbiMu B pazzaene «KoMIIIeKTHOCTh.

1.4 B cinyuae HapymeHuil nmpu oOecriedeHnr Oe30macHOCTH HWH(OpMAIMM BHHOBHBIC JIUIA
JIOJDKHBI TIPUBJIEKATbCS K OTBETCTBEHHOCTH B COOTBETCTBUM C TPeOOBaHMSIMU SKCILTyaTHPYROILEH

OpraHu3aIiHy.

1.5 VcranoBka CK3U «Bammmara CSP» mpou3BoauTCcs B COOTBETCTBUH C YKa3aHUSIMH,
npuBen€HHbIMU B jaokymeHTauuu Ha CK3U «Bammmara CSP», TOnbKO ¢ NepenaroyHOro HOCHUTEINS.
Ceenenust 06 ycranoBke CK3U «Banunara CSP» 3aHocsTcs B GopMylsap Kaxaoro pabodero mMecra c

ycranoBieHHbIM CK3U «Banugata CSPy».

1.6 Koakcmnyatauu u conpoBoxaeHuto CK3U «Banuaara CSP» gomyckarTcs CreUalnuCThI,

U3y4duBIINE 3KCcIuTyaTanronHble JokyMeHTsl CK3U «Bamumara CSPy.

1.7 Dxcnnmyatupyromasi OpraHu3aiysl pacreyaTbiBaeT W BeAeT HacTOsmui (GopMmynsap Ha

Oymare.

1.8 Ilpu ycranoBke u ynanenun CK3U «Bammpara CSP» skcrutyatupyromias opraHu3arus

3anoJiHseT pasnaen «CeaeHus: 00 yCTaHOBKEY.

1.9 Tlocne monHOro 3amoyiHEeHUs J000H U3 Tabuul GopMmyIspa ciaelyeT HOArOTOBUTh JIUCTHI
IPOJODKEHUsI TaOJUIIbl, TIPOHYMEPOBaB UX clieayromuM oopasom: X.1, X.2 u 1.1., «X» - HOMep JUCTa,

Ha KOTOPOM PpacCIIOJIOKECHO Havallo Ta6J'II/II_[LI.

1.10 Bce 3ammcu B (opmynsipe TOMKHBI TPOM3BOJUTHCS OTYETIIMBO M akKypaTHo. He
JIOTIYCKAIOTC  3aIlMCH, BBIIOJIHEHHBIE KAapaHAAIIOM, CMBIBAIOLIIMMUCS YEpHUJIAMH, IOJYUCTKH,
He3aBepeHHbIe HUcHpaBiieHUs. HempaBuibHas 3amuch JOJDKHA OBITh aKKypaTHO 3a4€pKHYTa U PSIAOM
3anycaHa HOBas, KOTOPYIO 3aBepsieT OTBETCTBEHHOE JuIo. [locne moaAmucu mpocTaBisioT paMuminio u
WHUIMAJIBl OTBETCTBEHHOIO JHIa (BMECTO MOJAMUCU JOMYCKAaeTcs MPOCTaBIATh JIMYHBIA IITaMIl

WCITOJTHUTEIIA).

1.11 dopmynsp NOKEH HAaXOOUTHCS B TMOJPA3/IEICHUHM, OTBETCTBEHHOM 3a JKCILTyaTalUIO
CK3H «Bamunata CSP».
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2 OBIIUE CBEAEHUS U OCHOBHBIE XAPAKTEPUCTHUKH

2.1 HaumenoBanue: «lIpoBaiinep kpunrorpaduueckoro cepuca «Bamumara CSP» Bepcus
5.0» (BAMB.00060-05 30 01).

2.2 Pa3pabotuuk: OOmiecTBO ¢ orpaHu4eHHON 0TBETCTBeHHOCTHIO (O00) «Banunatay.
2.3 Hasnauenue
2.3.1 CK3U «Bamunata CSP» npennasHavyeHo jist:

— HCIIONB30BaHMS B KayeCcTBE KPHIITONPOBajepa B COCTaBe (YHKIMOHAIBLHO 3aKOHYEHHBIX
CK3U, umeromux ceprudukar coorserctBuss PCh Poccuu;

— oOpamieHust K KpunrorpadpuueckuM (YHKIUSM B COOTBETCTBHHM CO CTaHAAPTHBIMU
unrepdeiicamu CSP u CNG Microsoft;

— moaaep kKU mpoTtokona Transport Layer Security (TLS 1.2 B coorBerctBun ¢ RFC 5246 u
TLS 1.0 B coorBerctBun ¢ RFC 2246), ¢ WHCHOIB30BaHUEM POCCUHCKUX KPHUNTOTpadhUuIecKux
CTaHJApTOB;

— oOparmieHust K (QYHKIMAM TOANCPKKH OE30IacCHOCTH B COOTBETCTBUM CO CTaHJIAPTHBIM
kpunrorpaduyeckum untepdeiicom Microsoft - Security Support Provider Interface (SSPI);

— BCTpauBaHusi B omnepaiuonnyo cucremy (OC) Microsoft Windows B kauectBe
kpunrorpaduueckoro mposaiigepa CSP Microsoft, paboraromiero ¢ 3amUinEHHBIMU TPUIOKCHUIMHU
Microsoft;

— BerpauBanust B OC Microsoft Windows B kauectBe kpuntorpaduueckoro mposaiiiepa CNG
Microsoft, paboTatoriero ¢ 3amuméHHpIMEA TpuitoxkeHusMu Microsoft;

— BerpauBanust B OC  Microsoft Windows B kauectBe mpoBaiinepa OezomacHoct SSPI

Microsoft, paboTaroriero ¢ 3armuméHHpIME TpUIToKeHUAIMH Microsoft.
2.3.2 CK3U «Bammnara CSP» He nmpeaHa3HA4YeHO JJIs 3aIIUTH peYeBON HH(OPMAIIHH.
2.4 Peanusyemble KpUNTorpaduyeckue aropuTMsl

CK3U «Banmunata CSP» peanusyer cienyromuye Kpunrorpaguueckue anropuTMbl:

—TI'OCT 28147-89 «Cucrembl 00paboTku wuHPOpManuu. 3amUTa KpunTorpaduyeckas.
ANTopuT™M KpUNTOTpaguuecKoro npeoOpa3oBaHUs»;

—TOCT P 34.10-2012 «1udopmarnmonnass Ttexuosorus. Kpunrorpaduueckas 3ammra
uHpopmanuu. [Iporeccs GopMHUpOBaHUS U TPOBEPKH AIEKTPOHHOHN 1M (PPOBOIT MOAIHUCHY;

—TOCT P 34.10-2001 «Mupopmarmonnas TtexHonorusa. Kpunrorpapuueckas 3amura

uHpopmanuu. [Iporeccsl popMupoBaHus U NPOBEPKHU IIEKTPOHHOM 1M (PpoBOI moAnUCH»;
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—T'OCT P 34.11-2012 «1udopmarmonnass TtexHosorus. Kpunrorpaduueckas 3ammra
uHpopMaiuu. OyHKIUS XIUTUPOBAHUSY;
—TI'OCT P 34.11-94 «HWudopmanmonnas texHonorus. Kpunrorpadudueckas 3ammra

uHpopmanuu. OyHKIUSA XIUIUPOBAHUS.
2.5 BrmonHsemble QyHKIUH

2.5.1 CK31 «Bammara CSP» oOecrieunBaeT BBIIIOJTHEHUE HU3KOYPOBHEBBIX
Kpunrorpapuyeckux QyHKIHA, COOTBETCTBYIOIUX cTaHAapTy UHTEpdeiica Microsoft Crypto API, B Tom

YHUCIE, CJICAYIOIIUX:

— Berunciienns u npoBepku D11 B coorBercTBuM ¢ 'OCT P 34.10-2012 u 'OCT P 34.10-2001;

— BBITNIOJHEHUS 3amn(poBanus U pacmrdpoBanus JaHHBIX B coorBeTcTBUU ¢ [OCT 28147-89;

— BBIYHCIICHUS M IPOBEPKU UMHUTOBCTABKU JaHHBIX B cooTBeTCTBUU ¢ ['OCT 28147-89;

— BBIYMCIICHUS KIto4ya mapHou cBs3u Juddu-Xemmana ¢ ucnoab30BaHUEM Map 3aKPHITHIX H
OTKPBITBIX KJI04eH, co3manHbIX B cooTBeTcTBUH ¢ [[OCT P 34.10-2012 u 'OCT P 34.10-2001;

— BBIYUCIICHUS X3MI-QYHKIUU JAaHHbIX B coorBerctBuM ¢ ['OCT P 34.11-2012 wu
I'OCT P 34.11-94,

— BBIPAOOTKHU CITYy4aifHOTO YKclia 33JaHHON JJIMHBI,

— co3manus kiroueit D11 B coorBerctBun ¢ TOCT P 34.10-2012 u 'OCT P 34.10-2001;

— BpluMCIeHus Kiroued mnpoBepku OII B coorBerctBum ¢ ['OCT P 34.10-2012 wu
['OCT P 34.10-2001;

— (opMUPOBaHUS TPOU3BOJHOTO CEAHCOBOIO KIIOYA;

— uMnopTta kpunrorpadpuueckux kiaoueid B CK3U «Banuaara CSPy;

— skcnopTa kpunrorpapuueckux kimoueit u3 CK3U «Banunara CSPy.

2.5.2 CK3U1 «Bamunata CSP» obecrnieunBaeT BBIMOJIHEHHE CIEAYIOIIMX (YHKIUH MOANEPKKU

npotokona TLS 1.2 (B coorBerctBuu ¢ RFC 5246) u TLS 1.0 (B cootBetcTBuu ¢ RFC 2246):

— CO3JaHHUs 3alIUIIEHHOTO KaHalla CBS3M MEXIY CepBEPOM U KIHEHTOM C HCIOJIb30BaHHEM
mudposanus nadopmaruu B coorBerctBuu ¢ 'OCT 28147-89;

— KOHTpOJII LEJIOCTHOCTH 3allMIIEHHOTO KaHajla CBSI3M MEXIY CEpBEpOM U KIHEHTOM C
HCITOJIF30BaHMEM UMUATO3AUTEI B cooTBeTcTBUM ¢ [ OCT 28147-89:

— ayTeHTHU(HKAIMKU cepBepa KIMEHTOM IOCPEACTBOM BBIYMCICHMS KIIOYa MapHOW CBSI3M IO
cnocody [uddu-Xenmana ¢ HCIoNb30BaHMEM Map 3aKPbITHIX U OTKPBITHIX KIIOYEH, CO3JaHHBIX B
coorBerctBud ¢ [[OCT P 34.10-2012 u TTOCT P 34.10-2001;

— ayTeHTHU(HKAIMKU KIMEHTa CepBEPOM IOCPEACTBOM BbruncieHus: DIl B cooTBETCTBUHU C

I'OCT P 34.10-2012 u TOCT P 34.10-2001.
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2.6 Hcnonb3yemble OTIEpallHOHHBIC CUCTEMBI

2.6.1 CK3U1 «Bamunata CSP» ¢ynkunonupyer Ha OBM ¢ 32-6utHbiMu (x86) u 64-OMTHBIMU
(x64) apxuTeKTypaMH, a TaKXKe Ha BHPTyalbHbIX MammHax (BM), Haxopsdmmxcs mox ympaBlieHHEM
runepsu3zopoB VMware ESXi Bepcwuii 5.5/6.0/6.5, B cinenyromux 32-6uthHbix u 64-6utHeix OC Microsoft
Windows:

— Windows Vista ¢ makerom o6HoBacHuM 1 (SP1) u Bhime (x86 u x64);

— Windows Server 2008 ¢ maketom o6HoBieHuii 1 (SP1) u Boite (x86 u x64);
— Windows 7 (x86 u x64);

— Windows 8/8.1 (x86 u x64);

— Windows Server 2012/2012 R2 (x64);

— Windows 10 (x86 u x64).

2.6.2 CK3U «Bammmpara CSP» ¢pyHKunoHHpyeT Ha BUPTyalnbHBIX MammHax (BM), Haxoasmmxcs
101 yrpasieHuemM rumnepsuszopos Microsoft Hyper-V sepcuii 2008/2008 R2/2012/2012 R2

Ipumeuanus:

1 Jna yrazannvix OC, a makdce OJisi 2UNEPBU30PO8 OO0IICHO Obimb 0OecneweHo noayuenue
00HOBIeHULl N0 OE30NACHOCTU.

2 CK3U «Bamoama CSPy» (32-6umnas pearuszayusi) pabomaem moabko 6 cpede 32-OumHulx
OC, CK3U «Banuoama CSPy» (64-oumnas peanuszayus) pabomaem moivko 6 cpede 64-oummnwvix OC.
Buvibop peanuzayuu ocywecmensiemcs 6o epemsa ycmanosku CK3U «Banuoama CSPy» na 9BM.

3 CK3U «Bamoama CSPy», 86udy omcymcmeus HnoO0epICKU CO CMOPOHbL KOMNAHUU-
npouzeooumensn OC (komnanuu Microsoft), He umeem mexHuuecKol 803MONCHOCMU DYHKYUOHUPOBAMb
Ha ycmapeswux sepcusix OC makux, kak Microsoft Windows 95/98/98SE/ME/NT/2000/XP/Server 2003.

4 B cayuae nooxmouenuss CK3U k xananam cesasu, 8bixo0awum 3a npeoeivl KOHMpoIupyemou
meppumopuu, He OONYCKAemcs UCHONb308aHUe ONEPAYUOHHBIX CUCTEM, NPOU3B0OUmenemM KOMOpbIX He

BbINYCKAIOMCS OOHOBIEHUS.
2.7 BapuaHTBHI HCTIOJTHEHUS

CK3U «Banunara CSP» umeer /1Ba BapuaHTa UCTIOTHEHUS:

— ucnoiHeHue 1 - mporpammHas peanusanusi, A KOTOPOH HCIOJIb30BAHUE CPEACTB 3alUTHI
uH(popMaluu ot HecaHKunoHupoBanHoro aoctyna (C3U ot HC/), ceptuduiupoBanusix @Ch Poccuu u
coJepkalMx B cBoeM cocrtaBe ceptudunppoanubiii ®Cb Poccuy anmapaTHbI AaTYMK CIydaitHBIX

YHUCCII, SABJIACTCA pPCKOMEHAATCIIBHBIM,
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— HCMOJIHEHHE 2 - anmnapaTHO-IIporpaMMHasi peanu3anusi, 1jisi KoTopoi ucnoib3zoBanne C3U ot
HC/, ceprupumupoBannbix @Cb Poccun u conepxamux B cBoeM coctaBe ceptuduuupoBanusiii @Ch
Poccuu anmapatHblil 1aTYMK CITy4alHBIX YHUCE, ABIISETCS 005S3aTEIbHBIM.

Ipumeuanus:

1 B sapuanme ucnoanenus 2 CK3U «Banuoama CSP» ¢ynxyuonupyem 6 32-6umnvix (x86) u
64-oumnvix (x64) OC cosmecmuo ¢ C3U om HCJ] «Axxopo AMII3 (sepcus 3.2 - na 6ase konmponiepa
Axxopo-5.5)» unu «Cobonw 3.0» (c sepcusmu kooa pacuupenus B1OS 1.0.99, 1.0.180).

2 Ilo coenacosanuro ¢ @CH Poccuu oonyckaemcs ucnonvsosanue uuvix C3H om HC]],
cepmuguyuposannvix no mpeoosanuim PCH Poccuu no knaccy ve Hudice 3b.

3 C3U om HC/] npuobpematomcs SKCnyamupyroujeli opeanuayueti CamocmosimebHo.

4 IIpoepammuas u annapamuo-npocpammHas pearu3ayuu Umerom oOHO U Mo dice 0003HayeHue U
PA3IULAOMes IUlb 8aAPUAHMOM UCNOTHEHUS, 3A8UCAEM OM NPUMEHEHUs UIY He NPUMEHEeHUs 8 COCmage

CK3U «Banuoama CSP» npoepammno-annapamuvix C3U om HC/J.

2.8 CootBeTcTBHE HOPMATUBHBIM KPUNITOTpapUIECKUM TpeOOBaHUSM

2.8.1 CK31 «Bamumata CSP» ynosnerBopsier «TpeboBanmsiM K  mm(pOBaIHHBIM
(kpunTorpadMYecKUM) CpelCTBaM, IMpeaHa3HAUYCHHBIM IS 3aIlIWThl MHPOpPMALWU, HE COJCpKaIleH
CBEJICHUI, COCTABISIOIIMX TIOCYJapCTBEHHYIO TailHy» » u «TpeOoBaHMAM K CPEICTBaM 3JEKTPOHHOM

noanucu», yreepxaéHHbM npukasoM O@Cb Poccun ot 27.12.2011 Ne 796:

— i ucnonHeHus 1: mo ypoBHio 3ammthl KC1 npu ¢yHKIMOHMpOBaHMU B (pU3HUECKON U
BUPTYAJIbHOU CPEJIE;

— 17151 UICTIOJHEHMsI 2: 1o ypoBHIO 3amuThl KC2 npu GyHKIIMOHMPOBAHUM B (PU3UUECKOHN Cpefe.

2.8.2 CK31 «Bamunara CSP» ynosnerBopsier «CreraabHbIM TPeOOBAaHHUAM K HIH(PPOBATILHBIM
(kpuntorpadu4ecKuM) CpeACTBaM 3alIUThl UHQOpPMALMK, HE COJEpKalledl CBEACHUN, COCTABIISIOIINX
rOCYJapCTBEHHYIO TallHy, W JKCILIyaTUpyeMbIM Ha Tepputopun Pocculickoin ®@enepanun» 1o ypOBHIO

KC.
2.9 Kurwuesas cucreMa

2.9.1 KmroueBas cucrema CK3U «Bammmara CSP» obGecrnieunBaeT BO3MOXKHOCTH OpraHU3aIlluu
3allMILEHHON CBSI3M MOJIb30BATENIEH CETHM C UCHOJIb30BAHMEM YHUKAJIbHBIX KIIOYEH, CO3JaBaeMbIX Ha

OCHOBC IMPUHIUIIA OTKPBITOTO paCpEaACICHUA KJIIOUCH.

2.9.2 B xmoueBoit cucteme CK3U «Bamugara CSP» ximrou D11 0IHOBPEMEHHO HCIONIB3YETCs,

KaK 3aKpBITHIM KITF0Y MIH(POBaHUS, a KIH0Y MPpoBepkH DI — Kak OTKPHITHIN KIIt0Y MU(POBAHHUSL.

2.9.3 JInvHa OTKPHITHIX Kitouel mudpoBaHus U Kiaroded mposepku JI1, cocraBmser 512 Our.

JlnuHa 3aKkpbIThIX KiIrouel mudpoBanus u kimoueit D11 cocraiser 256 6ur.
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2.9.4 B xauecTBe KJIIFOYEBBIX HOCUTEJIECH MOTYT UCIIOIh30BaThCS:

— I'M/1 (ruOKkwif MAarHUTHBIN JTUCK);

— ¢mmr-nakonutenu ¢ USB-untepdeiicom;

— USB-xiroun Tmna cMmapt-kapta ruToken S, eToken Pro, eToken Pro (Java);

— cMapr-kaptel € Token Pro, eToken Pro (Java);

Bce YKa3aHHBIC BBIIIE HOCUTCIN AOJDKHBI MCIIOJIB30BATBCA TOJIBKO B Ka4€CTBC IMACCUBHOI'O XpaHWJIUIIA

KIIFOUeBOM WHGpOpManuu 0e3 HCIONIB30BAaHUS KPUNTOTPaPUIeCKMX MEXaHH3MOB, PEATM30BAHHBIX Ha

CcMapT-KapTe/TOKEHE.

— (pyHKIIMOHANBHBINM KiTtoueBOW HocuTenb «Bamumara vdTokeny (OKH «vdTokeny) - nanmsiit
KJIIOUEBOM HOCHUTEJIbF MOKET MCIOJIb30BaThCS KaK AJI XpaHCHUA M3BJICKACMbIX U HECU3BJICKACMbBIX KHIO‘-ICI\/'I, TaK U
KaK (yHKIIMOHAIFHOE BHEIIHEE YCTPONUCTBO IS BBIMIOJIIHEHUS! KpUNTOTpadruecKkux (pyHKIHH;

— Touch Memory DS1995, DS1996 yepe3 cuutsiBatenu C31 or HCII «Akkopa-AM/I3»;

— Touch Memory DS1995, DS1996 4epe3 chéMHUK HHPOPMAIHH ¢ KOHTAKTHBIM YCTPOHCTBOM
DS-USB,;

— Touch Memory DS1995, DS1996 uepe3 cunThIBaTE M MPOrPaMMHO-AMIIAPATHOTO KOMILIEKCA
(ITAK) «Co6omnb» Bepcuu 3.0;

Ipumeuanus:

1 Obecneuena 603moHCHOCMb XpaHeHUs HECKONbKUX KItOYel (KOIU4ecmeo Xpamumvlx Kiruell
02PAHUYEHO MOJILKO 00BEMOM NAMAMU HOCUMETISL) HA HOCUMETNAX MUNA.

- IM];

- @row-naxonumenu ¢ USB-unmepgheticom,

- TouchMemory DS1993, DS1995, DS1996 uepez cuumwieamenru C3U om HCJ] «Axxopo-
AMI3», ITAK «Cobonby» éepcuu 3.0 u uepe3 cbeMHUK UHGOpMayuu ¢ KOHMAKMHbIM ycmpotcmeom DS-
USB;

—  USB-xkarouu muna cmapm-xapma ruToken S, eToken Pro, eToken Pro (Java), ®KH
«vdTokeny,

—  cmapm-kapmer €Token Pro, eToken Pro (Java),

npu  amom,  obecneueHa - B03MONCHOCMb  XpAHEHus.  cepmuguxamos  emecme  C
COOMBEMCmMEYIOUWUMU UM 3aKPLIMbIMU KTIOYAMU HA YCMPOUCMEAx muna cmapm-kapma.

2 Hocumenu Touch Memory DSI1993 Hne cnedyem npumensms ONsi  XPAHEHUs.
Kpunmoepaguyueckux Kiouel, chopmMupo8anHulx no cxeme «2 uz 3» u «3 u3z o6».

3 /lpaiisepvl 011 pabomul ¢ nepeducieHHbIMU HOCUMENAMU KIIOYe8oU UHGOPpMAYUU 8 cOCmas
CK3U «Banmuoama CSP» mHe 6xo00am u npuobpemaromcs dKCHAyamupylowel opeanusayuell
camocmosmenvro. [lna obecneyenus npasuivrozo ezaumooeticmeus CK3U «Bamoama CSPy» c

ycmpoﬁcmeajvtu CUUMDbIBAHUSL  KTIOYEBOl qu)opjwauuu HeoOX00UMO npouszeecmu  YCmMAaHOB6K)Y UX
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opatisepos u 0pyzozco Heobxooumoeo 110 6 coomeemcmeuu ¢ mpebOBAHUAMU OOKYMEHMAYUU UX
npoussooumenetl.
4 [lpu 3aepyske xmwoueti ¢ Kiouesoeo Hocumens TouchMemory DS1993, DS1995, DS1996
HeobX00uMo ucnonvsoeams cuumsieamens (Axxopo, Cobonv, Dallas unu Secret Net), uoenmuunviii
momy, KOMOpbuLU NPUMEHANCS NpU  GopmMuposanuu (co30anuu Ui KONUPOBAHUU) UCNONb3YEMO20

Kro4eso020 HocumeiliA.

2.9.5 JIna xpanenus ximoueit D11 u mmdpoBaHus MOKET OBITh UCTIONB30BaH CUCTEMHBIN peecTp.
B nanHOM citydae Ha ycTpOICTBO, HCIIONIb3yeMoe B kadecTBe DBM, pacripocTpansioTcs (B IUIaHE 3alUTHI

KITFOYEH OT KOMIIPOMETAINH) TPEOOBAHHUS, IPEIBSIBISIEMBIC K KIIFOUYEBBIM HOCUTEIISIM.
2.9.6 Cpoku neiicTBuUs KITtoUYei U cepTu(PUKATOB

a)  Cpok neiictBus kimoueit DI u mudpoBanust, xpansumxcs Ha Hocutene @KH «vdTokeny,
COCTaBJISIET:

— B PeXXHUME HEU3BIIEKACMBbIX KIIFOUEH — JI0 TPEX JIET;

— B PeXKUME U3BIIEKAEMBIX KIItoUei — He Oosee 15-Tu mecsIes.

06) Cpok neiictBus kmoueit DIl n mmdpoBaHus, XpaHSMIUXCS HA HOCUTENSNX, OTIIMYHBIX OT
®KH «vdTokeny, cocrasiser He Gosiee 15-Tu MecsIIEB.

B)  Cpok xgelicTBus cepruukaToB Kiroueil nmpoepku D11 MOKET mpeBbIIaTh CPOK ACUCTBUS

cooTBeTcTBYOmUX Kirouer D11 ne 6osee yem Ha 15 7er.

29.7 Kimroun DIl w 3akppIThle KIOYM MHA(POBAaHUS  ABISIOTCS  KOH(HICHIHATHLHON

uHpopManuen.
2.10 Hcmonbs3oBaHHE B CETAX CBA3U

2.10.1 Jdns  mnepenaun  MHQOpPMALMM, MOCTYMAOLIEHW OT KPUITOCPEICTBA W HA
KPHUIITOCPEICTBO, AOMYCKAETCS MCITOJIb30BAaHHIE BBIXOISIINX 32 TPEIEITl KOHTPOIUPYEMOU 30HBI KaHAIOB
CBSI3U, OTHOCSIIUXCS K KopropaTuBHOM cetu n ocHamE€HHbIX C3U ot HCJI (MexceTeBbIMU DKpaHaMH,
ceptuduIrpoBaHHbIMU 110 TpeboBanusM ®CH Poccun He Hmxke 4 kimacca 3amuThl). [Ipu 3TOM 10DKHA

ObITh OOecrieueHa KOH(UACHIIMAIBHOCTD NepelaBaeMoi HH(OPMaIUi BHE KOHTPOJIUPYEMOM 30HBI.

2.10.2 JlomyckaeTcsi MOAKIIOYEHHE TEXHUYECKUX CPEACTB C YCTAHOBJIIEHHBIM Ha HUX
CK3U «Bamunara CSP» k cersiM o0miero mnoip3oBaHus (B TOM uucie, MHTEpHET), MPH 3TOM JIOJHKHO
ObITh 00€cliedeHO BBHINOJHEHHE OpraHu3allMOHHO-TexHHuYeckux wmep 1o 3ammre CK3U ot
HECaHKIIMOHMPOBAHHOTO JIOCTYIA K HEMY NMOTEHLUAIBHOTO0 HAPYLIUTEN Yepe3 0OIIeI0CTyIHbIE KaHaIIbI

CBs3H.

TpeboBanuss mo moaxmoueHuto CK3U «Bammmara CSP» ans paboTel mo 0OIIEAOCTYITHBIM
KaHaJaM Tepe/layd JaHHBIX U3JI0)KEHBI B TOKyMeHTe «PYKOBOJICTBO aMHHHUCTpaTOpa WH(HOPMAITMOHHON
6e3omacHoct. BAMB.00060-05 93 01».



10
BAMB.00060-05 30 01

2.11 TpebGoBaHus Kk ynpasiaeHUIo cepTudukaTamu kitoued mpopepku Il

VYnpasnenue ceprudukaramu kimodeir nposepku Ol nmpu mcnons3zoBanun CK3U «Banmpara
CSP» nomxHO oOecrneunBaTbcs C HCIOJb30BAHUEM YAOCTOBEPSIIOIIMX ILEHTPOB, pPEaIU3yeMbIX
nocpeactsoM ceptuduuupoBanibix PChb Poccun ATIK:

— «Banmunara Y1» Bepcus 1.0 (BAMB.00076-01) — npu uCmoIb30BaHUU KPUNTOTPAhUUSCKIX
cranaaptoB ['OCT P 34.10-2001(anroput™mel O11) u I'OCT P 34.11-94 (anroputm X311HPOBaHUS);

— «Banunara Y1» Bepcus 2.0 (BAMB.00076-02) — npu MCIONB30BaHUU KPUNTOTPAUUECKIX
crannaptoB ['OCT P 34.10-2012 (anroputmsel O1I) u I'OCT P 34.11-2012 (anroputm X31IKMPOBAHNUSA);

— 6o apyroi ceprudunmpoannoit ®Ch Poccun cxembl pacipeieIeHus KITFOUeH.
2.12 TpeGoBaHMs K aHTUBUPYCHOM 3aIIHUTe

[Tpu sxcruryaramun CK3U «Bamugata CSP»  10mKHBI HCIIOTB30BATHCS CPEACTBa aHTHBUPYCHOU
3anuthl, ceprudunupoBannbie ®Ch Poccun mo kiaccy b (uis mpumeneHus Ha cepBepax) U kiaccy B
(s mpUMEHEeHUs Ha pab0YMX CTAHIIMSIX).

JUis  LEHTpaau30BaHHOIO  YIPABICHUS TEPPUTOPUATIBHO Pa3HECEHHBIMU  KOMIIOHEHTaMH
AHTUBUPYCHOM  3aIlUThl, OOECIEYMBAIOLIETO CBOEBPEMEHHOE aBTOMATHYECKOE  OTCIIEC)KUBAHHUE
OOHOBJICHUI aHTUBUPYCHOM 0a3bl JAaHHBIX U PErYJSPHBIA MOUCK BUPYCOB LIE€JIECOO0Pa3HO NMPUMEHSTH

CpeAcTBa aHTUBUPYCHOM 3a1uThl, cepTuduuupoBanHsie PCh Poccun no kinacey A.
2.13 DkcruryaraiiioHHBIE TPEOOBAHHS

ITpu skcnnyatanun CK3U «Bammpata CSP» Heo0XoauMo BBIOJHEHHE JEHCTBYIOIUMX B
Poccuiickoit denepanun TpeboBaHMi 10 3amKTe HHOOPMALIMK OT YTEUKH 10 TEXHUYECKUM KaHallaM, B

TOM 4HcIIe, 0 KaHaily cBs3u (Hanpumep, CTP-K).

2.13.1 Amnmapatasie cpeacrsa CK3U «Bamumara CSPy» He TOMKHBI SKCIUTYyaTUPOBATHCS B
NOMEIIEHUAX, TJe NPUCYTCTBYET pedeBas, aKyCTHUecKas M BHU3yalbHas HMHQoOpMaius, cojepkaiias
CBEJICHUS, COCTABIISIONINE TOCYJapCTBEHHYIO TaliHy, W (WJIM) YCTAHOBJICHBI TEXHWYECKHE CPEICTBA M
CHUCTEMBl MpHUeMa, Iepeaadd, OoOpabOTKM, XpaHEHHs M OTOOpakeHus HH(POpPMaLUH, coleprKaleit

CBEJICHUS, COCTABJISIFOIINE TOCYIAPCTBEHHYIO TalHYy.
2.13.2 CK3U «Bamunata CSP» MOUIeKUT MOIK3EMILIIPHOMY YUETY.

2.13.3 Okcmryaranuss CK3U «Bammmara CSPy» paspemiaeTcss TOJIBKO Ha TEPPUTOPUHU

Poccuiickoit @enepanuu.

2.13.4 Okcmryaranus «Bamumara CSP»  1omkKHA TPOBOJUTHECS B COOTBETCTBHU  C
AKCIITyaTallMOHHON TOKYMEHTalue!, IpeIyCMOTPEeHHON HacTosmmuM DopMyasipoM, H B COOTBETCTBUU C
pazaenom V "IlonoxkeHnus o pazpaboTke, MPOU3BOJCTBE, peall3alui U AKCIUTyaTaluu MHPPOBAIbHBIX

(kpunrorpagpuueckux) cpeacTs 3ammuThl HHGopmanuu ([Tonoxenune [TK3-2005)".
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2.14 Csenenus o ceptudukanuonnbix ucneitanusx CK3U «Bamugara CSPy»

2.14.1

Nudopmanus o  coopkax  CK3U

CepTI/I(l)I/IKaI_II/IOHHBIe HCIIbITaHUA, IIPUBCACHA HHUKCE.

«Bamumara CSPy,

npomeamunx

Homep Perucrpanuonnbie HoMepa | O0o3HaueHuUe
cOopku o0pa3uos, NPoLIeIIUX | U3BEIEeHUs 00
cepTUuUKALMOHHBIE H3MEeHEHNH
HCNBLITAHHUSA
5.0.327.0 6085-001001 -
5.0.347.0 6085-099901 BAMB.00060-05.001

IIpumeuanue - B oannom popmynsape yumeHul ce usMeHeHUs, YKA3AHHbLE 8 NEPEUUCTICHHbIX Bbllle

uzeeuleHuUAx 00 uzMeHeHuuU.

2.14.2

CK3U «Bamumara CSP» 5.0 B KOMIUIEKTallMM COTJIACHO JaHHOMY (opmysspy

cooTBeTcTBYyeT 3Tanony 6085-099901.
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3 KOMIIVIEKTHOCTD

KommiekT nocraBku uznenus «Bamumara CSPy» Bepcust 5.0 mpueneH B Tadume 1.

Taomuma 1

Oo6o3HaueHne HaumenoBanne IIpumevanne

JOKYMEHTALMA

BAMB. 00060-05 3001 |dDopmymnsp

BAMB. 00060-0533 01  |Bu6nnoreka KpunTorpagHuecKoro mporpaMMHOro
uHTepdeiica. PykoBoICTBO MporpaMMucTa
BAMB. 00060-0591 01 |PykoBOJCTBO IO YCTAHOBKE U HACTPOUKE

BAMB. 00060-0592 01 |PykoBOICTBO MOIE30BATEIS.

BAMB. 00060-0592 02 |IIporpammuslii Moay:1s noaaepsxkku TLS.

PyKkoBOICTBO MOJIH30BATEIS.

BAMB. 00060-05 92 03  |[IporpaMmma KOHTPOJIS IETOCTHOCTH

PykoBo/ICTBO NOJIB30BATENS

BAMB. 00060-05 92 04 |®OyHKIMOHAIBHBIA KITFOYeBOW HOCHTENDb «Bamuaara

vdToken»

PykoBo/ICTBO MOJIB30BATENS

BAMB. 00060-0593 01 |PykoBoacTBO agMHUHHCTpATOpa HHPOPMAIIHOHHON

0e30macHOCTH

BAMB. 00060-0593 02 |[IporpaMmma KOHTPOJIS IEJIOCTHOCTH

PykoBoncTBO amMuHHCTpaTOpa HHPOPMAIIMOHHOM

0e301macHOCTH

BAMB.00060-05 93 03  (DyHKIMOHHPOBAaHWE B BUPTYaIBLHOU CpEIE.

PykoBoicTBO amMUHHCTpaTOpa HHPOPMAIIMOHHOM

0e301macHOCTH

BAMB.00060-05.001 W3BemeHne 0 BHECEHNN N3MEHEHNH B TIOJIH30BATEIBCKYTO

JokymeHnTaruio usnenuss BAMB.00060-05
KOMIIJIEKCHI

BAMB. 00060-05 tom 2 |[CK3U «Bamugara CSP».

BAMB. 00060-05 Tom 3 |MHCTpyMEHTapHii pazpaboTuunka.

CPEJACTBA 3AIIUTHI OT HC{

s BapuanTa ucnionnenus 2 - AM/13, ceprudpunuposannsie @Cb Poccun

(cm. Ilpumeyanne 1 k m.2.7).

[Mpumeuanne: DyukimMoHaNbHBIN KiroueBod Hocutens (PKH) vdToken coorserctByer

BAMB.467649.002 TY u npruoOpeTaercs SKCILTyaTHPYIOIICH opraHu3anue.
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4 CBUIAETEJIBCTBO O ITPUEMKE

N3nemue «Bammmata CSP» BAMB.00060-05, pazpaborannoe OOO  «Bamummatan,

peructpanroHHblii Homep Ne 608b- COOTBETCTBYET JTAJIOHY U IPU3HAHO I'OJHBIM

JUISL OKCILTyaTal|u.

Jata BbImycKa « » r

Ioamucn JINL, OTBETCTBECHHBIX 3a IIPUEMKY

M.IL
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5 CBUIAETEJIBCTBO Ob YIIAKOBKE

Wznenue «Bamupara CSP» BAMB.00060-05, peructpannoHHblii Ne

paspaboranHoe OO0 «Banumaray, ynakoBaHO

HAaUMEHOBAHUE WM KOJ NPEANpUsiTUs (OpraHu3ainn)
COTJIACHO TPeOOBaHMM, IPEIYCMOTPEHHBIM HHCTPYKIIHEH.

JaTta ynmakoBKH « » r
YmakoBKy pou3BEN (mommucsk)
N3nenue nocie ynmakoBKH MPUHSI (moamucy)
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6 TAPAHTUMHBIE OBA3ATEJIBCTBA

6.1 Tlonmp3oBarens nmpuobperaer u3nenue «Bamumara CSP» u HEceT OTBETCTBEHHOCTD 3a €ro
UCIIOJIb30BAaHUE B COOTBETCTBUM C PEKOMEHJALMIMH, H3JI0KEHHBIMH B  JKCIUTyaTallMOHHOU

JIOKYMEHTAIUH.

6.2 IlpenmpusTHe-U3roTOBUTENb TAPAHTHPYET pabOTOCIIOCOOHOCTh U3/ENNs B COOTBETCTBHH C
OO0BSBICHHBIMU XapaKTEPUCTUKAMH MPHU COOJIOJCHHUH IOJIb30BaTeleM TpeOOBaHUI SKCILTyaTalluOHHOM

AOKYMCHTAIIMU HA U3CIINC.

B CJIydac BbISABJICHUA B U3ACIHMU I[e(beKTOB, HC CBsA3aHHBIX C HApYIICHHUCM IIpaBHII
SKCILTyaTallud, TPAHCIIOPTHUPOBAHUA W XPaHCHHUA, HU3ACIUC IMOMJICKUT PCKIaMalluv, W NPCANPUATHC-
HU3TrOTOBUTCIIb O6H3y€TCH I10 IMOJIYYCHUHU pCKJIaMallii B BO3MOXKHO KOpOTKI/Iﬁ CpOK YCTpaHHUTb )Ie(beKTbI
CBOUMMHU CHJIaMHU KW CpCACTBAMH BINIOTb OO0 IIOCTABKM HOBOI'O M3JCIHA, a TAKKC IIPHUHATL MCPLI,

UCKJTIOYAIOIIHE 3T Ie(hEKTHI BO BCEX OCTAIBHBIX IK3EMILIAPaX U3/ICIIHS.
6.3 TapanTuitnblii cpok uzaenus - 12 (1BeHaANATH) MECSIICB.

6.4 HavanpHOW naToil MCYUCICHHS TapaHTHUIHOTO CPOKa H3AETHs SBJISAETCS JaTa MOCTaBKU

uznenus (cm. 1. 6.6).

6.5 JleiicTBue rapaHTUHHBIX O0S3aTEIbCTB IMpEKpallaeTcs MpU HMCTEYEHUM TapaHTUIHOIO
CpoKa.

[IpennoxxeHus Mo pa3BUTUIO HAIIPABIIATH O AAPECY:

127015, Mocksa, yi. b.HoBogmurposckas, .14, kopmyc 2, opuc 615

Ten: (495) 232-06-87

Koncynpranmuu 1o  BompocaM — 3KCIUTyaTalldd  CHCTEMbl  OCYIIECTBISIOTCS — OTIEJIOM

KpUNTOTrpapuuecKux CpeAcTB 3aluThI 1o Tenedony (495) 232-06-87.

6.6 JlanHble 0 mocTaBKe (MTPOJAXKe) U3EIUS:

(HauMeHOBaHUE OpraHU3aLUU-TIOCTAaBIIMKA (TIPOJABLIA) U3EIIH)

,Z[aTa IIOCTAaBKHU: « » r

M.IL

(nmoamnuce)
HpI/IMGLIaHI/IC. HpI/I OTCYTCTBUU JaHHBIX, HpI/IBCI[éHHBIX B II. 66, I[aTOﬁ IIOCTAaBKHM HU3ACIHA CUHUTACTCA OaTra

BBITTYCKA, YKa3aHHas B pasfeine 4.
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7 CBEJEHMSA O PEKVIAMALIUAX

7.1 Pexnamanuu, CBsI3aHHBIE C OKCIUIyaTallMed  M3ICNUsS, JOJDKHBI  HAIpaBIATHCS
nNpeaAnpuATUIO-U3rOTOBUTCIIIO B IMIMCbMCHHOM BHUAC IO aJApCCy, YKA3aHHOMY B ITYHKTC 65 HACTOALICTO
dbopmysipa.

7.2  Cpok paccMOTpeHHs pekiamaiuu - 1 (0OIUH) MeCsI CO JHS MOTy4CHHUs pEKTaMalliu.

7.3 Ilpy HECOOTBETCTBMM IIOCTAaBJIAEMOrO W3JAEIMs, €ro Tapbl, YHNaKOBKH, KOHCEpBAllMH,
MapKUPOBKH ¥ KOMIUIEKTHOCTH TPEOOBAHUSAM CONPOBOAMTENBHOM JOKYMEHTAIMH, ITOJIb30BaTeNb 00513aH

HAIPaBUTh PEKIaMalMIO PEANPUATUIO-U3TOTOBUTENIO B TeueHue 60 THEN cOo AHSI TOCTaBKU U3JENHS.

7.4 Hpe,I[HpI/IHTI/Ie-I/ISFOTOBI/ITeHB IIPUHHUMACT PpCKJIaAMallU0, €CJIM HE YCTAaHOBJICHA BHWHaA

HOoJTydaTessl B BOSHUKHOBEHUH Je(heKTa B U3ACIIHH.
7.5 CaenmeHus 0 pekjaManusix 3aHOCITCS B TAONIHUILY 2.

Tabnuna 2
[Hara Copep:xaHue pexyiaMariu Mepsl, IPUHATBIE 110 PEKJIAMALIAN ITopnuce
OTBCTCTBCHHOT'O

JIMIa
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CBEJEHMUSA Ob YCTAHOBKE

Ceenenus 00 ycranoBke CK3U «Banmumara CSPy 3aHocsTCs B Tabnuiny 3.

Tabnuua 3
HaumenoBanmue Per. Ne Hara Hara JomxHocTs, DO
APM ¢ yCcTaHOBIEHHBIM Hayaaa OKOHYAHHS OTBETCTBEHHOIO 32
CK3U «Banunara CSP» IKCILTyaTaIHIO

OKCIUTyaTalyuu | 9KCIUTyaTalluu
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9 CBEJEHMUSA O 3BAKPEIIVIEHUA U3AEJINSA ITPU DOKCIIITYATALLUA

Ceenenus o 3akperieHnn CK3U «Bamunata CSPy» 3anocsTest B Tabnuity 4.

Tabmura 4

HanmMeHoBaHME U perucTpaluOHHbBIN [Hara JoJKHOCTS, 10)5(0)
HOMED U3AEIUs OTBETCTBEHHOIO JINLIA [Ipumeuanue
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10 OCOBBIE OTMETKHA



20
BAMB.00060-05 30 01

JIMCT perucTpauvy u3MeHeHH i

Howmepa smicToB (cTpaHmmn)

Bcero mucroB
usMe-

Bxogsuit Ne

N3m. 3aMEHEH- AHHYJIUPO- (ctp.) B Ne moxkymeHTa comnpoBoaurensHoro | [Toamuce Hata
HEH HBIX HOBBIX BAHHBIX JOKYMCHTC NOKYyMCHTa
HBIX
1 Bce BAMB.00060-05.001




