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AnHOTanuga

JIaHHBIf JOKYMEHT COJIEPYKUT ONMUCAHNE YTUIUTHI KOMAHIHO CTPOKY /g padoThl ¢ bubianorekoi
YIPOIIEHHOTO MPHUKJIATHOTO TPOrpaMMHOTO mHTepdeiica mjis paboThl ¢ cepTudUKATAMHU, BXOIATIEH
B coctaB AIIK «Knuent MbB».

VTuinTa KOMaH HON CTPOKHU TIpeIHA3HAYeHA /I BHI30Ba KpunTorpadudeckux GpyHKINi, U3 pe-
xuma Komauauoit crpokn OC Windows u mosBosisier ocytnecTBaaTh mudpobanue/ pacimdposa-
uue wadopmarnun, GopMupoBaHNe/TTPOBEPKY MOMIHHHOCTH 3teKTporHoi noamucu (D). Tokyment
npeHa3HavdYeH I OIepaTOPOB KaK PYKOBOJCTBO IO IKCILTYATAIUN YTUIUTHL.
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1 HASHAYEHUE

Vruaura KOMaHIHONW CTPOKM TPeIHA3HATEHA /I OCYIIECTBJEHUs] JOCTYIa IMOIb30BaTEe el K
KpunrorpadudeckuM QYHKIUAM U3 pexkuMa KoMauanoit crpoku OC Microsoft Windows. YTuiuta
KOMAHJIHOI CTPOKHU TMO3BOJISET OCYIIeCTBAsITH midposanue/pacindpobanue uadopManmu u Hop-
MUPOBAHUE /TIPOBEPKY MOJTHHHOCTH 31eKTponHol noamucu (DIT). Kommieke ucnonbiyer «CropaBod-
auk CeprudukaroBy jjist yIrpaBJIeHns CIIPaBOYHUKaMu cepTuduKaToB 1 B3anMoeiicTeus ¢ [lenrpom
Perucrpanuu.

Joctyn noap3oBaTesieil K KpuITOrpadudeckKuM pYHKIUSIM OCYIIECTBIAETCS Y€pPe3 BbI30B YTUJIH-
THI C 3aJIAHAEM [apaMETPOB BBIIOJHEHUS M3 PEeXKUMa KOMAHJIHOW CTPOKH.

VTuanta mpeaHasHadeHa g padoThl B CJIEIYIONINX JOKAJIAN30BAHHBIX ONEPAIIMOHHBIX CHCTEMAX:

— Microsoft Windows Vista ¢ makerom oOHOBIeHHiT 1 1 BHIIIIE;

— Microsoft Windows Server 2008 ¢ naxerom obHOBAeHHI 1 U BbIIIIE;
— Microsoft Windows 7;

— Microsoft Windows Server 2008 R2;

— Microsoft Windows 8/8.1;

— Microsoft Windows Server 2012/2012 R2;

— Windows 10.

[Tepen magaom paboTsl ¢ yTuauToit Heobxoaumo ycranosuth u HacTpouth CK3U un ITK «Crpa-
BOYHHK CEPTHMHUKATOBY.
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2 PABOTA C KOMIIJIEKCOM

2.1 Mammasm3anus KPpUOTorpadpmniecKoro MomayJid

Nuunuanuzaiust KpunTorpadgpuieckoro MOy u 3arpy3ka kiao4a 11 npoucxoaut npu nmepBom
BBI30BE KpUNITOTPpaUIECKON Olepalui B YTUIUTE.

[Mpu wannmaauzanuu 110 npoBepsier HAIUYNE U MEIOCTHOCTH MEPCOHATBHOTO CITPABOTHHUKA, TI0/Tb-
soarens (IICII). s s1oro mpomssogutcs nposepka DI mepcoHaTbHOrO CHpaBOYHUKA cepTudu-
KaTOB U 3aIPy3Ka C HCIIOIb30BaHHeM BBIOPAHHOIO yCTpoiicTBa cunmThiBanud Kiaoda DII! ¢ ompese-
JIHHBIM HJIeHTH(MHUKATOPOM, COOTBETCTBYIONUM cepTudukary, Ha kotopoMm moanucan [1CII. Uaen-
TUPUKATOP KAI0YA HpeJIcTaBigeT coboil mocae10BaTe/ IbHOCTb UdpP U JATUHCKUX OyKB AauHoit 16
CUMBOJIOB U COOTBETCTBYET UACHTU(DUKATOPY KJI0Ya, COJAEPKAIIEMYCd B cepTudmKare.

ITocae nposepkn D11 IICII n nposepkn ceprudmuKaTa HOIb30BATEIA2 3aBePIIACTCA THATNAIN3A-
U KPUNTOrpadUIECKOr0 MOILYJI.

2.2 IlapameTpbl BbI30Ba yTUJINTHI

Hoctyn k kpunTorpadudeckuM GYHKIIAM TPU padoTe ¢ YTUIUTOHN OCYTIeCTBIIETCS TTPU BHI30OBE
ucroasgeMoro Moayas xpkilutl.exe ¢ 3amarmemM mapaMeTpoB BBI30BA B KOMAHIHON CTPOKE.

xpkilutl.exe [omepamun] [mapamerpr] {ommum}

B kBagpaTHbIX CKOOKax yKazaHbl 00g3aTe/IbHbIE TapaMeTpbl KOMAaHIHON CTPOKHU, B (PUTYPHBIX -
HeoOsg3arebuble. PazjiesuresieM oneparyii, napaMeTrpoB, 3HaYEHU apaMeTpOB, ONINI U 3HAYEHU I
oNmuii ABJdgeTcd KaK MUHUMYM OJuH npobesn. Vcrmoiap3oBaHue pasfiesuTens dABIsgeTcd 00sg3aTelb-
HeIM. MakcuMas bHas JImHA KOMaHIHOW cTpokn 256 cumBosoB. llociie okonyanust paboThl MOMyJIs
3aKPbIThIH KJIIOY HE COXPAHAETCH, T.€. KJII0Y HY2KHO BBOJUTD 1IPU KAZKJIOM CJIe/YIONIEM BbIIIOJHEHUU
MO/TYJISI.

Buimostasgembie onepanuu:

— sign — BeImoaHUTL DT (MOXKHO BMecTe ¢ 3aganueM mudpoBaHUs);

— verify — BRIMOTHUTH MpoBepKy III;

— encrypt — BBINOJHUTH 3aitu)pPOBAHUE;

— decrypt — BbmoaHuTh pacuiudpoBanue (MOXKHO BMecTe ¢ mpoBepkoil D1I);

— help — mokKa3aThb CIpaBKYy.

Ipumevarus

1 Ilpu svinoanenuy onepayuti npoussodumcs nposepka epemeny deticmeus u napamempa “dama om-
3u6a” AaKMYAALHO20 CNUCKE 0MO3BAHHBLT CEPMUPUKAMOS.

2 B nepsyio ouepedv 6ceeda npoudsodumea nodnucarue, ¢ 3amem wudposatue u Haobopom, cHauad
pacwugpposanue, a 3amem nposepra nodnucu. Ipu cosmecmmom ucnoavdosanue onepavut encrypt
u sign, a makotce decrypt u verify, nopadox onepayuid npu 3a0aHUL 8 KOMAHOHOT CMPOKE 3HAYEHUA
ne umeem. Koauvecmeo sadannoir onepayuti 000020 Muna Ha Pe3yavmam padbomot MoOYAs AUAHUA
HE 0KA3BIBAEM, M.e. eCAU 68 KOMAHOHOT cmpoke bydem ykazano HeckoAvko onepavutl sign, datia ece
pasHo bydem nodnucar Morvko 00ur pas.

3 Caedyem umemov 6 6udYy, MO UCNOALIOBAGHUE MOALKO ONEPAUUY encrypt ne obecnevusaem KoH-
MPOAS UENOCMHOCNYU OAHHBLT U aymermudurayuro ux ucmovrura. IIpu neobrodumocmu KoHmpoas

! g onepanun nposepku D11 s3arpyska kmoda DI me mpomssoauTCa
2Heo6X0aUMO CIIETUTE 33 BPEMEHeM JIeHCTBHS cepTudUKATa I aKTYATbHOCTHIO CITHCKA OTO3BAHHLIX CePTH(hIKATOB.
s sroro Heobxomumo mepuoauntecku 3amyckars [IK «Copasounuk Ceprudukaross.



6
BAMB.00075-02 34 02

YEAOCTNHOCTIU U GYMEHMUPUKAUUL CACOYEM UCTLONDI0BAMD COBMECTIHO ONEPAUUY encrypl u sign, a
npu pacwugpposanuy u nposepke I — onepayuu decrypl u verify.
[TapameTpsr:

— profile [PROFILE] — ycraHOBUTH NpOGUIb (HACTPOHKH CIIPABOYHUKOB CEPTUMOUKATOB) B CO-
orBercTBUn ¢ haitiom PROFILE na Bpemsa paGorbl mporpaMMHOro Mojay/s. Be3 ucrmonb3oBanus
napamerpa —profile mo ymomuanmio ucnonb3yorca nactpoiiku [IK Cupasounnka Ceprudukaros.
MO}KGT HCIIOJIb30BAaThCA AJIA BLIIIOJIHCHMNA OHepaHI/Iﬁ C UCIIOJIb30BaHHUEM PA3JIMYHBIX 3aKPbITBHIX KJIIO-
4qei.

— in [INFILE] - ycranoButh ums BxoxHoro daiina B [INFILE];

— out [QOUTFILE] — ycranosurh ums Bbixoguoro daiina B [OUTFILE];

— data [DATAFILE] — ycranosuth nMs daiina naunsix B [DATAFILE| ns sommonanenus D11 win
nposepkn I ¢ ornesnenupivu (detached) nanmbivm.

OHI_[I/H/I BbIIIOJIHECHUN A !

— silent {ERRFILE} - pexxum 6e3 mokasza cooOImeHuil (sl HCHOJIb30BAaHNsI B aBTOMATH3UPO-
BAHHBIX CHCTeMax) ¢ 3amuchio mporokoaa B ERRFILE;

— sendcert — j00aBsATh cOOCTBEHHBIH cepTuduKaT Tpu BhimoHeHnH D11

— crlupdate {FILE} - onnus obuosjienuss COC, B kadecrBe napamerpa mepejaercs aili B
DER-komuposke. Onmusg ooHOBAeHNss COC MOMKET HCIOJIH30BATHCS MPHU BHIIOJHEHUH JIIOOBIX OIlepa-
nnii. [lannas dyuaknns ve nmpegnasuadena aas gobasienns COC Ilenrpa Perucrpanun B JIokaanHbI
Cnpasounuk. B ciyuae eciu onepanus BbinoJHeHa yenernHo (6e3 omu6ok), to COC Gyaer gobasien
B HUCIIOJb3YEMbIH JIOKAJbHBIN CIIPABOYHHUK.

Onmun mpoepkn DII:

— detached — oranenennaa 11

— eku [EKU] — nobasurh oid [EKU]| pacumpeHHOro UCnoIhb30BaHus KJIOYa OPU TPOBEPKe Cep-
TUdUKATA OTIPABUTEI;

— policy [POLICY] — no6aButh oid [POLICY| moMUTHKE UCTIOIb30BAHUST cCePTU(UKATA TPU TPO-
BepKe cepTuduKara OTIIPaBUTEI;

— delete [KON] — yxamurs [KOJI| moamuceit moce nposepku (-1 mas yaanenust Beex I1I);
— ldap — ucnosbszoBath LDAP s noucka ceprudukaTos;

— info [FIELDS] — ucnosb3oBaHme 310it ommun nposepku DI mo3Bosser 3a1arh Mo CepTH-
bukaTa moAMUCABIIEro, KOTOPbIe GYIYT 0TOOPaXKEHB! (IO YMOJTIAHUIO: BIaJIeJIel, Xel ). Bo3MOKHbIe
snadenus: subject, hash, altname, serial, notbefore, notafter.

Onmun mudpoBanus:

— recsubj [SUBJ] - mobasurs ceprudukar ¢ nmenem srageasua (DN) pasnoro [SUBJ| B ciucok
nostydareseit 3amudposannoro ¢aiiia, nampumep, «cn=0010400001»;

IIpumevarus
1 Jlas yka3anus HECKOADKUT noaywamenet 3auu@dpoeantozo @atiig HeobLoduMo HECKOADKO PA3 3a-
damo onyuto recsubj (nanpumep, —recsubj cn=userl —recsubj user2).
2 B nose [SUBJ| uma eradeavya cepmudurama yrasv6aemes noAsHOCMbIO.

— rechash [HASH] - jobaButh ceprudukar € OTIEYATKOM B IIECTHAIIATEPHIHOM ITPE/I-
crapiennn pasubiM [HASH| B comcok mosyuareneii  3ammdpobannoro dailia, HampuMmep,

«E2FFCCTFB347E41B4E220F96D23A4CC2596DB0E.
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— reclist [FILE] - cumrarh cmucoK mnoJydaresiei 3ammudpoBantnoro daiiia n3 3ajgannoro dop-
masn3oanHoro (aiia. Eau He 3a1an nonbit myth K daitay (ranpumep, .\reclist.txt), daiia cuan-
ThiBaercst u3 cucremuoro karaisora OC Windows (rampumep, C:\Windows\reclist.txt).

Eciu me 3aman pexkum 6e3 mOKa3a COODIIEHMI, TO ITPU BBIOJHEHHH Ollepaluil Ha KpaHe OyayT
0T0OparKaThCsl BBIIOJHIEMbIE OlEPAIMU U PE3YyJIbTAT BbIIOJIHEHUS.

2.3 IIpumepbl NCIIOJIb30BAHUS Y TUJINTHI

2.3.1 Brinoanenune 311

Crenytomas komanaa Boinosager DI daitna 1.txt u coxpanser pesysabrar B daita 1.s:
xpkilutl.exe -sign -data 1.txt -out 1.s

2.3.2 Bremmoanenue npoBepku D11

Caenyiomas KoMaHIa BbIIOJIHSET mpoepky D11 daiina 1.s u mpoepky cepTudukaTa JJis IPHU-
MeHEHHd KaK KJIHEHTa CUCTeMbl KJIHEHT-0AHK 0e3 IoKa3a COOOIIeHnil:
xpkilutl.exe -verify -in 1.s -eku 1.3.6.1.4.1.15477.4.2.2 -silent

2.3.3 Beinoanenus 3ammmdpoBaHusd

Caenyiomas KoMaH/ia BeIoHgeT 3amudpoBanue daitra 1.txt g Becex cepTuduKaToB ¢ jeii-
CTBYIOIIUM CPOKOM JIeHCTBUSA ¢ IMEHEM BJaJieiblia cn=ivanov,0=x509,c=ru ¢ coxpaHeHHeM Pe3yJib-
tara B Qaiin 1.e:

xpkilutl.exe -encrypt -in 1.txt -out l.e -recsubj ‘‘cn=ivanov,o0=x509,c=ru”

2.3.4 Beinoanenune pacrmdpoBaHns

Cureyromas KOMaH/1a BBIIIOJTHAET paciindposanue daiina crypt.e ¢ coxpaHeHHeM pPe3yIbTaTa B
daitn plaint.txt:
xpkilutl.exe -decrypt -in crypt.e -out plain.txt
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3 TIPUMEP ®AMNJIA OJId SAIIIM®POBAHIS

3.1 Ilpumep daiina

[Ipu pabotre ¢ yTuaInToi KOMaHHOI CTPOKH €CTh BO3MOZXKHOCTH UCIOJIb30BAHUS MOATOTOBJIEHHOTO
dbopmanmzoBarroro daiiia s BEI60pa TPYIIIBL oIy YaTeel ais mudpoBanus (¢ HCMOTIH30BAHIEM
onmuu -reclist samudpoBanus).

Huxe nmpuBenén npumep Takoro haiiia s 3aIaHHs CIUCKA, IOy YaTesei

; encryption recipients configuration file
[Generall]
Number=2

[Recipient1]

;Type could be one of the following:
;KeyId, Subject, Hash, Mail
Type=KeyId

Value=1209ABSCDIO1

[Recipient?2]
Type=Subject
Value=cn=ivanov,o=cbr,c=ru

3.2 Onucanue mapamMeTpoB

KommenTapuii 3a1aéTcst ocje 3HaAKa, «;».

[Tapamerp Number B ceknuu General 3aaéTcst KomnaecTBo nosrydaresieit 3amudpoBaHHoro gaii-
JIa.

Jlng kaxoro u3 noaydareneil 3agana cekuust [RecipientN], rie N — Homep mosyvaress.

B kaxoit u3 cexkiuii HeoOXoaAumMo 3a/1aTh napamerp Type — Tun waeHTUGUKAINNA Oy YaTe s,
MOIIEPIKUBAIOTCS CJIELYOIIIE TUIIHL:

— Keyld — npentudukarop kaoda I11;
— Subject — mosroe X.500 nms Baagensia (DN, Hanpumep, cn=user,0=x509, c=ru);

— Hash - orneuarok (x31mr w3garTenss u CepuitHOro Homepa ceprudUKaTa, KOTOPHIH 0T00-
pakaercsd B HUXKHell dYacTu juaJiora oroopaxkenuda ceprucdurara B [IK CuopaBounuk Cep-
TUHUKATOB) B NIECTHAIATEPUIHOM MPEJCTABICHUH, DPa3/IeJeHHbIl JBOETOYMEM, HAIPHMED,
“E2:FF:CC:7F:B3:47:E4:1B:4E:22:0F:96:D2:3A:4C:C2:597;

— Mail — agpec 3JIeKTpOHHO# TOYTHI IOy YATEI.

B coorBercrBHE ¢ 33JaHHBIM THIIOM HEOOXOIMMO 33,1aTh 3HAYEHHE /I ONCKa cepPTU(UKATA, IPH
zammpoBanuu B napamerpe Value.
Ipumevanue - Haubosee Ovicmpoili nouck npoucrodum npu 360aHuL 0MNEeYamyxa Cepmupura-
ma. 3adarue X.500 umenu usu adpeca AeKMPOHHOT NOUMBL MONCEM NPUBECTU K HATONHCOCHUIO
HECKOADKUL cepmuduramos 0ia 3auudposaru.
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4 TIPUMEP KOHOUTYPAIIMOHHOTO ®AJIA

4.1 IIpumep koHbUTypanmOHHOTO (Qaiijia

[Ipu pabotre ¢ yTuaInToi KOMaHHOI CTPOKH €CTh BO3MOZXKHOCTH UCIOJIb30BAHUS MOATOTOBJIEHHOTO
koHburypannornoro dbaiira u 3apanee chopMupoBaHHBIX 6a3 cepTHGUKATOB, (TO ecTh 6e3 HeoOX0/ -
moctu 3amyckarb 11K «Crnpasounnk Ceprudukaross ). s 9T0ro Heo6X0IUMO 3alyCTUTh MOJYJIb C
napamMeTpoMm -profile <umsa >, yKazpIBaronuit uMs HacTPOiKU B KoHdUTypanuonHoM aitie pkil.conf.

Hwuxke npuBenén npumep koudurypamuontoro daitia pkil.conf mia mactpoex mpoduieit cipa-
BOYHHUKOB i1 OMOJIHOTEKH

# pkil configuration file
default: ivanov

local: ivanov

pse: pse://signed/c:\ivanov\local.pse
localstore: file://c:\ivanov\local.gdbm
ldap: ldap://ldap.x509.ru/o=x509,c=ru

4.2 Onucanne mapamMeTpoB

KommenTapuit 3a/iaercd 1ocjie 3Haka #.

[Mapamerp default 3amaer mazBanume ogHOrO W3 MpoduIeit HACTPONKU TOIKIIOUCHUST KOHMDUTY-
parmoHHoro haitsia «1mo yMOTIaAHUTO».

B cirygae ucnonbzoBanus napamerpa profile 6e3 aprymentTa, ucrnoab3yercs Ipoduib, YKa3aHHbIi
B napamerpe default B korndurypamnuonnom caitie.

[Tapamerp local 3agaer HazBanue MpoduIsgd HACTPONKHU JIjIs UCIOJIb30BAHUA TOTO HA3BAHHS B
KavyecTBe aprymenTa napamerpa profile.

[Mapamerp pse 3amaer URI mocryna K nmepconanbHoMy crnipaBodnuky mosb3osaress ([TCIT)

[Tapametrp localstore 3amaer URI gocTyna K J0KaIbHOMY CIPABOYHUKY MOTb30BATENS

[Tapamerp ldap 3amaer URI moctyna K ceTeBOMy CHPaBOYHUKY CEePTHMUKATOB.
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5 KOJbl BO3BPATA

Koapr Bo3Bpara, Bo3BpalmaeMbie YyTUJINTON KOMaH/IHOW CTPOKH.

Kon Bo3Bpara

Onucanne

0

Het omubku. IIporpamma BbIOJTHEHA YCIIEIITHO

JIpyroit Ko

Koa ommmbku npuk/anoit OubmoTekn
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JIuct perucrpannm n3MeHeHui

Howmepa smcror (cTpanm)

Nzm

HBIX

N3MEHEH-

3aMeHeH-
HBIX

HOBBIX

aHHYJINPO-
BaHHBIX

Bcero
JINCTOR
(cTpanmun)
B IOKYM

Ne noxkymenTa

Bxonsrmmii

JUTENBHOTO

Ne  compoBso-

JOKYM W JaTa

IToam

Hara

BAMB.00075-02.001
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