[TAO «<MOCKOBCKAA BNPZKA»

YTBEPZKJ/IEH
BAMB.00075-02 91 01-JIY

AIIIIAPATHO-TIPOI'PAMMHBIN KOMIIJIEKC «KJIMEHT MB» BEPCHU4 2.0
ITPOTPAMMHGBIN KOMILJIEKC «CITIPABOYHUK CEPTU®UKATOB>

PYKOBOJACTBO 10 YCTAHOBKE 1 HACTPOIIKE

BAMB.00075-02 91 01

2015



2
BAMB.00075-02 91 01

AnHOTanuga

JTaHHBIA JOKYMEHT COAEPKHT OMUCAHUE MPOIECCa YCTAHOBKH M HACTPOIKH IIPOrPAMMHOIO KOM-
mwiekca (ITK) «Copaounuk ceprudukaroby (naree Cupapounuk cepruduxaros unan CropaBoYHIK ),
BXOJISIIETO B COCTAB allapaTHO-TporpaMMmuoro komiiekca «Kiaument MB» Bepcus 2.0 (nasee 1o
rekcry - ATIK «Kiuent MB»).

JIOKyMeHT npeJHa3sHadeH Ajd a IMHHACTPATOPOB U MOJIb30BaTe el KaK PyKOBOICTBO 110 yCTAHOBKE
u HacTpoitke CpaBoOIHUKA.
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1 TPEBOBAHNSA K OIIEPAIIMOHHOI CPEJIE N
AIIITAPATHOMY OBECIIEHEHUWUIO

I[IK «CopaBounuK cepTudHKATOB» MIpeIHA3HAYEH IS HCIOJIb30BAHUS B CJICIYIONINX OIIePAIH-
OHHBIX CUCTEMaX:

— Microsoft Windows Vista ¢ makerom obHOBIeHUil 1 u BbIIIE;

— Microsoft Windows Server 2008 ¢ nakerom oOHOBIEeHHIT 1 1 BHIIIIE;

— Microsoft Windows 7;

— Microsoft Windows Server 2008 R2;

— Microsoft Windows 8/8.1;

— Microsoft Windows Server 2012/2012 R2;

— Microsoft Windows 10.

B cocras JOIOJHHUTEJbHBIX allllapaTHBIX CPEACTB MOI'YT BXOAUTD:

— nporpammuo-aimaparieii komivieke (ITAK) sanursr or HC/I «Akkopa - AM/I3» wnn TTAK
«C000JTb»;
— JIa3epHbIHA LIPUHTED;

— cereBas KapTa i1 00ecIedeHns CeTeBOT0 B3auMOIeiicTBUSI.
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2 COCTAB ITPOTPAMMHOI'O OBECIIEHEHUA

CrnpaBounuk peannsoban B Buje ucnonusemoro momryast XCS.EXE (Certificate Store). B cocras
11O CunpaBodHEKa BXOJAT CJIEIYIONIHE OCHOBHBIE MOJYJIN TUHAMAYECKONH KOMIIOHOBKH:

— moayib XPKI.DLL, peanusyomuii pyukimn padoTsl ¢ ceprudukaTtaMu U JPyruMu 00beK-
TaMu CHCTeMbl, (hopMUpOBaHuSA 1 TpoBepru III;

— monyas GDBM.DLL, peanusytomuii (pyuxmnun 6a3sl CopaBOUHUKA;

— Moaysb INTL.DLL, peamu3ytomuit mo11epKKy pa3IndIHbIX KOJUPOBOK S3BIKA;

— moaysab XCERTUILDLL, peasusyoniuil (pyHKIME 10J1530BaTEILCKOTO HHTepeiica.

Moayne xPKI.DLL wucnonb3yer aunamudeckyio Oubanoreky WLDAP32.DLL m1a obecnede-

HUs B3auMoseiicTBus ¢ cereBbiM crpaBoununkoM LDAP. Jlannas 6ubnamoreka Bxoaut B coctas 110
Microsoft un ycranasmubaercs Bmecte ¢ 10O Microsoft Internet Explorer man Outlook Express.
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3 YCTAHOBKA ITPOT'PAMMHOI'O OBECIIEHEHUA

[Tepen ycranoskoit CupaBoununka Ha [[9BM meobxognmo mpenBapuresnsHo ycranouth CK3U
«Banugara CSP», pykoBojacTBysich unctpyknueit mo ero ycramoske. AIIK «Kiument MB» «Cupa-
BOYHHK ceprudukaroBy» paboraer ¢ CK3U «Bammgara CSP» Bepcun 5.0 B BapuanTe ucnoHeHus 1
nim 2.

[Tepe memocpeacTBeHHOl yeTanoBKO# CrpaBodHUKA HEOOXOIMMO TPOBEPHUTH IEJTOCTHOCTD JUC-
TpubyTHBa. DTO OCYIIECTBJISAETCS C MTOMOIIBI0 nmporpaMmMbl hashfile.exe, mHaxozsimeiicss va wHCTALIS-
IIHOHHOU JAHWCKeTe.

3.1 KoHTpoJIb 1eJJ0cTHOCTU 3TaJIoHHOI Kormuu 110

[Tporpamma hashfile.exe Bxomur B nactamnanuonayo nporpammy AITK «Kmanenr MbBbs» «Cmpa-
BOYHHUK CepTU(DHUKATOB» U IIPeIHA3HAYEHA, I/IsI KOHTPOJIS IeJOCTHOCTH HHCTAJIAINOHHBIX TPOrPaMM
1 KOHTPOJISI JIETAJIbHOCTH MCIIOIb30BAHMS STHX HPOAYKTOB. OHA HAXOIUTCS B KOPHEBOM KAaTaJIOre MH-
CTAJLJIATIUOHHON JTMCKETHI.

Ipumeuarue - Yraszanunan eviue npoepamma hashfile.exe asanemesa cpedemeom nposepru ue-
AOCTMHOCTU YCMAHOB0UH020 Komnaekma. Jlas nposedenus mexywe2o u nepuoduseckozo KOHMpPOss,
ucnoavayemces npoepamma hashfile.exe, exodawan 6 cocmas CK3U «Baarudama CSP» sepcua 5.0.

Onucanre NporpaMMbl KOHTPOJIS IeJIOCTHOCTH cMoTpH JokyMeHT BAMB.00060-05 92 03 «CK3U
«BAJIMJTATA CSP» Bepcus 5.0. [Iporpamma KOHTPOJIST METOCTHOCTH. PYKOBOICTBO MOJIB30BATE I,

3.2 Nucraanganus

NucTanndamus 1o1KHA TPOU3BOIUTHCS MOTB30BATEIeM, UMEIONIM MPaBa aIMIHUCTPATOPA.

[Tepe s nacTanasIUell yaauTe BCe panee CyMecTByoIe Bepecun ycranasauBaemoro [1O u moyst
Kpunrorpadudeckoit noaepxKKu. Kean Moiyab KpunrorpadudecKoil o/ IIepzKKH He y/1ajieH, HOBas
Bepcus He OyJeT ycTaHOoBJIeHA. /1g 9TOTO HCmomb3yiiTe MyHKTH ocHOBHOTO MeHI0O Windows «llycks,
«Hactpoiikay, «llanens ynpaBiaenndy, « YCTaHOBKa 1 yAaJeHUIE TPOTPAMM».

Barem ycranosute CK3U «Bamumara CSP». [Tocste 3Toro MoxKHO mpoao/kuTh yeranoBky AITK
«Knent MB» «CupaBounuk ceprudukaTons.

VceraHOBKA TPOrpPaMMHOTO 0O0eCreveHusl MPOW3BOAUTCS TIyTeM 3aiycka gucTpudyrtmBa xCS -
x X X.msi, HAXOISIIErocst Ha WHCTAJLISIIMOHHOM JancKe. [IJIst 3amycka HeoOX0AMMO 3amyCTHTh ITPOIECC
YCTAHOBKY W3 MPOBOJHHUKA JBOWHBIM IMIeJTIKOM Mbim 1o aiiny xcs x86.msi (mas OC Microsoft
Windows x86) uau 1o daiiry xcs_x64.msi (mas OC Microsoft Windows x64). ITocste 3amycka mpo-
1ecca ycTaHoBku Oyjier orobparken Hadasbublil gquasor (Pucynok 1).



8
BAMB.00075-02 91 01

i'._?JYcraHoBKa ANK Knnent Mb. Bepona 2.0: CnpasoyHnK ce _|I:I|£|

Macrep ycranoeku N0 ANK
M RTIAT LA AT Knuent Mb. Bepcuna 2.0:
@ BN CnpaBouHuk ceptudpukaros (x64)

MNepen sanycKoM NporpaMmbl YCTEHOBK PEKOMEHAYETCA
3aKpbITe BCe Nporpammel Windows.

Hasrante kHonky "Omiena" ans Bemxoga vs nporparme
YCTEHOBKM, 33TEM SaKPOATE BCE SaMYLLEHHEIE MPUNOXEHWA.
Haxraime kHonky " [anes” onA NpooonXeHuA YCTAHOBHK.

BHWMAHWME! JaHHas nporpamMma SalWileHa SaKoHami ob
SETOPCHI MPABEX M MEXIYHSP0,AHEIMA COrNAWEHMAMM.

HezaroHHoe BOCNPOMIEEOSHWE MNW DaCNpPOCTRaHEHWE
OEHHOA NporpaMMel MK nioBoi &8 Y3CTH BNEYET
FPEX AaHCKYD W ¥TONOEHYHD OTESTCTEEHHOCTE.

OTmeHa |

< Hazan

Pucynok 1 — Hauajibublil jiuaJjior ycTaHOBKHI

JlabHelmast yecTaHOBKa TPOU3BOAUTCS B COOTBETCTBHH ¢ COOOIEHNsIMHE, BhlgaBaembiMu 110 ycra-

HOBKH.
I[IK «CupaBoYHUK cepTU(PHUKATOBY PEKOMEH/IYETCsS YCTaHABIUBATD B pexkuMe « OOBIUHOI» ycTa-

HOBKH.
[Ipu HeobXoAMMOCTH W3MEHEHHS KOMIIOHEHTOB YCTAHOBKH HYZKHO BBHIOPATb PEKUM yCTAHOBKH

«Buibopounas» (Pucynoxk 2).
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i'._?JYcraHoBKa ANK Knnent Mb. Bepona 2.0: CnpasoyHnK ce _|I:I|£|

Boibop KOMNOHEHTOE
BrIfepiTe KOMNOHEHTEI, KOTOPEIE HEOBXOAMMO YCTAHOEMTS.

ONKCEHWE KOMMNOHEHTA:

- Mogkniouaemsie Moy MporpammHoe ofecnevenne CnpasouHuKa
' e (=il + | OpaEKE MO T CepTMEMKaToR

=1 ~ | Ompaeka vep
=1 ~ | OGHOoBNEHWE C
X _~| MacTep ycTan 3TOT KOMMNOHEHT BYAST YCTAHOENEH HA

~ =)~ | &FM PEC KnwenTta NOKANEHRIA XSCTKHA AMCK

- I=) = | JapervcTpMpoBaTE b Ina sToro KomnoHenTa Tpedyetch 1285KE

=3~ | Pacumpenwe Mposomrmia Ha ¥ecTHoM gucke. Boifipato 3us 3
=5~ | Pacuwperute Mposozka He = NoOKoMNoHEHTOE. [oaKoMNOHEHTE! TpEGyHT

> 1430KE Ha xecTkom gMcke.

[fzop.. |
MecTo Ha micke Chpoc < Hazan I Hanee = I COmaeHa I

Pucynok 2 — Bpibop KOMIIOHEHTOB YyCTAHOBKHU

[Ipu wcrnob30BaHUK 3TOTO PeKMMa BO3MOZKEH BHIOOD OTAeabHBIX KoMmoHeHTOB ATTK «Kument
MB» «CupaBounuk cepTuduKaToB» U KaTaJ0r0B, B KOTOPbIE OYJeT MPOU3BOIUTHCA YCTAHOBKA.

[Tocne 3aBepmienust mpomecca ycranoBku AIIK «Kiament MbB» «CrnpaBounuk cepruduKaToB»
JOJIZKHBI OBITH BBITMOJHEHBI JEHCTBUsA, HEOOXOAMMBIE NI OCYIIECTBICHUS PEryasapHOrO0 KOHTPOJIS
YCTAaHOBJIEHHOT'O MPOTPAMMHOTO obecrederus ¢ moMoribio [1O KOHTpOJIA 1MeT0CTHOCTH, BXOISIIErO
B cocraB AITK «Kanent MBy, u/nnmm TTAK «Akkopn — AMJI3».

WNucrarsaius obecriednuBaeT Bce HEOOXOUMbIE HACTPOUKHU i (pyHKIuonupoanusd CrupaBoOdHU-
Ka.
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4 3BAIIYCK IIK «CITPABOYHUK CEPTUPUKATOB»

4.1 3anyck IIK «CnpaBoyauk ceptudmuKaToB»

[TK «CnpaBouynuk ceprudukaToBy 3amyckaercs u3 ocnoBHoro Menio Windows «IIporpammbrs,
«Knneat MB», «CrupaBounuk cepTudpukaToBs.

4.2 3anyck CnpaBodHuKa ¢ ucnoJjibzoBanuneM ODBC

MK «CopaBodnuk cepTuduKaToB» MOKET ObITH 3aIyIeH C UCIIO/Ib30BAHIEM OTHOTO U3 MOIKJIIO-
gennii K 6aze manubix (DSN), HO 47151 5TOr0 HEOGXOAMMO BBIIOJHUTH CJIELYIOIINe AeiiCTBIA:

a) HACTPOHUTDH MOJKIIOUCHHE K 6a3e JAHHBIX (M. 1. 6.5);

6) ckomupoBaTh B Katajgor xpanenus 6a3 Cupasounuka daiin local.pse (o ymomrdanuio 910 Ka-
tastor C:\Users\ <mnms nospzosaresns >\AppData\Roaming)\Validata\ xcs\);

B) c037aTh B KaTasore xpanenns 6a3 Cnpasounuka daiin cfg.ini, cienytorero uia:

ODBC ;
— local.gdbm=xcscert;
— local.gdbm type=2
rie mapamerp local.gdbm 3zanaer uma DNS, a napamerp local.gdbm type — Tun xpanuniuiina 6a3sl

cepTubuKaTOB, ecau 2 — To H6a3a JAHHBIX, ecjJu 1 — To JIoKaJabHbIH gdbm.
[Tocsie sToro moxkHo 3amyckarb CupaBoanuk u3 ocaopaoro mexio OC Windows.
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5 PABOTA CO CIIPABOYHUKOM

5.1 Nurepdeiic n crpykrypa CrrpaBoYHUKA

I'paduuecknii uatepdeiic n crpykrypa CrpaBounuka npuBejiena Ha pucyuke (Pucynok 3).

&' CnpaBoyHME CEpTUPUKATOB

Ilep coHANBHEIN COPAB0YHHK NOIL30BAT 18
----------------------------------------------------------- * Conep#xuT cepTH(pHKATH [[enTpa

EI-@ CnpaBouHue cepTUd 4 STOE Sawmmes J1TT Ha KIro9ge DoIB30BAT &I
m MNepcoHansHel CNpasoYHME. CEPTUDME S
! =P NoraneHeit cNpasouHMK CEpTHEMKATOS CN=testss 01.0
{54 Ceprugux ate perucTpauum
= @ 3anpockl HE CEpTHDMKATEI
CepTudur aTe
o CoofiwerHa 0 KOMIpOMET SLHM
i % coc JIoKaIbHBII COP ABOYHHK H0/IB30BaTe/IH \
E@ CeTesrie CNPaBOyHUKY CEPTURHK ATOE ConepxuT:
* JyHBIE CepTH(HKATHI IOIb30BATENA
* CeprH(HKATH OpVIHX NONb30BATENel
*  3ampochl Ha H3TOTOBIEHHE cepTH(HKATA
MONbE30BATEIIA
CeTeBbRIe CIOpaBOYHHKH - SEHPOCIJI Ha OT3BIB CEPTH[[}HI{HTH
CG,[[EP?KHT: NOIb30BATEIA
* CepTHdHEATEI * ChHHCKH OTO3BAHHBIX CepTH(QHKATOB
NQIb30BATENeH \ /
* (CIOHCKH OTO3BaHHBIX — I ﬂ
cepTHDHKATOB . [0uz2] Hjl%?aﬂ 2004 r. 13:2328 GMT Y
‘ Texkymee BpeMs 1Mo Ipnmmq}*j

Pucynok 3 — Nurepdeiic CupaBounuka

Unrepdeiic CrnpaBounnka oTobpazkaer cJeayolne TuMbl crnpaBodankos (Tabauma 1) , Tumb
obbekToB (Tabauna 2) u UX COCTOSHUS.
Hpumevarue - Pucynru 6 mabauye npusedenv, 6 coomsememeuu co cmpyrmypoti Cnpasounuka.
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Tabauma 1 — Orobpakenne cTpykrypbl ClipaBOYHUKA

Pucynok m mazBanue B mHTepddeiice

IIpumeuanue

e

Cupasounuk ceprudu-

CupaBouHUK cepTU(UKATOB MOJTH30BATES

5 KAaTOB
Ilepconanbubiii  cmpa- | IlepconanpHblil cpaBoYHUK MOIB30BaTe . COMEPKUT CEPTH-
Bounuk ceprudukaros | dukarsr IC. Samumen 11 wa xirove mosp30BaTeis
Jlokanmbublil  cnpaBod- | JIOKANIBHBIN CIpaBOYHUK mOIk30Bares. OTobpaxkaer Bce 00b-
HUK CepTudUKATOB €KTBI, HAXOAAIINECS B JIOKAJIHHOM CITPABOYHUKE.
Ceprudurarsr  peru- | Orobpazkaer cepruUKATHI PETUCTPAIUME TOJIB30BATESA, HAXO-
crpanuu JSIIMECcs B JIOKAJIBHOM CIIPABOYHUKE [OJIb30BATEIS.

Sampocsl Ha cepTudu-
KaTbl

OTobpazkaer 3ampochl Ha CepTU(UKATHI TOJIb30BATES, HAXO0IA-
mecd B JIOKAJIBHOM CIIPAaBOYHHUKE II0JIb30BaTE .

il & L8

Ceprudurarb

OrobpazkaeT cepTudUKAT MOIb30BATEIIA () W JIpyTHEe Cep-

TI/I(i)I/IKaTI::I7 HaXoddrmuecd B JIOKAJIbHOM CIIPABOYHHKE IIOJIb30Ba-
TEJIA.

Coob1rieHrst 0 KOMITPO-
METAIN

OrobGpazkaeT COODIIEHNUST O KOMIIPOMETAIH CePTU(MUKATA TOTb-
30BaTessd, HAXOISIIUAECS B JIOKAJTBHOM CIIPABOYHHUKE TOJTH30Ba-
TeJis.

|

COoC

OrobparkaeT CIUCKA OTO3BAHHBIX CEPTU(MUKATOB, HAXOAAIIAECS
B JIOKAJIbHOM CITPABOYHUKE MOJIb30BATEIS.

CereBble CIPABOYHUKHU

CeteBbie cripaBodHUKE CepTUGUKATOB. COMEPKUT CITUCOK CEeTe-

= cepTudUKaTOB BBIX CIIPABOYHUKOB.
Haszpanue ceresoro | Cerepoit cupaBounuk. CozepKuT cepTuduKaThl H0Ib30BaTETeH
CIIPABOYHUKA u COC IIC u IIP

Tabnuma 2 — Orobparkenne 00bekTOB CHPABOYHUKA

IIukTorpamma

Onucanue

{

HeiicTBytomnmit ceprudukar.

Oro3Bannbiii ceprudukar. Ceprudurar Obu1 oto3Ban u maxonurcsa B COC

Heneiicryromuit ceprudukar. Ceprudurar He yIOBIETBOPIET TEM BPEMEHHBIM MDAHUIIAM,
KOTOpBIE JIJI Hero yCTAHOBJIEHBI.

Crucok oro3BanubIX cepTrudukaToB. COMEPKUT CepUiiHbIE HOMEPA CEPTU(MUKATOB, KOTOPHIE
onru oro3panbl 1IC.

Hepneiicreyrommuit COC. COC He ymoBIeTBOpsSieT TeéM BPEMEHHBIM TDAHUIAM, KOTOPBIE JIJIs
HETO YCTAHOBJIEHBI.

Ceprudukar perucrparmu mosb3oBaresis. Ceprudukar, KOTOPbIH MOJy9aeT TOIb30BATEh B
IIP. Ha ocroBanum 3Toro ceprudukara moab30BaTenb (popmupyer 3ampoc B 1P ma BbIIyCcK
CBOEro cepruduKaTa.

Heneiicryromuit Ceprudukar perucrparuu. Ceprudukar perucTpanuu He yI0BJIeTBOPSeT
TeM BPEMEHHbIM I'DAHUIAM, KOTOPbIE JIJIsi HEIO YCTAHOBJICHBI.

Jlwanerit ceprudukar monb3oBaress. Ceprudukar MOIb30BATEIS, HA KOTOPOM 3aIlUIIEH
IlepconanbHBIH CIIPABOYHUK TOJTH30BATETSI.

Orospannbrit JInamwrit ceprudmkar nmoan3osarensa. CepTrdukar ObLI OTO3BAH W HAXOIUTCS
B COC.

Heneiicryromuit JInunbiit ceprudpukar mosb3oaress. Ceprudukar e yaoBIeTBOPSIET TeM
BPEMEHHBIM I'DAHUIIAM, KOTOPBIE JIjisi HENO YCTAHOBJIEHBI.

3ampoc Ha BBITYCK HOBOTO CepTU(MUKATA MOJIH30BATEIIS.

ol D@ B)10) [9EE L

3ampoc Ha OT3bIB JIMYHOTO CepTU(MHUKATA TOTH30BATEIS.
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5.2 Hactpoiika CnpaBoYHHKA

g macrpoiiku CrpaBodHrKa HEOOXOAMMO BBIOpATh 13 OCHOBHOTO MeHio « Hacrpoiikny, «Hacrpoitka CipaBounuka
ceprudukaros». [logBurcs auanorosoe okHo st Hacrpoiiku napamerpos Cupasounuka (Pucynok 4). Ha 3aknaiake
«O01me HACTPOWKM» MOYKHO yKa3aTh BPEMsl B JIHSX, MO MCTedeHWr KOTOpOoro CrmpaBOYHUK OymeT MpeaynperkIaTh
TOJTF30BATEIsT 00 OKOHYAHWN BpeMeHU JeiicTBus Takux 00bekToB Kak «Ceprudukarsry u «COC».

Hactpoiika napamerpoe N0 CnpagodHvK cepTrdHKaToE ﬂll

Dfiume HacTpaikA | CrpaBoyHUEM I HacTpolik uHTEpdElica I MNogkniouaerele Moayau 4na obkeHa c LLP I

BpemeHa 00A MCTEKAOW MY OFLEKTOE |
A cepTiHtkaToE

ElN ﬁ DHedi
Haa COC:
I1 4 ﬁ OHeii

ak. I OTrieHa

Pucynok 4 — Oxno «O06mme HACTPOHKT»

Ha zaknanke «Cupasounvkuy (PucyHok 5) moxkuo Hacrpouth Crpasounuk g paborst ¢ ODBC xpanuumiem.
s aroro Heobxoaumo ykazarb Mcrognuk (DSN), B KoTOpoM OyayT XpaHUTbCs 00HEKThI CIpaBoYHUKa. Ec/iu ucrounuk
HE CyIIECTBYET, ero HeoOXoauMo HacTpouTh depe3 «Aamuancrparop ODBC».

HacTpoika napaMeTpoe M0 CnpaBoYHWK cepTyibMKaTos ﬂﬂ

Ofwme HacTpofiky  CPEBOYHMEH | HacTpofikiy MHTepderica I Mogknioyaetels MogyaM 4nA obkeda c LLP I

~ Mcnonezosate QDBC
CrpagoyHuME | Haur1eHosaHme MoTouHuka [DSH]: |
NaokaneHelH CAPABOYHMK CEPTUPUKATOE UzerDb
{ Agraunuctpatop ODBC |

QK. | OrtmeHa |

Pucynok 5 — Okno «Hactpoiika CpaBounukas

Ha zakmnanke «Hacrpoiiku unrepdeiica» (Pucynok 6) M0KHO BbIOPATH OIpE/IeJIEHHbIE HACTPOWKY J1Jisi [I0JIb30Ba-
TeIbCKOro muTepdeiica:



14
BAMB.00075-02 91 01

— OTCBHLIATH 3AIPOCHI 110 JTEKTPOHHOI MOUTE — €CJIM OTMEYEHA 3T OIIHUs, M HA KOMIIbIOTEPE MTOJIb30BATEJISI yCTa-
HOBJIEH TIOYTOBBIA KJIMEHT, TO MOCTE TeHEPAINd 3anpoca Ha BbIAAdy cepTudukara win (GOPMUPOBAHUU 3aMpPOCA HA
OT3bIB cepruduKara, OyIeT BbHI3BAH MOYTOBBIN KJIHEHT i oTnpasKu 3ampocos B 1IP. Bce mHy:kHOe misg orupaBku B
TP 6ymer y»ke 3am0/THEHO, ITOJIB30BATEII0 OCTAHETCSI TOJIBKO OTIPABUTH COODINEHHE;

— CO3JABaTh MOJKATAJIOT C WCIOJb30BAHUEM TEKYIIETO BPEMEHU JJisi COXpaHeHWs pe3epBHbIX komuil 6a3 Crpa-
BOYHHUKA — IIPU CO3JAHUU PE3EPBHOI KOIMH IIOJb30BATEb JTO/KEH Oy[eT yKa3arTh KaTaJjor, B KOTOpoM Oyier co3maH
[IO/IKATAJIOr C Pe3epBHbIMU Konuamu. VMs 101Karasora COOTBETCTBYeT BPEMEHH CO3/IaHMUs KOIIUU.

HacTpoika napaMeTpoe M0 CnpaBoYHWK cepTyibMKaTos ﬂﬂ

D8wmMe HacTpokkM I Crpasounmey  HAcTpofiku uHTepdefica | Mogknioyaetels MogyaM 4nA obkeda c LLP I

MNaparteTp |
O Coznseare noakaTanor ¢ UENOAESOESHUEN TEKUILETD BPEMEHM ANA COXPAHEHIA PESEPEHEE KONWE Sa5 ..
Jenars pesepEHYD KOMHIO N0 BEIX00Y M3 MPOrpamMiel, CAH GbUTHM MSMEHEHWA B CHPaBOYHHKE

OTofpatars TekcTogoe onucaHue D10

O Orofipascars sHavenue 01D ecam A0CTYNHD M0 TEKCTOBOE ONHCaHWE

QK. I OrtmeHa

Pucynok 6 — Okno «Hactpoiiku unrepdeiicas

Ha zaknauke "Hacrpoiiku aBromarudeckoro pexuma' (PucyHok 7) MOKHO HAcCTpOMTb UHTEPBA] (B CEKyH/AX)
ABTOMATHYIECKON MPOBEPKH OOHOBJIEHUN CIIPABOYHUKA.
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HacTpoika napamerpos N0 CnpagouHvK cepTipiKaTos ilil

(& He HACT PO | CrnpaEodHHEM I HacTpolikl WHTepdeica
HacTpoiikiy AETOMATMYECKArD PEHMMA I [TaaknmHaskble Mogund 4na ofkeda o LLF I HacTpolkK reHepalkK Kamnyed

MHTEpEan NpOBEPKM OSHOENEHHIT

10 =) Cex

] I OTtieHa

Pucynok 7 — Okno «HacTpoiiku aBToMaTH4ecKoro pekumMas

Ha zaknazuke "Ioakirouaemprit mogyiu i obmena ¢ [IP"(Pucynok 8) MOXKHO BbIOpaTh OLpeIeSIeHHbIE MOYJIU
Jis TosTygenus u ornpaBku wHdopMmarun B [1P.

Momynu ans monydenus nadopmarmn u3 [learpa Perucrpanum cioyxar ajis moyderus OOHOBIEHUH, BBITYCKAe-
mbix [IP. Mogynu miist oripaBku B LlenTp Perucrparuu ciyxar ais ornpasku B [IP Takux 00beKTOB, KaK 3ampoc Ha
HOBBI! cepTudUKAT U 3aIPOC HA OT36IB ceprudukara. st HaCTpOiKu MO/ Ty/isi HEOOXOAUMO BHIOPATH MOIYJ/Ih U HAYXKATH
kuonKy «Hacrpoutrs». s Toro 9robbl aKTUBHPOBATH MOJY/Ib, HEOOXOAMMO HAPOTHUB HErO MOCTABUTDH TAJIOUKY, JJIs
JeaKTUBaINK, HA000poT, yOpaTh rajaodukKy.

s mobaBjenust MOIY/Isi HEOOXOINMO HAYKATH KHOMKY «/[00aBUTH» B 3aBUCHUMOCTH OT TOTO, KAKON THUI MOIYJIsT
HEOOX0IMMO J00ABUTH: MOLY/Ib Mg oOHOBIeHui u3 1P wiu qyia ornpasku B IIP (Pucynok 8). /lajiee NogBUTCS IUAJIOT,
MIpEe/JIATAONINY BhIOPATH TOIKJIIOYAEMbIil MOMY/h. IIOAKIIO9aeMbIii MOIY/Ib SABJISETCS TUHAMUYIECKONH OMOINOTEKOM,
daiinoBoe pacmupenne moayias — DLL. Ilocime BuiGopa MOmysist ero HAMMEHOBAHNE MOSBUTCSI B COOTBETCTBYIOIIEM
OKHe.

st HacTpOiKK MOy st HEOOXOAUMMO BBIOpATH HEOOXOMUMBbIN MOy b U HaxkaThb KHONKY «HacTtpoutns.
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HacTpoika napaMeTpoe M0 CnpaBoYHWK cepTyibMKaTos ﬂﬂ

D8wmMe HacTpokkM I CrpagoqHMEm I HacTpobitu wimepdeiica  [100KADYIEMEIE MOQYAM aNns ofkera c P |

Mz llenrtpa Peructpaumu: B LleHTp PerucTpati
b oaynu | ToBaeuTe | b oaynu | LofaeuTe |
J&HoENEHME OFEEKTOE 1S K... Akcnopt & dakin ona Leqrpa..

Upanure | O Ornpaexa no novre gna e, . Yganue |
Hactpoure | Hactpoure |

QK. I OrtmeHa |

Pucynok 8 — Okno «Iloakioyaembie Moayan aig ooMena ¢ 1IP»

Momyns «Ornpaska no noure st Llearpa Perucrpanunsy npegnazuaden ajist ornpasku aiinos B I[P mo snekrpon-
HO#t mogdte. Momynb mpeacTaBasger coboit AuHaMuYecKyio Ombmoreky xuserpost2ra.dll, pacmomokeHHYI0 B KaTajaore
C:\Program Files\Validata\xpki\. IIpu macTpoiike MOIyJ/is IOABATCSA AUATIOTOBOE OKHO HACTPOiiKu Momyms (Pucynox
9). B nose «Axpec IIP» meobxomumo ykazarsh mouTosbiii agpec lenrpa Perucrpanuu B dhopmare RFC 822.

Hacrpofika nogkmoyaemoro Mogyns B

Anpec LLP:
Ira@HEDEI. 7]

Ok I Cancel

Pucynok 9 — Hacrpoiika moayns «OrnpaBka 1o noure g Lerarpa Perucrpamum»

Momyns «kcnopr B daitn mis Henrpa Perucrpaiuu» npegaasuade ajist 3anucu GpaityioB Ha HOCUTEIb JJIs TOCJIe-
nytomreit mepegayun B [IP. Monynb mpeacrasiser coboit nuaamudeckyo oudbanoreky xuserdisk2ra.dll, pacmonoxenuyio
B xarasore C:\Program Files\Validata\xpki\.

ITpu HacTpOiike MOYJIs MOABUTCS JUAJIOrOBOE OKHO HacTpoiiku Momyisa (Pucynok 10). OKHO comep:KuT moJie Jjist
HACTPOMKM KATAJIOTa, B KOTOPBIH OY/IyT 3aIUCHIBATHCS SKCIIOPTUPYEMbIe OObEKTHI, U (hJIar s HHTEPAKTUBHON pabOThI

Momysist. Eciau aTor ¢aar ycraHoB/eH, TO PHU IKCIOPTE OOBEKTA Y MOJIb30BATEd OyIeT KaxKIbIil pa3 CIIPAIUBATHCS
nms daita.

Hacrpofika nogkmovaemoro mogyns E

IC:\ MponucTare |

Iv |:I'I|DaLI.IMBaTb Y NONe30ESTENA HrA
FaHNA 408 COXPAHEHKA OBBEKTS

Cahicel |

Pucynok 10 — HacTpoiika monyas «Dkcnopt B (aitn gas Henrpa Perncrpanum»
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Mozaynb «ObHOBIEHNE 0OBEKTOB M3 KATAJIOTa» MPETHAZHAYEH g mojaydenns oOHoBjaennit u3 llenTtpa Perucrpa-
uuu. Moaynb npeacrabiaser coboil muHamuyeckyo Oubiamorexky xupdatefromdisk.dll, pacmomoxkenHyio B Karajore
C:\Program Files\Validata\xpki\. IIpu nacrpoiike MOIyss HOSBHUTCs: JMAIOrOBOE OKHO HAcTpOiiku momyns (Pucy-
Hok 11). [lyisi HacTpOWiKM HEOOXOAMMO YKa3aTb KaraJor, B KOTOPOM MO/YJib Oyuer uckarb ailiibl ¢ pacliupeHuem
«pse». Eciu ycranoButh dyar «Yaanars daiir mocie 06paboTkus, 1o daita Oymaer ynamen. s caydas, eCiiu HyKHO
BBIOpPATH KATAJIOT, OTJIUYHBIN OT YCTAHOBJIEHHOTO IO YMOJTJIAHUIO, TpeaycMorpen (dyar «Boidupars karanors. Ecim ou
Oyzer yCcTaHOBJIEH, TO IMPH 3aIyCKe OOHOB/IEHHS OOBEKTOB OYIET BBIAAHO AUAIOTOBOE OKHO I BRIOOpaA KaTajora, u3
KOTOPOro OyIeT IPOU3BOAUTHCS OOHOBJIEHHE.

HacTpoiika no gKnHYaemoro Mogynsa E

K.aranor gna dainoe:

IC:\tmp\Dut Mponucrare I

¥ Ynanare dakin nocne ofpatioriu9

¥ BriSWpaTk karanor

ak | Cahicel |

Pucynok 11 — Hactpoiika moayirst « O6HOBIeHHE 0O0BEKTOB U3 KATAJIOTay

Momynb «O6uoBenue obobekToB ¢ WEB cepsepa LIP» mpennasnaden mist nonydgenus obHoBienuit u3 LlenTpa
Perucrpamuu vepes WEB-cepsep Lenrpa Perucrparmuu.

ITpu macrpoiike MOIyJs MOABUTCS JMAIOrOBOE OKHO HacTpoitku moxmynsa (Pucymok 12). B mone «Aapec WEB
cepsepa 1IP» meobxomumo ykaszars URL WEB cepsepa I1P.

HacTpoikka nogKnHYaeMoro Mo g X|

Appec\WER cepeepa LLP

0k, I OTrEHa

Pucynok 12 — Hacrpoiika moxyas «Oouosnenune oobektoB ¢ WEB cepsepa 1TP»

Monayns «Ornpaska uepe3 HHTP llentpa Perucrpamuuns npenna3smaden ornpaBku ¢aiiioB Ha cepsep llenTpa
Perucrpamumn.

JluamoroBoe OKHO HACTPOUKH MO/l AaHAJIOTHIHO JTUAJIOTOBOMY OKHY HACTPOiKH MOmy st « OOHOBIeHWE 00BEKTOB
¢ WEB cepsepa IIP» (Pucynok 12).

Huist ynasnenust MouyJsisi HEOOXO/UMMO BbIOpATh HEOOXOAUMMbII MOLY/Ib U HAXKATh KHOUKY <«Yaauurh» (Pucynok 8).

Ha zaknazake "Hacrpoiiku renepanun kiaodeit" (Pucynok 13) MOXKHO yKa3aTh ajrOpuTM, IO KOTOPOMY OyIyT CO-
31aBaThCs K04K (BHIOPATH COOTBETCTBYIOMIMIA CTAHIAPT ).
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HacTpoika napamerpos N0 CnpagouHvK cepTipiKaTos ilil

[ &WwHe HacT POk I CrnpaEodHHEM I HacTpolikl WHTepdeica I
HacTpolik aETOMATHYECKOMD Pk a | M ogkMouaersle FMogyaH 409 obkeHa ¢ LP  HAcTpoliki reHepaud Kioded

= .":"..I'IFEIDL'I'I'M reHepale KaoYa:

Heamme AArOpKTH 4NA reHepau - K HOHE;

] I OTtieHa

Pucynok 13 — Okno «HacTpoiiku renepaiuu KJiodei»

5.3 Pa3rpanmdeHne nmpaB J0CTyNa Ha mMcHoJjib3oBaHne CnpaBOYHHUKA

Jl7ist pa3rpaHuveHus MpaB JOCTYTa HA UCTOab30BaHne CIpaBOYHUKA MCIOIB3YEeTCS MEXAHU3M MAPOILHOMN 3aIUThHI
CupaBounnka. [laposns geiictByer 10 ero m3menenus wim orMmenbl. [locsie ycranoBku maposisi, CIpaBOYHUK MOXKET
paboTarh B ABYX PEKUMAX:

a) Pexxum ajmunucrparopa;

6) Pexkum nosibzoBareds.

B pexxume nosp30BaTesiss HEBO3MOXKHO y/iaaeHue Hu OJHOro u3 oobekrop CupaBounuka. B pexxume agmuHnCTpa-
topa CrpaBoYHHK paboTaeT MOTHOMYHKIIMOHAIBHO.

5.3.1 VYcraHoBKa mapoJis

Jlist ycTaHOBKYM TApOJis HEOOXOAMMO BLIOPATh MYHKT «YCTaHOBUTH MApOh AIMHHHUCTPATOPa» OCHOBHOTO MEHIO
«[Maponb Axmunucrparopas (Pucynok 14).

Paiin  CnpasoyHdr cepTidukaTos | [apone agMuHWcTpaTopa  HacTpofikw  Ceper
J = G | $ | P | =) YeTaHoBmHTE Napons AarMUHMCTpaTopa
W EmEHNTE MapEIE A MAHEET R ETOEE
W AT NapE e SO HHHET R ETERE

E@ CrpaBoUHME, CERTHRUKATOE
£33 Nepcomanskeii crpasouH

m

E@ Mok ANEHEIR CAPEEOYHME CERTHEPUE STOE CH=testss
{59 CepTHEMEATE! PEFUCTRALMK 2 CN=TE st CN=
~[5#] 3anpock Ha cepTHEMKATEI —
; MO =009 W, ..
=] Ceomutukarel @ RS

Pucynok 14 — Vcranoska [laposist ajimunucTparopa
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ITocse ycranoBku maposist mpu KaxkaoMm 3amycke CrpaBodHMKA OyJerT 3ampainmBaTbCs maposib. Kcim maposas He
BBEJIEH WJIKM BBEJIEH HempaBuabHO, CIPABOYHUK ABTOMATHYECKHU MEPEKII0YAETCS B PEKUM MOJb30BATES.

5.3.2 U3MmeHeHUWe mapoJig

s u3MeHeHMs 11apoJisd aJAMHHMCTPATOpa HeoOX0AMMO BbiOparb HyHKT «M3meHuTb maposb AjaMuHucrparopas
ryaBHOro Menio «Ilapons A qmunucrparopas (Pucynok 14). JTaree nogBUTCS TUATIOTOBOE OKHO, TIPEJIIArAIOIIEe BBECTH
HOBBI Taposb aamuHECTparopa (Pucynok 15).

Crena napona AgMuHMCTpaTopa EHE

Beeavme napone:

BeeauTe napons ewe pas:

ak I OTrieHa |

Pucynok 15 — Okno «CMmena maposst aaMIHACTPATOpay

IIpumenanue - CmeHna NaAposs 603MOHCHA MOALKO 6 pedcume Admurnucmpamopa. Munumasvhas OAUHG NAPOAS
8 cume0.n08.

5.3.3 VYaajsieHue mapoJis

Jlns ynajmenust maposs aIMUHACTPATOPA HEOOXOIMMO BHLIOPATH TMYHKT «YIAJIATH Tapoab AIMUHHCTPATOPa» OC-
uosHOro Meuio «Ilapons AxaMunucrparopas (cm. Pucynok 14).
Hpumenanue - Yoarenue naposs 603MOoAHCHO MOALKO 6 pescume Admunucmpamopa.

5.4 Hactpoiika naTepdeiica CrrpaBouyHUKA

CrpaBOYHUK TO3BOJISIOT OMPEIEINTD COCTAB WHMOpMAaIny, BHIBOAMMON B TpaBoit actu narepdeiica CrpaBodHrKa
Jis cnuckoB 00bekToB. HacTpoitka orobpakenusi cnimcka 00bEKTOB OCYIIECTBIISAETCS BHIOOPOM HEOOXOAMMOTO CIIHUCKA
B JieBoM okHe mHTepdeiica CnpaBounuka, ganee HEOOXOIUMO MEPEKTIOUUTHCS Ha OTOOPAXKAEMbIdl CIIUCOK OObEKTOB
(upaBoe okno unrepdeiica CupaBouHuKa), HAXKATH LPABYIO0 KHOIIKY <«MbllK» U BbiOparsh myHkT Menio «Hacrpournb
orobpazkenue». JIjia HACTPOWKE OTOOPayKeHUs TIOJHb30BATENIO TPEIAraeTcs BhIOPATh Mojsa (KOJoHKK B uHTEpdeiice
CnpaBounuka), KOTopbie HeoOxoaumo orobpazkarh (Pucynok 16). OkHO comep:kuT aBa crucka - «Bo3moxkubie mosis»
u «Texymme mossy. «Bo3MoxKHbBIE TOJIsT» — ITO TOJIs, KOTOPhIE MOYKHO BBIOPATH /I OTOOpakenus. « Tekymiue moss»
— 3TO TOJsI, KOTOPbIe OTOOPAaXKAlOTCS B JAHHBIM MOMeHT. /I mobaBieHns CHHCKA TOJEil K TEeKYIHM HeoOXOINMO
BBIJIEJIUTD BCE TpeDdyeMbIe moJis B cruucke « Bo3MoxKHbIE TOJIst» U HAXKATh KHOIKY <<>>. Boibpansbie 1oJisi mosiBsATCS
B crucke «Tekyimue mosnsy. g yaanenus moseit u3 cnucka « Tekyime mosis», HeoOXOIMMO BBIIEIUThH BCE TPeOyeMbIe
mojisg B criucke «Tekyime mosisy M HAXKATh KHOMKY < ». JlJiss M3MeHeHusT OPsAIKA OTOOPAYKEHUsT MCIOIb3YIOTCS
KHOIIKH, PACIIOJIOXKEHHbBIE CIIPaBa OT crucka «Tekyimue mossi». s n3MeHeHns: MO3UIKUK TIOJI B CIIHUCKE HEOOXOIMMO
BBIOPATH TIOJIE W HAYKATH KHOMKY «IZ]» (BBEPX) WJIM KHOIKY «Iz]» (Bumu3). Camoe BepxHee noje B ciucke «Texkyiue
moJisi» orobpazkaercs: B maTepdeiice CupaBOYHUKA KAK caMas JIeBask KOJOHKA, CaMOe HUYKHee TI0JIe — KaK caMasi TpaBast
KOJIOHKA.
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Hactpoiika orofpaxeHua o6bekToOB

HacTpofika KonoHoK
HacTpofika konoHok, oTodpaseHHA OfLerT 06

BostaosHee Nons : Terywme nond ;
Mzparens - Bnaneney; Mran
WzpaTens: Mma CepuiHEI HOMED
Wzparens: OpraHyzauma JEfcTEMTENEH C

£ TEHHE HefcTEWTEMEH No -
Bnaneney, = |
Bnageney: OpraHyzauma
B nageney: MNogpasneneHue |
Bpetan cozaanua LN
3anpoc Ha OT3bIE CEPTHEMKETa - |
Hara Beinycka
Cneayowmii Brinyck -

M2 OTozBaHHRE CepT.

Mzparene: email >
1| B

OrraeHa |

Pucynok 16 — Okuo «HacTpoiika oTobpazkeruss 00beKTOB»

5.5 CeTeBbi€e CITPABOYHUKN CEPTU(PUKATOB

5.5.1 JlobaBienume CeTeBoro cumpaBoOYHHUKA

CropaBOYHUK TO3BOJISIET TOJB30BATEII0 PAbOTATh C CETEBBIMHU CIPABOYHUKAMHU CEPTU(MDUKATOB MO MTPOTOKOJY
LDAP. O1HOBpeMEHHO I0JIb30BaTEIb MOXKET PADOTATH C HECKOJILKAMHU CIpaBoYHuKaMu. s nobasienus nHosoro Ce-
TEBOrO CIIPABOYHHUKA I10JIb30BATEI0 HEOOXOAMMO BhIOpaTh B jeBoM okHe CupaBounuka nyHKT «(CeTeBble CIPaBOYHUKU

cepTudUKATOB», HAXKATH IIPABYIO0 KHOIIKY «MBIIIK» U BbIOPATh MyHKT MeHIO «/lobaBurh cereBoii cupaBounuky (Pucy-
HOK 17).

&' CNpaBoYHHK CEPTHOHKATOE

Paiin  CnpasouHdk cepTybukaros  Mapone aamuHmWcTparopa H

e e Ml AT

=1-fE3 CNpaBouHUK CapTHEMKATOR
A NeproHansHell CNPAEOMHKE CENTHERURATOE
E-ER NokansHeil CPAE0YHWE CEOTHEBURATOE
L5 CopTUPMKATE pErHCTPALMH

&) 3anpocel Ha ceprugukaTsl
CepTHPMEATE

18] Coofwerua o komnporeT sUMH9

=

Pucynok 17 — Jlobasnenne CeTeBoro cupaBodHHKA, CepTHMOUKATOB

Jasiee moabn30BaTeNI0 HEOOXOAUMO HACTPOUTH TapaMerpbl CeTeBoro CrpaBoYHuKa cepTuduKaTos, Takue Kaxk (Pu-
cyHOK 18):

— cereBoit myTh K CripaBOYHUKY:;

— HM4 II0JIb30BaTeJId AJid IIOAKJIIOYECHNA K CHpaBO‘IHI/IKy;

— maposib Jutd HoakIoveHus K CIpaBoOYHUKY;

— pexum otobpazkenust CeTeBoro CrpaBOYHUKA B BHUE JIEPEBA.
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JNofiaEneHHe CETEBOro CNpPaEDOYHUKA EE3

LDAF cepeep Tun:

[Loap =]

MmA nonesoearens; MNapone:

¥ McnonksosaTe NpOCMOTR CNpaEoYHMES B BMe "epesa’

Ok I OrtrmeHa |

Pucynok 18 — Okuo «Hactpoiika napamerpos CeTeBoro CripaBOIHUKA»

Cerenoit myTh Kk CipaBOYHUKY J0OJKeH comepxkarh 1P anpec CnpaBounuka uau gomennoe nMms. B myts k Crpa-
BOYHHKY TaKYK€ MOXKET ObITh BKJIIOUEH MOPT, K KOTOPOMY OyIeT OCyIIeCTBIAThCs noacoenuuenue kK LDAP-ceprepy
(mopT ykasbiBaeTcd depe3 «:» mnocje uMenn). B myTh k COpaBOYHUKY TaK¥kKe MOXKET ObITh BKJIIOYEH 0a30BbIii KATAJIOr
LDAP-cepBepa (yka3blBaercs 110Cj€ MOPTa, HOACOEIUHEHHUS ).

5.5.2 Pab6ora ¢ CeTeBbIM CIIPaBOYHUKOM CEPTU(MUKATOB

B CereBom cupaBounuke naxogrcs ceprudpurarst nosubzosaresieit u COC, koropbie nomeraiorcs tyaa LHIP. [Tonb-
30BaTeh MOXKET J00aBUTh cebe B JIOKANBHBIN CIPABOYHUK OOBEKTHI, KOTOpbIe HaxomaTcss B CeTeBOM CIPABOYHUKE.
151 9TOr0 HEOOXOIMMO BHIOPATH TpedyeMble 00HLEKTHI B TIPABOM OKHE WHTepdeiica, HayKaTh TPABYIO KJIABHUIIY «MBIIITH»
¥ BBIOPATH MyHKT MEHIO «DKCIOPT B JIOKAJTBHBIN CIIPABOYHUK ».

5.6 Pabora ¢ HECKOJIBKNMU TPOdUIIMU

IIpu pabore nosp30BaTENsl C HECKOJIBKUMHU 6a3aMu CepTHMOUKATOB UM OJHOBPEMEHHOI PAbOTE HECKOJIBKHUX MOJIb-
zoBareneii ¢ [IK «CnpaBounuk cepruuKaToB» HEOOXOAMMO HCMOIb30Barh npoduiu. [locie ycraHoBKu mporpamma
paboraer ¢ mpodueM MO YMOJIAHAIO, U HE IPOCHT IOJIH30BaTENsA BbIOMpPATh Hpoduib. Ilpn HaIudInm HECKOTbKHAX
upoduieit IIK «Cupasounuk ceprudukaros» Oyuer 3aupaiusars upoduib (Pucynok 19).

BuifiepuTe npodunb

A0TYSHAKD

OrraeHa |

Pucynok 19 — Beibop npoduns

s co3manusi TONOJHUTENBHBIX mpoduieii B CIpaBOYHUKE, a TAKXKe MOMMMDUKAINN yKe CYIIECTBYIOIINX HE00-
X0auMO BbIOpaTh nmyHKT MeHio «Hacrpoitkuy u nommynkt menio «Hacrpoitku npoduieiis (Pucynok 20).

Buitepure npoduns E2

K npocung: | [ TETA——
ak. I HosaeuTe. . | HSMBHMTb...l b, | OTrieHa |

Pucynok 20 — Hactpoiika npodueit

5.6.1 Jlob6aBjeHHne HOBOTO IIpoduId

ot nobasienus npoduiis HeobXonuMO HaxKarb KHOLKY «JlobasBurs...» (Pucynok 20), nocse sroro orobpasurcs
nmmanorooe okHo (Pucynok 21).
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JHoGasneH4e npogpunsa

HMraa npaguna

MyTe K CAP&BOYHK ER:

I Bripate. .. |
ak I OTrieHa |

Pucynok 21 — dobaBnenue npoduis

— mMs Ipoduia — Ha3BaHUE TPOQPUIIS,;
— MyTh K COIPABOYHUKAM — KATAJIOT, B KOTOPOM PACIIOJIOKEHBI CITPABOYHUKN CEPTU(MUKATOB.

Kuonka «BpiOparhy CIIy»KUT [IJIsT HHTEPAKTHBHOTO BHIOOPA KATAJIOTA.

5.6.2 UVsmenenue npoduis
s mobasneruns mpodusas HEOOXOAUMO BbIOpATh HYKHBIH mpoduiab u3 cnucka mpoduseil W HaXKaTbh KHOIKY
«U3menuts...» (Pucynok 21), nocse sroro orobpasurcs auajorosoe okuo (Pucynok 22).

JHoGasneH4e npogpunsa

HMraa npaguna
IUSEII

MyTe K CAP&BOYHK ER:
I Bripate. ..

OTrieHa |

Pucynok 22 — Namenenune npoduis

31ech MOXKHO U3MEHUTDH UMsi TPOMUIS U MyTh K CIPABOYHUKAM JTAHHOTO TPOMUIIS.

5.6.3 VYmasmenue npoduisa

st nobasmenns mpoduisa HeoOXOMUMO BBIOpATH HYKHBIN MPOMUIb W3 CHUCKA TpOoduiIei W HaXKATh KHOIKY
«Ynauurb...» (Pucynok 21), nocsie 31oro nosb3osaresiio Oyuer 3a/ai 3a1poc Ha HOATBEPXKACHHUE YJIAJIEHUs, U, B CJ1y4ae
MOJIOKUTEIHLHOTO OTBETa, MpOoduiIb Oyaer yaauen (baiiibl co CIpaBOYHUKAME CEPTUQMUKATOB U KATAJIOTU BO N30€KAHNE

norepu uHGOPMAIUU HE YAAJSIOTCH ).

5.7 Hacrpoiika pacriedaTok
st TOro 9TOOBI BBITIOJHATH HACTPOMKHM TEKCTA OJIAHKOB PACIEYATOK, HEOOXOOMMO BHIOpATHh MYyHKT MeHI0 «Ha-

crpoiikuy —> «Hacrpoiika pacmedaroks (PucyHok 23).
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HacTpofika pacnevarok

MapareTpel pacneyaTok:

Mo yronyaHWe | Hoeoe zHa4YeHHe ;l

AQMHHUCTPAT 0P GES0MacHOCTH;
MoaHoMoYHER NpegeTasuTens Y4acTHuka ..
[BENageney CepTHEMEETa KNKOYa 3 NEKTPOHH. .
Pyk.osoomTens oprad1saunKd Yyactimea C3...
Y1eH KOMHECHM,

CepTHOHEALMID KMo4a

EBIMOHHA 30MUHHCTRAETOR

Perucrpaumio kiaoya

Bnagenew;

[ NaeHER Sysramep HauankHue |
W =rorosneHMe Kaoya W cepTHdMKaTa BEIND...
COC BRINYCTHN M Z3BEpMN

A0HMHHCT pETOR

-
4| | 2
CoMpaHWTE B hakin | OTreHMTE |

Pucynok 23 — JInajoroBoe OKHO HACTPOWKH pacrevyaTok

B neBoit kKostomKe guaora MpuBeIeHbl HACTPORKN TTOAMUCEH PACTIEYATOK «II0 YMOJTIAHUIO>. JL71sT M3BMEHEHNS TEKCTa
pacmedaTrok HeoOXOIMMO B MPaBOil KOJIOHKE BBECTHM HOBbIE 3HAYEHWsS W HAXKATh KHOMKY «CoxpaHuTh B aitiy Ijist
COXPaHEHUs HACTPOEK B TEKCTOBOM (hopmara pegakTopa peecrpa. Ha kommbioTepe, Ha KOTOPOM BBIMOJIHSETCS UMIIODPT
rmapaMerpoB, HEOOXOIMMO BBITOJIHUTHL KOMaHay regedit.exe <mms .reg daitia™> WM ABaXKIAbI HAXKATH JEBYI0 KHOIKY
MbIIIKY HA (ailyie C paciuimpeHuem .reg.
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6 YCTAHOBKA 11 HACTPOMKA BA3bI JAHHBIX

6.1 TpeboBaHNda K MporpaMMHOMY oOecIiedeHnio 6a3bl JaHHBIX

ITK «CrupaBounuk cepTuduKaToB» MOMKET UCIO/IH30BATh CJeayome 6a3nl fanubix (gaaee mo rekery BJI):

— Microsoft SQL Server 2008;

— Microsoft SQL Server 2008 Express;

— Microsoft SQL Server 2005 SP3;

— Microsoft SQL Server 2005 Express SP3;

— Microsoft SQL Server 2000 SP4 (nasee o rekcry SQL Server);

— Microsoft Desktop Engine 2000 SP4 (nasnee mo rekcry MSDE);

— Microsoft Office Access (gasee o rexcry Jet).

g ucnonib3oBanus B Kadecrse 6a3bl perucrpanuu [1K «CrnpaBounuk cepruduKaToB» PEKOMEHIYETCs UCIOTb30-
Barb Microsoft SQL Server 2008/2005 Express uiu MSDE, rak kak s1u B/ obecneuusaer neobxonumplit byHKIMOHAL
7 He TpedyeT MOMOTHUTEILHBIX (brHAHCOBBIX 3aTpat. [1o coobparkenus obecnedenus: Ge3omacHocTy mpu padore ¢ BJ1

PEKOMEHTYeTCsI YCTAHOBUTH HOBEHINWii JTOCTYyIHBIN nakeT ucnpasieHuii SP3a u ncmosmh30BaTh BCTPOEHHYIO Ay TEHTH-
durammio Windows.

6.2 YcranoBka Bb/I
6.2.1 VYcranoBka B/l

s ycTaHOBKH HEOOXOAMMO 3alycTUTh setup.exe m3 karajora guctpubyrusa I1O u ciaenoBarh yKazaHusaM Mpo-
rpaMmmbl yeranoBku. st paboret ¢ B gocrarouno 3anycrurs cepsuc SQL Server.

6.2.2 Hacrpoiika cereBoro gocryna Kk B/l

Eciu pia pocryna k BJI Heobxoxum cereBoit pocTyn (HampuMmep, Jjist yIAJEHHOrO YIPABJIEHHUs ), TO HE0OXOAUMO
J1006aBATH BO3MOXKHOCTH CETEBOrO JOCTYIIA.

st 91010 HEOOXOIUMO CJIeI0BATh UHCTPYKIUAM, onucandbiM B MSDN:
http://msdn.microsoft.com/ru-ru/library/ms165718(v=SQL.90) .aspx.

IToce BBIMOIHEHHST HEOOXOAMMBIX HACTPOEK CIIEAyeT mepe3amycTuTh cepsuc SQL Server (Hampumep, ¢ MOMOIIBIO
SQL Server Service Manager — sqlmangr.exe) (Pucynok 24).

fio SOL Server Service Manager !.H
Server: |LAPTOR -

Services: |SGL Server ﬂ

Refresh services . |

u Stop

[v Ato-start service when OS starts
Running - **LAPTOP - MSSQLServer

Pucynok 24 — /ImamoroBoe okHO ympapiaenus cepsucamu SQL Server

Ecau xe ner mHeobxomumoctu B cereBoM mocryme K B/I, To mo coobpazkennsam 6e30MacCHOCTH PEKOMEHIYETCS OT-
KJ049uTh cereBoii gocryn K B/l (Hanpumep, mocse 3aBepiieHus yAaJIeHHOrO aJIMUHUCTPUPOBAHUS).

6.3 Hactpoiika B /1

g nacrpoitku MSDE M0KHO HCIOTB30BATh YTHIATY KOMAHIHOM cTpOoKH osql.exe, mys Gosee HoBbIX Bepcuit [1O
SQL Server pekomenyercs: ucnosb3oBarb SQL Server Management Studio wnu Console.
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6.3.1 VYcraHOBKa KOHCOJIM YIIpaBJIEHUS

s ycTaHOBKH KOHCOJU yrpasienus: Heobxoaumo 3amyctuthb 110 ycranosku SQL Server u BoiOpaTh ycTaHOBKY
TOJIBKO KJIMEHTCKHX KoMmioHeHToB (Pucynok 25).

Installation Definition E

You can select one of the following types of installations.

{* Cliert Tools On

e

" Server and Client Tools

™ Connectivity Only

This option allows you to install the client tools anly. Use
this option if you do not need to install a server and will
be connecting to an existing server.

Help | < Back et = Cancel

Pucynok 25 — Beibop Tuna ycTaHOBKH

s Bemonuenus ¢ynknuit ynpasiaenus b/l mocrarouno ycramoButh kommoueHTbl Client Connectivity u
Enterprise Manager (PucyHok 26).

Select Components H

Select or clear the components to install # remaove.

Components: Sub-Compaonents:

M anagement T i anage 024 K
Client Connectivity 288 K [ | Prafiler ok

(] Books Online oK ] Query Analyzer oK
[ Development Toolz Ok [ DTC Client Support ok
] Code Samples ok

Dezcription

|Jzed to perform server and enterprize adminiztration tazks,

Required: Available;
Space on program files drive : K 898296 K.

Space on gyztem drive: 113908 K, 393296 k.
Space on data files drive: 0k 898296

Help | < Back | MHeut » | Cancel

Pucynok 26 — Beibop KOMIOHEHTOB yCTAHOBKH

Just 3amycka KOHCONM yTpaBjieHHe HeoOXOIMMO BBIOparTh IMyHKT cucreMHoro menio Microsoft SQL Server |
Enterprise Manager.

6.3.2 Co3sganaue B/

B/l pekoMenmyercss co3maBaTh OT MMEHM IIOJb30BATeNsI, KOTOPBIA B mambHeiimem Oymer padborars ¢ IIP. Ecmnm
9TOT MOJB30BATETh HE MMeeT aJMUHHCTPATHUBHBIX [PaB, HAJ0 CHadasa 3anycTuTh Enterprise Manager ¢ mpaBamu
AJMUHUCTPATOPA U CO3JATh JJlsl 110Jib30BaTesis HOBb login (B pasuesne Security) (Pucynok 27).
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SOL Server Login Properties - New Login

General ] Server Roles ] Database Access ]

% Name: ALIDAT Alsim

Authentication
* Windows Authertication
Domain: VALIDATA ~|

Security access:
* Grant access

" Deny access

™ SGL Server Authentication

Specify the default language and database for this login.

Defaults

Database: |cs

=l
«Default> j
QK | Cancel | Help |

Language:

Pucynok 27 — OkHO cO3/aHWs YUIETHON 3aMUCH

C Touku 3peHus HE30MACHOCTH HACTOSATEIHHO PEKOMEHIIyeM WCoJih30BaTh ayrentudukanno OC Windows mpwu
pabore ¢ BJI.

Ha Bkianke Server Roles maiite emy posas DatabaseCreator.

Barem Hago BoiiTu B Enterprise Manager mom uMeHem mosb3oBaTesisi, BeiOpaTh nanky Databases u myHKT MeHIO
New Database... B mmamoroBom okue HeoOxommmo 331aTh nMmsa B, Koropas Oyaer MCHONIB30BATHCA B JajIbHEHIIeM
npu HacTpoiike Data Source Name (manee DSN) B kimentckom T10.

Ecnu neoGxoamumo, TO MOXKHO 3a4aTh apyrue uMena s daitna Bl u daiina nporokosia TpaHakimii (BKIAIKA
Data Files u Transaction Log coorBercrBenno) (PucyHnok 28).
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Database Properties - cs E
General l Data Files | Transaction Log |
Hame: |§
Database
Status: (Unknaown)
Owner: (Unknaown)
Date created: (Unknown)
Size: (Unknown)
Space available: (Unknaown)
Mumber of users: (Unknaown)
Backup
Last database backup: Mone
Last transaction log backup: MNone
Maintenance
Maintenance plan: Mone
Caollation name: Server default) j
QK | Cancel | Help

Pucynok 28 — Cozmanune B/1

B cayuae, eciiu Bor (Bonpeku pekomenpanusim) cosaanu 6a3y, Biajesel, KOTOPOoil He COBIAAeT C M0JIb30BaTesIeM,
koropsiit Oyzner padorars ¢ 1P, Ber moxere mamenurs Biagesnsia B/, BeimosauB nporeaypy sp_changedbowner c
€JIMHCTBEHHBIM IIapaMeTpoM — login’om mosib30Baresisi B OAMHAPHBIX KaBblYKaX. ECTECTBEHHO, K 9TOMY MOMEHTY 3TOT
login yzke nomxen 6pith co3nan. Eciu Bel pemuTensio e XoTuTe Ae1aTh NOIb30BaTe I Biaaeabiem (owner’om) B/,
zagaiite BJl «mo ymosuanuio» s 9T0i ydernoil 3anucu u naiite emy npaso CreateTable B sroit 6aze (Pucynok 29).
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x

Generall Data FiIesI Tranzaction Lngl Filegmupsl Options ~ Permissions |

IIzer/Raole |Create Table |CreateView |Create SP | Create Default |Create Rule [}
% public O O O O O
£ peugeotd o | 0O O O O

im

4] | »

ok I Cancel | Help |

Pucynok 29 — 3aganue npaba Ha co3ganue tabyami B BJ1

Opnnako, B 3TOM ciiyuae y Bac MOryT BO3HMKHYTH TpoOjeMbl mpu mepeHoce BJI Ha Apyryro MamwHy MeTOIOM
PE3ePBHOTO KOMMPOBAHNS / BOCCTAHOBJIEHHS.

6.4 PezepBHoe konmupoBanue B/]

s Beimonaenus pe3epBHOro kornuposauus B/ cpeacreamu SQL Server Heobxommmo BeiOpaTh manky Management
Backup u mynkT meno «Backup a database...» (Pucynok 30).
y
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SOL Server Backup - cs E

General ] Options ]

Database: |cs j
MName: |c:s backup
Description: |

Backup
* Database - complete
" Database - differantizl

~
= [.]

Degtination

Backup to: e o

C:\Program Files'\Microsoft SQL Server'

Remove
j Cortents...

Overwrite

" Append to media

* Overwrite existing media
Schedule

¥ Schedule: |Occurs every 1week(s) on Sund J

QK | Cancel | Help |

Pucynok 30 — OkHO co3/aHusT PE3ePBHON KOTTUT

Heo6xoauMo BBIOpATH PEXKUM PE3EPBHOTO KOMUPOBaHUs (MOJIHBIA WM MHKPEMEHTHBIH) B COOTBETCTBUU C TLIAHOM
PE3ePBHOr0 KOMUPOBAHUS M KATAJIOT, B KOTOPBIA Oy/eT BHINOJIHATHCs Konuposanue B/l (MOKHO BHIOPATDH JIEHTOUHBII
HAKOIHTEJID).

Ecau HeobxoanmMo BBIOMTHATH pe3epBupoBanne b/l mepuoaudeckn, To MOXKHO 331aTh IIEPHO, BLITOJIHEHNS PE3ePB-
Horo konuposanus (raiouka Schedule). [Ty sroro goszken 6bith 3amyien cepsuc SQL Server Agent.

6.5 Hacrpoiika noak/joveHnd K 0a3e JaHHBIX

JlJist BBINOJIHEHMST HACTPONWKY TOJIK/II0YeHNs K 0a3e nanHbix - ucrounuky (Data Source Name, nanee DSN) neo6-
XOAuMO HazkaTh KHONKY «Aamuaucrparop ODBC» B HacTpoiikax cnpaBOYHUKOB Win BeIOpaTh B [lanenu ynpasnennst
Windows nyukr «Aamunucrpuposanue | Ucrounuku gannbix (ODBC)» wiu 3anycrus anmier ODBCCP32.CPL.

B nosiBuBmiemcs puanorosom oxue (Pucynok 31) neobxonumo nepeitru na Briaixy «Ilosbsosarenbckuit DSN»
(ecu cozmaerca DSN Tonbko mjia Tekyiero nonb3osaressa) uan «Cucremuniit DSN» (eciu coszmaercs DSN misa Beex
HOJIb30BaTE el TOr0 KOMIBIOTEPA U €CTh HEOOXOAMMbBIE IpaBa,) U HEOOXOAMMO HAYKATh KHOIKY «/[06aBUTD...»:
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& A AMAHHCTPATOP HCTOYHWKOB AaHHbIK DDBC

Jparieepe | TpaccHpoEka [ PYNMMPOEK.A NOGKE MKYEHME I 0 nporpararte
Monesosarenscrui DEN Cucremert DSH | Parinosen DSN

HCTD‘-IHHKH AaHHER NONES0ESTETA:

Hraa | Jpareep JofasuTe... |

HoEmme:

!

HaeTpakice.

| | W

Herounume aannes JDBC nonesoBatens coxpaHAST CESAEHMA 0
YCTAHOBKE CEASM & MCTOMHMKOM, OH AOCTYNEH TanbKO 3TOMY
NONES0EATEN H MOKET NPHMEHATECA AMWE HA AaHHDM KOMIBOTERE,

ok I OtreHa | (e | Cnpaet.a

Pucynok 31 — /IuajoroBoe OKHO aJIMUHUCTPATOPA UCTOYHUKOB JTAHHBIX

IMocse sroro Heobxomumo BoiGpars apaiteep ODBC (SQL Server mim Microsoft Access Driver), kotopsrii Gymer

ucnonb3oBarbes st gocryna K BI (Pucysok 32).

Co3AaHHe HOBOM 0 HCTOYHHMKA A AHHbIK E

Brifepure npaligep, 007 KOTOPOMD Sa038TCH HETOUYHHE.

=

Mran |
ticrozoft FoxProWFP Driver [*.dbf)

ticrozoft QDEC gna Oracle

ticrozoft Parados Driver [*.db ]

ticrozoft Parados-Treiber [*.db ]

icrozoft Test Driver [*.tat; * cav)

ticrozoft Text-Treiber [*.tat; ¥ cav)

ticrozoft Wisual FoxPro Driver

ticrosoft Wisual FoxPro-Treiber

SOL Server

L) @M e e e 2T

-

< Hasan I [oroEo I OtreHa

Pucynok 32 — Buibop npaitsepa B/1

N maxkars KHOIIKY «T'otoBo». Tlocie aToro mostBUTCS MacCTep CO3JaHuA HCTOYHHKA JaHHBIX (B JaHHOM CJIy4dae

SQL-cepsepa) (Pucynox 33).
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031 aHWE WCTOUYHWKE JlaHH aAna SL-cepeepa E

MacTep nomoraeT cosgars MeTouHME gaHHe ODBC, koTope MoHO
WCMOIBZ0BATE 0,17 NoAKNaYeHHA Kk SHL-cepeepy.

BEEAMTE WAA MCTOUHHES ASHHE 404 NoCASAYHOLME CCBII0E. HE HErD.

Hean: ID atabasze

BEEAMTE OMMCEHME MCTOUYHMES JEHHEIS.

QI'IHCEIHHEZ IEEISEI A3HHEIR CERTHRMEATOE

K. karory SOL-cepeepy TpeSyeT oA NoQkmouLUTECH
Cepeep: [ =]

lozal

[aToBo Hanee > | OTreHa | Cnpaeka |

Pucynok 33 — BBoa nMeHn ncrouHnka JaHHBIX

Heo6xomumo BeiOpaTh umsa ucrounnka (DSN, Koropbiii B gasbreiimem Oyger ucnonb3osarbes B [IK) u MoxHO
BBECTHU ONMUCAHWE UCTOYHWKA, JTAHHBIX.

Ecmu ucrons3yercs cereBast BJI, To HeoOxo1uMo BBIOpATH JTOCTYIIHBIN CEPBEP, K KOTOPOMY HEOOXOIMMO ITOIKJIIO-
YUTHCA.

[Tocste aToro Heobxoaumo BuiGpars crnocod ayrenrudukanuu ¢ B/l. C rouku 3peHus 6e30MacHOCTH PEKOMEHTYETCst
UCTIOIB30BaThH MPOBEPKY noayuanocty yuernoit 3amucu OC Windows (Pucynok 34).

3 A AHWE MCTOUHWKE JaHHBIX AnAa SOL-cepeepa E

F.ak SOL-cepeep 40M#EH NPOBERATE NOLIMHHOCTE NONES0BATENS Y

{* MpoEEpKa NOLAMHHOCTM YUETHOE Sanuck wWindows NT:

{~ NpoBepKa NomAMHHOCTM YieTHOR Sanueu SOL Server

YHrofkl MEMEHMTE CETEEYHD GHENMOTEKY, HENONEZYEMYID LA CEASH C
SOL-cepeepot, HaXMWTE KHOMEY "HacTpokika KaMeHTa",

Hactpofika knveHTa...

I MonyyuTE NapaMeTpEl, HENOAESYSMEIE MO YMONYaHHKD, OT
SOL-cepeepa.

IEnEEEEaTEE;: IAU.MHHHCTpaTnp

I EEme; I

< Hazan I Hanee > I OTreHa | Cnpaeka |

Pucynok 34 — Beibop tuna ayrentuduranuu ¢ bJ/1

IMocsie sTOr0 HEOGXOAUMO BHIOPATH 6a3y JAHHBIX <O yMOJYAHUIO» i CO3AaBaeMoro ucrounuka (Pucynok 35).
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Co3naHWE WCTOUHKWKA AaHHbIX AnA S[L-cepeepa E

master
model
mzdb
I | Morthwind = |7 naTass:
b Ex i = i

%) TOERG EM GTRABHERMY

¢ LM CTRAHEH UL e AMGEE YIEEHEE BREMA PN
BAR TR EHA

¥ 3aKMUYeHHEIE B KABRIMKH WIEHT MUK STOPE B foptdare SMSI.
¥ Zhavermia Mull, watnoHe: u npeqynpesneHua B dopmare SHS1

r W EnonesoEaTs pesepEHBN S -Cepsen), ERHICCHEEHEM
Sl -repEem HEARETYTEH)

< Hazan I Hanee > I OTreHa Cnpaeka

Pucynok 35 — Beibop 0a3bl JaHHbIX

Heobxomnmo, 9ToOBI MOIBL30BATEh 00I3IAJI JOCTATOUYHBIMU TTPABAMU JIJIS CO3MAHUS TAOJIMIHI TIPU TTEPBOM TOI-
KJIOUEHNN ¥ J7Is1 Tobasiennst /ynanenus 3anuceii B BJI. B ciemyromem quajiore peKOMEHIYeTCs OCTaBUTh HACTPONKH
«110 ymosrganuio» (Pucynok 36).

HacTpoiika MCTOUHWKOE aHHBIX AnA SOL-cepeepa Microsoft ll

V¥ M atenuTE Asbik, CHCTEMHBIX coOBLERME SOL -cepeepa Hal

Engish =l

|7 EbII'IDJ'IHHTb NEPEEQ] CHMMEONEHER AaHHER

[~ HMcnonesosats HAWMOHANEHEIE HACTPOEKK

[” CoxpaHaTs AAMTENLHEIE SaNPOCE! B HYPHAI

JcAOUERY.LOG Ofizop.. |
JnurensHoCTE Sanpoca (c); |3EIEIEIEI

[ Zanuceieate cratoTviy apakeepa DDBC & wuypHan:

JhsTATSLOG Gtizop.. |
< Ha=an I [oToEo I OrtmeHa | Crnpaeka |

Pucynok 36 — Beibop sa3bika

31ech HaMO0 OOpPAaTUTh BHUMAaHHUE Ha A3bIK CUCTEMHBIX coobmienuii. OH 06sg3aTe/bHO J0/I2KEH ObITh YCTAHOBJIEH B
English, B nporusaom ciydae Bo3mozkHbI 1pobiiembl ¢ mpeobpaszosanuem mnoseit B, coneprxkamnux nadopmanuio tura
Hara.

ITpu ycnemuom moakmouenuu kK B/l nossuTcs auanorosoe okuo (Pucynok 37) ¢ undopmarueii 06 ucTounuke
(DSN).
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¥craHoeka ODBC ana SQL-cepeepa Microsoft

Byaet cosnaH MeTouHuk gaHHer ODBC B cneqyiw e KoHPWrypai9;

Dpareep ODBC gna S0L-cepeepa Microsoft, sepoua 03.70.0961 ;I

M8 HoToMHMES BaHHER: Database

ONMCAHWE WCTOYHMKS AaHHEE: B a3a AaHHE!% CEpTUPUEATOR
Server; PEUGEOT

B aza gaHHer: ozl

Azt [Mo yraonuadmm]

MNepeBecTH CHMBONEHBIE AaHHBIE: T'Es

A ypHan anureneHers sanpocos: Mo

3anuck CTATUCTMKK Apalieepa: Mo

Henonesoears BCTpOEHHYD SaWMTY; Tes

Henonkaneate pervoHansHyio HacTpobiky: Mo

MNapareTp roToBsl: MHCTpYkWHE: OTOpackIBaTE BREMEHHEIS
NpOLEIYPE] NPH 0T ADYEHA

Henonesoeare pesepeHer cepeep: Mo

3aK MOUYEHHBIE B KABBIMKM WIEHTWPWK ETOPEI B PoprdaTe AM S
Tes

3HaueHKA Mull, wasnoHe! M NpeaYNpekaeHHA B foprdate AMSI
Tes

|

N poEEpTE METOYHME DaHHEI. . I QK. | OtreHa |

Pucynok 37 — 3aBepirenne co3manns NCTOYHUKA JTAHHBIX

PeKOMeH,ZLyeTCH HaXKaTh KHOTIKY «HpOBepI/ITb NCTOYHUK JAaHHBIX...» OJId BBIIIOJTHEHUA /IOHOJIHI/ITQJII)HOI./’I IPOBEPKU
u 1ocie 3Toro Haxkarh KHONKY «OKos.
Eciu ke npu MOAKI/II0YEHUH TIPOU30IILIa OmubKa, TO MOABUTCA JUaJI0orOBOE OKHO ¢ coobmienuem o6 ommbke (Pu-

CyHOK 38).

Broa B SQL-cepeep Microsoft

ZA0A NoAKNHYEHHA:

S0Lakate: ‘23000

Owmbka SQL-cepeep: 18456

[Microsoft]ODEC 0L Server Driver][30L Server Login Failed For

user ‘B AMMHHMCTPETOR

Pucynok 38 — Coobuienne 06 omubke

B sToM ciiyuae HEOGXOAMMO IPOBEPUTH JOCTYHHOCTL cepBepa B/l m HacTpoiiku cepsepa (B JAHHOM MPUMEDPE
IPOBEPUTH HAPOJIb W MMs [0JIb30BaTENd s moakouenus K BJT).

[Mocste aToro mms ucroynuka AaHHBIX mogBuTcs B ciucke DSN « A nvunruncrparopa ucrounnkos ganabix ODBCs,
U ero MOXKHO ucrnoab3oBarh s gocryna K Bl B IIK. s n3MmeHeHns HACTPOEK HCTOYHHUKA HEOOXOIMMO HAXKATh
kuonKy «Hacrpoiika...» (cm. Pucyrok 34).
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7 YIAJIEHUE ITPOI'PAMMHOI'O OBECIIEHEHUA

7.1 YgajseHue nporpaMMHOro obecrnedeHus

[Tepen, 3amyckoM mpomeypbl yAadeHdus IPOrPAMMHOrO obecriedenusi HeOOXOAMMO 3aperucrpupoBarbes na [I9BM
C TIpaBaMu JIOKAJBHOrO aIMUHUCTPATOPA.

s ynanerus ucnosib3yiite myakT cucremuoro merio OC Windows «Ilycks, «Hacrpoiikay, «Ilanens ynpasienusis,
«YCTaHOBKA ¥ yJAJIEHUE TTPOIPAMM».

Boeioepure nyukr «AITK Kaunenr MB: CrnpaBounuk CepTudukaro» u HaXKMHUTE KHONKY « YaamuThby. [Toce atoro
MMOSABUTCS /TNAJIOIOBOE OKHO OTBEPKICHUS YIATCHUS.

Heobxoanmo maxkars kaonky «la». Ilociie aToro Oymer BbIIOIHEHO yAaIeHIe IIPOrpaMMHOro obecnedenus. [locite
3aBEPINEeHNsT YIAJIEHUST PEKOMEHIYETCS BBIMOJHUTH MEPe3arpy3Ky OMEpPAIHOHHON CHCTEMBI.

7.2 YaajieHue HACTPOEK ITPOrPaAaMMHOTO obecrievdeHnsd JJisd M0JIb30BaTesd

Tak kak 11K ucnomb3yer Jis XpaHeHus: HEKOTOPBIX CBOMX HACTPOEK KATAJOTH U KJIIOYU PEeCTpa, KOTOPBIE JOCTYTI-
HbI TOJIBKO [OJIb30BATEI0, KOTOPBIN BBIIOJIHUI UHTEPAKTUBHBINA BXOJ HA JAaHHBIH KOMIboTep (B Karajore npodusis
nosb3osaress u kinoye HKEY CURRENT USER), 1o auist 10HOrO yjajieHus nporpaMMHOrO obeciiedenus Heobxo-
JIIMO BBITIOJTHUTE CJIEAYIOIINE MeHCTBUS I KayKI0TO MOJIb30BaTeIs1, KOTOphIi 3amyckas ITK:

a) Yaamurs kimou peecrpa HKCU\Software\ VALIDATA\XCS.

6) Yaamurs daiin u3 Karajaora JaHHbIX ¢ npoduieM moJb3oBaTens Karajgor Validata\XCS.
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8 YCTAHOBKA, VY/IAJEHUE U  HACTPOUKA
[IPOTPAMMBI STUNNEL

8.1 YcTaHOBKA U yJaJieHUe

IIporpamma STunnel, mpeacrasisionias coboit ucnosasieMbrit Moayib stunnel.exe, Bxoautr B cocras IIK “Cnpa-
BOYHUK CePTUMUKATOB” U TPOrPaAMMHOI0 UCIOTHAEMOT0 Moy ist Koman o crpoku qus OC Windows, coorBercren-
HO U ycraHoBKa/ynasenue nporpammMbl STunnel BbinosHsieTcst mpu ycTaHOBKE /yIaJleHUU JAHHBIX KOMILJIEKCOB.

IIporpamma STunnel npennasznadena s 3aluThl JAHHBIX, HepegaBaembix 10 TCP coenunenusiM, mocpeacrBom
obopauuBanus (MHKAIICYJIANAN) 3TUX JaHHBIX TpoTokojgoM TLS.

ITo ymomuanuio, ycranoBka mporpammbl STunnel we npomssoaurcs. Ijisa ycranoBku mporpammbl STunnel ciemyer
MTPOM3BECTHU JIUOO TIOJHYIO YCTAHOBKY BHIOPAHHOIO KOMILIEKCA, JTUOO BHIOOPOYHYIO YCTAHOBKY C BKJIIOYEHHBIM KOMIIO-
merntoM “TIporpaMMHBIA MOZY/IL 0OECIIeYnBAIONIMI CO3/jaHue 3aIInueHHbIX coeaqunenuii STunnel”.

8.2 Hactpoiika

Hacrpoiika mporpammbr STunnel 3akmouaercss B pe1akTHPOBAHWE TEKCTOBOTO KOHMUTYparmoHHOro daiina mpo-
rpaMumbl stunnel.conf, naxopserocs B karasore ycranoku [IK "CupaBounuk ceprudukaros” u/uiu mporpaMmMHOrO
KCIOJIHAEMOro Moy it Komanaaoil crpoku s OC Windows.

Konguzypayuonnut gatia stunnel.conf:

; Debugging stuff (may useful for troubleshooting)
;debug = 7
;output = stunnel.log

; Authentication stuff needs to be configured to prevent MITM attacks
; It is not enabled by default!
verify = 2

options = NO_ TICKET

socket = 1:TCP_NODELAY=1
socket = r:TCP_NODELAY=1

s ok o o o o o o o K K K KKK KK KKK K oK oK ok ok ok ok o o o o o K K K KK KK KRR K oK ok ok ok ok ok o o o o K K K o
; * Service definitions (at least one service has to be defined) =
sk ok o o o o o o o o K KK KKK K KKK K oK oK oK ok ok o ok o o o o o K K KKK KKK KKK oK oK oK ok ok ok ok ok o o o K K K K K

; Example SSL server mode services

[tlsl—http—server |
accept = 0.0.0.0:4433
connect = 127.0.0.1:80
TIMEOUTclose = 0

; Example SSL client mode services

[tlsl—http—client |
client = yes

accept = 0.0.0.0:8080
connect = 127.0.0.1:4433
TIMEOUTclose = 0

Koudwurypanmonustit daiin stunnel.conf cocTouT m3 OCHOBHON CEKIIMU U CEKIIWiI HACTPOEK KJIMEHTA WJIM CEpPBEpA.
OcHoBHasl CeKlus HaYMHAETCd C Havaja (T.e. C MepBOil CTPOKM) KOHMUIYparMOHHOro daiiia, U IpoJoJzKaeTcs JI0
HAvYaia MepBO CeKIuu KaueHTa win cepepa. Ceknust KIMEeHTa W CEPBEPA BCErIa HAYMHAETCSA ¢ UAEHTH(DUKATOPA
CEKIIMM, 3aKJII0YEHHOIO B KBaJpaTHble CKOOKU, T.€. ¢ Bbipaxkenus suza [Cexyus/.
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Kaxoil cexuuu MpuHAIEKUT CIUCOK IIapAMETPOB C NPUCBOECHHbIMU UM 3HadeHusmu (Tabiuna 3, Tabmuna 4).
JL71st IpUCBOEHUS 33 IAHHOTO 3HAYEHUS OIPE/ICTIEHHOMY apaMeTpy UCIOIb3yeTcs Bbipaykenne Buaa [lapamemp = 3ua-

yenue. CuMBOI

.0

2

HUCIIOJIB3yeTCA ﬂﬂﬂﬁO603HaquHﬂﬁKOhﬂMeHTapHH.

Tabmuna 3 — OcHoBHAS CEKIUs

ITapameTp

Bo3MoXxHbIe 3HAUEHUsI U OlNMucaHUe npuMeHeHUus

debug

[lpuHuMaeT 3HadeHMA oT O Zo 7 M yKasHBaeT MCIONb3YEMHH YPOBHbL IPOTOKOJNMPOBAHMSA. I[Ipm
YCTaHOBICHHOM 3HAaUYeHHN 0 HIPOTOKONMPYWTCS TONBKO KPUTHUEeCKME OWMMO6KH, IpH yCTaHOBIEHHOM
SHa4YeHNH 7 NIPOTOKONUPYWTCHA Bce (B T.4. M OTIaZouHHe) coobumyemus (T.e. bombliee 3HadveHHE
YPOBHSA IPOTOKONMPOBAHNS COOTBETCTBYET 6ONBIIEMY KOJNMYECTBY BHBOAMMHX COOBUEHMIT) .

output

UMa dafima ANA 3amMCH IPOTOKONMPYEMHX coobmeHmit. [Ipy OTCYTCTBHM 3HAYEHHS COOBUEHUS
3alKCHBAKTCA B IOTOK CTaHAApTHOTO BHBOZA.

verify

[punumMaeT sHavenus oT O Zo 3 ¥ yKasHBAaeT TUN NMPOBEPKM IENOYKM CePTUMKATa IPOTHBOIOIOKHOM
CTOPOH.I:

— 3unavenme 0 - He IPOBEPATH IENOYKY CePTMMKATa IPOTHBOIOJOKHON CTOPOHSH;

— 3navenme 1 - TIpPOBePATH I[EIOUKY CEPTHOMKATA NPOTUBOIOJIOKHOM CTOPOHH TOJBKO IIPH
HaJH4MM 3TOI0 cepTuduKaTa;

— 3Havyenme 2 - 06A3aTeNbHO NMPOBEPATEH LENOYKY CEPTHPUKATA IPOTUBOIOIOKHON CTOPOHH.
[lna xnuenTa obgsaTenpHO OymeT NpoBEpPATHCA COOTBETCTBME MMEHHM Bjlaflellblla cepTudukaTa cepsepa
u DNS umenu ypanemrnoro ysna. Jlns cepsepa obasaTenbro 6ymeT HmpoBepaAThCA HalWyMe cepTuduxaTa
Yy KIMeHTa;

— 3naveHne 3 - BHIOJHATbL T€ Xe NPOBEPKM, UTO M B IPeAyLeM IYHKTE, HUCIONbL3Ys
HCKIOYHTEeNbHO cepTupukaTh u COC w3 moKanbHOro crpaBouHuKa (T.e. He HCHONb3ys Toukum AIA
u CDP).

CRLinterval

[lpuHuMaeT Lesile HeoTpuuaTenbHie (>= 0) BHadYeHMd M 3aJaeT NIEPHOJ aBTOMAaTHIECKOTO OGHOBIEHHH
COC B mmmyTax. [lpm sHaveHumm pasHoM 0 aBToMaTHueckoe obHobiemme COC He mpouwsBoOIUTCH.

options

[losBoNfeT HAaCTpaMBATL IIapaMeTpPH NpoTokKoda TLS (ZomyckaeTcsa HamW4yMe HECKONBKHMX SHaYeHMI) :

— NO_SESSION_RESUMPTION_ON_RENEGOTIATION - oTKioYaeT BO3MOXHOCTH IIOBTOPHOTO
KCIIONb30OBAHUS paHee YCTAHOBIEHHOTO CeaHCa CBASYU [IPY BHIIONHEHUU IepelofKiodeHus (IpUMeHHM
TONBKO K CEpPBEpHON CTOpOHE);

— ALLOW_UNSAFE_LEGACY_RENEGOTIATION - oTkmovdaeT TpeboBamnue 6esomacHOTO
mepenonxkmodenus mo RFC 5746.

socket

MoszBongeT HacTpauBaTh ITapaMeTph TCP mopxioueHus (nonycxae:cz HaJln4Yue HEeCKOJBKHUX 3HaquHﬁ)Z

— 1:S0_KEEPALIVE=1 - BkIoYaeT BOBMOXHOCTbL HcHoib3oBauua TCP makeros Keep-Alive mna
noxanbHOro TCP coxetTa;

— 1:S0_KEEPALIVE=1 - BKIKN4YaeT BO3MOXKHOCTL HcIoab3obakua TCP makeTos Keep-Alive mna
ymanenuoro TCP coxera;

— 1:TCP_NODELAY=1 - oTkiobYaeT BOBMOXHOCTbL MCIIOJb30BAHMA 3aJEePXKH Nepelayy IJaHHHX
(anroputM Heiirma, RFC 896) gnsa mokausHoro TCP coxkeTa;

— r:TCP_NODELAY=1 - oTkiN4YaeT BO3MOXHOCTb HCIOJNb30BaHUA 3aJEePXKH Iepeladil JaHHHX
(anroputM Heiirma, RFC 896) zma ymamemmoro TCP coxeTa.

Tabuna 4 — Ceknusd KJIXEHTa U CepBepa

ITapamerp Bo3MoXkHbIe 3HAYEHHUSA U OIIMCAHUE [IPUMEeHEeHUS

client [lpuHuMaeT 3HaAYeHUd Yes W No. SHAUEHHE yes CJelyeT YCTAHABJIUBATL [ CEKIMU KJIMEHTAa, 3HAYeHUe
no (I/IJH/I OTCyTCTBHUE HapaMeTpa) cjlelyeT yCTaHaBJIUBATh AJI4 CEKIUU CepBepa.

accept DNS mma (umu IP azgpec) um TCP mopT Ansd BXOAANUX IOAKIOYEHUH, pasfielleHHEHe CHMBOIOM ':’. Hoasa
CEKIIUM KJIHEHTA II0 BXOOAIEMY HNOAKJIIOYCHUIO IIE€PENAIOTCA OTKPBITBIE NAHHBIE, AJId CEeKIUH CepBepa -
IAHHBIE, 3ANIUINEHHBIE TPOTOKOJIOM TLS.

connect DNS wmma (umu IP azgpec) u TCP mopT mms MCXOAmWX IOAKIDYEHWN, pasfeleHHse cumBojgomM : . Jlms
CEeKIINN KJIMEHTA [0 UCXOASIIEMY IMOAKIIIOYEHUIO TePeJaloTCs NaHHbBIe, 3aIMulleHHble npoTokoaoMm TLS,
I CeKIIUM CepPBepa - OTKPBIThIE JaHHBIE.

TIMEQUTbusy MakcuManbHoe KonmdecTBO cekyHZ (>= 0), KoTopoe cileAyeT OXMIATb LO IIONYyIEHHA HeOoObXOUMEX
DaHHHX IIPH YCTAHOBJEHWM CeaHca CBASH.

TIMEQUTclose MakcuManbHOe KOIMYECTBO ceKyHZ (>= 0), KoTopoe cleAyeT OXUAATh OO IOIYUEHUS

npenynpexnenua TLS close_notify, curxanusapywmero o saBeplieHMH CeaHcCa CBA3M, IO BHIIONHEHUS
IPUEYOUTENbHOIO 3aBEplCHNA CeaHca.
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ITapameTrp BosmoxkHble 3HaYeHUA U ONucaHue NpUMeHeHns

TIMEQOUTconnect MakcuManbHOe KOIMYECTBO ceKyHZ (>= 0), KoTopoe CleZyeT OXUZAThb NpH BhmolHeHuu TCP
DOAKIOYEeHNA K yZAJNeHHOMY Y3Jy.

TIMEQUTidle MakcuMampHOe KONMYeCTBO cekyHz (>= 0), KoTopoe cilefyeT OXMIATh Nepes 3aBeplieHHEM
HEaKTUBHOTO ceaHca CBA3H (T.e. IPHM YCIOBHM OTCYTCTBHA IepelaBaeMbX MAHHHX) .

Ipumevanue - Jlas 803moorcrnocmu cosmecmnoli pabomo, npozpammo, STunnel u Cpedcmea K3U no npomoroay
TLS neobxodumo 6 duanozo6om oxue xonguzypoyuu TLS monumopa, erodsuwezo 6 cocmas Cpedcmea K3U,
exat0nums onyuto “Henopuposams cnucor eaadeavues cepmugpuramos L[C”. Taxasa nacmpoiixa mneobxroduma npu
KOHPU2YPAUUU, 68 KOTOoPol ¢ 00HOT CMOPOHDL UCTIOAL3YEeMCA Mo0YyAb noddepocku TLS CK3U, a ¢ dpyeoti - STunnel
(m.e. Kauenm u cepeep UCnoAbL3Yom passuynsie peasudayuu npomoxoaa TLS). IIpoepamma STunnel namepento we
UCTOAB3YEM CNUCOK eaadeavyes cepmugduramos L[C, nockoavky ona u3HA%AALHO DbLAG PACCHUTNARA HA COBMECTIHYIO
pabomy ¢ CCC, 6 xomopom xpanamcsa cepmuguramo, [[C emopozo yposus (m.e. STunnel paccwumana na dunamu-

weckul cnucox cepmuguramos I[C).
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IMPUNJIOZKEHUE A AJ/IMUHUCTPATVBHA A

IIporpamma ycramnoBku, co3manuast ¢ nomombio Windows Installer, mo3Bossier npumensaTs mpu 3amycke HEKOTO-
pble TTapaMeTpbl KOMAHIHON CTPOKW, KOHTPOJIUPYIOIINE €€ BhIMOJHEeHne. B TaHHOM MPUIIOXKEHUU TTPUBOIUTCS CITUCOK

YCTAHOBKA

JAaHHBIX ITapaMETPOB U OIIHUCHIBACTCA Ha3HAYCHUE KazKI0ro U3 HHUX.

IIporpaMma yCcTaHOBKHM HOJJIEPKUBAET TAK HA3BIBAEMYIO <«aJIMUHUCTPATUBHYIO> YCTAHOBKY, KOTOPAs IIOMOTAET

aaMuHUCTpaTopy npu BHeapenun 11O B KOpmoOpaTuBHOiT ceTn.

BAZKHO:

— mapaMeTpbl KOMAHHON CTPOKHM HEUYBCTBUTENLHBI K PETUCTPY CUMBOJIOB, HATIPUMED, TTapameTp «/ Vs nMeer To

K€ 3HAYEHHUE, YTO U «/V»;

— [IpY O/JIHOBPEMEHHOM HCIIOJIb30BAHUM HECKOJIbKUX [1APAMETPOB KOMAH/IHOI CTPOKH HEOOXOIMMO PA3/IeadTh UX

TIPOBEIOM.

Hwuke npuBeien cnucok mapaMeTpoB KOMAaHIHON CTPOKM:

ITapamerp

Onucanue

IIpumep ucrob30BaHUA

/a

Bamyckaer aJMUHUCTPATUBHYIO
YCTAHOBKY

msiexec.exe /a

/i [ujm| <msi-cpaitn>

Co3maer SpJBIK TPUIOKEHUS.
IIpu ucrionp30BaHUM JAHHOTO 1A~
pamerpa UIrHOPUPYIOTCHA HEKOTO-
pble BBeJIeHHBIE CBONCTBA U Mapa-
MEeTPBI

msiexec.exe /j xpki.msi

/i

IlosBosiier 3amars  msi-daitn
JUist yeranoBku. [lpu orcyTcTBUm
JIAHHOTO MapaMeTpa MPOrpaMMa,
YCTAHOBKHU HCIOJIB3yeT (haii,
3aJIlaHHbIN B setup.ini.

msiexec.exe /i cpkimsi /t
ProgramMgmt.mst

/o<property=value>

VYcranaBiInMBaeT CBOWCTBA  JJIs
msi-daitna. IIporpamma ycra-
HOBKH IPHUMEHSIeT UX [P padoTe

MSIEXEC.

msiexec.exe /o PIDKEY=12345-
12345-12345-12345-12345

/d

Omnpenenser wunTepdeiic mpo-
rpaMMbl  yCTaHOBKH. “/q”
unrepdeiic orcyrcrsyer (“/qn” -
st MSIEXEC)

msiexec.exe /q

Jeiica

/ab Basossrit maTepdeiic msiexec.exe /gb
/qr CoxkparienHnbiit naTepdeiic msiexec.exe /qr
/qn Be3 mosb30BaTEbCKOrO WHTEP- | msiexec.exe /qn

/L

3asaeT nyTh 1 ypOBEHB TTPOTOKO-
JIUPOBAHULA

msiexec.exe /L[i|w|e|a|r|u|c/m]o]]
Logfile




39

BAMB.00075-02 91 01

JIuct perucrpannm n3MeHeHui

Howmepa smcror (cTpanm)

Nzm

HBIX

N3MEHEH-

3aMeHeH-
HBIX

HOBBIX

aHHYJINPO-
BaHHBIX

Bcero
JINCTOR
(cTpanmun)
B IOKYM

Ne noxkymenTa

Bxonsrmmii

JUTENBHOTO

Ne  compoBso-

JOKYM W JaTa

IToam

Hara
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