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3.2

3.3

Cxema

L3

L2/L3

L2/L3
L2/L3

L2/13

OnucaHue MpumeyaHua

B 30He Kosokauwmu B LLOJ, [atacneic npegycMoTpeHbl Aga cnocoba nogxatodeHns o6opyLosaHms

KnuneHTa - noaxkntoveHme cepBepHOro O60pyAOBaHMﬂ KnueHTa HenocpeacTBeHHO B ceTeBOe [nAa pasHbIX cxem Tpe6OBaHMH K O60pyAOBaHMI-0 KnneHTa n K opraHusaumm noAKAYEHNA
060py,CI,OBaHVIe TexleHTpa (p,anee - CXema |.2) W NoAgKNKYEHUE C NICNONb30BaHNUEM CETEBOIO oTAnYatoTcA. Huxe oTmeyeHo, K KaKOM cxeme OTHOCMUTCA KOHKpeTHoe Tpe6OBaHVIe.

obopyaoBaHua KnneHTa (ganee - cxema L3).

PucyHok 2. Cxema nogkntodyeHuma L3 Cers Goesoit -
ToprosoW cucTembl Access-list: paspelleHHble K

noAKN4YeHUo B TecTtoByo TKC
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Mepumertp 'rec‘roaoﬁ‘ =1 | i Access-list: paspeleHHble K
Toproson cucteme! noaknioYeHuio B TecToByio TKC agpeca
CeTb TecToBOW w3 ceTu Knuenta

Toprosoit cucTeMbl

3oHa Konokauuu B IO/, NlaTacneic pasgeneHa Ha TPy M30/IMPOBAHHbIX CETEBbLIX NEPUMETPA:

- nepumeTp AocTyna K 6oesoit ToproBoi cucteme,
- MepumeTp A0CTyna K TectoBoi Toprosow cucteme,

- MepMMeTp A0CTyna K cetn MHTepHerT. ANA poctyna B ceTb MHTepHeT

[
]
]
'

MepumeTp nocryna B
ceTb UHTepHeT

AS64600

==
G

e ———

L3

Internet

Access-list: agpeca Knuenra,

ANA LOCTYNa KO BCEM CEpBMCAaM TeCTOBOM TOprosow cuctembl

pa3pelweHHble K NOAKNKYeHUIO B CETb
WHTepHeT (+NAT BO BHellHWe aapeca)

370 pe3ynbTaT peanunsauum nporpammsl CTabunmnsaumm, NpuHATON Ha MOCKOBCKOW Bupke ans
obecneyeHna HafeXHOCTU U 6e30MacHOCTU GPYHKLUMOHUPOBAHUS.

ANA A0CTyna K 60eBbIM U UrpoBbIM cepeucam Toprosoﬁ CUCTEeMbI



6.1

6.2

8.1

8.2

8.3

9.1

9.2

10.

10.1

10.2

10.3

11.

11.1

L2/13

L2/13

L2/13
L3
L3

L3

L2/13

L3

L3

L3
L3
L3
L3

L3

L3
L3
L3

L3

L3

KAMEHT MOKeT NOAKAUATLCA K O4HOMY CETEBOMY NEPUMETPY (BEPOATHO, K NEPUMETPY A0CTYNa K
60eBolt TOProBoi cUCTEME), A TAKKE K ABYM UM KO BCEM TPEM CETEBLIM NepUMeTpam, B
HeobXxo4MMOM KAMEHTY KoMyecTee NOAKNOYEHUA.

Kaxaoe nogxitoueHne K KaxkaoMy NepUMETPY BbINOAHAETCA ABYMA GU3NUYECKUMU IMHKAMU K
OTAE/NbHbIM CETEBbIM YCTPOMCTBaM Ha cTopoHe TexLleHTpa.

Bo3MOHble BapMaHTbl MOAKNOUYEHNA ABYX GU3UUECKMX IMHKOB Ha CTOpOoHe KnuneHTa:
- B OTAENbHble ceTeBble ycTpoiicTBa KaneHTa

- B iBa HTepdeica ogHOro cetTeBoro ycrpoictea KnvenTta

OTaenbHble pU3nYECKME NMHKKU Ha cTOpoHe KAneHTa A0NKHbI ObITb NOAKAOUYeHb! B L3 nHTepdeichbl
ceTeBbIX YCTPOMCTB C Noaaep kKo BGP.

dur3nYECKM NOAKNOYEHMA BbINOIHAKTCA:
- Ha ckopocTn 10r6umT no ctaHaapty 10GBase-SR (onTuka mynbTMmoa,)

* Ha cKopocTu 1M6uT no ctaHaapTy 1000Base-SX (onTuka mynbtumog) nan 1000Base-LX (onTuka
MYbTUMOZ)

- Ha cKkopocTn 1Méut no ctaHgapTy 1000Base-TX (BuTas napa)
MoAKNOUYEHMA K Pa3HbIM NEPUMETPAM MOMKET TEPMUHUPOBATLCA Ha CTOPOHe KaneHTa:
- Ha OTAE/IbHbIX KOMMEKTaX CEeTEBOro 060pyA0BaHUA

* Ha OAHOM U TOM Xe KOMMNJIEKTE CETEBOro oGopy,u.osava

BHyTpw ceTeit KnveHTa (BnAoTb 40 KOHeYHoro o6opyaoBaHua KaneHTa) fOCTYN K CEPBMUCAM B Pa3HbIX
neprvMeTpax MoKeT 6bITb OpPraH130BaH:

- dM3MYECKM € pa3nyHoro obopyaosaHus,
- C Pas3/INYHbIX NHTepdENcoB OAHOTO U TOFO XKe 0bopyaoBaHuS,
* C OAHUX U TEX Ke MHTepdENCcoB 0AHOTO U TOro e 0bopyaoBaHUs.

Pe3epBrpoBaHWE NOAKIOUYEHWUI HA NOTMYECKOM YPOBHE 0becneynsaeTcs UCNoNb30BaHMEM Ha
KaXKg0M GM3M4YeCcKoM IMHKe NpoTokoaa BGP:

- coeamHuTeNbHbIE ceTv (/30) Bbiaenatotcsa TexLleHTpom M3 agpecHoro ananasoHa 4/1a BHYTPEHHEro
mcnonb3osaHua (RFC 1918),

[lBa nMHKa HeobxoaMMbl Ana obecnevyeHma OTKa30yCTOMUYMBOCTU. UcKNtoueHem aBnaeTca
NoAKNOYEHUE K NnepumeTpy cetn MHTepHeT nHtepdeicos ynpasaenus (iLo, IPMI n T.4.)
obopyaoBaHua KaneHTa 1 NoaxIto4EHMA K NEPUMETPY TecToBon TOproBoi cucTemsl.

Pa3Hble BO3MOXHOCTM AN CXeM NoakatodeHma L2/13.
PekomeHayemblit cnocob noaKatoyYeHus.

OTKa30yCTOMUYMBOCTb XYIKE, HE PEKOMEHAYETCA.

Pa3Hble BO3MOXHOCTM A1 CXeM noakatodeHma L2/13.

K nto6omy 13 Tpex ceTeBbix NEPUMETPOB.

TonbKO K NnepumeTpy TecToBoi TOprosow cUcTEMBI.

TonbKo K nepumeTpy cetm UHTepHerT.

PekomeHayemblit cnocob noakaodeHus.

OTKa30yCTOMUYMBOCTb XYIKE, HE PEKOMEHAYETCA.

PekomeHayemblit cnocob noaKAtoYeHUs.
OTKa30yCTOMYMBOCTb XY¥Ke, HE PeKOMEHYETCA.

OTKa30yCTOMUYMBOCTb XYIKE, HE PEKOMEHAYETCA.



11.2

11.3

11.4

11.5

12.

13.

14.

15.

16.

17.

18.

19.

20.

L3

L3

L3

L3

L2/13

L2/13

L2/13

L3
L3

L3

L3

L3

L3

L3

L3

- Homep AS Ha cTtopoHe TexLleHTpa B nepumeTpe noaxIto4YeHUs K ceTn Toprosoit cuctembl - AS48009

- Homep AS Ha cTopoHe TexLeHTpa B nepumeTpe nogknodeHua K cetn UHTepHeT - AS64600

- Homep AS Ha cTtopoHe TexLleHTpa B nepumeTpe NOAKAHOUYEHUA K CETU TeCcTOBOM TOProBow cuctemsl -
AS64700

- Homep AS Ha cTopoHe KnueHTa Bbigensaetca TexLleHTpom 13 ananasoHa 414 BHyTPEHHero
ncnonb3osaHua AS64512-AS65534 (Tak:ke MOXKET HbITb MCNONb30BaH Ny6ANYHbIN HOMep AS KaneHTa).

TexLleHTp pe3epBupyeT Ha Kaxaoro KnmeHTta otaesibHble agpecHble NpocTpaHcTea (/24) us amanasoHa
ANA BHYTpeHHero ucnonb3osBaHua (RFC 1918) ana noakaoueHUs K OTAe/IbHbIM NEPUMETPAM, a TaKKe
K OTAE/IbHbIM CEPBMCAM B PaMKax OZHOro NepumeTpa.

KoHKpeTHble agpeca 13 3ape3epBMPOBaHHbIX afpPeCHbIX MPOCTPAHCTB No 3anpocam KaveHTa
BblgenAoTca TexLleHTpom 1 NponucbiBatoTCA B CMMCKaX AOCTYNa Ha CETEBbIX YCTPOWCTBAX Ha CTOPOHE
TexUeHTpa.

MoaxntodeHus KameHTa K OTAe/IbHbIM CEPBUCaM OTAE/IbHOIO CETEBOrO MEPUMETPA BO3MOKHbI TOJIbKO
C BblaeneHHbIx TexLleHTpom aapecos v3 3ape3epBrpoBaHHbIX KNMEHTY afpecHbiX NPOCTPAHCTB 3TOro
cepsuca/nepmmertpa.

B ctopoHy KnneHTta no BGP aHOHcupytoTcA:
- default route (B nepumeTpe gocTtyna K cetn MHTEpHET),

- oTAeNbHble NpedUKcbl TOProebIX cepsrcos 60esol nan TectoBoi TKC
(B8 nepumeTpax nogKntoUeHNA K 6OeBOW UM TeCTOBOM TOProBbiM CUCTEMAM).

AHoHcupyemble npedukcbl TKC BKAtoYatoT B ceba nybaundHblie cetn (Tuna 91.203.x.x), NpMBaTHble ceTu
(Tvna 10.63.x.x) 1 «cepble» cetu (Tuna 196.x.x.x).

B nepumeTpe NoAKNIOYEHUA K CETU 60eBol TOpI’OBOﬁ CUCTEMbI aHOHCHMpPYyemana 1 peanbHaa g1nHa
MapLlpyToB A0 TOProsbiX cepBmncos ANA obounx d)VIBVIHeCKVIX JINHKOB OAMHAKOBa.

Ot KnuenTa no BGP npuHumatoTcs npeduKcebl BblaeneHHbIx KnneHTy ceTel.

B cnyyae Hanmuma HeckoNbKux L3 noakatodeHuii KnveHTa K ogHomy ceteBomy nepumeTpy TexLleHTp
roToB NPMHUMATL NpeduKchbl ceTer KnmMeHTa Ha Kaxaom L3 nogkntoueHuu .

B cnyyae HeobXxoAMMOCTM BbIGOP HAMAYULIEro MapLLPyTa MEXAY PasMYHbIMKU NOAKNOYEHNAMMU
KnmeHTa MoXeT 6bITb OCYLLECTBAEH U3MEHEHWEM Ha CTOpoHe KaneHTa anuHbl AS Path KoHKpeTHOro
npedukca.

[na BO3MOXKHOCTM OpraHmM3aumnm pesepsmpoBaHnAa MeXxay NOAKJIOYEHNAMM.
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24.1

24.1

24.2

24.3

24.4

24.5

24.6

24.7

24.8

25.

25.2

253

26.

26.1

26.2

L3

L2/13

L3

L3

L2/13

L2/13
L2/13
L2/13
L2/13
L2/13
L2/13
L2/13
L2/13
L2/13

L2/13

L2/13
L2/13
L2/13

L2/13

L2/13

L2/13

Pa3mepbl NPUMHMMaeMbIX MPEGUKCOB: MaKCMMasIbHbIN - /24, MUHUMaNbHbIN - /32,

MoToku FAST pasgenieHbl Ha HECKOJIbKO OTAE/NbHbIX FPYNN U AOCTYMNHbI, BKAOYasA cepsucbl TCP

Recovery, U3 oTaeNbHbIX agpecHbIx NpocTpaHcTs U VLAN-o0B (B ciyyae cxembl L2), oTaenbHo ana Feed

A v Feed B.

MNMoanucka Ha noTokn FAST ocyluectsnaetca no npotokony PIM.

MoTtoku Feed A foCTynHbI Ha OAHOM U3 PU3UYECKUX IMHKOB NoAKAoYeHus, Feed B — Ha apyrom.

Cnucok agpecHbix npoctpaHcTs u VLAN-0B ceTeBoro nepumeTtpa noakaodeHms K 6oesoit Toprosoi
cucteme:

1P:10.224.0.0/16 VLAN:224
1P:10.231.0.0/16 VLAN:231
1P:10.241.0.0/16 VLAN:241
1P:10.232.0.0/16 VLAN:232
1P:10.242.0.0/16 VLAN:242
1P:10.233.0.0/16 VLAN:233
1P:10.243.0.0/16 VLAN:243
1P:10.234.0.0/16 VLAN:234
1P:10.244.0.0/16 VLAN:244

Cnuncok aapecHbix npocTpaHcTB 1 VLAN-0B ceTeBoro nepnumeTpa NnoaxkAoUYeHMaA K TecToBo Toprosoi
cucteme:

1P:10.223.0.0/16 VLAN:223
1P:10.221.0.0/16 VLAN:221

1P:10.222.0.0/16 VLAN:222

CnncokK agpecHbix NnpocTpaHcTs n VLAN-0B ceTeBOro nepumeTpa NogKAOYEHNA K ceTn HTepHeT:

1P:10.218.0.0/16 VLAN:218

1P:10.219.0.0/16 VLAN:219

Mexay ceTeBbiM 060pyA0BaHUEM NoAKNOYEHUA KnneHTa u ceTeBbiM 060pya0BaHNEM
TexUeHTpa.

TpaH3aKUMOHHaA ceTb

FAST (®oHA0BbINM pbIHOK) - Feed A

FAST (®oHaoBbIlM pbIHOK) - Feed B

FAST (BantoTHbIl pbiHOK) - Feed A

FAST (BantoTHbIit pblHOK) - Feed B

FAST (CpouHblIit pbIHOK) - Feed A

FAST (CpouHblii pbIHOK) - Feed B

FAST (Full Order Log cpoyHoro pbiHKa) - Feed A

FAST (Full Order Log cpoyHoro pbiHKa) - Feed B

TpaH3aKLMOHHAA ceTb TeCTOBOM TOProsoit cUCTEMbI
FAST TecToBoW Toprosoit cuctemsl - Feed A

FAST TecTtoBoli Toprosoit cuctemsl - Feed B

CeTtb poctyna K cetn MHTepHeT

CeTb focTtyna K cetv HTepHeT (MHTepdelichl ynpasaeHus)



B nepumeTpe goctyna K cetm MHTepHeT No-yMOAYaHMIO OFpaHUYeHbl BCe BXOAALLME U Ucxogalumne
AO0CTYyNbl, 3@ UCKNOHEHNEM!

27. L2/L3 OMONHUTENbHbIE AOCTYMbl OTKPbLIBAKOTCA NO OTAENbHbIM 3aABKaM.
/B3 octyn K nyGanbiv HC (8.8.8.8, 8.8.4.4) u sHyTperHm HC (85.118.176.17, 85.118.176.19), ™ Aocty P A
- UCXOAALLMMN NUHT U3 ceTn aoctyna K MHTepHet (10.218.0.0/16).
271 1213 Mpu HacTpoiike MHTepdecoB B NepumeTpe A0CTyna K ceTn UHTepHeT B Kavectse [HC-cepsepos moryT | Mpu HEO6X0AMMOCTM UCNOAb30BaHMA Apyrux [JHC-cepBepoB AOCTYN MOXKET BbiTb OTKPLIT MO

ncnonb3osatbes agpeca 8.8.8.8, 8.8.4.4 (unu BHyTpeHHue 85.118.176.17, 85.118.176.19). OoTAEe/IbHOM 3asBKe.



