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Annotation
The document describes the Signature verification wizard usage. The document is intended for security administrators. 
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1 Purpose of the application
The Signature verification wizard is part of Registration Authority software. It is used for checking the digital signature correspondence to document contents and for signer identification.

2 General information
Using the digital signature may cause conflicts – contests the authorship and/or document contents by parties (system participants).
To resolve those conflicts taking into account the law and signature creation specifics one needs special software for checking and documenting data used for signature verification.

Conflict resolution means establishing the signature authorship of a specific user in the specific document.

The analysis is based on mathematic properties of signature algorithm, realized in cryptographic provider Microsoft CSP (Tumar CSP or Vega CSP), which guarantees the impossibility of signature falsification by any person without signature private key.

The signature checking key is used during signature verification. The key value is calculated from signature key value during its creation.

The security system gives the opportunity to check signature value during the validity period of public keys and digital documents (for example, 5 years). It requires archives of signed digital documents and public key certificates. 
The conflict analysis is performed by committee which consists of parties representatives, security service and experts. Committee structure, formation rules and work regulations are defined in the Appendix to System Regulations (in the Contract between system participants).

3 System requirements
The application can be used in the following operational systems:

· Windows XP with Service Pack 3 (SP3) and higher (x86 and x64);

· Windows Server 2003 with Service Pack 2 (SP2) and higher (x86 and x64);

· Windows Vista with Service Pack 1 (SP1) and higher (x86 and x64);

· Windows Server 2008 with Service Pack 1 (SP1) and higher (x86 and x64);

· Windows 7 (x86 and x64);

· Windows Server 2008 R2 (x64);

· Windows 8/8.1 (x86 and x64);

· Windows Server 2012 (x64)/ Server 2012 R2 (x64).

You should also use a laser printer to print protocols.

4 Software structure and installation
Signature verification wizard is implemented as RCSREF.EXE executable module. The application also contains:

·  RPKI.DLL (Signature Public Key Infrastructure), containing functions for work with certificates and other system objects, for signature creation and verification;

·  RCERTUI.DLL, containing GUI functions for certificates.

4.1 Installing the software
The application is installed during the Certificate Store installation.
5 Conflict resolution rules
Conflict resolution is performed on any system participant initiative. Conflict resolution includes:

· Presentation of a claim from one system participant to another;

· Committee creation;

· Conflict resolution;

· Recovery of damages.

Conflict analysis is performed using Signature verification wizard (by starting the RCSREF.EXE) on digital document whose authorship or contents are disputed.

The signature verification protocol, created by the application is the committee main document, and it should be signed by all committee members.

Signed document verification includes the following actions:

· finding out a certificate or several certificates required for signature verification;

· signature verification using each certificate;

· finding out each signature creation date in the digital document;

· each certificate signature verification by creating certificate chain to Root Certification Authority certificate;

· certificates validity period checking for current time;

· certificates validity period checking for signature creation time;

· checking that the certificates are not included in the CRL.

If the certificate required for document signature verification is revoked by CRL, the committee decides if document signature is valid according to document creation date and certificate revocation date.
The committee can define the certificate usage appropriateness according to “Certificate usage rules” and “Key usage expanded sphere” extensions, registered for this certificate. The committee needs the information about using extensions in the application.

If the signature is verified, the certificate chain is verified, and the certificate is not found in the CRL, the authorship is proved. 
If the document creation date doesn’t correspond to certificate validation period or signature key validation period, it doesn’t affect the document authorship. It can be supposed that the user doesn’t work in accordance with EDI rules..

5.1 The cases when signature authority can’t be verified
If the user signature check key certificate is absent, the document authorship can’t be proved. So the public key certificates archive should be periodically backuped and stored during defined period.
6 Signature verification wizard startup 

6.1 The certificate store used by Signature verification wizard 

The Signature verification wizard is used on the computer where the Certificate Store is already installed, The Signature verification wizard uses the Certificate Store database.

If the user personal store and Certificate Store database are absent, the conflict analysis is impossible.

6.2 Cryptographic module initialization
The cryptographic module initialization is performed during the Signature verification wizard startup (RCSREF.EXE). 

You should insert the key medium in the appropriate device to complete the cryptographic module initialization. You should define the medium in the appropriate dialog.
6.3 Checking the user personal store
The Signature verification wizard checks the user personal store existence and integrity during each startup. After the startup procedure is completed the message about personal store is protected and checked is displayed (Figure 1).
[image: image1.png]MOEX EDI CryptoPS (x64)
Verification Wizard
Version 5.0

oK





Figure 1 – User personal store check dialog
If the user personal store is absent or the user signature key is not loaded, or the user personal store can’t be checked, the error message appears.

In this case you should start the Certificate Store application and restore the system functionality.

7 Working with Signature verification wizard 
7.1  Signature verification wizard interface and structure 
Signature verification wizard interface and structure are displayed below (Figure 2).
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Figure 2 – Signature verification wizard interface (Certificate Store)
7.1.1 Displaying objects and their statuses in the Signature verification wizard interface 
Table 1 contains the description of store types, objects and object statuses displayed in the Signature verification wizard interface (Certificate Store). 

Note – The icons are displayed in accordance with stores structure.

Table 1 – Objects in the Signature verification wizard interface
	Object icon and name
	Note
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	Personal Certificate Store
	User’s personal store. It contains Certification Authority certificates. It’s protected by signature on user’s key (read-only).
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	Local Certificate Store
	User’s local store. It displays all objects from local store (read-only).
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 Registration certificates 
	User registration certificates
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	Certificates
	User’s certificate and other certificates from user’s local store

	
	[image: image7.png]



	CRL
	Certificate revocation list
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	Network certificate stores
	Network certificate stores


7.2 Displaying objects in the interface
Signature verification wizard interface displays object data in two modes:

· Object list common data in the right part of the window;

· Object data in the object dialog.

7.2.1 Object list common data
In this mode the right part of the window contains information about objects from current store section (Figure 3).
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Figure 3 – Object list common data
7.2.2 Object data in the object dialog
For each object type the application displays the appropriate object dialog. Double-click the object in the left or right part of the window to display the dialog (you can also select the required object and press “space” button).

7.2.3 Certificate dialog
Certificate dialog consists of a number of tabs (Figure 4).
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Figure 4 – Certificate dialog
The “General” tab contains the certificate main data.

The “Details” tab contains information about certificate required fields and all extensions (their names and values) from the certificate (Figure 5). Press the “Print” button to print the certificate form.
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Figure 5 – The “Details” tab
The “Certification path” tab displays the result of certificate full verification. The full verification includes creating certificate and CRL chain, all certificates and CRL signature verification, checking the validation period. If a chain object is missed or out of date, the appropriate message is displayed in the window (Figure 6). The main certificate (self-signed Certification Authority certificate) should exist in the user’s personal store to perform the verification. 
Note -  Select the certificate in the chain and press the “View certificate” button to display the required certificate in the same window.
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Figure 6 – Certificate verification results 
7.2.4 Certificate revocation list dialog
The “General” tab displays the CRL main information (Figure 7):

· List issuer name (Certification Authority);

· List issuing date;

· List updating date (can be absent).

The lower part of the CRL dialog is displayed if the CRL contains certificates. Select the certificate in the list and press the “View certificate” button to display the Certificate dialog (see section 7.2.3).
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Figure 7 -  The “Certificate Revocation List” dialog
The “Details” and the “Certification path” tabs are the same as for the “Certificate” dialog (see section 7.2.3).

7.3 Exporting store objects to external medium
You can save any store object (certificate, request, CRL, compromising message) to an external medium. Select the required object, click it with right mouse button, and then select the “Save as” option. Select the required file format in the appeared dialog and define the name of the file.

7.4  Printing object forms
Select the “Details” tab of the Certificate dialog, and then press the “Print” button. 
Note -  The Signature verification wizard uses printers defined in the operational system. If the default printer is not set, the printing is impossible.

8 Conflict analysis
Select the “Service” – “Signature verification” menu option or press the “Verification wizard” button to start the conflict analysis procedure.

The Signature verification wizard gives the opportunity to verify signatures of digital documents of the following formats:

· Signed message simple format, presented as a file;

· Message format of PKCS#7 Signed standard;

· Message format of PKCS#7 Signed standard with detached signature;

· Certificate;

· Certificate request;

· Protected message.

8.1  Selecting a digital document for verification
For signature verification you should select the file with packed data (data in format of PKCS#7 standard), or the file with signed digital document in a simple format (Figure 8).
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Figure 8 – Selecting file for verification
Then press the “Next” button.

Then you should define the verification options (Figure 9), which will be used for signature verification:
· Verify signature for signer certificate and each certificate from certificate chain to Main Certification Authority certificate;

· Verify the certificate actuality for defined time;

· Verify certificate actuality for signature creation time;

· Check the certificate is not in the Certificate Revocation List;

· Verify the CRL actuality for the current time;

· Check the certificate key validation period.

The “Current time (GMT)” field displays the time (GMT), in which the verification is performed.
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Figure 9 – Defining verification options
Then press the “Next” button.

Then you should select stores for searching certificates and CRLs (Figure 10). Local certificate stores are used for search, and additional certificates and CRLs can be used. You can add them using the “Add” and “Add CRL” buttons. Use the “Delete” button to delete objects. Use the “View” button to display added certificates and CRLs in a separate window.
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Figure 10 – Selecting stores for searching certificates and CRLs
After checking the stores are defined correctly press the “Next” button to verify the signature.

Signature verification result is displayed in dialog window (Figure 11), which contains the following data (according the defined verification options):

· Signature verification result;

· Name of file with digital document;

· Digital document signature verification result with the use of each certificate;

· Certificate or certificate list required for signature verification;

· Each document signature creation date;

· Number of key, used for creating signature.
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Figure 11 – Signature verification result
Note -  If the document signature is not found, the “Signature verification result” field will contain the text “Digital signature is not found or the format is corrupted”. 
Press the “Show” button to view the certificate on which the signature is verified (if it is found in the stores). Press the “Next” button, and the “Signature verification wizard is completed” message will be displayed (Figure 12).
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Figure 12 -  The wizard is completed
Press the “Print” button to print the signature verification protocol. The signature verification protocol format is described in the Appendix.

Note -  The application uses printers installed in the operational system. If the default printer is not defined, the printing is impossible.
Appendix 1
Signature verification protocol
Signature and certificate verification protocol
Details
File name: C:\Temp\01.txt.p7s. 
File format: Signature in PKCS#7 format. 
Protocol creating date and time: 9 октября 2014 г. 11:55:02 GMT.
Verification options
verify full certificate chain 
cryptographically verify certificate signature 
verify certificate validity period 
verify certificate revocation 
cryptographically verify CRL signature 
verify CRL validity period
Signature №1 verification
Signature verification result: OK 
Chain verification result: OK. 
Signing date and time: 8 октября 2014 г. 13:33:29 GMT.
Signature certificate identification: 
Certificate issuer: CN=RootCA,C=RU . 
Certificate serial number: 40:50:12:10:F4:DC:04:8B:BA:57:01:20:54:2D:0A:39. 
Signer certificate: 
Subject: CN=User,C=RU
Issuer: s 
Serial number: 40:50:12:10:F4:DC:04:8B:BA:57:01:20:54:2D:0A:39 
Key algorithm: rsaEncryption 
Certificate validity: from 2 октября 2014 г. 8:18:03 GMT to 1 октября 2019 г. 23:59:00 GMT 
Key validity: from 2 октября 2014 г. 8:18:03 GMT until 2 января 2016 г. 23:59:00 GMT 
Verification result: Valid signature.
Signature in PKCS#7 format: 
pkcs7-signedData cryptographic message: 
Version: 2 (0x1) 
Digest Algorithms: 
sha1 
Certificate: 
Subject: CN=User,C=RU 
Issuer: CN=RootCA,C=RU 
Serial Number: 40:50:12:10:F4:DC:04:8B:BA:57:01:20:54:2D:0A:39 
countersignature: 1 
Signer Info: 
Issuer: CN=RootCA,C=RU 
Serial Number: 40:50:12:10:F4:DC:04:8B:BA:57:01:20:54:2D:0A:39 
Authenticated Attributes: 
contentType :

pkcs7-data 
signingTime : 

8 Oct 2014 13:33:29 GMT 
messageDigest : 
B9:5F:25:D8:C9:35:32:30:79:88:D4:15:7A:AE:21:86:23:D7: 
9F:D3 
Signature Algorithm: rsaEncryption
73:5D:E1:38
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 Russia, 125009, Moscow, Bolshoy Kislovsky lane, 13Phone: +7 (495) 745-81-42E-mail: pki@moex.com 

Final result
Verification result: Valid signature.
Member of the committee:



_____________________"____"__________20___.
L.S.
Member of the committee:



_____________________"____"__________20___.
L.S.
Member of the committee:



_____________________"____"__________20___.
L.S.
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