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1 Software Purpose and structure. Hardware and software requirements 
The purpose of the Certificate Store is described in the “Certificate Store. User’s Guide” document.
1.1 System requirements

Hardware and software requirements are described in the “The Certifying Center Client System. System description” document.
1.2 The Certificate Store structure

The application is implemented as the RCS.EXE executable module. It contains the following dynamic modules:

· RPKI.DLL - provides the functions for work with certificates and other system objects, the digital signature creation and verification functions;

· GDBM.DLL - provides store functions;

· INTL3.DLL – provides different languages support;

· RCERTUI.DLL – provides GUI functions;
· RCSREF.EXE – provides the Signature verification wizard functions.

RPKI.DLL uses the WLDAP32.DLL dynamic library for work with LDAP network store. The Signature verification wizard purpose is described in the “Signature verification wizard. Administrator’s Guide” document.
2 Installing the Certificate Store software
You should have the administrator rights to perform the installation. The installation is performed under standard Windows Installer. Remove previous Certificate Store versions before the installation.
2.1 Before installing the Certificate Store new version

Before installing the new software version you should create the backup copy of the current version database, and then check the opportunity of restoring the software from the backup. Then you should check the installation pack integrity and legacy. You can do it with the help of hashfile.exe utility from the installation pack.

2.2 Installing the Certificate Store

Select the required installation pack (depending on OS used) - rcs_x86.msi or rcs_x64.msi, and then double-click the selected program with left mouse button. After welcome dialog and selecting the target installation folder the “Select installation type” dialog appears (Figure 1).
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Figure 1. Selecting the installation type

The further installation is performed according to installation program messages. If you want to install additional software components, select the “Custom” installation type, and then select the required components (Figure 2).

[image: image2.png] MOEX EDI CryptoPS: Certificate Store Setup

Select Features

=loix|

Flease select which features you would ke to instal.

Cottate Stoe He
Pugins

R EMaiPhg
RAHTTP Phg
Rl Visb Senve
] Signare i
Verfcaion Wizard
R Eversions
S Windows Evlre Etesion
« y

-

o-

-

Fealure Descripin:
Cetficate Store Modues

This feature wilbe installe on the local hard
dive.

This eature requires 59KE on your hard dive.
Ithas 4 of 4 subfealures selected. The.
subfeatures requite 7032KE on your hard dive.

Disk space Reset

Cancel

<Back

Next>





Figure 2. The “Custom” installation

You can select the following components in the “Custom” installation:
· Certification Store help (is not installed by default);

· Attached modules:

· E-mail sender to Registration Authority – used for sending certificate requests and certificate revocation requests to the Registration Authority by e-mail (is not installed by default);

· Objects updater from catalogue – imports updates from centers (is not installed by default);

· Objects updater from Registration Authority by WEB – imports updates from centers by Web (is not installed by default);

· Sender to Registration Authority via HTTP – used for sending certificate requests to the Registration Authority via HTTP (is not installed by default);

· Signature creation wizard – used for creating signatures (is not installed by default);

· Signature verification wizard (is not installed by default);
· Integrity check utility;

· Register extensions – registers specific file extensions in the operational system.

After the installation is completed, the final installation dialog appears. If an error occurs during the installation, you can view the installation log. Use the following startup command to create the installation log:

msiexec /l*v cs.log /I rcs_x86.msi (или rcs_x64.msi)
The installation procedure creates all necessary options for using the Certificate Store. After the installation is completed you should perform the actions to provide the installed software periodical verification.

2.3 Checking the integrity

You should use the hashfile.exe utility for integrity checking. The utility is described in the “Integrity check utility. Administrator’s Guide” document. The full list of Certificate Store files for integrity check is listed below:
	In OS system folder:
	In Certificate Store installation folder:

	− rpki.dll;

− rcertui.dll;

− rpki1.dll;

− rpkicom.dll;

− gdbm.dll;

− intl3.dll;

− iconv.dll;

− libxml2.dll;

− zlib1.dll;

− msvcrt.dll;

− mfc42.dll;

− wldap32.dll;

− vcertmsg.dll;
	− rcs.exe;

− rcs.hlp;

− rcs.cnt;

− rpki1utl.exe;

− rverify.exe;

− rcsref.exe;

− dbghelp.dll;

− rsignwiz.dll;

− rupdatefromdisk.dll;

− ruserdisk2ra.dll;

− ruserpost2ra.dll


The integrity check should also be performed for CSP modules. The Certificate Store first startup and cryptographic module initialization are described in the “Certificate Store. User’s Guide” document.
3 Certificate Store customization

GUI and Certificate Store interface structure, viewing objects and their statuses, common setup options, access rights, setting on/off the password, work with network store and objects filtering are described in the “Certificate Store. User’s Guide” document.
3.1 Customizing print parameters
Select the “Print settings” option from the “Setup” menu to customize printed text (Figure 3).
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Figure 3. Print settings dialog

The left column contains the prints text default values. Add new text values in the right column to change prints text. Press the “OK” button to save your changes. Press the “Save to file” button to save the changes in the system registry text format for further transferring them to another computer. Then perform the regedit.exe /i <filename> command (or double-click the file with .reg extension) on the target computer to import saved options.
4 Database Installation and Setup

4.1 Database software requirements
The Store can use databases of the following types:

· Microsoft SQL Server 2005 SP3 (or SQL Server);
· Microsoft SQL Server 2008 (or SQL Server);
· Microsoft SQL Server 2008 R2 (or SQL Server).

It’s recommended to use the Microsoft SQL Server 2005/2008/2008 R2 Express Edition as Certificate Store certification database, because the database provides the necessary functionality without additional financial expenses. It’s strongly recommended to install last available service pack and use the Windows built-in authentication.
4.2 Installing the database

You should start the Microsoft SQL Server 2005/2008/2008 R2 installation program (usually – setup.exe) from distributive pack and follow the instructions. You should start the SQL Server service to work with the database.
4.3 Customizing the database

It’s recommended to use the SQL Server Management Studio or Console to customize the database of any version. 
4.3.1 Installing the Console

Start the Microsoft SQL Server 2005/2008/2008 R2 installation program and select the “Only client components” option (Figure 4). You should install the “Management tools”, “Management tools – All”, and “Connectivity Components” (Figure 5). Select the “Microsoft SQL Server” / “SQL Server Management Studio” option to start the Console.
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Figure 4. Selecting the SQL Server installation type
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Figure 5. Selecting features to install

4.3.2 Creating the database
You should create the database from the user, who will work with the database. If the user has no administrator rights, you should start the SQL Server Management Studio with administrator rights first, and then create the new Login for the user in the Security section (Figure 6).
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Figure 6. Creating an SQL Server account
It’s strongly recommended to use Windows authentication while working with the database.

Select the dbcreator role at “Server roles” tab. 

Then you should start the SQL Server Management Studio under the created user, select the “Databases” folder and the “Create database” option. In the dialog window (Figure 7) you should define the database name, which will be used for connection to the database (Data Source Name, DSN) from client software. You can also define the required database name and transaction log name in the “File name” field at the “Common” tab.
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Figure 7. SQL Server database creation

If the database is created not by the required user, you should change the database owner using the sp_changedbowner built-in procedure with ‘<user login>’ option. The login should be already created before starting the procedure. If you can’t define the database user as its owner, you should define the database as the default database for the login, and then give him the rights to “Create tables” in the database (Figure 8). But in this case you may have problems with backuping/restoring the database on another computer.
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Figure 8. Adding “Create table” permission
4.4 Database backup
Select the Management folder, and then select the Create backup option to create the database backup copy using the SQL Server tools (Figure 9). 
Then you should select the backup mode (full or incremental) and define the folder where the backup copy will be placed (you can select type store as backup folder).
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Figure 9. Creating the backup copy of the SQL Server database

4.5 Setting the connection to database
Press the “ODBC Administrator” button in the stores options, or select the “Administration” – “ODBC” option from the Windows Control Panel, or start the ODBCCP32.CPL applet to set the connection to the database (Data Source Name, DSN). Select the “User DSN” tab in the appeared window, if the connection is created for one user, or the “System DSN” tab, if the connection is created for all computer users, and then press the ”Add” button (Figure 10).
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Figure 10. ODBC Data Source Administrator dialog
Then you should select the required ODBC driver (SQL Server or SQL Server Native Client), which will be used for connecting to the database (Figure 11), and then press the “Finish” button. The data source creation master dialog appears for the selected driver (Figure 12). 
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Figure 11. Selecting the ODBC driver
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Figure 12. Selecting the data source name

You should define the Data Source Name (DSN), which will be used in the Certificate Store for connecting to the database. If the network database is used, you should select an available server for the connection. Then you should select the authentication method (Windows built-in authentication is recommended) (Figure 13).
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Figure 13. Selecting the authentication method

Then select the default database for the data source (Figure 14).
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Figure 14. Selecting the database

The user should have enough rights to create a table at the first connection, and for adding/deleting records in the database.  It’s recommended to leave the default options in the following dialog (Figure 15).
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Figure 15. Selecting a language

You should pay attention to the system messages language. It should be set to English, or errors can occur with Data fields’ transformation. 
After the creation procedure is completed, the dialog window appears (Figure 16).
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Figure 16. Data Source creation is completed

It’s recommended to press the “Check the data source” button to check the connection to the database. Then press the “OK” button. 

If an error occurs during the connection, the appropriate message is displayed (Figure 17).
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Figure 17. Database connection error

In this case you should check the database server availability, and then check the server options (for the message on Figure 17 you should check user login and password used for connection to the database).

After the setup is completed the Data Source Name will appear in the DNS list of “ODBC Administrator”, and you can use it for accessing Certificate Store database. Press the “Setup” button to change data source options (Figure 12).
5 Removing the Certificate Store software
5.1 Saving user software settings
Perform the following commands to save your settings before removing the software:
reg export HKEY_CURRENT_USER\Software\VALIDATA\rcs cs.reg

reg export HKEY_CURRENT_USER\Software\VALIDATA\rPlugIn Plugin.reg

reg export HKEY_CURRENT_USER\Software\VALIDATA\rpki pki.reg
After the new software version is installed double-click the created files in the Explorer to restore the settings. 

5.2 Removing the software

You should log in the operational system with administrator rights to perform the software removing. 

Select the “Start” – “Setup” – “Control Panel” – “Adding and removing programs” option from Windows system menu to remove the software.

Select the “Certificate Store” option and press the “Add/Remove” button. The Certificate Store installation dialog appears. Select the “Remove” option and press the “Next” button (Figure 18).
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Figure 18. Removing the program

Then the confirmation dialog window appears (Figure 19). Press the “Next” button. The software will be removed. It’s recommended to restart the computer after the removal is performed. 
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Figure 19. The removal confirmation dialog

If OS Windows is used, press the “Remove” button in the “Adding and removing programs” window to remove the software. 
The Additional Objects (OID) identifiers which were installed with the software, will be removed too, and will be rewritten during the further installation. If you remove the software in order to install the application new version and you want to save the Additional Objects settings, you can use regedit.exe for the purpose. Click the [HKEY_CURRENT_USER\Software\MDPREI\spki\OIDs] register branch with right mouse button and select the “Export” option to save the settings. Then select the file for saving the settings. After new software version is installed double-click the file to restore the OID settings.

5.3 Removing software settings for the user
Certificate Store uses folders and registry keys available for the current user for storing the settings (in user profile folder and HKEY_CURRENT_USER registry keys), so in order to  completely remove the software you should perform the following actions:
1. Remove the HKCU\Software\VALIDATA\rcs registry key;

2. Remove the HKCU\Software\VALIDATA\rpki registry key;
3. Remove the HKCU\Software\VALIDATA\rPlugIn registry key;
4. Remove the RCS folder from the user profile folder (usually C:\Documents and Settings\<username>\Application Data\VALIDATA in Windows XP/Server 2003/Vista/2008).
