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AHHOTAIIUA

HacTtosmuii JOKyMeHT COOePKUT ONNCaHue NOPSAAKa UCIIOIb30BaHUS IIPOrpaMM-
Horo koMmmiiekca BAMB.00060-06 «CpencTtBo KpunrorpadhudecKou 3amuThl BHGOP-
mauuu «Banugata CSP» Bepcus 6» (manee — CK3HM «BamupgaTta CSP»).

IIOKyMEHT COMepPKUT 00Illee OonrCcaHue KJII0UYeBOM CUCTEMEBI, a TaKXKe 00IIue Tpe-
6oBaHUS K oO0ecnneyeHUIo 6€30ITaCHOCTH Ha Bcex 3Tarax ucrnonb3oBanusa CK3U «Ba-
nupaTta CSP».

IToOKyMeHT npefHa3HauveH OJis nojib3oBaTtesne, npuMeHnsaomux CK3UW «BanunaTta
CSP».

Hacrosmuii 1OKyMeHT COCTaBJI€EH B COOTBETCTBUM C TEXHMUYECKOM cleluuka-
nuen «MHpopMaliMoHHasE TexHOoorus. Kpunrorpadudyeckas 3aliyuTa nHOOpPMaIUU.
CocTaB u comepzKaHUE IIPABUJI IIOJIb30BAaHUS CPEACTB KpUNTOrpadUyueCKOU 3alllu-
TeI nHQopMaruu» (TC 26.2.001-2020) TexHMYECKOT0 KOMUTETA II0 CTaHOapPTHU3alNN
«Kpunrtorpadpuueckas s3ammura naHpopmanun>» (TK 26).
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1 HA3HAYEHMUE CK3HU «BAIIMIIATA CSP» A EI'O
OCHOBHDBIE XAPAKTEPUCTUKH

1.1 O0mMe cBeIeHUus1

[TporpamMmusiii kommnekc (ITK) BAMB.00060-06 «CpencTBo KpunTorpapuiecKkou
3amuTe “HGopMaluu «Banmugata CSP» Bepcus 6» (manee — CK3U «Banunmata CSP»)
npegHa3Ha4yeH OJIs:

— HCIIOJIb30BaHMS B Ka4eCTBe KPUITOIpPOBalepa B cocTaBe (QYHKIIMOHAIBHO 3a-
KOHYEHHBIX CPEeACTB KpunrTorpaduyeckon 3amuTe nHpopManuu (CK3H), nmeromux
ceptudukat coorBeTcTBus ®Ch Poccuu;

— oOpallleHus K Kpunrtorpadpruueckum QyHKIIUSIM B COOTBETCTBUU CO CTaHOAPTHHI-
mu uHtepdemicamu CSP (Cryptography Service Provider) u CNG (Cryptography API:
Next Generation) Microsoft;

— TIoOAepzKKU IMpoTokojia Transport Layer Security (TLS 1.2 B COOTBETCTBUU C
RFC 5246, TLS 1.0 B coorBeTrcTBuM ¢ RFC 2246, paClIMpeHHBI MacTep-CEKPET B
cootBetcTBUM C RFC 7627, a Tak:Ke 0e30I1acHOEe IePEeINoaKIII0uUeHe B COOTBETCTBUM
¢ RFC 5746) ¢ ucnonb30BaHUEM POCCUMCKUX KPUIITOrpapuuecKux CTaHOapPTOB;

— oOpaireHus: K QyHKIIUAM ITOgmepKKU 0e30ITaCHOCTA B COOTBETCTBUU CO CTaH-
OapTHBEIM KpunrorpadudeckuM uHtepdeincom Microsoft — Security Support Provider
Interface (SSPI);

— BCTpamBaHUs B omnepaumoHHylo cuctemy (OC) Microsoft Windows B KauecTBe
Kpunrorpadudeckoro npopammepa CSP Microsoft, paboTaloIiiero ¢ 3anuinéHHEIMHI
MpuIoxXeHussMu Microsoft;

— BcTpauBaHus B OC Microsoft Windows B kauecTBe Kpunrorpa¢puieckoro mpo-
Barimepa CNG Microsoft, paboTaliero ¢ 3anuiéHHbIMI TPUI0KeHUussMu Microsoft;

— BcTpamBaHusa B OC Microsoft Windows B kauecTBe mmpoBaiijgepa 6e30macHOCTH
SSPI Microsoft, paboTaloIiero ¢ 3aluEHHEIMU TPUI0XKeHusIMu Microsoft.

Bapuantel ucnonHenuit, coctaB CK3U «Banmupata CSP» u TpebGoBaHUs
K almapaTHOMy ¥ IIpOrpaMMHOMY OOeCledeHUI0 TpUBEOEeHbl B HOOKyMEHTe
BAMBE.00060-06 30 01 «CK3H «Banugata CSP» Bepcus 6. QopMysap».

1.2 OcuoBubie QyHKIuU CK3HU «Baaugara CSP»

CK3U «Banupgata CSP» peanusyeT cienyoue Kpunrorpadguieckue npeodpaso-
BaHUS:

— mudpoBaHue JaHHBIX, KOTOPOE IPOU3BOOUTCS C II€/IbI0 CKPHITh COZlepKaHue CO-
OOIIeHMSI;

— MMMTO3alllMTa HOaHHBIX, oOecmedyuBalolllasd HageXXHOe YyCTaHOBJIeHVEe (haKTOB
CIy4aWHOT'O UJIU IpedHaMepPeHHOr 0 UCKaXKeHus nHpopMalluu B IIpoIlecce e€ XxpaHe-
HUS UJIN IIepeJady 110 KaHajaM CBSI3H;

— 9JIeKTpoHHas momnuchk (III), momTBepzKmalolllas aBTOPCTBO M I€JIOCTHOCTD
9JIEKTPOHHLIX TAHHEIX, a TaKXKe o0ecrmeuyunBalollas HeBO3MOXKXHOCTL OTKa3a OT aBTOP-
CTBa.
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[ToompoOHee onucanue GYHKIIMH, BHITOMHAeMbIX [IK 1 KOMIIOHEHTaMM U3 COCTaBa
CK3U «Banupata CSP», npuBepmeno B pnokyMeHTe BAMB.00060-06 31 01 «CK3H
«BanupgaTta CSP» Bepcus 6. Onucanue NpuMeHEHUS».

CK3U «Bammpmata CSP» peanusyeT KpunrtorpadudecKue aJrOpUTMBI COTJIACHO
CIeOyIoUIUM CTaHOapTaMHU:

— I'OCT P 34.12-2015 (I'OCT 34.12-2018) «MuadopMmalinoHHasa TexHosorusa. Kpur-
Torpaduydeckas 3amuTa nHGopMaluu. brnounsie mudpb» (6104HbIe MUGPH «Mar-
Ma» U «Ky3Heduk»);

— I'OCT P 34.13-2015 (I'OCT 34.13-2018) «MMadopmanuonHasa TexHonorusa. Kpun-
Torpaduyeckas 3ammra mHGopManuu. PexyuMbl paboThl 6/I0YHBIX IIUQPPOB» (61049-
Hble UG PH «Marma» U «Ky3Heduk» B peskrMax IPOCTOM 3aMeHbl, TaMMUPOBaHUSA U
BBIPAOOTKU UMUTOBCTABKM);

— I'OCTP 34.10-2012 (I'OCT 34.10-2018) «MudpopmamnonHasa TexHonorusa. Kpum-
Torpaduyeckasi 3aniuTa vHpopMaluu. IIpoiecce GopMUpPOBaHUSI U IPOBEPKU IJIE€K-
TPOHHOU ITU(PPOBOU IIOOIIHUCHU»;

— I'OCTP 34.11-2012 (I'OCT 34.11-2018) «MudpopMmanmnonHasa TexHonorusa. Kpum-
Torpadudeckas 3ammura nHPopManuu. OyHKIUSS XIIMIUPOBAHUS»;

— I'OCT 28147-89 «CucreMnl 00padboTku nHBopMauu. 3alinuTa Kpunrorpapude-
CKasi. ANTOpuUTM KpuntorpadpuiyecKkoro npeodpa3oBaHUsI».

ITpumeuaHus

1 Onaa nposepku 3I1 8 CK3H «Baaudama CSP» peaau3zosaHa nooddepakcka I'OCT
P 34.10-2001 «HHpopmauuoHHasa mexHoao2usa. Kpunmozpaguueckasa 3au,uma uH-
¢opmavuu. ITpoueccvl popmupo8aHua u nposepKu 31eKmpoHHOU Lupposol noonu-
cu» uI'OCT P 34.11-94 «HH$popmauuoHHass mexHoao2us. Kpunmoepaguueckan 3a-
w,uma uHpopmayuu. PYHKUUA X3WUPOBAHUSA».

2 MeowceocyoapcmeeHHble cmaHoapmbl I'OCT 34.10-2018, TOCT 34.11-2018,
I'OCT 34.12-2018 u I'OCT 34.13-2018 onpedeasaiom kKpunmozpaguueckue mexd-
HU3Mbl, cognadaru,ue ¢ Kpunmozpapuuyeckumu MexaHu3mMamu, onpedeseHHbIMU 8
HauuoHaabHbiX cmaHdapmax Poccutickot ®edepauuu I'OCT P 34.10-2012, TOCT P
34.11-2012,I'OCT P 34.12-2015 uI'OCT P 34.13-2015 coomeemcmaeeHHO.

CK3H «Banumata CSP» peanu3yeT Kpunrorpadpudeckue mpeodpa3oBaHUs B COOT-
BETCTBUM CO CJIeOyIOINMH PeKoMeHOaIUusIMH 110 CTaHOapTHU3alluu:

— «Kpunrorpadudeckue aJropuTMbI, CONIYTCTBYIOIINE IPUMEHEHHIO aJITOPUTMOB
3JIEKTPOHHOU IIU(PPOBOM MOANKCHU U QyHKIUU x3mmupoBaHus» (P 50.1.113-2016);

— «ITapaMeTphl MIUIITUYECKUX KPUBBIX OJIS KPUNTOrpapuiyeCcKuX aaropuTMoOB U
npoTokonoB» (P 1323565.1.024-2019);

— «QopMaThl COOOIIEHMY, 3alUIlleHHBIX KpUNTOorpapuyecKUMU MeTOmaMu»
(P 1323565.1.025-2019);

— «Hcnonb30BaHWE POCCHUUCKHUX KpPUNOTOrpaduUecKuX alrOpUTMOB B IIPOTOKOJIE
6e3omacHoCTH TpaHcmopTHOro ypoBHs (TLS 1.2)» (P 1323565.1.020-2018);

— «Hcnonb3oBanue anroputmoB ['OCT P 34.10-2012, TOCT P 34.11-2012 B cep-
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TuUKaTe, COHUCKe aHHYyIMPOBaHHLIX cepTudukaTtoB (CRL) 1 3anpoce Ha cepTuduKar
PKCS#10 undpacTpyKTyphl OTKPHITEIX Kiaouer X.509» (P 1323565.1.023-2018).

3amuiaeMas nHpopManus (TeKCT, BUugeonsoOpaxkeHue U T.[1.) IPeACcTaBIsIeTCs B
Buae OMHapPHOM MOCJIeq0BaTEeJIbHOCTH.

[TogpoOHasi uHOpPMAIMS O 3alllUTe [OaHHBIX C IIOMOIIBI0 Kpunrorpadule-
ckux T1ipeobpazoBaHuit B CK3M «Bamumata CSP» mnpuBemeHa B [OOKYMEHTe
BAMBE.00060-06 31 01 «CK3U «Banunata CSP» Bepcus 6. OnrucaHue NIpuMeHEHUI>.

1.3 I'padnueckue naTepdpencbl CK3U «Baaugmara CSP»

CK3U «Banupgata CSP» mpepocTaBisieT cienyloline rpadpudeckre HHTePGHENCH
IJI1s1 B3aUMOIENCTBUS C IOJIb30BaTEJIEM:

— nporpamma KoHpurypanuu CK3U1 «Banumata CSP»;

— mouurtop TLS.

[TogpoOHast uHpopMalus o IopsinKe PpaboTH C IIepedYnCcIeHHBIMU BhIIIe UHTEPde-
camu nipuBepneHa B fokyMeHTax BAMBE.00060-06 31 01 «CK3HU «Banugata CSP» Bep-
cus 6. Onucanue npuMeHenus» 1 BAMBE.00060-06 95 01 «CK3M «BanupgaTta CSP»
Bepcusa 6. PyKOBOACTBO agMUHUCTPATOpPa».
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2 KIIIOYEBAAd CHUHCTEMA W KIJIIOYEBDBIE
HJOKYMEHTDBI

2.1 Tun UCHoJIb3yeMOH K/II0YE€BOH CHCTEMBbI

KntoueBass cuctema CK3U «Banupmata CSP» sBjIsieTCa CUCTEMOU C OTKPHITHIM
pacupenereHreM KJII0OYel Ha OCHOBE aCMMMETPUYHOU KpUITOrpaduu, B KOTOPOU
KCIIOJIb3YEeTCs Iapa aCUMMETPUYHLIX KJII0Uel: OTKPHITHU (K104 npoBepku JlI, ot-
KPBITHIU KJTI0Y ITN(PPOBaAHKA) ¥ 3aKPHITHIN (K104 II1, 3aKPHITHN KJTI0Y IIN(GPOBaHUS).

B CK3U «Bamupmata CSP» peanu3oBana JI1 Ha 6a3e KpunrorpaduuecKux ajro-
puTMOB, cooTBeTCcTByrOIIUX 'OCT P 34.10-2012.

Kmntou 31T ucnonb3yeTtcs O BeIpaboTku ST 1 moIKeH COXpaHATHCS M0JIb30BaTe-
JIeM B TalHe.

Kmntou nposepku Il ucnonblyeTcsa i IPOBEPKHU IIOOJIUHHOCTU MOAIIKCAHHOTO
OOKYMEHTa, a TaKzXKe [OJid IpeaynpexXaeHns MOIIeHHNYeCcTBa CO CTOPOHEI Blafesbila
Kioda JIl B BUAe ero orkasa OT nognucu gokyMeHTa. Kitod nposepku II1 moxeT
OBITH OIYOJIMKOBAH, TaK KaK OH BHIYMCISETCS KaK 3HaueHHe HEeKOTOpou (QpyHKIUU
oT kioda III, HO 3HaHUe Kiioda nIpoBepku JI1 He ma€T BO3MOXKHOCTH OIPENEIUTH
Koy IOI1.

B CK3U «Banupgata CSP» peanu3oBaHa moagepKKa cJiegyloolux HabopoB mapa-
MEeTPOB 3JIJIMITUYECKUX KPUBHIX IJIisI Kimtouel IDIT gnuHoin 256 OUT:

— Habop nmapameTtpoB A (RFC 4357);

— Habop nmapameTtpoB B (RFC 4357);

— Habop napameTpoB C (RFC 4357);

— Habop napameTpoB TK26 A 256 (3mBapzca);
— Habop napametpoB TK26 B 256;

— Habop napameTtpoB TK26 C 256;

— Habop napametpoB TK26 D 256,

a TaKxXe CJIeyIoInX HabopoB ITapaMeTPOB SJIIUIITUYECKUX KPUBHIX I Kittouel Il
myuHOM 512 6uT:

— Habop napameTtpoB TK26 A 512;

— Habop nmapameTpoB TK26 B 512;

— Habop napameTpoB TK26 C 512 (9mBapzca).

OO01bekTHBEIE ngeHTUGUKATOPH (OKM]I) Oy mpuBeIeHHBIX BhIIIIe HaOOPOB MapaMeT-
POB OIHKCaHLI B METOOANYECKUX peKoMeHaganusax TK 26 «Mcnonb30BaHue aIrOpuTMOB
['OCT P 34.10-2012, TOCT P 34.11-2012 B cepTudmuraTte, CouCKe aHHYJIUPOBaHHBIX
ceptudukatoB (CRL) u 3anpoce Ha cepTudurat PKCS #10 uappacTpyKTyphl OTKPHI-
ThIX Kimodent X.509» (MP 26.2.001-2020).

B CK3U «Banumata CSP» gns mmdpoBaHus/paciinpoBaHus JaHHBIX UCIIOJIb3Y-
IOTCSI CUMMETPUYHBIE aJITOPUTMBI KpUIITOTrpaduyueckoro nmpeodpa30oBaHUs OaHHBIX,
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onpepenernuslie [OCT P 34.12-2015 (3amudppoBaHue U pacmiudpoBaHue OCYyIIECTB-
JISIOTCS C UCIIOJIb30BAHKWEM OJHOTO M TOTO K€ KJIIo4a).

B CK3U «Banupmata CSP» miss GopMUPOBaHUS CUMMETPHUYHOIO KJII0Ya UCIIOJIb3Y-
eTCs ITapa aCUMMETPUYHBIX KJTI0UYeU: OTKPBITHIA U 3aKPBITHIN KJTIOUX ITU(PPOBaHUA.

B KadecTBe 3akprITOro Kitoda mudpoBanusa B CK3U «Banupgata CSP» ucnonb3y-
eTcsa kimo4 IJI1, a B KaueCcTBe OTKPBHITOTO K/II04a IMM(ppPOBaHUS — K04 TpoBepku I1.
I aToro B ceptudukaTe Kiaoda npoBepku Il monmxkHa OBITH yCTaHOBIEHa 00/1aCTh
HUCII0Ib30BaHM A KiTto4ya «CorinacoBaHue Kitodei». MMiHade BHITIONTHEHNUE NP POBaHUS/
pacimppoBaHus JaHHBIX C UCIIOJIb30BaHUEM JaHHBIX K/II0Yel HEBO3MOXKHO.

2.2 Tunbl padouYux KI04Yen

[Toxg «kKmIOYOoM» IMOHUMAETCS BCS KilloueBasi mH(GOpMallus, 3allchbiBaeMasi Ha KITIo-
4YeBOM HOCUTENb. ITa nHGOPMAIUs IIPEeACcTaBiIsieT co00M HEKOTOPYIO CTPYKTYPY HOaH-
HBIX, COOepzKallylo Kak cobcTtBeHHO Kioum OIl u/unm mudppoBaHus (T.e. KIIIOYHU B
¢popmaTe KpunrtorpadpuuecKux CTaHOAPTOB), TaK U COMNYTCTBYIOIIYI0 UM HH(pOpPMa-
110, TaKyl0 KaK UAEeHTU(PUKATOPHl aJTOPUTMOB, K/IIOYM 3aIllUTHl KJII0Yel, UMUTOB-
CTaBKH, a TaKxKe HHPOPMaIINi0, He0OXOOUMYIO IJIsI uAeHTU(GUKAIIUYU U ayTeHTUhUKa-
LMY ITOJIb30BaTeJII — BilajfeJiblla KJITI0UeBOT0 HOCUTE .

Ilanee Kiio4uM, MOHUMaeMble KaK BCS COBOKYITHOCTh KJIIOYEBOU HMHOOpPMAaINH,
OymeM IIpofoJizKaTh Hal3biBaTh ITPOCTO KiatodamMu. CobcTtBeHHO Kimtouu Il u mmdpo-
BaHUsA OyOeM Ha3bIBaThb «KPUIITOTpaPUUIEeCKUMU KITI0UaMU».

CK3U «Banupgata CSP» noggepzuBaeT ABa TUIla KJII0Yel: OJUHapPHbIE I HEOOHu-
HapHBbIE.

OpuHapHBIMH KJII0OYaM{ HA3bIBAIOTCS KJIIOYM, CYLIECTBYIOIIVE B BUAE OOHOIO
€OUHCTBEHHOI' 0 KOMIIOHEHTAa, XPaHAIIerocs Ha OGHOM KJII0OYeBOM HOCHUTEJIE U COLEP-
2KaIero BCo uH@opMalinio, Heo0XoouMYyIo st GYHKIIMOHUPOBAHUS KITI0Ya.

HeoaguHapHBIMH KJTI0YaMM Ha3bIBAIOTCS KJTI0UH, CyIIeCTBYIOIIME B BUE€ HECKOJIb-
KNX KOMIIOHEHTOB, KaKIbIi U3 KOTOPHIX XPAHUTCS Ha OTHEIbHOM KJII0OUEeBOM HOCHUTE-
Jie.

2.2.1 OguHapHbIE KJIIOYH
B CK3H «BanupaTta CSP» pa3nuyaroT OBa BHa OQUHAPHBIX KIIIOYEU:

— OOWHAPHBIX KJII0Y, COoAepKallliil TOIbKO Kpunrorpadpudeckuu Kitod 1 B cooT-
BetcTtBUU ¢ [OCT P 34.10-2012;

— OOWHAPHBIM KJIIOY, COHepzKallluil KpUOTOrpapUUYeCKuM K04, OOHOBPEMEH-
HO sBAsAomuica kKpunrorpadpudeckum kKmaouom III B coorBercTtBuu ¢ I'OCT P
34.10-2012 u kpunrorpadudecKkum KiaodoM mudppoBaHus B coorBercTBuu ¢ 'OCT
28147-89 unu 'OCT P 34.12-2015 (6;mounsie mudpsl «Marma» u «Ky3Heduk») COB-
MecTHO ¢ ITOCT P 34.13-2015 (6mounble mudpsl «Marma» n «Ky3Hednk» B pexkuMax
ITPOCTOM 3aMeHbI, TaMMUPOBAaHUS U BEIPAaOOTKU UMUTOBCTaBKM). B aToM cry4dae B cep-
TuduKaTe Kioda npoBepku II1 gomkHa ObITH yCTaHOBJIEHA 00/1aCTh UCIOJIb30BAHUS
KJIro4ya «CoryiacoBaHue KJIIOYen».

2.2.1.1 OTKPBITHIH U 3aKPBITHIH K/IIOYHA NIH(PPOBaHHSI

B cBsa3u ¢ TeM, uTo CK3U «Banupata CSP» npegHa3Ha4YeHO OJI UCIIOJIb30BaHUS
B CHCTeMeE C OTKPBITHIM paclpeneleHrueM KI4del, KaXabli 10J1b30BaTellib POPMUPY-
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eT OBa Kiio4da IMHU(POoBaHUSA: 3aKPHITHIA U OTKPBITHINA (Oajee — KIIIO4YU NG POBAHUS
WUJIM OOJITOBPEMEHHEBIE KITI0UU IMH(PPOBaHU). 3aKPHITHIN K04 HIN(PPOBAHUS OOJIKEH
XpaHUThCSA B TaHe. OTKPHITHIM KITI0Y IN(GPOBAaHUS MOXKET OBITh ONMyOIUKOBAH OJIS
HUCIIOTb30BaHUS BCEMHU I10JIb30BaATEISIMU CUCTEMbBI, KOTOpPhle 0OMEHUBAIOTCS 3allud-
POBAHHBIMHU COOOIIIEHUSIMHU. 3HAHUE OTKPBITOTO KiIoda IMUPPOBaHUS He HAaE€T Mpak-
THUYECKOU BO3MOXKHOCTHU ONPENEIUTh 3aKPHITHIU KJTIOY.

IlpumeuaHue — B Kayecmee 3aKpbulimo20 KaAud WuppoBaHus ucno/ab3yemcs
Katou 3BI1, a 8 Kauecmase omKpblMo20 KA4d WupposaHus — Kja4 nposepku II1.

[Tonb30BaTensi, KOTOPHIM 3amu@pPOBEIBAeT cooOIeHue, OymeM B OalbHEUIIEM
Ha3LIBaTh OTIIPAaBUTEJIEM; a IOJIb30BaTeJIsI, KOTOPHIM paciiudpoBLIBAeT COOOIIeHNEe
— Toay4aTeJsieM.

KpomMe ponroBpeMeHHBIX KiTo4del HIM(PPOBaAHUS B Mpoliecce IMU(PPOBaAHUSA MO-
T'YT HCIIOIb30BATLCs 3¢ eMepHbIe KIIYHN MU(PPOBaHusS: 3(peMepPHbIH 3aKPbITHIH
K/II049 ¢ poBaHUsI, CO30aBaeMbIil OTIIPABUTEJIEM COOOIIEHUS C UCII0JIb30BAaHUEM
reHepaTopa CJAy4YadHEIX YKucesl, U 3(peMepPHbIH OTKPLITHIH KI0Y MU POBaHUS,
COOTBETCTBYIOIINY 3peMepHOMY 3aKPHITOMY KJTIOUYy HIM(PPOBaAHUS.

Kaxpgeiii speMepHBIN 3aKpBITHIN KJII0Y INM(POBAHUS HCIIOJIb3yEeTCS TOJIBKO B
OOHOM omepanuu IMudpoBaHus. PeMepPHEIN OTKPHITHIN KITI0Y ITHN(PPOBaHUS Iepena-
€TCsI TI0JIydaTeJIlo BMECTe C COOOIIIeHUEM.

PasnuuaioT gBa BuAa IM(POBaHNsI: HEAHOHMMHOE I aHOHHUMHOe.

[Ipy HEAaHOHHMMHOM IITN(PPOBAHUM COOOIIEHUS OTIIPAaBUTEIEM BBIYMCIIAETCS 00-
MY K104 1o anroputmy Huddu-XenimaHa Ha OCHOBE JOJITOBPEMEHHOTO 3aKPHITOTO
KJII04Ya mu@poBaHus OTIPABUTENIS U JOJITOBPEMEHHOTI'O OTKPHITOTO Kilfo4a I poBa-
HUS oJry4daTens. [171s paciupoBaHUs 3TOr0 COOOIEHUS IT0JTyYyaTeIeM BhIYUCIIsSIeT-
CsI TOT 2Ke OOII1I KJTI0Y Ha OCHOBE JOJITOBPEMEHHOT0 3aKPHITOT0 KJTlo4Ua I POoBaHUSI
ToJIy4YaTess ¥ JOJITOBPEMEHHOT 0 OTKPHITOrO KiTloua IMHU(POBaHUS OTIIPABUTEJIS.

[Tpy aHOHUMHOM IITU(PPOBAHUYN COOOIIEHUS OTIIPABUTEIEM BHIYUCIIIETCS OOIIUMI
K04 1o anroputmy [Iuddu-XennmaHa Ha OCHOBe 3¢peMepHOr0 3aKpPHITOTrO KiI4Ya
mrppPOBaHUS OTIIPABUTENS 1 OOJITOBPEMEHHOI'0 OTKPLITOTO KJlfo4a IudpoBaHus mo-
nydaTtens. 171 pacimgpoBaHUs 3TOT0 COOOIIEHUS II0JIydaTeIeM BhIYUCIISIETCS TOT
2Ke oOIIUM KJII0Y Ha OCHOBE [OJITOBPEMEHHOT0 3aKPHITOTO KiTlo4a (G pPOBaHUS IIOJTY-
yaTens U 9(peMepHOTro OTKPBLITOTO KJTlo4a MG pPOBaHUS OTIIPAaBUTE.

TakuMm o6pa3oM, OJigd obecredeHus: CBSI3U C OPyruMu aboOHEeHTaMM KaxXKIOMYy I10JIb-
30BaTeJ0 He0OXOIUMO UMETh:

— COOCTBEHHBIN 3aKPBITHINM KTI0Y UM POBAHUS;

— cepTtudUKaThl OTKPLITHIX KIIIOUer HIn(pPOBaHUS II0Ib30BaTejied CeTU KOHGU-
OeHIMaJIbHOU CBSA3U, N3OaHHbIe LleHTpoM cepTudUuKaluu.

Harnee kmoun mudpoBaHUA YIIOMHHATHCA He OYOYT, ¥ BO3MOXKHOCTb MCIIOJIb30-
BaHuA Kimoda JOIl gna mmdpoBaHus OymeT onpenesaThbCsa pa3pelmeHHOU 00J1acThio
IIPUMEHEHUSI COOTBETCTBYIOIIETO cepTUdUKaTa Kirtoua ImpoBepku II1.

2.2.2 HeomuHapHbIE KJIIOYH

CK3U «BanupaTta CSP» momaepKuUBaeT OBa 0COOBIX THUIIa HEOOWHAPHBIX KITIOUEH:
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— KJII04Y B popMarte «3 u3 6», co3maBaeMbIi U 3arpyzKaeMbIl 110 CXeMe pa3faeleHns
cekpeTa «3 U3 6»;

— KIJII04 B popMaTe «2 u3 3», cCo3MaBaeMbIi 1 3arpyzKaeMbIil 110 CXeMe pa3fiesIeHus
cekpeTa «2 u3 3».

Kmntouwu, HUCIIOJIb3YyEMEI€ IIO CXeMaM pa3fdesIeHUusI CEKpeTa, ITpedHa3Ha4YeHbI OJId UC-
II0JIb30BAaHUS B Ka4yeCTBE OOIIOJIHUTEIbPHOU MEDPHI, OGGCHe‘-II/IBaIOH_[eﬁ YCTOIZHHBOCTL
KJII0OYEBOMN CHUCTEMEI K KOMIIpOMETallusAM.

Kmiouu popmaToB «3 u3 6» U «2 U3 3» MOTYT UCIIOJIb30BAThCS TOJIBKO KaK KPaTKO-
CPOYHBIE KJTIOYHU (KJII0YM CO CPOKOM OO0 15-Tu MecsLeB).

2.2.3 CnyxkeOHBbIE KJITIOUYH

CnyxeOHBIMHU KJTIOUaMH1 Ha3bIBAIOTCS KII0uu, obecneduBaroiye GyHKIIMOHUPOBA-
HUe CiyxK0 (momcucTeM) KPpUITOIIpoBakmepa.

2.2.3.1 K1ouH 3aliuThI

Krrouamu 3amuTel Ha3eBaloTCcA uctonb3yeMele B CK3U «Banmupgata CSP» cumMmeT-
PUYHBIE KJTIOYH, IPeJHa3Ha4YeHHbIE [JI5 3allUTH (IOCPeACTBOM IN(MPOBaHUST) OPYTUX
KJTtouel (paboyux KiIouer U OPyrux KIo4del 3alluTh).

2.2.3.2 I1apo/JIbHBIA KII0Y

[TaponbHBIN K/II0Y — CUMMETPUYHBIN KJTI0Y, Ha KOTOPOM 3alInu(pPOBEIBAIOTCS KITIO-
Y1 3allUTHl IPU XpaHeHUH UX Ha HocuTelne. [laHHBIN KJTI0Y IIPEeACcTaBIsieT CO00M XIIIl-
3Ha4YeHUe MapoJisi, 3allUIIaionlero JOCTYII K HOCUTEIO KII04YeBou nHpopMaumu abo-
HeHTa. [TaponbHBIM KITI0Y HE 3alUChIBAETCS Ha KJII0OYEBOUM HOCUTENb. B mamsatu 9BM
OH CYIIECTBYEeT TOJIbKO IIPH BBINIOJIHEHUHU IIPOLIEAYpPHl 3arpy3KU KJII0UeU B TeYeHUe
BpeMeHH, HeoOXOOUMOro [jIs pacimppoBaHUs KIHOYeM 3aluThl paboumx KITIo4Yewn.
[Tocsie BBITIOJTHEHUSI CBOel (PYHKIIMU MAPOIbHBIM KIII0Y 3aTHPAETCS CIy4YalHOU IIO-
ClIegoBaTEeIbHOCTHIO. [IpOBEpPKa maposis OCYIIEeCTBISIETCS C UCIIOJIb30BaHUEM CIIelu-
aJIbHOTO KOHTPOJILHOTO 3HAYEHM S, 3allUCHIBA€EMOI0 B KJIIOUEBOU KOHTEWHED U IIpef-
CTaBJIAIOIIEro cO00M OBaXKIbl MPOX3UIMPOBAHHBIM ITAPOIb (X3II-3HAYEHUE OT XJII-
3Ha4YeHUd naposs). [laponpHasa 3amuTa ycTaHaBIMBAETCS UJIM He YyCTaHaBIMBaeTCs
10 BEIOOPY IT0JTh30BATES ITPU FeHepaluy Kirodyel. [Ipy HaTuYuy HapoJIbHOM 3aITUTH
IIPY BBOZE KJII0Ya 3allpallliBaeTCs IIapoJib.

2.2.4 Pa3MepsI KII0UYeH
InvHa kimrouer I1I, ucnonbldyeMuix B CK3UM «Banugata CSP»:

— k04 1T — 256 Out unu 512 6uT;
— k04 nipoBepkKu II1 — 512 6ut unu 1024 6uta, COOTBETCTBEHHO.

2.3 CpoOKH JeHCTBHS KJII04YeH U cepTu(PHKATOB

Cpoku melncTBUS KITI0oUel U cepTu(UKATOB yCTaHABIMBAIOTCS B IIPOIIECCE BRIITyCKa
cepTuduKaToOB.

MakcuManbHBIE CPOKH OENCTBUS KII0Ued U CepPTU(PHUKATOB, B 3aBUCUMOCTHU OT
YCJIOBUM 3KCIITyaTaluu npuBegeHsbl HuxKe (Tabnuiia 1 u TaGnuiia 2).
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Tabnuiia 1 - MakcuMaabHbBIE CPOKH IeHMCTBUS KII0Yed U CepPTU(GUKATOB II0JIb30BaTe-

neu LlenTpa ceptuduKkaluu

Knrod/ceprudpukar

CpoK IeHuCTBHSI

YcnoBusi npumenenus

Kmrou OII, Haxomsminum-
CsI B peXuMe Heu3BJieKa-
€MOT0 KJIl04Ya Ha PyHKIIU-
OHaJIbHOM KJII0UEeBOM HO-
cutene (PKH) «Banupga-
ta vdToken» wunmu «Ba-
nupaTta vdToken» Bepcus
2.0

He 0omnee 3 et (36 mecs-
IIeB)

TonmpKO TIpU  HKCIHOJIBL30-
Banuu CK3U «BamupaTta
CSP» B BapuaHTe HCIION-
HeHUuda 1 unu 2

Kmou 3II (mms  Bcex
kinouenn OII, OTJIMYHBIX
OT yKa3aHHBIX BHIIIE B
HacTosIen Tabaume, B
TOM 4YHUCJIe OJI KIII04YeH,
3anuceiBaeMbeiIx Ha OKH
B PeXXUMe M3BJIEKaeMOTro
KJII04a)

He 0omnee 15 mecsaiieB

bes orpannyeHui

Kntou npoBepku 311, cep-
TU(PUKAT KJIIo4ya IpOoBep-
Ku Jll

He ©6omee 15 metr (180
MeCsIIeB) II0CJIe OKOHYa-
HUS CpOKa OEeUCTBUSA CO-
OTBETCTBYIOILIET0 KJIl04a
9OIl, MakcUMalbHBIM CPOK
nerictBusi — 18 net (216
MecCsi1eB)

bes orpannyeHui
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Tabmnuiia 2 - MakcuMaJbHBIE CPOKH OEeNCTBUS KJTloUel U cepTurUKaToB AIMUHUCTPA-
TopoB LleHTpa cepTuduKauu

Knrod/ceprudpukar

CpoK IeHuCTBHSI

YcnoBusi npumenenus

Koy OI1, HaxogsgImumucs
B pexXuMe Heu3BlIeKae-
Moro Kiaroua Ha PKH «Ba-

nupmata vdToken» wunm
«Banupgarta vdToken»
Bepcusa 2.0

He 6omee 5 met (60 Mme-
CsI1IeB), U3 KOTOPHIX IIOMI-
nucaHue cepTuduKaToB
1 CIIMCKOB aHHYJIMPOBaH-
HBIX CEPTHU(PHUKATOB BO3-
MOKHO He 0oJjiee mepPBBIX
3 net (36 MecsdlieB), ma-
jilee — TOJIBKO ITOJIIMCa-
HUEe CIIMCKOB aHHYJIMPO-
BaHHBIX CEPTU(PUKATOB

[TpegHa3sHayeHbl O UC-
IIOIb30BAaHUS TOJILKO B
LlerTpax cepTUudUKaLInMU
YOOCTOBEPSIOLINUX LEeH-
TPOB.

Kmntou nipoBepku I11, cep-
TU(PUKAT KJII04a IIpPOBep-
Ku OI1

He ©Oomnee 15 met (180
MecCsiIieB) IIOoCJIe OKOHYa-
HUS CpPOKa, B KOTOPHIMA
pa3pelieHo IOoAIKhCaHue
cepTu(UKaTOB COOTBET-
CTByrOLIUM KirouyoMm OlI,
MaKCUMaJIbHBIU CPOK
meucTBuss — 18 met (216
MeCSsI1eB)

be3 orpannuyeHuu
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2.4 YupaBjieHHe KJII0YeBOH CHCTEeMOH

YrpasneHue KBanupUIMPOBaHHLEIMU CePTUUKATAMHU KiTtouel mposepku II1 mpu
ucnonb3oBanuu CK3U «Banupgata CSP» momxkHO obOecrieynBaThCS C UCIIOIb30BaHU-
€M CpenCcTB yOocToBepsoiiero mneHtpa (Y1), uMerommux JeiCTBYIOLIUNA CepTUUKaT
cootBeTcTBUA ®CB Poccunu, a Takxke K4 npoBepku I B popmaTe, COOTBETCTBYIO-
I1eM peKOMeHOalusaM 1o cTaHgapTtu3anuu P 1323565.1.023-2018 (yTBepKOeHEI IIPU-
Ka3oM PocctarpapTa oT 26.12.2018 Ne 1155-cT).

ITpu pabote ¢ CK3U «Banupgata CSP» KaXObll IT0JIb30BaTEb, 00IaaloIIni Ipa-
BOM MOANHKCH (MU MMN(PPOBAHUS), CAMOCTOSITENbHO (opMUPyeT UM Holy4daeT B Y1]
nuuyHble K04 JOI1 (Ha oTuyXkpmaeMoM HocuTesne) U Kiwod mnmpoBepku Il (B cocTase
cepTtuduKaTa Kiaoda nmpopepku I, uagaBaemoro YII).

B kauecTBe HocuTesiell KpunTorpapuiyecKux KIIOYel OOJIXKHBI MCIOIb30BaThCS
HocuTenu, yKa3daHHble B foKyMmeHTe BAMB.00060-06 30 01 «CK3HU «Banunmata CSP»
Bepcusa 6. opmysap».

Brnapener Kiro4eBoi nHGOPMAaIUU JOIXKEH 00eCIIeYnTh €€ COXPAaHHOCTD, a TaKXKe
IIPUHUMATL BCE BO3MOXKHEIE MEPHI IOJis IPeOOoTBPAIleHUs ee IOTePH, PACKPBITHSI,
MOOUMUITMPOBAHUS UJINM HECAHKIIMOHUPOBAHHOTO MCIIOJIb30BAHUA.

OTBeTCTBEHHBLIM 3a OpraHu3aluio padboTt mo 6e3omacHoMy ucrosb3oBanuio CK3U
«BanupgaTta CSP», B TOM 4ucie, KJII0UeBOU UHGPOPMAIINK, ABISIETCA agfMHUHUCTPATOP
“HGOpPMaIMOHHON 6€301aCHOCTH.

[Topsimok o6ecneueHus1 6€30IIaCHOCTU KJII0UYeBOU UHOpPMAaLUM, B TOM YUCIIE:
— TIOJTHOMOYHUS afMHUHUCTpPaTopa MHPOpMalmoHHON 6€30I1aCHOCTH;

— 00s13aHHOCTH NIOJIb30BATEJISI U agMUHHCTpPATOpa I/IH(i)OpMaIJ;I/IOHHOfI 0e30I1IacHo-
CTH;

— OpraHU3allMOHHO-TEXHUYECKUE MEPHI U CPEeICTBa, He0OXoOUMEbIe i o0ecrieye-
HUsT 6€30ITaCHOCTH KITI0UeBOM MHpOpMaIny;

— TIOPSIOOK oOpalleHus C KITI0OYEBEIMU HOCUTEJISIMU;

— IIOPSOOK pe3epBUPOBaAHUS KIII0UEeBOU MHPOPMAIIUH;

— IIOPSAOOK OEeMCTBUU IIPU KOMIIPOMETAllU KII0YeBOM UH(GpOpPMAallny;
— IOPSAOOK YHUUYTOXKEHUS KIII04Yen,

npuBeneH B fokyMeHTe BAMBE.00060-06 93 01 «CK3U «Banupmata CSP» Bepcus 6.
PykKoBO[CTBO agMUHKCTPaTOPa NHGOPMAIIMOHHOM 0€30ITaCHOCTH .

2.5 Acnoias30Banue [1CY

B mponecce ¢yuakuuonupoBanusa CK3U «Bammpata CSP» ucmonb3yeTcs IIPoO-
rpPaMMHBIM JaTYUK ciaydauHbix yucen (JCY).

s nHuIManu3lanuu nporpaMmmuoro [1CY ucnons3lyercsa ¢pusndeckun [[CY.

Tunsl puzundeckux [1CY, koTtoprle nonmepzxkuBaioTca B CK3U «Banupmata CSP»,
npuseneHnsl B nokymeHTe BAME.00060-06 30 01 «CK3U «Banupgata CSP» Bepcus 6.
QopMyIAp».
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3 IOPAIOOK PACIIPOCTPAHEHUA MU VYYETA
CK3HU «BAJIIMIIATA CSP»

3.1 CnocoOnl nepegauu ¥ xpaneHusi CK3U «Banumara CSP»

[Tepegaya CK3U «Banupgata CSP» ¥ HOKyMeHTaALlM{d B 3KCIIyaTUPYIOILIYI Opra-
HU3allMI0 OCYIIIEeCTBISETCS Ha OIITUYEeCKOM HOCHUTEJIe, He MOITyCKaloIlleM Ilepe3allich
vHOpPMalNU, UIU B 3JIEKTPOHHOM BH[Ee C 0O0ecIliedYeHruEeM IIeJIOCTHOCTU AUCTPUOYyTH-
Ba mocpenctsoM OII.

IucTpuOyTUB COMNPOBOXKMIAETCS BEOOMOCTHI0O MAIIMHHOTO HOCUTENS 3allucu
(BMH3), comepxkaiei nHOpMalMIO O X3MUI-KOaX apXMBOB C IIPOTrpaMMHBLIM obec-
IMeYeHueM M DOKYMEHTAallel, BLIYUCIIEHHBIX 10 aJITOPUTMY X3IIMPOBAHUS COTJIaCHO
I'OCT P 34.11-2012 (B ¢popmaTe IpOTOKOJIa IPOBEPKHU, (OPMUPYEMOT0 IPOrpaMMOM
KOHTPOJIS IIEJIOCTHOCTH).

OTanoHHBIE MUCTPUOYTUBHI C ITOATBEPKAEHHOM 11€JIOCTHOCTBIO JOJI?KHBI XPaHUTHCSI
B YCJIOBUSIX, UCKJTIOUAIOIIUX BO3MOXKHOCTh ITIOAMEHBI YCTAaHOBOYHEIX (paiiyioB 1 ¢aiiioB
BepupUKaInu.

[Tpu monmy4yeHUU OAUCTPUOYTHBA SKCILTyaTUPYIOIlasd opraHu3aliyds OCYIIEeCTBISET
BHEITHWY KOHTPOJIb HOCUTENA (IIPpOBEPKa MapKUPOBKHM), a TaKXKe BHYTPEHHUU KOH-
TPOJIb (ITPOBEPKa KOMIIJIEKTHOCTH M KOHTPOJIb II€JIOCTHOCTU mucTpubyrtuBa). Kon-
TPOJIb 1eJIOCTHOCTH OUCTPUOYTHBA OCYIIECTBIISIETCS B COOTBETCTBUM C MOKYMEHTa-
mu BAMB.00060-06 93 01 «CK3U «Banupmata CSP» Bepcusi 6. PykKoBOOCTBO agMu-
HHCTpaTopa uHdopMaumonHou 6e3onacuoctu», BAMB.00060-06 93 02 «CK3U «Ba-
nunpata CSP» Bepcusi 6. KOHTPOJIb 11€JIOCTHOCTU. PyYKOBOOCTBO agMUHMUCTPaTOpa UH-
dopmanmonnoi 6e3omacHoctu» u BAMB.00060-06 92 01 «CK3M «Bamumata CSP»
Bepcus 6. [I[porpaMMa KOHTPOJIS 1I€JIOCTHOCTH. PYKOBOACTBO ITOJIb30BaTEIS».

3.2 IMosk3emmasipubiid yaéT CK3U «Bamumara CSP»

CK3U «Banmupata CSP» momjieXuT NO3K3EMIIJIIPHOMY YYETY C UCIIOJIb30BaHUEM
WHOEKCOB WUJIN YCIIOBHBIX HAaMEHOBAHUU ¥ PETUCTPAIMOHHLIX HOMEPOB, ollpenerse-
MbeIXx ®CB Poccuu.



15
BAMBE.00060-06 98 01

4 TPEBOBAHHA 110 OBECIIEYEHUIO
BE3OITACHOCTHU CK3H4 «BAJIMIATA CSP»

4.1 TpeOoBaHHus IO 00ecIIeYeHHI0O 0€30IIaCHOCTH NMPH BBOJE
CK3HU «Banmupara CSP» B 3KcCII/IyaTallHIO

4.1.1 Tpe6oBanus K BcrpauBaunuiio CK3HU «Banumara CSP» B npUKIagHbIe
CHCTEeMbI M K MpoBeaeHuio uccienoBauuii CK3U «Banmumara CSP»

[Tpu MCHONIb30BaHUU B IIPHKIATHOM OporpaMmHoMm obOecrneuenuu (I10) kpwu-
torpadpudeckux ¢ynkmun CK3U «Banupmata CSP», omucaHHBIX B HOOKYMEHTE
BAMB.00060-06 33 01 «CK3M «Banupmata CSP» Bepcusa 6. PyKOBOACTBO IIpoO-
rpaMMICTa», HeoOXOOUMO NIPOBeIeHNe TeMaTHYeCKUX HCCIemoBaHuM (ceptuduka-
IMK) TOIYyYEeHHOU peanus3aluy nNpukiaagHoro ITO Ha COOTBETCTBUE HOPMAaTUBHBIM
TpeboBanusiMm ®CBE Poccuu. YKazaHHBIE HCCJIEOOBAHUS MOJIKHBI ITPOBOOUTHLCS IIO
TEXHUYEeCKOMY 3aJaHMIO, COoTJlacOBaHHOMY C LleHTpoMm 3amuThl WHPOPMAUU U
criermnanbHOU cBsidu O®CB Poccum. MccnegoBaHUSI OOJIZKHBI MPOU3BOOUTHLCS CIIe-
IUaIM3UPOBAaHHLIMUA OpraHu3anuamu, uMmewnommMmu nuleH3uio ®CB Poccuum Ha
YKa3aHHBIN BUL OeITEJIbHOCTA U COOTBETCTBYIOIIYIO aKKpPEeOUTALNIO UCIIbITaTEIbHOU
nmabopaTopum.

[Tpu ucnonb3oBanuum CK3U «Bammpmata CSP» B KaueCTBe KPUNOTOIIpOBaugepa B
cocTaBe (PyHKIMOHANIbHO 3aKOHYeHHBIX CK3U, nMmeromux cepTuuKaTt COOTBETCTBUSI
@®Cb Poccuu, nporpaMMHBIA MOAYIb noaaepxkKu TLS u3 coctaBa CK3U «Banuparta
CSP» MOKeT UCII0Ib30BaThCsI 03 MpoBeeHUs paboT I10 OIleHKe BIUSIHUS COBMECTHO
co cnenyiomuMu KoMnoHeHTamu OC Windows:

— Microsoft Internet Explorer (IE) Bepcuit 9.0, 10.0 u 11.0;
— Remote Desktop Client (RDC) Bepcuir 7.0, 8.0, 8.1 u 10.0;

— Internet Information Server (IIS) Bepcuit 7.5 (u3 coctaBa Microsoft Windows
Server 2008 R2), 8.0 (u3 coctaBa Microsoft Windows Server 2012), 8.5 (13 cocTaBa
Microsoft Windows Server 2012 R2) u 10 (13 coctaBa Microsoft Windows Server
2016/2019);

— Terminal Services (TS) u3 cocrasa OC Microsoft Windows Server;

— Terminal Services Gateway (TS Gateway) us cocrtaBa OC Microsoft Windows
Server.

4.1.2 TpeboBaHHus II0 pa3MeIlleHHUIO

[Tpu skcniayaTaluy, pa3MelleHun U XpaHeHUU TEXHUYECKHUX CPENCTB C YCTaHOB-
nenubiM CK3U «Banugata CSP» 1monb30BaTenb JOIXKEH 00€CIIeYnUTh PEXKUM IKCIIITY-
aTallii, pa3MeNleHus U XpaHeHUS TeXHUYEeCKUX CPEICTB, UCKITIOYAIOINi HeCaHKIIU-
OHHMPOBAHHBIM [HOCTYII K 3TUM TEXHUYECKUM CPEICTBaM.

ITpu pa3MeleHun TEeXHUYECKUX CpencTB C YCTaHOBJIEHHBIM
CK3U «Bamupgarta CSP»:

— HOJIXKHEI OBITh IPUHSTH MePHI 10 ucKaoueHnio HCII B moMeIeHusi, B KOTOPHIX
pa3MelleHbl TeXHuYecKue cpencTtBa ¢ ycraHoBieHHBIM CK3U «Banupmata CSP» nur,
II0 POQIy CBOEM MesiTeIbHOCTU He SBJISIOIINXCS IIePCOHAJIOM, IOIYIIeHHBIM K paboTe



16
BAMBE.00060-06 98 01

B 3THUX IIOMEIIIEHUAX,;

— JInlia, He HaXOOsAIUeCs B CIIMCKe OOCTyIla B IOMellleHUsI, B KOTOPBIX pa3MellleHEl
TeXHUYeCKUue cpencTBa Cc yctaHnoBleHHBIM CK3U «Banupata CSP», JOIXKHEI COOTBET-
CTBYIOIIIMM 00pa3oM COIIPOBOKIAATHCS ¥ KOHTPOJIUPOBATHLCS;

— BHYTPEHHSS IIJIaHUPOBKA, PACIIOJIOXKEHHE M YKOMIIJIEKTOBAHHOCTH paboumx
MECT B IIOMEINEHHUSX [OJIKHBI O0ecIiedyrdBaTh COXPAaHHOCTh KOH(pUOEHIHAJIbHBIX
OOKYMEHTOB M CBEOEeHHUM, BKJIIO4Yasd KIIIOYEeBYyH0 HHGPOpPMAlMIO, II0JIb30BaTelen
CK3HU «BanupmaTta CSP».

Pa3meinenue u skciutyatauusa CK3U «Banupgata CSP» B ioMellleHUAX, B KOTOPBIX
ocyIlecTBisieTcs o0paboTKa nHOpPMAlIUU, cofepKalllel CBeIeHUsI, COCTaBJISAIOIINE
rOCyZapCTBEHHYIO TallHy, OCYILECTBJIAETCS YCTAHOBIIEHHBIM IIOPSOKOM.

TpeboBaHuss K MH(POPMATUBHOCTH CHUTHAJIOB JIMHEWHOW Mepemayd M CUTHAJIOB
[TOMHUH (IToGouyHBIE 3TTEKTPOMAarHuTHHIE U3JIYyY€eHUS ¥ HAaBOOKM) He TPEeObsIBIISIOT-
cs.

TexHudyeckrve CpeOcTBa, Ha KOTOPBIX IIPeAIiojaraeTcs  3KCHJIyaTallus
CK3U «Banupgata CSP», momKHBI OBITH HOOMIYINEHHl A1 00paboTKM HWHOpMauuu
OTrpPaHUYEHHOTO AOCTYyIla M0 AelCcTBYOmUM B Poccuiickoi Penepaiiuu TpeboOBaHUIM
o 3amuTe MHPOPMAIUU OT YTEYKH O TEeXHUYECKMM KaHajlaM, B TOM 4YHCJIe IO
KaHany cBa3u (Hanpumep, CTP-K) ¢ ydyeToM Mopenu yrpos, IIPUHSITOU B aBTOMa-
TU3UPOBAaHHLIX CHCTeMaxX M mnporpaMMHbIX Kommiaekcax (IIK) skcmmyaTupyrolien
opraHu3amnuu. [aHHOoe TpeOoBaHWE He NPEObABIAETCAI B Cilydae 3KCIIyaTalluu
CK3U «Banupgata CSP» npu o0paboTKe OTKPHITOM MH(pOpPMAaIUU, JOCTYII K KOTOPOH
He OrpaHU4YUBaETCs COrJIaCHO 3aKOHOAaTeNnbCTBY Poccurickou Pepepanuu.

Ecnu TexHUYEeCKUe CpeliCTBa aTTeCTOBAHLI HA COOTBETCTBHE YCTAHOBJIEHHBIM Tpe-
OOBaHUSIM I10 3aIuTe nHGopMaluy 6e3 ydyeTa OIleHKH KaHaJIOB CBSI3H, TO IIPU UX IIO-
KJIIOUYEeHHUH K IIPOBOIHLIM KaHajlaM CBSI3H, BEIXOOSIIINM 3a IIPeIesibl KOHTPOIUPYEeMOH
TEPPUTOPUU, HEOOXOOMMO HUCIIOIb30BaTh JIt000€ U3 CIIEOYIOIINX CPeACTB:

— BOJIOKOHHO-OIITUYECKHNE JINHUU CBA3H;

— OITHUYECKHEe Pal3Bs3bIBAOIIME YCTPOMCTBA, YCTAaHABJIMBaeMble B TPAKT Iepena-
4y nHQOPMAIIUU [JIs1 CO3[aHUS OIITOBOJIOKOHHOTO (PparMeHTa CeTH;

— cepTUUIIMPOBAHHBIE CPEMACTBa KpuUIITOrpaduyuecKoyd 3amiuThl HWHGOPMAaIlUU
OJis1 mepefadu nHPoOpMaluy COOTBETCTBYIOIIET0 YPOBHS KOHPUIEHIITUATbHOCTH.

[1711 TEXHUYEeCKUX CPELCTB, HOOKIIUYEeHHBIX K 0€CIIPOBOOHBIM KaHajlaM CBS3H, A1
obecrnieyeHus 3amuTH UHGopMauuu no ypoBHIo KC oT yTeyku 110 KaHajly TUHENHOU
repemayu HOCTATOYHO, YTOOBI KaHall CBA3M OBIJI peaJn30BaH B BUIE pafuoKaHaa
GSM, GPRS, 3G/4G, WiFi, a Takxke Opyrux KaHaJaoB MOOUJILHOM MM OECIIPOBOOHOM
CBsI3M, paboTalomiux B Ouamnal3oHe 4acToT Hecymled Beime 800 MI'n ¢ mudposon
MOAyJIAUeN IITaTHOTO MHPOPMAIIMOHHOT O CUTHAala.

TpeboBaHuUs IO 3aIIUTe OT HecaHKIMoHupPoBaHHOro goctyma (HCO) k CK3U «Ba-
nupgata CSP» npuBepensl B nokyMeHTe BAMBE.00060-06 93 01 «CK3U «Banupgata
CSP» Bepcusi 6. PyKoBOoOCTBO amMHUHHCTPaTOopa HHOOPMAIIMOHHON 6€30IaCHOCTH».
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[Tlepeuens TpeOOBaHUM K XpaHEHUIO 3TalloHHOTO qucTpubyTuBa CK3U «BanupgaTa
CSP», comepxXKailero, B TOM 4uCJie, 9KCIJIyaTalluOHHYI0 JOKYMEHTalUI0, IpUBEeNEeH
B nokyMeHTe BAMBE.00060-06 93 02 «CK3U «Banupata CSP» Bepcusi 6. KoHTpOsB
LIeJIOCTHOCTHU. PYKOBOCTBO afMHUHUCTPaTOpa NHGOPMAIlMOHHON 0€30I1aCHOCTU .

4.1.3 TpeboBaHHuA K IIEPCOHATY, 00ecnneuyuBaoIeMy (PyHKIITHOHUPOBaHHUE
CK3H1 «Baamugara CSP»

K yctaHoBKe, 3kcnnyaTtauuu U conpoBsoxneHuto CK3U «Banupnata CSP» gomycka-
FOTCS CIIEeLIUaJIMCThl, U3YUYUBILIKE COOTBETCTBYIOIIME SKCIIJIyaTalluOHHbIE OKYMEHTHI.

[lepcoHan HmoJKeH 3HaTh U CTPOTO BBINOJHATH HpaBuia skcmayatamuu CK3U
«Banupmata CSP», M3M0XKEHHBIE B 9KCIJIyaTallMOHHOW OOKYMEHTAllMH, a TaKxXke
TpeOOBaHMUS COOTBETCTBYIOUIUX PYKOBOMSINNUX, HOPMATHUBHBIX, METOOUYECKUX WU
OpraHu3aluOHHO-PACHOPSAOUTEIbHBIX JOKYMEHTOB.

[Tomumo monbloBaTteneii CK3UW «Banupmata CSP» B oOecredyeHuu 0e30I1aCHOTO
¢yakmuonupoBanusa CK3U «Banupmata CSP» y4yacTBylOT agMUHUCTPATOpP MHpOpPMa-
LMOHHOM 0€30I1aCHOCTU U CUCTEMHBIM afMUHUCTPATOP.

AnmMuHUCTpaTOp UHPOPMAILIMOHHOMN 6€30IMaCHOCTH BHITIONHSET Cleayloline QyHK-
LUN:

— OCYyILeCTBJIAeT opranu3anunio KoOHTpod uenocTHocTu CK3U «Banupmata CSP»;

— OCyILIeCTBIIsSET yIpaBjieHue OOCTYIoM nojb3oBaTesnel K [10 u maHHBIM, BKIIIO-
4yasi yCTAHOBKY M IIEPUOOUUYECKYIO CMEHY IapoJiel, yIpaBieHNe CPeICTBaMM 3alUThH
KOMMYHUKAIIMH, a TaKKe CpeCcTBaMM 3alllUTHI llepefilaBaeMbIX, XpaHUMEIX U oOpaba-
TBIBAEMBIX OaHHBIX;

— IIPU IIEeHTPAJIM30BaHHOM XPaHEHUM JIMYHEIX KOHTEMHEPOB C KJII0OYEBBIMU HOCH-
TensaMu (omedaThIBaeMbIX JIMYHOM IIeYaThbIO BJlafesiblla KIIIouel) oOecliedyuBaeT 3TO
IIeHTPaJIn30BaHHOE XpaHeHUe;

— OCYIIECTBISET OIpefesieHne KOHKPETHRIX HaCTPOEK ONeparuoOHHON CUCTEMEL U
e€ KoHpurypupoBaHue B 1enax 3amuTtel CK3M «Banupgata CSP» ot HCII;

— TIPOM3BOOUT HACTPOMKY alllapaTHO-IIPOTrPAaMMHLIX CPEeACTB, 00eClIeuYnBaIoIInX
damuty oT HCII Kk CK3U «Banumata CSP»;

— MNPOU3BOAUT HACTPOUKY CPENCTB CO3OaHUA 3aMKHYTOU IIPOrPaMMHOU CPeHI.

CucTeMHBIN aOMUHUCTPATOP BHIIOIHAET ClIeAyioline QyHKINN:
— npou3BoguT yctaHOBKY CK3U «Banupgarta CSP»;

— TIPOU3BOOUT YCTAHOBKY allapaTHO-IPOTrPaMMHBIX CPEICTB, 00eCledYnBaloIInxX
damuty oT HCJI Kk CK3U «Banupmata CSP»;

— MOPOU3BOOUT YCTAHOBKY CPEACTB CO3[aHUSA 3aMKHYTOU IPOrPaMMHOM CPEeNb;
— OPOU3BOAUT agMUHUCTpPUpoBaHue OC.
ITpumeyuaHus

1 Bo3moaicHO cosMeuw,eHue poaeti adMuHucmpamopa uHgopmauuoHHol be3onac-
HOCMu U cucmemMHOo20 admMuHucmpamopad.

2 Bosee noOpobHo ceedeHus 0 PYHKUUSIX, BbINOAHAECMbIX CUCMEMHbIM dOMUHU-
cmpamopom U a0MUHUCMPAMOPOM UHGOPMAUUOHHOU be3onacHocmu, npusedeHbl
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8 dokymenme BAME.00060-06 93 01 «CK3HU «Baaudama CSP» sepcus 6. Pykogoo-
cmeo adMuHucmpamopa uHgpopmauuoHHolu 6e3zonacHocmu».

[TopsimoK Ha3HaAYEeHUS U CMEHHBI IIepCOHAasla BCeX PoJjiel, a TakKxKe IOPSO0K BKIII0Ue-
HUSI/UCKIIOYEHUS IepCoHaa U3 POJIeBOM MOIENN OIIpeaesieTCs 3KCIIyaTupyomen
OpraHu3alueun.

4.1.4 Haunuanusanusa 1 BBoa CK3U «Banugara CSP» B 3KcCIJIyaTallHIo

YcTaHoBKa u nepBoHavasnbHasa HacTpouka CK3U «Banupgata CSP» BEIIOIHSAIOTCS B
cootBeTCcTBUU C fOKyMeHTOM BAMBE.00060-06 91 01 «CK3U «Banungata CSP» Bepcusa
6. PyKOBOZACTBO I10 YyCTaHOBKE U HAaCTPOUKE».

TpeboBaHus mo obecrieuenuio 6e3omnacHocTu nmpu yctaHoBke CK3M «Banuparta
CSP», a TakXe IIpu HacTpoOuKe U 3KchoiayaTanuu IBM npuBeneHBEl B OOKyMeHTe
BAMBE.00060-06 93 01 «CK3M «Bamupgata CSP» Bepcus 6. PyKOBOOCTBO agMHWHU-
cTpaTopa HHPOPMAIlMOHHON 6€30ITaCHOCTH .

4.1.5 Oco0eHHOCTH PadOThI C PAa3/THYHBIMH K/JII0U€BbIMH HOCHUTEISIMHA

B kauecTBe HocuTenel KPUNTOTrpadUUeCKUX KIIIOUYEeH MOOJIKHBLI HCIIOJIb30BaThCS
HocuTenu, yKa3daHHble B foKyMmeHTe BAME.00060-06 30 01 «CK3HU «Banunmata CSP»
Bepcus 6. opmynsap».

[Ipu 3arpy3ke KiIH4Yeu ¢ KiIo4deBoro Hocutensa TouchMemory DS1995, DS1996
HeoO0X0MMO HCIO0JIb30BaTh CYUTHIBATENb TOT0 XKe Tuna (Akkopn, Cobonb, Dallas unu
Secret Net), KoTOpHIN IPpUMEHSICS IPU GOPMUPOBAHUHU (CO3TaHUU HIU KOIHPOBa-
HHM) UCIIOIb3YEMOT0 KJII0YEBOTO HOCUTETIA.

Ipa¥iBephl OJi1 pabOTHI C HOCUTENSIMHU KiodeBol mHopmMmamuu B coctaB CK3U
«Banumata CSP» He BXOOAT U IPUOOPETAIOTCS 3KCIIyaTUPYIOUIeW OopraHu3aluen
caMoCTosATeIbHO. [y obecredyeHuss mpaBuibHOro B3aummopedctBus CK3U «Ba-
nmupata CSP» c ycTpoMcTBaMM CUMTHIBAHUSI KIIOUEeBOM MHGpOpPMAIUU HeoOXOOUMO
IIPOU3BECTH YCTAHOBKY ApauBepoB U Apyroro HeobOxomumoro ITO B cooTBETCTBUU
c TpeboBaHUSMHU OOKyMeHTalluu nmpoulBoauTeneu mo yctaHoBku CK3U «BamupaTa
CSP».

I pabotel ¢ ®PKH «BanupmaTta vdToken» u ®KH «Banupgata vdToken» Bepcus 2.0
He HYXKHO yCTaHaBIMBaTh Ha DBM HMKaKUX [OMOIHUTEJILHBIX IIPOTPaMM, CEPBHCOB
U OpauBepoOB, TaK KakK JaHHbIE KJII0UEeBLIe HOCUTEJIU UCIIOIb3yIOT CTaHgapTHEIE Cep-
BUCHI U OpauBeprl, Bxoasmme B OC Windows [j1s IIoggepKKU «CMapT-KapT».

Hcnons3oBanue OKH «Banmumata vdToken» mpuBOOUT K OrpaHUYEHUIO B MOOOEP-
XKruBaeMoM (¢yHKIMOHane no cpaBHeHUo ¢ ®KH «Banumgarta vdToken» Bepcus 2.0,
a UMeHHO: ImndpoBaHKe OCYIIeCTBAsSeTCsa uckmwouutenbHo mo 'OCT 28147-89, He
noapepkuBaoTcsa Kiaoun I maumHOM 512 OUT, mMOOmepKUBAIOTCS HCKITIOUUTETHFHO
sruntuyeckue Kpuskbie A, B, C u3a RFC 4357.

B cnyuae Bo3HukHOBeHuUs omubku OXEOBESODE «Ommubka ¢-uu RtlLoginToken»
TIPYU MCIIOIb30BaHUM CUUTHIBaTeNsI PyToKeH, HEOOXOOUMO OTKJIIOYUTH K3IIMPOBAHUE
PIN-kopoB Ha Bknanke Hactporiku [Tanenu ynpaBrneHuss PyTokeH, 3anyCTUB ee U3
[Tarenu ynpasnesus OC Windows (PucyHok 1).
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ﬁ Manens ynpasnerss Pytoxen ﬁ
AgrencTpsposase | HACTDOMM | Pndopman

K3 3707 napaneTn nosBONRET YBEMIIITE KOMMECTEO AOCTYIHEN
a CaTRBATENEN PyToKken

|
CumMTemaTend PyToses
Komw-ecTso CammsaTenei PyToen: |5 -

Kaumposarme PIN-xona

_: Haumposarse PIMN-+opa ynpowaet paboTy W yEenramasT

‘ﬁ] HOpOCTE paBoTel C RULGREN, HO YHEHSWAST ypOBeHE GEI0NacHocTH |
. |
HowsposaTe PIN-+00
i |
| Nommies PIN-K008 N0 yHOmsse0
MpeanaraTe Nonb30BaTEN0 essimh PIN-KOL KEWALE DA3, KOrga
| HONOMLIYETCR PIN-KOS, 3J303HHLE NO YHONHSHISD

Hanossmars osesims PIN+«og

[ o ][ cones

Pucynok 1 - Ilanens ynpasneHus PyTokeH

4.2 TpeOboBaHHUsI 10 oOecmedYeHHI0O O0€30IaCHOCTH IIPpH
3kciutyaTanuu CK3U «Baaugara CSP»

4.2.1 OOmue TpedoOBaHUS

[Tpu sxcnnyaTtanuu CK3UM «Banumata CSP» cnenyeT NpUHATH Cedyoliue obIue
OpraHU3allOHHbIE MEPHI:

— TIpaBO JOCTyNa K TEXHUYECKUM cpefcTBaM (manee — 3BM) c ycTaHOBJIEHHBIM
CK3U «Banupmata CSP» npemocTaBisieTCs TOJIBKO JIUI]aM, U3YYUBIIUM COOTBETCTBY-
e 3kciyaTanmuossele nokyMeHTel CK3U «Banupmata CSP», a Takke gpyrue go-
KYMEHTEHI, CO3[aHHbIE Ha UX OCHOBE;

— 3anpemniaetcs ucnonb3loBanue CK3U «Banupmata CSP» mmst 3amiuThl CBEOEHUH,
COCTaBJIAIOLIUX TOCYAapCTBEHHYIO TalHY;

— MOOJIDKHBI OBITh BBHIIIOJIHEHBI TpeOOBaHMWS, U3JIOXKEHHBIE B HOOKYMEHTEe
BAMBE.00060-06 93 01 «CK3M «Bamnupmata CSP» Bepcus 6. PykoBOOCTBO agMu-
HHUCTpaTopa MHGOPMalMOHHON 0e30IacHOCTU», B TOM 4ucie TpeboBaHUs, ompene-
JISIOLINeE:

e KOMIIJIEKC OPraHU3allMOHHO-TEXHUYECKUX MePOIIpuATUH o 3amuTte oT HCIJ
rnepen HadayioM 1 Bo BpeMs pabotel CK3UM «Banumata CSP»;

e IIepeYeHb Mep o obecriedyeHnio 6€30IIaCHOCTU 3allUIIIEHHON CBSI3U;
e TIOPAOOK MCIIOJIb30BaHUsI CTOPOHHUX CPeacTB 3auuTel oT HCII;

e TIOPSOOK KOHTPOJIS BHIIIOJIHEHUS TpeOOBaHUM SKCIUTyaTallMOHHOW HOKyMEH-
Tanuu CK3U «BanupmaTta CSP»;
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e TpeOoOBaHMUs K ayTeHTU(GUKAIIUY [T10JTh30BaTEeJIeH, B TOM YHCJIe, C UCII0JIh30Ba-
HUEM ITapOJIbHLIX MEXaHU3MOB;

e TTOPAOOK PaA3rpaHUYEeHUsa OJOCTYIIA;

— B ciny4dae ¢ysaruuonupoBanuss CK3U «Banupmata CSP» B BUpPTyaJbHOU
cpefe [HOJXKHBI OBITh BHEIIOJTHEHBH TpeOOBaHUS, U3JIOKEHHBIE B JOOKyMEHTE
BAMB.00060-06 93 03 «CK3M «Banupgata CSP» Bepcusg 6. OyHKIMOHUPOBaAHUE
B BUPTYyaJIbHOU cpefe. PyKoBOACTBO agMUHUCTPaTOpPa UHGOPMalMoOHHOM 6e30IIacHo-
CTHU»;

— Ha 9BM c ycraHoBineHHBIM CK3U «Banupmata CSP» OOMXKHO HCIIOIB30BaThCS
TOJIbKO nuileH3noHHOoe [10 ¢upM-npou3BOOUTENEN;

— 3ampeIliaeTcs BHOCUTh Kakue-nubo uaMmeHenus B II0 CK3U «Banugata CSP».

CoBmecTHO ¢ CK3U «Banupmata CSP» (ucromHeHusa 2 U 3) OOJIKHBI MCIIOJIb30BaTh-
csa ceptuduimpoBanHrie ®CHE Poccuu anmapaTHO-IPOrpaMMHBIE CPeACTBa 3alllUTHI
nHpopManmu OT HecaHKUMOHMpoOBaHHOro pgoctyna (C3M ot HCIl) u3 mnepeuns,
npuBeneHHoro B fokyMente BAMBE.00060-06 30 01 «CK3HM «Banupmata CSP» Bepcusa
6. opMmysap».

CoBmectHO ¢ CK3U «Banupata CSP» (ucnonHeHue 3), B LIeIsX pa3rpaHU4YEHUsS
OocTymna U obecriedeHus 3amuTh 10 Kjaccy KC3, goIKHBEL MCIIOIb30BaThCSI TOJIBKO
CpeAcTBa CO3[aHMs 3aMKHYTOM IIPOrpPaMMHOM Cpefbl U3 IIepeydyHsi, IPUBEOEeHHOI 0 B
nmokymenTte BAMB.00060-06 30 01 «CK3U «Banugata CSP» Bepcus 6. opmynsip».

4.2.2 Tlopsimok obecneudeHusi nmeaoctHoctu CK3MU «Banumara CSP»

[Tpu ucnonb3oBanuum CK3UM «Bamupmata CSP» Heo06XoOMMO OpraHM30BaTh KOH-
Tponb 1enoctHoctu CK3U «Bamumpmata CSP», cuctemuoro IO u Bcex HCIOHsIe-
MBIX (paisioB, GpyHKIUOHHpPYyoUux coBMecTHO ¢ CK3M «Bammpata CSP», B cooTt-
BEeTCTBUU C TpeboBaHuAMU HOKyMeHTOB BAMB.00060-06 93 01 «CK3H «Banuparta
CSP» Bepcus 6. PyKOBOACTBO agMUHUCTPaTopa HHPOPMAIMOHHON 6€30ITaCHOCTU» U
BAMB.00060-06 93 02 «CK3U «Banupmata CSP» Bepcus 6. KOHTPOJIb LIEJIOCTHOCTH.
PykKoBO[CTBO agMUHUCTPaTOPa NHGHOPMAIIMOHHOM 0€30ITaCHOCTH».

Meponpusitus 1o KOHTpouto 1enocTHocTu CK3U «Banupata CSP» monIKHEI BKITIO-
yaTh B cebs cienymolnyue BUOLI paboT:

— KOHTPOJIb IE€JIOCTHOCTHU JII/ICTpHGYTHBOB,'
— HepBHT{HBIﬂ KOHTPOJIb — KOHTPOJIb LIEJIOCTHOCTH, BBITIOJTHAEMBIHT IIPHU IIOCTaBKe
I10;

— TEeKyIuiu (exkegHEeBHBIN) KOHTPOJIb — KOHTPOJIb II€JIOCTHOCTH, BBHIIIOJTHSIEMBIA B
npouecce pa6otsl ¢ 10 (B Hayasie paboTH, BO BpeMsi pabOTHl MJIM IIO0 3aBEPIIEHUU
paboThEI) MOIb30BaTEJIEM UIIU YIIOJTHOMOYEHHBIM KOHTPOJIMPYIOIIUM JIUIIOM;

— IepuomuYecKudl (perjiaMeHTHBIM) KOHTPOJIb — KOHTPOJIb IIEJIOCTHOCTH, BHI-
TTOJTHSIEMBIM aMUHUCTPATOPOM MHGOPMAIIMOHHON 0€30IacCHOCTH B COOTBETCTBUU C
MIPUHSTHIM B 9KCIUTyaTUPYIOIIEN opraHru3aliiy perjiaMeHTOM.

B o61ieM ciy4yae OJid KOHTPOJS LIEJIOCTHOCTH AOMNYyCKaeTCs IMIPUMEHSTh OOUH U3
CIIeOyIOIIUX ITOAX0O0B:
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— B Ka4YeCTBe OCHOBHOT'O CPEJCTBa KOHTPOJIS IIEJIOCTHOCTH HCIOJIb3YeTCS IIPO-
rpamMa hashfile.exe. LlenocTHOCTE TporpaMmel hashfile.exe u aTanona Bepudukaum
mpu 3ToM obecmneunBaeTcs nubo cpencrtBamu C3UM ot HC]I, nubo opraHu3allioOHHO-
TEXHUYECKUMU MepaMH, TaKUMHU KakK (puHanm3npoBaHHasA 3alUCh 3TUX 00BEKTOB Ha
oTuyxKmaeMbiii Hocutesib (CD- unu DVD-muck), nmpaBuia obpalleHus C KOTOPBIM CO-
OTBETCTBYIOT IIpaBuUjIaM O0OpallleHus: C KII0UEeBLIMU HOCUTEISIMU;

— B KayeCTBe OCHOBHOI'O CpefCcTBa KOHTPOJISA LeJIOCTHOCTU ucnonbdyerca C3U
or HCII, a mporpamMma hashfile.exe npu HeoOXOOUMOCTH HCIIOIbB3YETCS B Kaue-
CTBE [OIOJIHUTEJILHOTO CpefcTBa KOHTPOJA. LlerocTHOCTH, ucmonHseMoro dauina
nporpaMMbl hashfile.exe u aTanoHa BepuduKaluu IIpu 3TOM 00ecIlieurnBaeTCs Cpen-
ctBamu C3U ot HC]I.

ITpumeuaHue — OmasoH 8epugukauuu - 00uUH U3 caedyru,ux o06veKmoas:

— co3dasaemblli npozpammou hashfile.exe ¢atin, codepocaw,uti cnucok ¢patinos,
nooedcaw,ux KOHMpoax ue/na0CMHOCMU, U 3HAYeHuUe X3Ww-pyHKyuu 014 Kaxcooz20
¢atina uz 0aHHO20 cnucka;

— 8emka peecmpa OC Windows, codepacauLas nepeuetsv ¢paiiaos, nodaexcauLux
KOHMPO/0 4,e/10CMHOCMU, U 3HAYeHUA X3W-PYHKUUU 048 Kaxco0oz20 ¢atiaa u3 OaH-
HO20 nepey4Hs.

[Togpo6Hast nHGoOpMaIus 00 OpraHU3alliu KOHTPOJIS IIeJIOCTHOCTH OJIS KaXKI0T0
U3 MePedYUCII€eHHBIX BBIIIE IIOAXO0O0B, BUAOB KOHTPOJS LEIOCTHOCTU U KaXKOoro HC-
nonHeHuss CK3U «Banupata CSP», a TakXKe HNOPSAAOK OEUCTBUU B ClIydae Hapylle-
HUS KOHTPOJIS LIeJIOCTHOCTU ITpuBeneHkl B fokyMeHTe BAMB.00060-06 93 02 «CK3H
«Banupata CSP» Bepcusi 6. KOHTpOJIb I€JIOCTHOCTU. PYKOBOACTBO agMUHMCTpPaTOpa
“HGOPMAaIMOHHOM 6€30ITaCHOCTU .

Cmucok o6bekTtoB CK3UM «Bammpata CSP», cucremHoro ITIO um IIO cpencTB
BUPTyaau3aluy, IOAJeKalluXx KOHTPOJII0O ILEeJIOCTHOCTH, IPUBEOEH B OOKyMEHTEe
BAMB.00060-06 93 01 «CK3H «Banupgata CSP» Bepcus 6. PyKOBOOCTBO agMUHU-
cTpaTopa MHPOPMAIMOHHOM 6e30IIaCHOCTH».

4.2.3 Tlopsinok obecneudeHusi padorocnocoonoctu CK3HU «Banrumara CSP»

B CK3H «Bamupata CSP» peanu3oBaHa IIpoliegypa CaMOTECTUPOBAaHUS KPUIITO-
rpadudeckux anropuTMoB. OHa BeInToNHsIeTCA npu 3anycke CK3U «Banupmata CSP»,
a 3aTeM BO BpeMs ero pabOoTHI IIPU BHIIIOJTHEHUU KAKOHU-TMOO0 KpuntorpadpudecKoun
oIiepalluy B ClIydyae, eCJIi C MOMEHTa 3alyCKa IIpeabIayIei Iponenypsl CaMOTECTHU-
poBaHus npoiuio 10 MunyT unu 6oee.

CK3HU «Banupgata CSP» nogmepXKuBaeT ISATh TUTIOB IPOTOKOIUPYEMBIX COOBITUM:
— KPUTHUYECKUeEe OIIUOKY;

— OIIUOKY;

— TIpenymnpexkmeHMUs;

— mHGOPMAIMOHHBLIE COOOIIEHMUS;

— OTJIalOYHBIE COOOIIEeHM .

OnucaHve HAaCTPOUWKU yPOBHS IIPOTOKOJIMPOBAHUS BHIIIOJIHSIETCSI B COOTBETCTBUU
¢ nokymernToM BAME.00060-06 91 01 «CK3U «Banupgata CSP» Bepcusa 6. PykoBog-
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CTBO IIO YCTaHOBKE " HB.CTpOfIKG».

Co3pmanue pe3epBHBIX Komnui CK3W «Banupmata CSP» BBHIIONHSETCS B COOTBET-
cTtBuu ¢ fokymeHToMm BAMBE.00060-06 93 02 «CK3U «Banunata CSP» Bepcus 6. KoH-
TPOJIb LIEJIOCTHOCTHU. PYKOBOOCTBO agMUHHCTpaTOopa MHOpPMaUUOHHOU 0Ge30I1acHO-
CTU».

IIOTIOTHUTENBHO OOJIKHBI OBITH CO3aHbl PE3€ePBHBIE KOITUHU CJIEAYIOIINX BETOK Pe-
ecta OC Windows, B KOTOphIX xpaHATCA HacTpouku CK3U «Banupmata CSP»:

— HKEY LOCAL MACHINE\SOFTWARE\Validata;
— HKEY CURRENT USER\SOFTWARE\Validata.

[TopsimoK [OeWCTBUM IO BOCCTaHOBJIeHHIO paboTtocmocobHocTu CK3U «Banupa-
Ta CSP» mpu c60siX ¥ B CJly4asgx HeIITAaTHBIX CUTyalluld IIpUBEdEH B HOKyMEHTe
BAMB.00060-06 93 01 «CK3H1 «Banupata CSP» Bepcusa 6. PyKOBOOCTBO agMUHU-
cTpaTopa uHpopManroHHOM 6e3omacHOCTU». [IOopsAOOK OeNCTBUM B Cllydae Hapylile-
HUS KOHTPOJISA LEJIOCTHOCTU npuBefeH B mokymeHTe BAMB.00060-06 93 02 «CK3H
«Banupmata CSP» Bepcusi 6. KOHTPOJIb IETOCTHOCTU. PYKOBOACTBO agMUHUCTPAaTOpa
nH@OopMaImoOHHOM 0€30IIaCHOCTU».

4.2.4 KOHTpPO/JIb NIPAaBHILHOCTH padoTsl 9BM

1 obecredyeHus KOHTPOJS MpPaBUIBHOCTU paboThl OBM C ycTaHOBIEHHBIM
CK3U «Banupgata CSP» HeoOx0oamMo C mepruogoM He 6osee 72 4acoB (3 CyTOK) IIPOu3-
BOOUTH mepe3arpy3kKy pabdoraroiieit 9BM c ycranoBnenubiM CK3U «Banupgata CSP».

[Tpu sTOM Tepe3arpy3Ky paboTatomieir 9BM HeoOX0auMO IIPOU3BOAUTDL C OTKIIIO-
YeHUEeM UM NOCJIeAyIIIUM BKIIYeHHeM nuTaHuss IBM c 1ienbio BEIIIOJTHEHUS BCTPO-
€HHBIX B IIOCTOSIHHOE 3allOMUHalollee yCTPOoUcTBO OBM TecTOB IpoBepKU pPaboTOCIIO-
COOHOCTM alllapaTHHEIX PECYPCOB. B cimydae, Korfa nocJje OTKII04YeHusa nuTanusa 9BM
manbHele paboTwsl ¢ gaHHoM OBM He TpebyeTcsi, IPOU3BOAUTE Iepe3arpy3Ky He
TpebyeTcs.

B cnyuae, korga ycnoBus skciutyatanuu CK3U «Banupata CSP» TpebyioT Hempe-
PBEIBHOM paboThl D9BM B TeueHUe AMUTENBHOTO BpeMeHHU (6oyee 3 CyTOK), HE0OXOOUMO
npuHATH BO BHUMaHue, 4T0 CK3U «Banumata CSP» MoXKeT UCIIOJIb30BaThCSA TOJIBKO
B KaueCTBe KPUIITOIIpOBargepa B COCTaBe CepTUPUIUPOBAaHHEIX QYHKIIMOHAILHO 3a-
KoHYeHHBIX CK3U (manee — ®3 CK3M) c BEHICOKOYPOBHEBBIM KPUIITOrpapruueCKuM
UHTEePPEnCcoM.

[IpaBuna nonb3oBanusa ®3 CK3HU, ucnone3yrwmux CK3U «Banupata CSP», nomx-
HBI copepzKaTh TpeOOBaHUS, IIPU BHIIOJIHEHUM KOTOPBIX AOMYyCKaeTCs BHIIOIHSITH
nepe3arpy3ky 9BM (c 1enbi0 IIPOBEPKM IMIPaBUIBHOCTH paboTel 9BM) c mepu-
ogoM, OosybimM 3 CyTOK. [IpM OTCYyTCTBUM Takux TpeOOBaHMU UM NPU HEBO3-
MOZKHOCTHM MX BHIIIOJIHEHUS Ilepe3arpy3kKy pabortaromieii 3BM ¢ ycTaHOBIEHHBIM
CK3H «Banupgata CSP» HeoO6x0auMoO MPOU3BOAUTh C IepuomoM He 6ojiee 72 4acoB
(3 cyTOK).
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4.3 TpedboBaHHusI IO 00eCNIeYeHHIO 0€30MaCHOCTH IIPH BHIBOJE
CK3HU «Banupatra CSP» U3 3KCIUlyaTallud M [lepefadye B pEMOHT

Kntoun 3II, mpekpaTuBIlINe CBOE€ [OEUCTBUE, YHUUYTOXKAKTCI MOPSAOKOM, yCTa-
HOBJIeHHBIM OokKymMeHTOM BAMBE.00060-06 93 01 «CK3U «Banupmata CSP» Bepcusa
6. PykoBoacTBO amMUHHCTpaTOopa HWHGOPMAIMOHHOM O0e30IIaCHOCTH», a KITI0YH
nmpoBepku III (B cocTaBe COOTBETCTBYIOIINX CEPTU(MUKATOB KiII04deu mpoBepku III)
YCTAHOBJIEHHBIM IOPSAOKOM COXPAHSIOTCSA B apX¥Bax [JI1 BO3MOXKHOCTU B IOCJIENYO-
IIIeM BBITIOJTHEHUS MTPOLEAYyPHl pa3bopa KOHPIUKTHBIX CUTyalluu.

[Tpu o6HoBNnenuu CK3U «Banupmata CSP» He0O0XOOUMO BBHIIIOTHUTD IMMOATOTOBKY K
nepexony Ha HOBYI0 Bepcuio CK3HM «Banupmata CSP», pyKoBOACTBYsICh TPeOOBaHUAMU
9KCIJIyaTallMOHHOU OOoKyMeHTauuu HOoBou Bepcuu CK3U «Banupmata CSP». Ilocne
BBITIOJTHEHUSI BCe€X HEOOXOOUWMBIX MOATOTOBUTENBHBIX OEUCTBUM (IIPU WX HaJIUYUH)
Heo0X0oauMOo yoanuTh Tekylyio Bepcuto CK3U «Banupmata CSP».

TpeOoBaHUSA K NOPAOKY NPOBEOEHUS PEMOHTHBIX U perjaMeHTHHIX paboT mpu-
BeneHbl B fokymeHTe BAMEB.00060-06 93 01 «CK3U «Banupmata CSP» Bepcus 6.
PykoBoACTBO afMUHUCTPaTOpa MHGOPMAIMOHHON 6€30TTaCHOCTH .

g BeiBoga CK3UM «Banupmata CSP» M3 3kcoiyallu Ha OOHOM pabodyeM MecTe
He0O0XOMMO BBITIOJTHUTH CJIIEAYIOIINe OeMCTBUS:

— C ucnoib3oBaHueM TaTHEIX cpenctB CK3U «Banupmata CSP» yganuTh Kiiro4uu
OIl, xpansmuecs B peectpe OC Windows (He TpeOyeTcs Ipu Iiepexofe Ha HOBYIO
Bepcuto CK3U «Banupmata CSP»);

— ymanute CK3M «Bamupmata CSP» B COOTBETCTBUUM C [OOKYMEHTOM
BAMBE.00060-06 91 01 «CK3U «Banupgata CSP» Bepcus 6. PyKOBOACTBO 110 yCTaHOB-
Ke M HaCTPOUKe»;

— PEeKOMEeHOYeTCs BBIIIOJIHUTH IMOJIHOe ¢opMaTUPOBaHUE XKECTKOTro nucka. Heoo-
XOOUMOCTE IIOJTHOTO (OpMaTHPOBAHUS [OOJIZKHA OIIPEHeNsiThbCS HCXOOs M3 MOOesn
yrpo3 uHdopMaluruoHHON 0e30IIacCHOCTU, IPUHATOM B 9KCIIJIyaTUPYIOIIel opraHu3a-
LN,

B cnyuae BriBoga CK3U «Banupata CSP» U3 9KCIUTyallud Ha BcexX pabodyux Me-
CTaX 3KCHJIyaTUPYIoIel opraHusanuu 6e3 ycTaHOBKM HoBoM Bepcuu CK3U «Banu-
mata CSP» He0GX0MMO BBIITOJTHUTHE CJIIEOYIOIINe OeMCTBUS:

— BeiBecTu CK3U «Banumata CSP» u3 s3KCIIIyaTalluy Ha KaxXaoM pabodyeM MecTe
B COOTBETCTBUU C TPpeOOBaAHUSIMU, IPUBEIE€HHLIMHU BHIIIIE;

— BBIBECTHU M3 3KCIIJIyaTalluM Ha KaxKIOoM pabodyeM MecCTe 3KCIIJIyaTallMOHHYIO HO-
kKymeHTauuio CK3U «Banupgata CSP» (Hanpumep, nmyteMm yganeHus ¢ 9BM). Peko-
MEHOyeTCs apXuBUpPOBaTh XKypHaubl (cM. fokymMeHT BAMB.00060-06 93 01 «CK3HU
«Banumata CSP» Bepcus 6. PyKoBOOCTBO agMUHHCTpPaTopa UHPOpMaIMOHHON 0e3-
OIIacHOCTH») U GopMyJsip B 6yMaKHOM BUIE, KOTOPBIM HaXOOATCS B IIoApa3fesieHuH,
OTBETCTBEHHOM 3a 3kcnnyaTauuio CK3U «Banupmata CSP». KOHKpeTHBIU IIepedeHb
MoAJjIeskKallux apXuBUPOBaHUIO JOKYMEHTOB U CPOK UX apXUBHOI'O XpPaHEHUs onpee-
JISIOTCS HOPMaTUBHBIMU JOKYMEHTaMU 3KCILIyaTUPYIOIel OpraHu3aliiy;
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— TIpeKpaTuTh mOeucTBue Kiaoded DIl corjlacHO TONMOXKEHUSIM OOKyMeHTa
BAMBE.00060-06 93 01 «CK3M «Bamumata CSP» Bepcus 6. PykKOBOOCTBO agMu-
HUCTpaTopa UHpopMaImoHHOM 0e30IIaCHOCTU» 1 TpeboBaHusAM Y1I.

IleiicTBUS, BBHIIIONSIEMbIE C 9TAJIOHHBIMU OUCTPUOYyTHBaMU, CBSI3aHHbLIE C BLIBOOOM
n3 akcnnyatauuu CK3U «BanupmaTta CSP», onpenesnsoTcsa 9KCILIyaTUPYIOIer opra-
HU3aluen. B ciiyyae yHUYTOXKEHUS ONITUYECKUX HOCUTEJIEH C 3TAJIOHHBIMU OUCTPUOY-
tuBamu CK3U «Banumata CSP», maHHbIe HOCUTEJIN OOJIXKHBI ObITh YHUYTOXKEHHI (YTH-
JTU3UPOBAHBI) CIOCOO0OM, TapaHTUPOBAHHO HCKJIIOYAIOIIUM BOCCTAaHOBIEHUE UHOP-
Manuu (pu3myeckoe pa3pylieHne, CXKUraHue, pa3jlaMblBaHNe, pa3pe3aHue u T.I1.).
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5 CBEJIEHHUA O COIJIACOBAHHNHU

[TonoxkeHus HACTOAILEr0 OKyMeHTa corjacoBaHbel ¢ OCB Poccuu.



ncH
HC[
ocC
ITK
I10
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IIEPEYEHBb COKPAIIIEHUN

IlaT4yuk CiIly4YauHBIX YUCeIl
HecaHKUMOHMPOBaHHBIU JOCTYI
OnepanuonHasa cucteMa (Operating System)
[IporpaMMHBIM KOMIIJIEKC

[IporpaMmMHOe obecrieueHure

C3HU ot HC]II CpencTBO 3aiiuThl KH(POPMAIMU OT HECAHKIIMOHUPOBAHHOI'O

CK3H
Y1
OKH
9BM
oIl

OOCTyIla

CpepncTBo Kpuntorpadguieckou 3aldThl UHQOpMaIluu
YoocToBepsmoomuy EHTP

OyHKIMOHAIbHEINU KJII0UE€BOU HOCUTEb
OJIEeKTPOHHO-BBIYNCIIUTEIbHAS MalllnHa
9nekTpoHHasa nognucsk (Digital Signature)
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JIucT peructpauuv U3AMeHEHUN

Howmepa nucTOB (CTpaHHUI) Bcero Ne moxyMmeH- | Bxogsmmmii |ITogm | daTta
N3Mu3me- 3aMe- HOBBIX QHHYJHU- |JIUCTOB |Ta Ne compoBo-
HEHHBIX |HEHHBIX poBaH- |(CTpa- OUTEJIBHO-
HBIX HUI[) B ro JOKYyM M

JOKYyM maTa
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