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AHHOTAIIUA

B HacToslleM OOKyMeHTe IpuBeOeHBl TpeboBaHUS K SKCIJIyaTallUd B BUPTY-
aTbHOM Cpefde CpedCcTB KpuIlTorpadguyeckou 3alluThl MHGOpMaIUU, B TOM YUCIIE
BAMB.00060-06 «CpencTtBo Kpurtorpadudeckor 3aluThl HGopMaliuu «Banunoarta
CSP» Bepcusa 6» (manee — CK3HM «Banupgata CSP») u Opyrux nporpaMMHEBIX IIPO-
OYKTOB, pyHKIMoHUpPYylomux coBMecTHO ¢ CK3U «Banupata CSP». [lanee B TekcTe
OOKyMeHTa KO BCEM CpeACcTBaM KpUITOrpahmuyeCcKol 3allluThl IPUMEHSIETCSI TEPMUH
«CK3W».

TpeOoBaHHsI HacTOsAIIero PykoBoacTBa pacHpoOCTPaHSIOTCSA TOJJBKO Ha
CK3W, obecnneunBaoue 3allIUTy N0 YPOBHIO 3amuThl KC1. ®yHKIITHOHHPO-
Banue CK3H, obecnieunBalomux 3aniuTy mo ypoBHIO 3amutbl KC2 u KC3, B
BHPTYA/ILHOM Ccpejie 3alpeliaeTcs.

IlaHHBIM [OOKYMEHT MOOIXKEH IIPUMEHSIThCA TOJIbKO BMECTe C [OOKYMEHTOM
BAMB.00060-06 93 01 «CK3M «Banupmata CSP» Bepcuss 6. PykoBoncTBO ap-
MUHHCTpPaTopa wuWHOpMamuoHHON Oe3omacHoCcTu». I[Ipu 3TOM TOJIOKEHUS Ha-
CTOSIIIETO MOOKyMEHTa MOTYT 3aMeHSTh aHaJIOTUYHBLIE IIOJIOXKEHUS [JOKyMeHTa
BAMBE.00060-06 93 01 «CK3HM «Bamupgata CSP» Bepcus 6. PyKOBOOCTBO agMWHU-
cTpaTopa nHGOPMaIMOHHOM 6€30aCHOCTH», B 3TOM CJIy4ae TpeOOBaHUS HAaCTOSIIETO
OOKYMEHTAa SIBISAIOTCS IIPUOPUTETHHIM.

Ha ocnoBe Hactosamero PykosonctBa u nokyMeHTa BAMB.00060-06 93 01 «CK3U
«Banmumata CSP» Bepcusi 6. PYyKOBOICTBO agMUHUCTPATOpa MHPOPMaIIMOHHON 0e3-
OIIaCHOCTHU» B 9KCILTyaTUPYIOIIEe OpraHu3aliy OJOIXKHBI OBITh pa3paboTaHbl HEOOXO-
OUMble OpTaHU3allMOHHBIE ¥ METOOUYEeCKUe NOKYMEHTH! OJII aAfMUHUCTPATOPOB MH-
dopmanmonHoOM 6€30IIaCHOCTU UM II0JIh30BaTEIeW Pa3IUYHBIX aBTOMAaTHU3UPOBAHHBIX
CUCTEM U ITPOTPAaMMHBIX KOMIIJIEKCOB C Ilenbio obecreuenus sakcunyatanuu CK3U B
BUPTYaJIbHOU Cpefe.
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1 OCHOBHBIE 3JIEMEHTHI BHPTYAJIBHOHU
CPEIDbBI

BupTyanusanmio MOXKHO OIpedeInTh Kak IPoliecc IIpeacTaBieHrnss Habopa BEIYHC-
JINTENbHBIX PECYPCOB (MU UX JIOTUYECKOT0 O0beOUHEHUsI) Ha OCHOBe (PpUKCUPOBaH-
HOM aIlllapaTHOM 6a3kl IPOrPaMMHBIMU CPEeICTBAMH.

Cnepnyomiue nogpa3nesibl HOCBAMIEHE KPaTKOMY OIMMCAHUIO0 OCHOBHEIX 3JIEMEHTOB
BUPTYaJIbHOU CpenHL.

1.1 BupryanbHass MallIuHa

BuprtyanbHas MamuHa (BM) — nporpaMMHasi CUCTeMa, SMYJIMPYIOIlasi ammaparT-
HOe obecliedyeHre HEKOTOPOU muaT¢gOopMbl ¥ MCIOMHAIOIIA OJII He€ IporpaMMEl Ha
TaK Ha3bIBAeMOU XOCT-IJIaThopMe, T.e. pU3ndeCcKol MalllnHe, Ha KOTOPOM pa3BEPHY-
Ta BUpPTyaJibHas MalllWHa.

B BM, Kak 1 Ha peaJIbHbIM KOMIIBIOTED, MOXKHO YCTaHaBJIMBaTh pa3JIM4yHEIE Ollepa-
nmonHble cucteMbl (OC) u COOTBETCTByMOIIee ImporpaMMHoe obecnedenue (I10). Ha
OOHOM (pU3UUYECKOU MalllMHe MOXKeT (QYHKIIMOHUPOBATh HECKOIBKO BM.

1.2 T'unepBu3o0p

['unepBu30p (MOHUTOP BUPTYaIbHBIX MAIlIMH) — IPOTrpaMMa UJIX allllapaTHas CcXe-
Ma, obOecreunBalollas WX [IO3BOJIAIOIIAS OOQHOBPEMEHHBIM, apasUIe/IbHBIN 3allyCK
HECKOJIbKUX BUPTYyaJIbHBIX MalllMH Ha OJHOU ¢pu3ndeckou. ' mnepsuzop obecreymnBa-
eT u3ongainuio BM mpyr ot gpyra, ux 3auiuTy 1 0e30MacCHOCTh, pa3fieleHue PecypcoB
MeXIy pa3/InyHbIMU 3anyieHHeiMu OC U ypaBiieHUe 3TUMU pecypcaMu. Kpome To-
r'0, TUIIEPBU30P MOKET ITPEJOCTaBISITh Pab0TaIOIINM IO eT0 YIIPaBJIeHUEM Ha OTHOM
X0CT-KoMIIbiIoTepe BM cpepcTBa CBSI3U U B3aUMOOENCTBUSA MeXAy co0ou (Hanmpumep,
yepe3 oOMeH (aiiiaMu WU CEeTEBble COEIUHEHHUs) TaK, KaK eciu Ovl 9Tu BM sBns-
JIUCH PA3IUYHBIMU PU3UYECKUMU YCTPOKUCTBaAMHU.

C mporpaMMHOM TOYKM 3PEHUS TUIIEPBU30P NPencTaBiasieT co000M MUHUMAIbHYIO
OC, npenoCTaBISAOIIYI0 3alyIIeHHBIM IO ero ynpasiaeHueM OC cepBHUC BUPTyalb-
HBIX MAalllMH, BUPTyalu3upysd (aMynupys) pusamdeckoe amnmapaTHoe obecliedueHUe
KOHKPETHOM MAaIllMHBI, U YIIPaBJISIOUIyI0 3TUMU BUPTyaJIbHEIMUM MallliHaMU, BHIEJIe-
HHEM M OCBOOOXKOEHUWEM PECYpPCOB [y HUX. [UIIepBU30D MO3BOJISIET HE3aBUCUMOE
BKJIIOUEHME, BHIKJIIOUEHME, ITepe3arpy3Ky U IIPUOCTAaHOBKY paboTh 1060 u3 BM ¢
Tou unu uaou OC.

1.3 CucremMa ynmpaB/IeHHSI BHPTYa/ILHOH CpeIoH

[TaHHas cucTeMa SBISETCS YPOBHEM apXUTEKTYpPhl BUPTyallbHOU Cpenbl, IIpeaHa-
3HAQYEHHBIM [JIS PEIleHUs C IIOMOIIIBIO allllapaTHO-IIPOTrPaMMHBIX CPEACTB U CPEACTB
CeTeBOr0 B3aMMOJEMCTBUSA 3ajad ylIpaBJIeHHWs BUPTyalbHOU MHPPaACTPYKTypOU, Ta-
KHUX KakK:

— yhOpaBJieHHue TUIIEePBU30POM (hopMUPOBaHKE HACTPOEK U 3alaHUE TapaMeTPOB);

— HacTpolKa BM, BUPTyalbHBIX CETEM, UCIOIb3YEMbBIX XPAaHUJIUII TaHHBIX;

— HeHTpaIu3aIs BUPTyaJIbHEIX pecypcoB (obecneuenure paboTel Bcex BM, BupTy-
aJIbHBIX CETEeBBIX XPAHUJINII JaHHBIX ¥ BUPTYaJIbHOT'O CETEBOT0 000Dy moBaHMsI HHPOP-
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MallMOHHOM CUCTEMEI, IIOCTPOEHHOU C UCIIOJIb30BaHMEM TEXHOJIOTUHU BUPTYyalu3aliiH,
KaK eQUHOUN BUPTYaJIbHOM paclpenesIEHHON BHIUYNUCIUTEIbHONU CETH);

— yhopaBileHHe IiepeMellleHueM (Murpaunuei) BM ¢ ogHOro KOMIIbIOTEpPa Ha ApPY-
TOou;

— ONTUMH3ALUS paclpeneleHHbIX PECYPCOB;

— OaylaHCUpPOBKa Harpy3ku BM.

1.4 CpeacTBa 3alIUTHI BUPTYAaJIBHOM CpeabI

HNmeroTcs B BUOY aAllllapaTHO-IIPOTPaMMHEIE€ CPEeOCTBA, IIPEdHA3HAYEeHHbBIE OJIA Pe-
ImMeHud 3aga4 I10 3allluTe BHpTyaHBHOﬁ Cpennbl, TAKUX KakK:

— KOHTPOJIb IOCTyIa CyObEeKTOB NOCTYIIa K CPeiCTBaM KOHPUTYPUPOBaHUS BUPTY-
aJIbHOTO alllapaTHOT0 00ecCledYeHus;

— pe3epBHOE KOIIMPOBAHUWE 3alluinaeMod HWH(OpMAaInu, XpaHUMON Ha (ulnde-
CKUX HOCUTEJIIX WH(GOPMAIINH;

— ofecreyeHne JOBEPEHHOT0 MHGOPMAIMOHHOTO oOMeHa (CeTeBOro B3auMOe-
CTBUSI) BHYTPU BUPTYaJIbHOM NHPPACTPYKTYPH MeXKAYy aIMUHUCTPATOPOM, IT0JIb30Ba-
TeJIeM U CPeJICTBaMHU 3allluTHl NH(POPMAIIUY;

— upeHTUGUKAIMSA U ayTeHTUPUKaIUs CyObeKTOB JOCTyIa NPU UX JIOKAJTbHOM U
yIoaJl€HHOM oOpalleHuu K 00beKTaM BUPTYalbHOM MHPPACTPYKTYPHI;

— YIIPpaBJIEHHE€ OJOCTYIIOM K KOMIIOHEHTaM BHpTy&J’IbHOfI Cpennl;

— KOHTPOJIb II€JIOCTHOCTH KOMIIOHEHTOB BuUpTyanabHOU cpepnbl (1O, d¢aiinos-
o6pa3oB BM, HacTpoek u ImapaMeTpPOB);

— 3amura [10 BupTyanbsHOU Cpenbl OT BUPYCHOT'O 3apaXKeHus;

— ¢unbTpalus ceTeBoro TpaduKa MeXKay KOMIIOHEHTaMHU BUPTyalbHOU HMHpPa-
CTPYKTYPHI U BHEIITHUMHU CETSIMU T'HIIePBU30pa.

1.5 CucreMa xpaHeHHsI TaHHBIX

Cuctema xpaHenusi gaHHbIx (CX]II) mpepacTaBiseT co00M COBOKYIIHOCTb CPEACTB
BBIUMCIINTEJIbHON TEXHUKHU, IpeJHa3HaYeHHLIX TOJIBKO OIS XPaHEHUS OaHHBIX, HC-
TI0JIb3yEeMHIX TIPU peau3allui TeXHOJIOTUY BUPTYaJIu3alluu, B TOM Yuciie o6pa3oB BM
U JaHHBIX, oOpabaTeiBaeMbIx BM.

1.6 Tunsl rUIIEPBU30POB

Huxe )IaéTCﬂ OIIMCaHue OCHOBHEIX THUIIOB 'MIIEPBU30POB.

1.6.1 ABTOHOMHBIN runepsu3op (Tum 1)

['MepBU30PHEI JAHHOTO THUIIA YCTaHABIMBaIOTCSA Ha DBM 0e3 npenycTaHOBJIEHHOMU
OC, T.e. paboTalOT HEIOCPEACTBEHHO Ha allllapaTHOM oOecledeHUU, KOHTPOJIUPYS
KakK ero, Tak ¥ pa3BopadyvBaeMyl0 BUPTyaJlbHYIO0 UHOPAcTPyKTypy. biaromaps stomy
TUTIEPBU30PHI TUIIA 1 TEMOHCTPUPYIOT HAaUOOJIBIITYIO IPOU3BOAUTETHBHOCTD.

[IpuMepoM TuUIEpPBH30pa OAHHOTO THIA SABJIAETCS rumnepsu3op ESXi dupmul
VMware, npegHa3HadYeHHBIM [OJI 3allyCcKa MHOTUX BM Ha 0OO0HOM XOCTOBOM KOMIIbIO-
Tepe.

['unepBuzop ESXi Ha3bIBalOT «TOHKUM>» 3a CJIeOyIOIIe ero CBOMCTBA:
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— B HEM OTCYTCTBYET JIOKaJIbHas CePBUCHAS KOHCOJIb, SIBJISIOIIASCS, II0 CyTH, BM,
3aHUMaloIIel GOJIBIITYI0 YaCTh MPOCTPAHCTBA U MTOTPEOIIIoNIel G0JIbIIYI0 YacTh pe-
CYPCOB B COCTaBe TUIIEPBU30Pa;

— YCTaHOBOYHBIU KoMmJieKT (quctpubytus) VMware ESXi B Buzme 1ISO-o0pa3sa 3a-
HUMaeT npubnu3uteabHo 250 M6. Kpome Toro, cymiecTByeT BCTpauBaeMasi BEpCHUs
TUIIePBU30pa, IIOCTABISIEMOr0 CO MHOTUMM CepBepaMM Ha BCTpoeHHOU flash-mamsaTy,
3aHuMaromas scero 32 Mb.

1.6.2 T'unepBH30p Ha ocHOBe 0a30BoM OC (Tum 2)

['mnepBu30pH TUIla 2 paboTaloT ImoBepx 6a30BOM OIEPAMOHHONW CUCTEMBI, KOTO-
pasi BEIIOJIHSETCS Ha allnapaTHOU miaTdopMe 1 obecliednBaeT CIyKO0bI BUpTyasin3a-
MM, TaK¥e KaK NoaaeprkKKa YCTPOMCTBa BBOAA/BRIBOAA U yIIpaBJieHME NaMAThI0. [0-
CTEBOU KO IIPU 3TOM MOZKET BHIIOJIHATHCA IIPSIMO Ha PU3NUYECKOM IpPolieccope, HO
OOCTYII K YCTPOMCTBaM BBOMa-BhIBOJa KOMIIbIOTepa U3 rocreBor OC oCylneCcTBIsAEeT-
Cs1 yepe3 TaK Ha3bIBaeMbI MOHUTOP YPOBHS I10JIb30BaTES, SABIAIOIINNCSI OOBIYHBIM
npoieccoMm ocHoBHOU OC.

Huxe (PucyHok 1) moka3aHo, 4eM pa3/In4yaloTCs TUIIEPBU30PHI TUla 1 u Tuma 2.

runepenzop THNAE 1 Mnepeuzop THNA 2

7
Onepau, Onepau,. =| Onepay, Onepau, Onepau,. Onepau,
cHCTEMA CHCTEMA — CHCTEMA CHETEMA CHCTEMA CHCTEMA

= = I I/ |/ I

NpunoxeHne Npunosetne Npunosetne Mpunosexne Npunoxexne NpunoseHne
| Funepen3cp | | FHnepBUzop |
| KocT-obopynoBaHue | | OnepaunoHHan CHCTEMA |

| KocT-obopynoBaHue |

Pucynok 1 - Pasnuuusa Mexnay runepsu3lopaMu tumna 1 u tuna 2

[TpuMmepoM runepBu3opa tumna 2 Apiaserca VMware Workstation.

1.6.3 THOpPUIHBIM r'HIIEPBH30P

MOpUOHBIN TUTIEPBU30P COCTOUT M3 ABYX YaCTel: aBTOHOMHOTO “TOHKOIO THUIIEp-
BHU30pa”’, KOHTPOJIUPYIOIIEr0 IMPOILeCcCcop U MaMsATh, a TakKxKe paboTalolled Ion ero
yIpaBjieHHeM crnelnuranbHou cepBucHou OC. Yepes cepBucHyw OC roctesrie OC 1mo-
JIy4aloT AOCTYI K OCTaIbHOMY pU3NUYEeCKOMY 000pPyHOBaHUIO.

[TpuMepoM ruOPUAHOTO TUIIEPBU30pa SABIsIeTCs runepsusop Microsoft Hyper-V.

1.7 BupryajibHasa MallIUHA

['mnepBU30p MOXKET BHIOENIATH CIIEOYyIOLIUe allapaTHbele pecypctl Ojist BM:
— BIOS/UEFI;

— MaTepuHCKas IIaTa;

— PCI IDE-koHTpONIED;
— npuBod KoMOakT-gucka IDE;
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— SCSI-koHTpONIIED;

— IIpolieccop (B 3aBUCHMOCTHU OT (pU3UUYECKOHN allapaTHON 4YacCTH);

— CeTeBOU afanTep;

— BUIeoagamnTep.

OTH amnmapaTHbIe Pecypchl CKOMIIOHOBAHBI TaKUM 00pa3oM, 4TOOLI 00ECIedYuTh
MMOAOEPXKKY IIMPOKOT0 KPyra OCTEBBIX OIIEPAIIMOHHLIX CUCTEM.

BM MozKeT COCTOSITh U3 CIEOYIOUINX BUPTYaJIbHBIX YCTPOUCTB:

— TIPOLIECCOPHI: OJUH WU HECKOJIBKO;

— TaMATh: MaKcuMyM 255 ['6aliT oriepaTUBHOU MTaMSTH;

— SCSl-apmanTepsl (I11aThl, peajlu3yolire CTaHAapT HOOK/IIYEHU S K KOMIIBIOTEDY
nepu@epuriHbIX YCTPOUCTB);

— CeTeBhbI€ alallITEePHI;
— IIapaJlieJIbHBIE€ IIOPTHI;

IMocIegoBaTeJIbHEIE ITIOPTHI;

— CD/DVD-tipuBons;

— USB-Hakomnuremnu;

— KJlaBHaTypa, BUAeoKapTa 1 MHBIIIb.

XKécTtkrue nucku B BM 00rryHO gobOaBnsitoTcs B Buge SCSI-yCTpOMCTB.

BM, o cyTu, npencTasisieT cOO0¥M HECKOIbKO (alIoB, XPaHSIIIUXCS Ha IUCKe XO-
cTOBOM IBM, 13 KOTOPHIX TUIIEPBU30P CO3MAET IMYISAIINI0 ¢pusndeckon IBM. OObIu-
HO BM cocTouT u3 AByx ¢aiios - paiinia HaCcTpoek (1im KOHGUTrypaluruoHHOro ¢atina)
1 ¢aiiyia BUPTYaJIbHOTO XKECTKOIr0 I1CKa.

1.8 CpencTBa yIpaBjIeHHSI BUPTYaJIbHOM HHPPACTPYKTYPOH

BupTtyanpHas mHPpPacTpyKTypa IpencTaBiisgieT coOo¥ guHaMHYeCKOe pacrpepme-
sieHre (PU3NYECKUX PECYPCOB B COOTBETCTBUHU C TPeOOBAaHUSIMM 3KCITyaTUPYIOIIEN
opraHu3aiuu. BM wucnonb3yeT MaTepuaabHble PECYpPChl OJHOTO KOMIIbIOTEpPA, a
BUPTyaJibHasi MHPpPACTPyKTypa — MaTepHalbHble PECypChl Bcell MHGOPMalMOHHO-
TenekoMmmyHuKaumonuou (UT) cpensl, GopMUpPyst 13 KOMIOBIOTEPOB, a TaKXKe U3 I0-
KJTIOYEHHBIX K HUM CeTeM U XpaHUIUIL equHb mynn UT-pecypcos.

BupTyanbHas nHGpacTpyKTypa BKJIo4YaeT B ce0s cliegyolire KOMIIOHEHTHI:

— TUIIEPBU30PHI, yCTaHaBIMBaeMble HEIIOCPEOCTBEHHO Ha o6opynoBaHue u obec-
IIeYHBAIOIIKE ITOJTHYI0 BUPTYaIU3aIlii0 KOMIILIOTEPa;

— cnyXk0bl BUPTyaJIbHOM MHPPACTPYKTYypH, TaKMe KaK yIpaBleHUe pecypcaMu U
KOHCOJIUOUPOBAHHOE pPEe3epPBHOE KOIIMPOBaHUE, KOTOPBIE ONTUMHU3UPYIOT UCIOJIL30-
BaHME IOCTYIIHLIX pecypcoB BM;

— PelleHHnd II0 aBTOMaTHUu3alli, KOTOPEIE IIPEOOCTABIIAIOT CIIE€IIMaJIbHBIE CPeOCTBa
OIITHUMU3AIINU OIIPpEedeJIEHHBIX I/IT-HpOHeCCOB, TaKHX KakK aBaprIHOG BOCCTaHOBIJIE-
HHUe.

I1a ynpaBiieHuss "HQPaACTPYKTYPOMH BUPTYaJIbHOM Cpedbl MMEIOTCsS pa3HooOpas-
HBIE IIPOTPaMMHbBIE CPEICTBA, IpeaHa3HauYeHHbIe OJIs:
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— yHOpaBJIEHHUS TUIIePBU30pPaMU;
— yIOpaBJIEHUS CETSAMU;

— yhnpasiieHus Mmurpanueu BM;

— ympaBJieHus oOpa3aMu U CHUMKaMu BM, oTkaTaMu U KOHTPOJILHBIMM TOYKaMU;
— yIOpaBJIEeHHUs CUCTeMaMM XpaHEeHUS OaHHBIX;

— yIpaBJieHus pa3BepThiBaHueM BM u3 1mabioHOB;

— yIOpaBJIEHUs paclnpefeieHrueM Harpy3ku Ha BM;

— yIpaBJIEHUs IIYJIOM PECYPCOB;

— ymnpaBiieHus KoHpurypanusamu BM.

[IpruMepoM 1IeHTPaIn30BaHHOT0 KOMIIJIEKCHOTO YIIPaBIeHUS BUPTyaJIlbHOU NHpPa-

CTPYKTYpPOI MOKeT ciyx)uThb System Centre Virtual Machine Manager pa3palGoTkKu
Microsoft u VMware Virtual Center pa3pabotku komnanuu VMware.
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2 TPEBOBAHUA K 3AOHIATE OT HCIO B
BUPTYAJIBHOM CPEJIE

B HacTos1eM pa3nese npuBedeHbl TpeOoBaHUs K 3alIUTe OT HECAHKITMOHUPOBAH-
Horo pgoctymna (HC]II), obycnoBnenHusle cuenudukoit paborst CK3W B BUpPTyalbHOU
cperme.

[omoMHUTENPHO K TpeOOBaHUSIM HACTOSIIEro OOKyMeHTa (KakK [ XOCTO-
BOM, TaK u [nnsaA rocteBod OC) OOJIKHBI BBINIOJHATHLCS TpeOOBaHUS HOOKyMeHTa
BAMB.00060-06 93 01 «CK3HM «Banupgata CSP» Bepcusa 6. PyKOBOOCTBO agMUHU-
cTpaTopa MHGpOPMaIMOHHON 0e30IIaCHOCTU», He MPOTUBOpeYallie HaCcTOSIIEMY [I0-
KyMeHTY. B cinydae ecnu Tpeb6oBanus nokymeHta BAMB.00060-06 93 01 «CK3U «Ba-
nmupata CSP» Bepcust 6. PyKOBOOCTBO agMUHUCTPATOPa MHGOPMAIIMOHHOM Oe30I1ac-
HOCTHU» IIPOTHUBOPeYaT TPeOOBaHUSIM HACTOSIIETr0 HOKyMeHTa, TpeOoBaHUS HaACTOS-
[Iero JOKyYMEeHTa CJIeOyeT CUUTaTh IPUOPUTETHEIMHU.

2.1 Opraau3anus padoor nmo 3amurte ot HCJI

B opranusanuu, skcunyatupymomen CK3U ¢ ucronb30BaHUEM TEXHOJIOTUU BUPTY-
an3alluM, OOJI2KHBI OBITh Ha3HAaUYeHHI POJIM aIMUHUCTPAaTOPOB BM, ocyIlleCTBISIONINX
ynpaBieHue KoMrnoHeHTamMu (BM, cepBepHbBIMU KOMIIOHEHTaMM, CUCTEMOM XpaHEHU ST
OaHHBIX) BUPTyaJIbHOU Cpedbl, 1 COOTBETCTBYIOIINX afMUHUCTPATOPOB MHPOPMAIHU-
oHHOM Oe3omacHocTtu (AWB) BM. [JomXHBI OBITH OnpeesieHbl 00sI3aHHOCTH JaHHBIX
aOMUHUCTPATOPOB U Pa3rpaHUUYeHNe UX ITPaB IOCTyIa, ONTUMAaJIbHEIM 00pa3oM obec-
neuyunBatomnre 6e3omacHoctb CK3U u BUPTYanbHOM MHOPACTPYKTYPHI B 1IEJIOM.

2.2 TpeboBaHHA K 3alIUTE XOCTOBOM IBM u cpencTB
BHPTya/IH3allHA

2.2.1 TpedoBaHHsI K TEXHHYECKHM CpeICcTBaM

9BM, Ha KOTOPHIX YCTaHaBINBAIOTCS cpencTBa BupTyanusauuu u CK3U B co3gan-
HOM 3TUMU CpPeCTBaMU BUPTYyaJIbHOM Cpefde, MOJIXKHEBI ObITh JOMYILEHH A1t 06paboT-
KM MHpOpMalUHU II0 OeucTByOIUM B PO TpeboBaHUAM 110 3alluTe MHGPOPMAIUU OT
yTEeUYKU 110 TEXHUYECKUM KaHajlaM B COOTBETCTBUU C MOMAEJIBI0 yIrpO3, IPUHATOU B
9KCIIyaTUPYIOIIEd OpraHu3aluu.

O6opynoBaHue, Ha KOTOPOe yCTaHaBIUBAeTCs TUIIEPBU30D, He NOJIZKHO CO37aBaTh
yrpo3y 6e3omacHoctu OC. HegonyCcTUMO UCIIONb30BaTh HECTAHAAPTHEIE allllapaTHBIE
CpenCcTBa, UMeIoIe BO3MOXKHOCTh BIUATh Ha HOPMaJIbHBIU X0 pab0oThl KOMIIBIOTEPA
unu OC.

oKHBI OBITH BBITIOJIHEHBI TPeOOBaHMS 10 Pa3MeIleHNI0 (U3NYEeCKUX (XOCTOBHIX)
9BM, Ha KOTOpPEIX pa3BepHYTH BM c ycranoBneHHEIM CK3U, nipuBeneHHEbIEe B OKY-
meHTe BAMB.00060-06 93 01 «CK3U «Banupgata CSP» Bepcus 6. PyKOBOOCTBO af-
MUHHCTpaTopa HHGOPMaIMOHHON 0€30IaCcCHOCTH».

2.2.2 TpedoBaHHsI IO YCTAaHOBKE IIPOrpaMMHOI0 oOOecIedYeHHsI Ha
x0oCcTBYyI0 9BM

K ycTaHOBKEe OOIIIECHCTEMHOTO U CIIeIIHaIbHOTO ITPOrpaMMHOT0 obecrnedeHus (e
mom 4uc/ie Nnpo2pamMmMHO20 obecnedyeHusl cpedcme supmyaau3duuu), a Tak-
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xe CK3H, pmomyckaroTcs nula, IPOIIEAIIne COOTBETCTBYIOIIYIO ITIOATOTOBKY M U3Y-
YHWBIME OOKYMeHTaluio Ha cooTBeTcTBYMoIee [10 u Ha CK3U.

[Ipu yctanoBke CK3U, cuctemHoro u crnenuanbHoro I10, a takxke 1O cpencTs
BUPTyalnu3aluu cjienyeT coOI0AaTh ciaenyloiue TpeOOBaHUSA:

— Ha TeXHUYEeCKHUX CpeICcTBaxX, NpedHa3HAYeHHBIX Ojsi paboThl CO CpencTBa-
Mu BupTyanu3anum u CK3M B co3maHHOM 3TUMU CpPeOCcTBaMM BUPTYyaJIbHOUM Ccpe-
oe, ciedyeT WMCIIOJIb30BaTh TOJBKO JIMIIEH3MOHHOE IIpOrpaMMHOe oOeclieueHune
dupM-TIpOM3BOOUTETIEH;

— TIpaBOM YCTaHOBKM 1 HaCTPOUMKU runepsu3opa u rocteBor OC gonxkeH ob1agaTh
ApvuaucTpaTop BM, HO TONMBKO OO KOHTPOIeM AOMUHKCTPaTOpa UHGOPMAaIlMOHHO!
6e3omacHocTu BM;

— [OJI2KHa OBITh MCK/II0UEeHa BO3MOXKHOCTD 3arpy3KU U MCIIOJIb30BaHUS XOCTOBOU
OC, oTnIUYHOM OT MPEeayCMOTPEHHOM IITAaTHON PaboToM’;

— [OJI2KeH OBITh OpraHnu30BaH KOHTPOJIb IleftocTHOCTHU [10O cpencTB BUpPTyanu3aluu
U TUIIEPBU30Pa B COOTBETCTBUU C TpeboBaHusIMU mokymeHTa BAMBE.00060-06 93 02
«CK3HU «Banupmata CSP» Bepcus 6. KOHTposib 11e710CTHOCTU. PYKOBOACTBO afMUHU-
cTpaTopa MHGOPMaIMOHHON 6€30ITaCHOCTH .

2.2.3 Hacrtponka xocToBoH 9BM

AnmMuHMUCTpaTOp MHpOpPMalMoOHHON Oe3omacHOCTM BM momxXkeH CKOHUTYPHUPO-
BaTh XOCTOBYI0 IBM u cpefcTBa BUPTyaJM3allMM, B Cpele KOTOPOU IIJIaHUPYEeTCS
ncmnonb3oBaTh CK3U, u oCyIIeCTBISATh IEPUOANYECKHM KOHTPOJIb BEIIIOJTHEHHBIX Ha-
CTPOEK B COOTBETCTBUU CO CJIEAYIOITUMHU TPEOOBAHUSIMMU:

— B BIOS/UEFI xocToBo# 9BM mosKHBI OLITh 3afiaHbl YCTAHOBKU, UCKITIOYaIOIINe
BO3MOXKHOCTH 3arpy3Ku XoCcToBOoU OC, OTJINYHOU OT YCTAHOBJIEHHOM Ha JKE€CTKOM [IYC-
Ke: OTKJII0YaeTCsI BO3MOXKHOCTD 3arpy3KM ¢ TuOKOro aucka, mpuoga CD-R u npoune
HeCTaHOapTHEIE BUOH 3arpy3ku OC, BKIIIo4asi CeTeBYIO 3arpy3kKy. He mpumMeHSA0TCA
9BM c BIOS/UEFI, uckimoy4ariuMl BO3MOXKHOCTb OTK/IIOYEHUSI CETEBOU 3arpy3Ku
0oGC;

— IonKHa OBITh UCKIII0YEeHa BO3MOXKHOCTh yAAJIEHHOTO YIIPaBlIeH!A, aiMUHUCTPU-
poBaHusA U MoguduKkanuu xocToBoi OC U e€ HaCTPOEK;

— CepBephl BUPTyaJIM3allui C yCTaHOBIeHHLIMU Ha HUX BM ¢ CK3M He mOIXKHBI
OBITH TOOKITIOYEHBI K CEeTSIM, HOCTYII K KOTOPEIM He OrpaHUYEeH OIpeeIeHHBIM KPY-
TOM JIMII.

— cpenctBamMu BIOS/UEFI xocTtoBo#t 9BM momnzkHa OBITh HCKJTIOUEeHA BO3MOXKHOCTD
oTK/IO4YeHusa nonb3oBatensaMu ISA u PCI ycTtpoiicTB npu ucnoib3oBanuu C3U ot
HCI, yctarasnuBaeMsix B ISA u PCI pa3bewm;

— HeoOXOOUMO IIPEeAyCMOTPETh MEePHhI, UCKJITI0OYAIOIINe BO3MOXKHOCTh HECAHKIIUO-
HUPOBAHHOTO HEOOHaApPYKUBAeMOT0 M3MEHEHUS alnapaTHOM YaCTH XOCTOBOM DBM
(HampuMep, MyTeM omnedaThIBaHUS CUCTEMHOT0 0JI0Ka M pa3beMOB XOCTOBOM DBM);

— [OJIsi TUTIePBU30pa HeoOXOOMMO HCIIONIb30BaTh cTaTudueckuit IP-agpec;
— Heobxomumo oTkmounTh SDK runepsuzopa (Managed Object Browser);

— HeoOXOOMMO YCTAaHOBHUTH Ha MaKCHUMaJIbHBEINM YPOBEHDL 0€30ITaCHOCTH MCIIOIb30-
BaHue VIB naketoB (VMWare Certified);
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— [OJis yOpaBJIeHUS THUIEPBU30POM, OIS B3aUMOOeNCTBUs runepsBu3opa ¢ CX]I u
IJIs1 B3aUMOIeMCTBUS TUMIEPBHU30Pa ¢ BM moJIzKHBI UCITOIb30BaThCS KAK MUHUMYM TPU
pa3InYHBIX BUPTyaJIbHEIX KOMMyTaTopa (VSwitch).

2.2.4 IJKcIIyaTalusi XoCTOBOH DBM H cpeacTB BUPTya/IH3allHH

[Tpu skcnnyaTtanuu CK3UM B BUpTyaabHOU Cpele OOJIZKHBI COOMIOOAThCS CIenylo-
e TpeboBaHU:

— OoXKHa OBITh UCK/II0OYEeHA BO3MOXKHOCTH PabOoThI Ha XOCTOBOU IBM c ycTaHOB-
nenHou BM, Ha koTtopou skcnnyatupyetrca CK3U, ecnu Bo BpeMsi e€ HadaJIbHOU 3a-
TPY3KU He MPOXOASAT BCTPOEHHBIE TECTHI, a TaKXKe eCJIM UMeIOTCSI COOU UJIM OTKAa3Hl B
paboTe mmporpamMHuo-anmapatHeix C31 ot HCII;

— IIepUOOuYecKr ANMUHUCTPATOPOM HMHGOPMAIMOHHON 0e30mMacHOCTH MTOJIXKHEI
KOHTPOJIMPOBATLCSI COXPAHHOCTh 000PYHOBaHUS U 1€JIOCTHOCTD IledaTel Ha XOCTO-
Bou OBM,;

— 3anpellaeTcs CHATUE 3a7ay C BBLIIIOJIHEHU S [IPU IIOMOIIU BEIKJIIOYEHUS TUTAaHUS
x0oCcTOBOM IBM unu HaxkaTus Ha KHONIKY «RESET» Ha cucteMHOM O110Ke (OJist BEIXOa
13 paboTHE HEOOXOAMMO IIPUMEHSTh IITaTHHIE TIPOLIEeAYPHI, IPUHATHIE B COOTBETCTBY-
omrer OC);

— 3alpelaeTcs HeCAaHKIMOHNPOBAHHOE BCKPLITHE CHUCTEMHBLIX OJIOKOB U paboTa
IIPY HapyUIeHUH IIeJIOCTHOCTH IMedYaTel (Ha CUCTEMHBIX 0JI0Kax);

— 3alpelaeTcs BHOCUTh KaKue-mubO M3MEHEeHHUs B IIporpaMMHOe ofOecliedeHue
cpencTs BupTyanusanuu, BM u CK3HU.

2.2.5 CucreMa ynpaBJI€eHHsI BUPTYa/IbHOH CpeaoH

Cucrema ymnpaBjieHUs BUPTyaJIbHOM CPeOou OOJI2KHa pacIliojlaraThCs B OOQHOM KOH-
TponupyeMou 30He (K3) ¢ cepBepHBEIMU KOMIIOHEHTaMU BUPTyaJIbHOU CPEHI.

[Ipu opranusauum ymal€HHOro ymnpaBieHus BM B mpemenax K3 pgnst maHHOTO
yIIpaBJIeHUsl OOJIZKEH MCIIOJIb30BaThCs BBIAEJIEHHBIM CETMEHT JIOKaJIbHOU CeTU, He
WMEIOIIUU BhIXOJa BO BHEIIIHUE CETH.

IIpumeuyaHue — BupmyaavHasa uHgppacmpykmypa (uHppacmpykmypa supmydasu-
3auuu, supmyasivHas cpeda) — 8 3asucuMocmu om KoHmexkcma aubo MHOXM#cecmao
Nnpo2pamMmHO-annapamusix cpedcma, obecneuugarou,ux passépmoi8aHue BM, aubo
camu amu BM u cucmema ux cesa3setl meacdy coboll.

[Tpu He0OXOOUMOCTH MCIIOJIb30BAHUS [JIS1 YOAJIEHHOTrO yrpaBieHuss BM KaHaoB
CBSI3M, IIPOXOISIINX Yepe3 IMPOCTPAHCTBO BHe K3, maHHBIe KaHaIbl MOJI?KHEI OBITH 3a-
IIUINEHBI CPeACTBaMU ITU(PPOBaHUS, UMEIOIINMU CEPTU(PUKAT YIIOJTHOMOYEHHOT'O Op-
raHa. [Ins1 cormacoBaHUsI CEaHCOBBIX KJIIo4YeM Imu@poBaHus HEOOXOOUMO HCIIOJIb30-
BaTh Kpunrorpadudeckue IIpoToKokl (Takue, Kak Kerberos, TLS, npoTokonsl IPSec),
obecreyuBaloNnIye 3alUTy CeaHCOBBIX K/II0Uel U ayTeHTU(PUKALMI0 B3aUMOAEUCTBY-
FOIIUX CTOPOH.

[Ipu saTom pabodee MeCTO agMUHHCTpPaTopa BM MmoJKHO HaXOOMTHCS B IIpedesax
npegHa3HadYeHHOU Oy Hero K3.

CeTb yIpaBlIeHUSI BUPTYaJIbHOM Cpefo [oJizKHa ObITh BhIIEIeHa B OTHEJIbHBIN ce-
TE€BOU CerMeHT. [I/1s 3alluThl JaHHOI'0 CerMeHTa OOJI2KHEI HCII0JIb30BaThCS CPeACcTBa
MEJKCEeTEeBOro S9KpaHUpPOBaHUS U IPegoTBPallleHUusA BTOPXKEHUMN.

CeTb ynpaBJieHHUSI BUPTYaJIbHOM MHPACTPYKTYPOU HE MOJI?KHA ITOOKJII0YAThCS K
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00IIIeIOCTYIIHEIM CeTSIM (CeTsIM, HOCTYII K KOTOPHIM He OTpaHUYEH OIpefesIEHHBIM
KPYyTrOM JINL).

2.2.6 TpedoBaHHsI K CHCTeME XPaHEHHUSI TaHHBIX

B CXII momxXHBI OLITH BBIOEJIEHBI JIOTHYECKHE Pa3desbl, MpegHa3HaYeHHbIe IS
XPaHEeHUS:

— 3TaJIOHHBLIX 00pa30oB BM c yctaHoBneHHBIMU Ha Hux CK3U;

— MapaMeTpPOB HACTPOUKU T'HIIEPBU30pPA M IIPOrpaMMHOT0 obecnedyeHusi, Heo0X0-
OUMOTO 15T ero QYHKIITMOHNPOBAHUS.

Hoctyn K CX]I goIXKeH OCYIeCTBISIThCA TOJILKO C UCIIOJIb30BaHUEM CpPEeACTBa BUP-
Tyaau3alluu (TuIepBrU30pa) U CUCTEMBI PE€3E€PBHOT0 KOITUPOBaHusi. [IpsiMou JOCTYII K
CXII c pabo4ux MecCT II0JIb30BaTesiel He OOIIyCKaeTCs.

HocTtyn K noruyeckuM paspgenaM CXII, UCIIOIb3yEMBIM [JI XpPaHEeHUSA 3TaJIOHHBIX
o6pa3oB BM c ycTaHoBnenHbMU Ha HUX CK3U u o1 xpaHeHus: JaHHBIX TUIIePBU30pa
1 IPOrpPaMMHOro obecrnedyeHus, He0OXOOUMOT0 AJIsI ero QYHKIIMOHUPOBAHUS, IOIXKEH
ITPEeNOCTaBISITLCS TOJIBKO MJIsT pab0o4yux MeCT afMHUHUCTPATOPOB BM.

CpepnctBa BeiuMcnuTenbHol TexHuku (CBT) m mporpamMmmHoe obecriedyeHue, HC-
MoJib3yeMoe i pyHKImoHupoBaHusa u ynpasneHus CX]I, a Takxke paboyue MecTa,
HWCIIOJIb3yeMEBIE [JIs LleJied yIIpaBjieHusa U agMUHUCTpUpoBaHus CX]I, DOJIKHEI HaXo-
OUTHCS B Impegenax K3.

Paboune mMecTa, UCIIOJIb3yeMbIe [IJIsI BRITOJTHEHUS 3afay YIPaBJIeHUS U adMUHU-
ctpupoBaHusa CX]I, DOJKHBI pacmojiaraTbCs B CHelMajibHO BBIOEJIEHHOM CErMeHTe
JIOKaJIbHOM BBHIYMCIIUTEJIBHOM CeTU. Pa3MellleHre B yKa3aHHBIX CETEBBIX CEIMeHTax
CBT, He cBA3aHHBIX C BHIIIOJIHEHMEM 3aja4 agMuHucTpupoBaHusa CX]I, He OomyckKa-
eTcs. BrlmosiHeHUe 3aay4, CBSI3aHHEIX C YIIpaBJieHUueM U agMUHuCTpupoBanuem CXI]I,
C MCIOJIb30BaHUEM MHBIX PA00UYHUX MECT MIOJI2KHO OBITH 3alpelneHo cepTUuUImpoBaH-
HBIMU CETEBHIMU TEXHUYECKHUMU CPeOCTBaMHU.

ITonkeH BHITIOTHSATHCS KOHTPOJIb IIEJIOCTHOCTHU ITporpaMMHOro obecrneuyenus CX]I,
B TOM YHUCJIE, IIPU 3arpy3Ke YKa3aHHOT'O ITPOTrpaMMHOT0 00ecIieueHns.

g mocTtyna K nmorudeckuM pasgenam CX]II ¢ o6pazamu BM ¢ ycTaHOBJIEHHBIMU
Ha HuX CK3U goKeH MCII0/Ib30BaThCsl CUMBOJIBHBIY I1apPOJib, COOTBETCTBYIOILIUHU TPE-
6oBaHusM mokymeHta BAMBE.00060-06 93 01 «CK3U «Banupgata CSP» Bepcus 6. Py-
KOBOJICTBO afMUHHCTPaTOpPa HHPOPMaIlMOHHON 6€30I1aCHOCTH .

CerMeHT TOKaJbHOM CETHU, BhIAEIEHHBIN 11 00ecIiedyeHus: JOCTyIla K YIIpaBJIsio-
muM uHTepdericam CX]II, goiKeH OLITHL U30JIMPOBAH OT CeTel 00Iero mojab30BaHUs.

IonmkHO OBITH 0OecIledyeHO pa3rpaHUYeHue mocTyna K ¢aiimaMm o6pa3oB OUCKOB
BM, xpausamuxcsa B CX]I.

2.2.7 TpedoBaHHusi K MUTrpalluu oOpa3oB BM

Murpanus o6pa3oB BM c yctaHoBneHHBIM Ha Hux CK3U mosmkHa OCyIeCTBISATHCS
B BBIIEJIEHHOM M30JIMPOBAHHOM CErMeHTe JIOKaJIbHOU CEeTHU B IIpefesiaXx KOHTPOJIUPY-
€MOU 30HBHI.

[Tpu nepemaye o6pa3oB BM uepe3 npocTtpaHcTBO BHe K3 HE0OXOOMMO MCIIOJb-
30BaTh KaHalbl, 3alllUIIEHHLIE CPeACTBaMU HMIM(MPOBaHUS, UMEIOIINMU CEPTUPUKAT
YIIOJTHOMOYEHHOTO opraHa. [Ipu 3TOM [AJis cOrlaCcOBaHHUS CEaHCOBHIX KITIOUEW HIUQ-
poOBaHUsI HEOOXOOMMO HCIIOIb30BaTh KPUIITOTpaduyUecKue ITPOTOKOJILI (TaKue, KakK
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Kerberos, TLS, nmpotokonsl IPSec), obecnednBaroiiye 3aliuTy CEaHCOBBIX KIIOUel u
ayTeHTU(PUKAIHI0 B3aUMOIEeMCTBYIOIINX CTOPOH.

2.2.8 3ammuTa OT CeTeBbIX aTaK Ha THIIEPBH30P

IocTtyn K mHTEpdelicaM THIepPBU30pa U CPEACTB yHpPaBJIeHUs BUPTyaJIbHOU HH-
(ppacTpykTypol c mnangapMa, Haxopnsiierocs BHe K3, momKeH OCYIIeCTBISITHCS C
HUCIIOIb30BaHUEM KPUIITOTpadpUyUecKUX MPOTOKOIOB, 00eceduBaoIllnX ayTeHTuhu-
KallUIo B3aUMOOENCTBYIOIIUX CTOPOH, KOHTPOJIb IIEJIOCTHOCTHU U, IIPU HEOOXOOUMOCTH,
mudpoBaHue IIepegaBaeMou nHPOPMaIUH.

IomKHBI OBITH PEAIU30BaHbl CIIEAYIOIINE MEPHI:

— HCIIOJIb30BaHMWE MEeXXCETEeBhIX 9KPAaHOB U CUCTEM HPedOTBPAIlleHUsT BTOPKEHUMN
o punbTpanuu ceTeBoro Tpaduka cucTteMsl ynpaBiaeHuss BM u 6710KUpoBaHUS ce-
TEBBIX aTakK;

— CBOeBpeMeHHasl YyCTaHOBKa 00HOBJIeHUM 6Ge3omacHocTH 10 rumepBu3opa;

— OTHeJNieHWe NPOAYKTHUBHOM CETH OT CETH YIpaBJIEHUS CeEpBepaMU BUPTyaIu3a-
ouu;

— KOHTPOIb 1enocTHOCTH 10 1 HaCcTPOEK TUIIEPBU30PA;

— perucTpalius OedCTBUM afMUHUCTPATOPOB BUPTYaJIbHOM CPEMHL.

2.2.9 3ammuTa OT aTakK, HCHOJIb3YIOIIHUX HEIIOIHYI0 U30/1sa1uin BM

HacTpoiikaMu runepBu30pa OOJIKHO OBITh 00eCIIeYeHO BHIIIOTHEHUE CIIEOYIOIIUX
TpeOOBaHUIM:

— BHIIEJIeHUEe OJisg Kaxkgod BM oTmenbHOUM 00J1aCTH OIIEePATUBHOM ITAaMSATH XOCTO-
BOY MAaIIIWHEI;

— 3anpeT HHPoOpMaIMOHHOTO oOMeHa Mexkay BM c mcnonb3oBaHUEM OOIUX pe-
CYPCOB XOCTOBOM MaIIWHBI, B TOM YUCJIe OOIIUX 00JacTeil onepaTUBHOM IMaMsSTHU XO-
CTOBOU MalllMHEI;

— 3anpeT uHpopMaloHHOTO 0OMeHa Mexay BM u mporpaMMHBIMHU ITPOIleCCaMu
1 OIlepallMOHHOM CHCTEMOM XOCTOBOM MAaIIIMHBI, HA KOTOPOU PYHKIIMOHUPYET TUIIEp-
BU30pP, C MCIIOJIb30BaHKUEM OOIINX PECYPCOB XOCTOBOM MAIIIMHEI, B TOM YUCJIe OOITUX
obJ1acTeil orlepaTUBHOM MaMSTU XOCTOBOM MAIIIMHEI;

— 3anpeT MHPOPMAIIMOHHOTO OOMeHa MeXK[y IPOrPaMMHBLIMU IIPOIleCCaMU, HC-
IMOJIb3YEMBIMH [IJISI MOCTYIIA I10JIb30BaTenel K BM, 1 MHBIMU ITPOTrPaMMHBIMHU ITPOIIEC-
caMU C HCIIOIb30BaHUEM OOIIMNX (pa3geisieMbIX) PECYPCOB.

2.2.10 TpedoBaHHE€ K YyIIPAaBJI€HHIO JOCTYIIOM

[ITaTHBEIMU CpeOCTBaMU BUPTyaJIU3alluy OOJI2KHO BBIIIOJIHATHLCS yIpaBJIeHUE OO-
CTynoM CyOBEKTOB [OCTyIIa K 0O0beKTaM AOCTyIla B BUPTyaJIbHOU MH(MPACTPYKTYpPE, B
TOM 4ucJie BHyTpu BM.

2.2.11 TpedoBaHHE K perucTrpanu COObLITHH

[IITaTHEIMYU CPEACTBAMU BUPTYyaIu3alllHU JOJIZKHA BBIITOJIHSATHCS PETUCTPAILUs CO-
ObITHUI 0€30MMaCHOCTU B BUPTYyallbHOU UH(PPaCTPYKType.
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2.3 TpeboBaHusa K 3amure BM

2.3.1 Hacrpoiika roctesou OC

ApMmuHuCcTpaTop MHGOPMAaIMOHHOM Oe3omacHOCTM BM momkeH CKOHGUTYPHUPO-
BaTh rocteByio OC, B cpefe KOTOPOU IjlaHupyeTcsa ucnonb3oBatb CK3U, u ocyiiecTs-
JIATh IEPUOONYECKUUN KOHTPOJIb BHITTIOJTHEHHBIX HACTPOEK B COOTBETCTBUU CO CIIEOYIO-
UMM TPpeOOBaHUSMU (OOIOTHUTEBHLIMU 110 OTHOIIIEHUIO K IIepeYruCIeHHBIMU B [O-
kyMeHTe BAMB.00060-06 93 01 «CK3HM «Banupata CSP» Bepcus 6. PykoBoncTBo ap-
MUHHUCTPaTopa HHGOpPMaInoHHOM 6€30IMacCHOCTU»):

— Heo0XOOMMO UCKIIIOUUTh OgHOBpeMeHHYI0 paboTy B OC ¢ paboTatomum CK3H u
3arpyzKeHHOU KJII0YeBOU HHPOpMallell HeCKOJILKUX II0JIb30BaTeJiel B Cliydae, Koraa
HEBO3MOXXHO OPTraHU3allMOHHO-TEXHUYECKUMU MepaMU UCKIIIOYUTH AOCTYII IOJIb30-
BaTeJIs K KIII0YeBOU MH(POPMAIIUU OPYTUX II0JIb30BaTelew;

— BM c yctaHoBneHnHbIMU Ha HUX CK3HW He mOmXKHBI OBITH ITIOOK/IIOYEHEl K CETSIM,
OOCTYI K KOTOPHIM He OrpaHUUY€eH ONpPeleI€HHBIM KPYTroM JINLI;

— 3amnpemniaetcs ucnonb3doBanue VMWare Tools;
— 3ampellaeTcs UCIOJIb30BaHMe IPUOCTaHOBKU BM (pexkuMm Suspend);

— nOpwu ucnonbloBauuu VCenter peKOMeHAYeTCS OTKIIIOYUTH ITPSAMOM HOCTYII K TH-
nepBu3opy (Enable Lockdown Mode).

2.3.2 TpedoBaHHs K CO3TaHHIO CHAIIIIIOTOB

IomkHO OBITH 3amIpelleHo Co3MaHue CHAIIIOTOB ITpu paboTatomieM CK3U.

2.3.3 3amuTa yTaJI€eHHOH 3arpy3KH KJIIOUYeH

IomnkHa OBITH OOecIleyeHa 3allluTa KIIIoueBol uHpopMaluu cpeacTBaMu mudpo-
BaHUS, UMEIOIIUMHU CepPTU(GUKAT YIIOJTHOMOYEHHOT0 opraHa. [Ipu aTom paboyee me-
cto AUB BM, ocy1ieCcTBASIONIET0 YOaTE€HHYIO 3arpy3Ky K/II0Uel, JOJI?KHO HaXOOUThCS
B IIpeesiaX OTBEIEHHOM [IJII HETO KOHTPOJIUPYEMOM 30HHI.

I719 ymanmeHHOM 3arpy3Ku Kiaodel B BM (unu B TepMUHAIbHYIO CECCUIO Ha BUPTY-
aJIbHOM CepBepe) MOoIb30BaTelb Ha cBoel pabouelt ctanuuu ¢ OC Windows u ¢ ycra-
HoBJIeHHBIM CK3W monkeH MCHOOJIb30BaTh KIIOUEBOM HOCHUTEJIb THUIA CMapT-KapTa,
HanpumMep, vdToken. [Tonb30BaTenb NOOKIIOYaeTCsa K cBoeld BM unu TepMuHaIbHOU
ceccuwu 110 mpoTokomny TLS unu IPSec (KoTopsiii 000pavyruBaeT U 3allUIlaeT IIPOTOKOII
RDP). IIpu 3TOM €ro KJjir0o4eBOU HOCUTEJIb CTAHOBUTCS AOCTYIHBIM B BM unu tepmu-
HaJIbHOW CECCHUH OJIS 3arpy3Ku (eCiiy K104 U3BJIeKaeMHbIl) Un OJid BeiuuciaerHus Il
U mudpoBaHus (€CJIK KII0Y He U3BJIeKaeMbill), T.K. BM (TepMuHabHasi CECCUS) «BU-
ouT» vdToken nonb3oBaTens no mpoTtokony PC/SC.

B maHHOM ciydae Kak 3arpy3Ka KJIoda, TakK ¥ 0OOMeH JaHHBIMU MeXKy yOal€HHOU
paboueli ctannuel u pabouum mectoM AWB BM mosKHEI OBITh 3allUINEHB CEPTUDU-
IMPOBAHHOM peanu3anuel npotokosa TLS (unu [PSec).

[I71s1 cormacoBaHUs CEaHCOBHIX KJTIOUEeW MIKN(PPOBaHMUSA, UCIOIb3yEMBIX OJIS 3allll-
Thl KaHAJIOB YIOAJIEHHOM 3arpy3Ku, He0OXOOUMO MCIIOIb30BaTh KPUIITOTPadUUecKre
ITPOTOKOJIEI (Takue, Kak Kerberos, TLS, mpotokontl IPSec), obecneuyunBaroiiye 3aiiuTy
CEeaHCOBHIX KJTIOUEH U ayTeHTU(PUKAIIUIO B3aUMOOENCTBYIOIIUX CTOPOH.
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2.3.4 3amuTa OT ceTeBbIX aTaK Mexay BM

BM c ycranoBneHHBIMU Ha HUX CK3HW momXKHBI pa3MeIlaThbCs B OTAEIbHBIX CETMEH-
TaX JIOKaJIbHBLIX ceTed B npeaenax K3.

Pa3nenenue ykasaHHBIX CETMEHTOB JIOKAIbHBIX CETeN U MHOOPMAIIMOHHBIN 00MeH
MeXKOy HUMHU OJOJI2KHBI OCYIIECTBJIATHCSA TOJIBKO C MCIOIb30BaHUEM (PU3NYECKHUX Ce-
TEBBIX TEXHUYECKUX CPEACTB.

IomkeH OBITH 3alpernieH MHOOPMAIIMOHHBIM 00MeH Mexxay BM ¢ mcnoib30BaHU-
eM OOIIMX PecypcoB XOCTOBOM MAUIWHEI, B TOM YHCJIe 00mIuxX 00jlacTel onmepaTUBHOMU
MaMATHA XOCTOBOM MaIIIUHHEIL.

II719 omepaTUBHOM ITaMSATH BBITIOJIHEHME OAHHOTO TPeOOBaHMS aBTOMAaTUYECKU
obecrieunBaeTcsi cpeactBamMu Hyper-V u VMWare. Heob6xoguMo Takzke 00eCIIedYUuTh
HEBO3MOXKHOCTh IIOOKJIIOYEeHUuI 10 ceTu BM K CcBoel XOCTOBOUM MalinHe (HaCTPOHUKa-
MU OpaHOMay3pa H/UJIM CEeTEBLIMM IOJIMTUKAMM) ¥ HEBO3MOXKHOCTL UTEHHUS OHUCKOB
XOCTOBOM MaIlIWHEL B BM (HacTtporikamu BM, Kacaromuxcsa OOCTyIla K JIOKaJIbHEIM pe-
cypcam).

2.3.5 TpedoBaHus K ayTeHTH(PHUKAIIUU aTMHHHCTpPaTOopa
TUIIepBU30pPa

Ina ayTeHTUPUKAIIUM agMUHUCTPATOpa TUIEpPBU30pa [OOJI?KEH MCII0JIb30BaThCS
CUMBOJIbHBIN ITAPOIb COOTBETCTBYIOIINYM TPeOOBaHUSAM, IIPUBEOEHHBIM B JOKYMEHTE
BAMBE.00060-06 93 01 «CK3H1 «Bamnupgata CSP» Bepcusa 6. PyKOBOOCTBO agMUHU-
cTpaTopa UHPOPMAIIMOHHOM 6€30ITaCHOCTH ».
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3 KOHTPOJIb IEJIOCTHOCTH II0

Heobxogumo opranusoBath [10 CK3U u rocreBoirt OC B COOTBETCTBUU C TpebOBa-
HusaMmu gokymeHta BAMB.00060-06 93 02 «CK3U «Banupgata CSP» Bepcusa 6. KoH-
TPOJIb LIEJIOCTHOCTHU. PYKOBOOCTBO agMUHHCTpaTopa MHOpPMaUUoOHHOU OGe30IIacHo-
ctu». [Tepeuens dainos, moaseKalux KOHTPOJIIO LIeJIOCTHOCTU IPUBENEH B OKCIIITY-
aTauvoHHOU gokyMmeHTaruu CK3H.

3.1 KoHTpoIb 1e1ocTHOCTH 10 BUPTyaIbHOU Cpeabl

Heo6xoouMO BBEIIOJIHATH KOHTPOJIb II€JIOCTHOCTH CJIEAYIOIINX KOMIIOHEHTOB BUP-
TyaJIbHOU Cpembl:

— I1O runepBu3opa (cepBepa BUPTyaInu3aluu);
— HACTPOEK TUIIePBU30Da;

— obpaz3oB BM, B TOM 4ucie, 3TaJIOHHBIX 00pa30B8 BM, ncnonb3yo0IuXcs Ipu pas-
BEPTHIBAHUU HOBHIX BM;

— T1O cepBepoB yIIpaBieHUs BUPTyaJIbHONM NHGPACTPYKTYPOH.

II71s1 KOHTPOJIS LIEJIOCTHOCTH HPOTrPaMMHBIX KOMIIOHEHTOB BHUPTYaJIbHOU CpPEQbI
dysrumonupoBaHus CK3U crnegyeT UCIIOIL30BaTh IIPOrpaMMHbBIE U/UIIU allllapaTHHIE
cpenctBa 3amuThl oT HC]I, ceptudunuposanusie ®CH Poccumn.

PekoMeHOyeTCs UCIIOIb30BaTh PETJIaMeHT KOHTPOJIS 1IeJIOCTHOCTH ITPOrPaMMHBIX
KOMITOHEHTOB BUPTYaJIbHOM CPebl, aHAJIOTUYHLIN pPerjiaMeHTy KOHTPOJIS 11eJIOCTHO-
ctu [10 cpepnbl yuknuorupoBanusa CK3U Ha annapaTtHou (hu3ndeckoi) nnatdopme
(cMm. mokymeHT BAMB.00060-06 93 02 «CK3U «Banugata CSP» Bepcusi 6. KOHTpoIb
IIEJIOCTHOCTH. PYKOBOICTBO agMUHUCTPATOPa NHPOPMAIIMOHHOM 0€30IaCHOCTH»).

IIpumeuaHue - Bo3moodiceH sapuaHm KOHMpPOAA uesocmHocmu ¢atino8 eHympu
BM u3 xocmoeou OC npu ucnoav3ogaHuu I10, no3goasawow,e20 «<gaudemuv» ¢paiabl HaA
oucke BM u3 xocmosot OC.

3.2 TpeboBaHUS K 3TAJIOHHBIM H 3arpy304HbIM 00pa3am BM

[Tpu co3maHuu 3TAJIOHHBEIX 00pa30B BM mpenBapuTenbHO OOIXKHA OLITH BHITIOTHE-
Ha IIPOBEPKa:

— COOTBETCTBHUS ITapaMeTPOB U HacTpoeK BM ycTtaHOBIeHHBIM TpeboBaHUSIM Oe3-
OIIaCHOCTH;

— nenoctHoctu cucteMHoro IIO rocteBon OC m IIO CK3M ¢ wmcmosnab3o-
BaHUEM CePTUPUIIMPOBAHHBIX CPEACTB KOHTPOJIS IIEJIOCTHOCTU (CM. HOOKYMEHT
BAMBE.00060-06 93 02 «CK3U «Banupmata CSP» Bepcust 6. KOHTpO/Ib IEJTOCTHOCTHU.
PyKoBOCTBO agMUHUCTPaTOpa NHGOPMAIIMOHHOM 6€30IaCHOCTH»).

[Tocne co3maHus 9TaJIOHHOro oOpa3a (kKyjoHa) BM mornzkHa OBITH BHEIIIOJIHEHA KOH-
TpPOJIbHasA ycTaHOBKa BM ¢ maHHOro ob6pas3a ¥ KOHTPOJIbHAsI MPOBEPKa IeJIOCTHOCTH
cuctemuoro ITO rocteBou OC u I10 CK3H.

B cny4ae ycriemHo# IpoBepKU C UCIIOIb30BaHUEM IIPOTPaMMbl KOHTPOJIS 1IE€I0OCT-
HocTu (HASHFILE.EXE) moneH OBITH BBITIOJTHEH PACYET KOHTPOIBHOTO 3HAYEHUS
daiina-obpasza O mocaenyrllnel IIPOBEPKU 1I€JIOCTHOCTU 3TAaJIOHHOTO oOpa3a.
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[Tepen ycTaHOBKOM 3TaJIOHHOTO oOpa3a Ha cepBepe BUPTyalu3aluu (TUIIepBU30-
pe) moJzKHa OBIThH BEIIIOJIHEHA IIPOBEPKA €T0 IIEJTOCTHOCTH.

II719 KaXgoro 3TajloHHOTO oOpa3a BM momKHEBI BBEIITOTHATHCS MPOIEeayphl 0OHOB-
JIeHUsI HaCTPOeK, BKIIIOYEHHBIX B 00pa3 mporpaMMHEIX KoMmmoHeHT CK3H.

IIO>KHO BBITIOIHSITHCS CBOEBpPEMEHHOE OOHOBJIEHME HAcTPoeK BM, BKITIOUEHHBIX
B 9TAJIOHHEIM 00pas.

IlonxKHa BBITIOJTHSITHCSI CBOEBpeMeHHas yCTaHOBKa 00HOBJIeHu 6e3omacHocTu OC,
BKJIIOUEHHOU B 3TAJIOHHBIM 00pas.

3arpy3o4Hble 00pa3hl MOJIZKHEI CO3[IaBaThCs TOMBKO Iy1st BM, co3gaHHBIX C UCITOb-
30BaHMEM 3TAJIOHHBIX 00pa30B. IIpu 3TOM HOIKHO OLITH UCKJIIOUEHO BHECEHME B 3Ta-
JIOHHBIN 00pa3 U3MEHEHUM, BHIIIOJTHEHHBIX IPHU CO3[aHUU 3arPy304YHBIX 00pa30B.

ITomkKHO OBITH 3aIlpelnieH0 KONUpPOBaHUE TEeKYHIuX 00pa30B BM, BKIIHOUYAIOIINX B
cebs CK3MU.

IlonkKeH OBITh PerTaMeHTUPOBAH MO3K3EMIIJISPHBIA YUYET UCIIOJIb3yEeMbIX 3TaJIOH-
HBIX 00pa3oB BM, a Takxke moak3leMiuisapHbY yuéT CK3M, ycTaHaBIUBaeMEBIX C HC-
II0JIb30BaHNEM 3arpPy30YHBIX 00Pa30B.
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IIEPEYEHBb COKPAIIIEHUN

ABTOMaTH3UpPOBaHHOE pabouee MeCTO

BupTtyanbHasa MalivHa
HHpopMaIimoHHO-TEIEKOMMYHUKAIIMOHHBIN (Cpeaa, peCcypchl
U T.O.)

KouTponupyemas 30Ha

OmnepanoHHas cucTeMa

[IporpaMMHBIN KOMIIJIEKC

[TporpaMMHOe obecrieyeHune

CpencTBa BEIYMCIUTEIILHON TEXHUKHU

CpencTBo KpunrorpadudeCKou 3alluThl HHPopMaluu
Cpena GyHKIIMOHMPOBAHUS KPUIITOCEPBEPA

CucrteMma XxpaHeHHUsI JaHHBIX

OJNeKTPOHHAs BEIYMCIUTEJIbHAS MallliHa
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JIucT peructpauuv U3AMeHEHUN

Howmepa nucTOB (CTpaHHUI) Bcero Ne moxyMmeH- | Bxogsmmmii |ITogm | daTta
N3Mu3me- 3aMe- HOBBIX QHHYJHU- |JIUCTOB |Ta Ne compoBo-
HEHHBIX |HEHHBIX poBaH- |(CTpa- OUTEJIBHO-
HBIX HUI[) B ro JOKYyM M

JOKYyM maTa
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