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AHHOTAIIUA

HacTosdamuy OOKYMEHT COOEPXKUT ONUCaHVe IPUMEHEHUS NPOorpaMMHOIO KOM-
nnekca (ITK) BAMB.00077-06 «“Banupgata KnueHt” Bepcus 4» (manee — IIK «Ba-
nupata KimueHT»).

ITOKyMEeHT COOEepXKUT OolucaHue Ha3HaueHUs U CTPYKTyphl [IK «Banupmata Kinu-
€HT», 00bEeKTOB 1 CIIPaBOYHUKOB, UCIOonb3yeMbiX B [IK «BanumaTta KnueHT», a TakxkKe
TMOPSOOK BU3yanu3alluu U TpeOoBaHMS K pean3aliui KpunrorpahudecKux IIpoToKo-
JIOB.
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1 HA3HAYEHMUE

[IK «Banupmata KnueHT» obecnmedymBaeT BO3MOXKHOCTL CO3HaHMSA KBaJIUMHUIINPO-
BaHHBIX 3JIEKTPOHHLIX nmoanucen (II1) u KBanupUIIMPOBAaHHBIX CEPTUPUKATOB KITIO-
yeu npoBepku III B coorBeTcTBUU C PenepanbHbIM 3aKOHOM OT 06.04.2011 Ne 63-03
«O0 371eKTPOHHOM IToanucu» u TpedboBanusMu npukasoB ®CE Poccum ot 27.12.2011
No 795 u Ne 796.

[IK «Banupmata KnueHnT» oOecriedrBaeT BHIIIOJIHEHNE CIIEOYIOIINX 3aday:

— co3pgaHue Kiaoda Ol u kintoya npoBepku IlI [Ojiss KOHEYHBIX II0JIb30BaTEIEed —
KJIMEHTOB YOocToBepsmomero nerarpa (Y1), skcniayaTUpPYOIIUX CPpeacTBa KpUITorpa-
(uyeckoi 3aUUTH THPOPMAIIUH;

— (¢opMUpOBaHUE 3aIIPOCOB KOHEYHHIX MOJIb30BaTenel B LleHTp peructpanuu (L1P)
Ha co3faHue cepTuduKaToOB COOCTBEHHBIX KIIouel mpoBepku JII, a TakxKe 3aIpoCcoB
Ha aHHYJIMPOBaHNe/IIpeKpallleHle NelCTBUS CBOUX CEPTU(MUKATOB;

— ¢dopmupoBaHue/mporepka II1 6710K0B rmaMATH U GHaiIoB;
— 3ammdpoBaHue u pacinudpoBaHre OJI0KOB IIaMsaTH 1 ¢Gaiios;

— TIpemocTaBJIeHUEe IIPUKIIaJHOT 0 IIporpaMMHOT0 nHTepdeiica aisi paboTHL C cep-
TudukataMu, GopMupoBaHusi/mpoBepku II1 6710KOB maMsATH U (aioB, 3amuppoBa-
HUS ¥ pacimudpoBaHus OJIOKOB ITaMsATHU U ¢GakiioB;

— peanu3alnusg MexaHKW3Ma IIPOCTaHOBKHU U IIPOBEPKHU LITaMIIOB BpeMeHuU JlI;
— peanu3alusa MexaHH3Ma IPOBEPKU CTaTyca cepTudUKara.

— obecnedyeHrne KOHGUOEHIUATLHOCTH MH@OpPMAaIlMKU, KOHTPOJS IIEJIOCTHOCTU U
MMOATBEPKOEHUS aBTOPCTBA 3JIEKTPOHHBIX JOKYMEHTOB Ha OCHOBE HCIIOJIb30BaHUS
3JIEKTPOHHBIX CEPTUPUKATOB KiTlouer npoBepku IJIl m KpunrtorpadpudecKux Impoiie-
oyp, peanu3doBaHHBIX B cooTBeTcTBUM ¢ ['OCT P 34.10-2012, TOCT P 34.11-2012,
I'OCT P 34.12-2015, TOCT P 34.13-2015 u I'OCT 28147-89.
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2 CTPYKTYPA U COCTAB

2.1 KomnoneHTtsl IIK «Banugmara KiaueHT»

[IK «BanupaTta KnueHT» COOEpPKUT ClleAyIolrie KOMIOHEHTHL:

— IIK «CnpaBOYHHK CepTH(PUKATOB», BKIIIOUAIOIIUNA HCIIOJIHIEMBIM MOOYJb KO-
MaHOHOM CTPOKH, pacliupeHue NpoBogHuKa u nporpamMmy STunnel. [IK «CropaBou-
HUK cepTU(UKATOB» IIpegHa3HadeH OJid (GOpMUPOBaAHUS 3aIllPOCOB Ha CO3TaHUE U
aHHYJIMPOBaHUeE/IIpeKpallleHue NelCcTBUS cepTuduKaTOB KiTtouei mposepku III, mmpo-
CTAHOBKM M NPOBepKHU Jll 371€KTPOHHBIX JOKYMEHTOB, a TaKXKe BBIIIOJIHEHHUS OIlepa-
ui ¢ 6a30¥ JaHHBIX CePTUMUKATOB (CIIPaBOYHUKAMU CepTU(GHUKATOB), CO3MaBaeMou
Ha pabodyeM MecTe MOJIb30BaTeJsIsd, U yIpaBiieHus npodunsiMu (HaCcTpoMKaMHu CIIpa-
BOYHUKOB CEPTHU(UKATOB) IIOIH30BATEJIS;

— TIK «ABTOMaTu3upoBaHHBU KueHT CK3W» (manee — IIK «AK CK3W»). [IK «AK
CK3HW» nmpemHa3Ha4veH [OJIst aBTOMaTU3aluK PabOTH TOJIb30BaTEJIsI C KpunTorpaduye-
CKMMHU OIlepalusiMu;

— IIK «ABTomaTtusupoBaHHEIN K1ueHT CK3U. CepBuc» (manee — I1K «AK CK3H.
Cepsuc»). [IK «AK CK3U. CepBuc» nipegHa3Ha4€eH [JI aBTOMaTHU3alluu pabOTHI II0JIb-
30BaTess C KpUntorpapmuyeCKuMM ollepalusiMu;

— IIK «ABToMaTtu3upoBaHHEIM KiineHT CK3U. MounuTtop» (ganee — I1K «AK CK3H.
Mouutop»). [IK «AK CK3U. MouuTop» nIpegHa3Ha4deH AJisd IpocMoTpa XKypHaios [1K
«AK CK3HW»;

— IIK «ABToMaTu3upoBaHHbU KueHT CK3U. CepBuc mouutop» (manee — I[TK «AK
CK3HU. CepBuc mounurtop»). I[IK «AK CK3H. CepBuCc MOHUTOP>» HpeOgHal3HA4YeH OJIis
npocMmotpa XKypHasnoB [IK «AK CK3U. CepBuc»;

— KOMIIJIEKT pa3paboTunKa NPUKJIagHOTO IPOrpaMMHOro obecriedyeHus, BKIo4a-
IOIMHM 6MOIMOTEKY MMPUKIIAHOIO ITPOTPaMMHOT0 nHTepdetica paboTh ¢ cepTuduKka-
TaMu KiIo4den naa onepanuoHHou cucteMbl (OC) Windows (gnnsa C/C++ u gins nnart-
¢popmer Microsoft .Net Framework), o6ecriednBaolinyio BO3MOXKHOCTb BCTpauBaHUA
[IK «Banupgata KnueHT» B IpUKIagHOe IporpaMMHoe obecriedeHue, 1 OMOIUOTEKY,
peanu3yoinyr IpoTokon TLS.

[IK «Banupata Knuent» ¢yHkumonupyer cosmectHo c¢ [IK BAMBE.00060-06
«CpepncTBO Kpunrtorpadprudeckou 3amuTel nHpopMmauum «Banupmata CSP» Bepcus 6»
(mamee — KpuUOToOIpoBaumgep).

2.2 TIK «CnpaBOYHHMK cepTH(PHUKATOB»

[IK «CrnpaBoYHUK cepTU(PUKATOB» 00ecredynBaerT:

— (¢opMHUpPOBaHNE 3alIUIIEHHOI O IEPCOHAJIBHOI 0 CIIPaBOYHUKaA I10JIb30BaTeNs, CO-
mepxkaiero ceptudukar IllenTpa ceptudpukamnum (LIC);

— (¢opMmupoBanue nMUYHLIX Kaouerd Ol u kmoden npoBepku III monb3oBaTesnnen
Y1 ¢ ucnonb30BaHUEM PA3/IMYHBIX KIIOUEBBIX HOCUTEIIEH;

— (¢opMupoBaHue 3aIrpoca Ha co3maHue ceptudukara B popmate PKCS#10 ¢ uc-
[IOJIb30BaHKWEM CO3OaHHOTO JIMYHOTO Kiito4da Il u Kimtodya nmpoBepku IlI;

— IHepepayvy 3amnpoca B 3allfUllleHHOM Buze B LIP;
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— pmobGaBrieHUe U yHajieHue cepTU(MUKATOB, CIUCKOB aHHYJIMPOBAHHBIX (OTO3BaH-
HBIX) cepTudurkaTtoB (CAC);

— IIPOBEPKY U OTO6pa}KeHI/Ie COCTOSAHUSA CepTI/ICbI/IKaTOB, CBA3aHHOI'O C OKOHYaHH-
€M X CPOKOB OEeNCTBUS NN UX aHHy'J'II/IpOBaHI/IeM/HperaH_[eHI/IeM OEeuCTBUS;

— ¢dopmMupoBaHue u mepenady B LIP cooOiieHuss 0 KOMOIPOMEeTalluu KiIo4da I10JTb-
30BaTe’s;

— oToOpazkKeHHe cofepKaHusi U BEIBOM Ha medyaTh cepTuduKkaTos, 3anpocos, CAC
1 COOOIIeHU 0 KOMIIPOMETAIINH;

— obnonenune CAC c uCIob30BaHUEM CETEBOT0 CIIPAaBOYHUKA CEPTU(UKATOB;

— BOCCTaHOBJIEHME II€PCOHAJIBHOI0 U JIOKAJIbHOI'O CIIpaBOYHUKA I10JIb30BaTEIA U3
PEe3ePBHON KOIIUY;

— BO3MO2KHOCTb IIOOKJIIOUYEHHUS K TEPMUHAJIBHOMY CEPBEPY Yepe3 BXOOAIINMN B CO-
ctaB cepBepHBIXx OC Windows miiio3 TepMHHaIbHBEIX cepBepoB (Terminal Services
Gateway);

— BO3MOXKHOCTH IIOOKJ/IIOYEHHUS B PEXXKUME yOaJIeHHOT O JOCTyIla K TEPMUHAaIbHBIM
cepBepaM, Haxognsamuxcs mop ynpasiaeHueM Citrix XenDesktop/XenApp Bepcusa 7, mo
CeTeBOMY KaHaJy, 3allluIlleHHOMY HIn(pPOBaHUEM U ayTeHTHU(DUKAIIUEN TI0 ITPOTOKO-
ny TLS. 3amura NOOKIIO4YEHU, BRIIONIHAOIEerocs mo nporokoiny ICA (Independent
Computing Architecture), BEIIIONTHSAETCS C IIOMOIIBIO BXomsaineu B coctaB [1K «Banu-
mata KnueHT» mporpamMmmel STunnel.

IIpumeuaHue — IIo0 cnuCKomM AaHHYAUPOBAHHbLIX cepmu@dukamos8 noHumaemcsA
CNUCOK AHHY/AUPOBAHHbIX cepmudukamos u cepmugpukamos, oeticmeue Komopblx
npekKpau,eHo, 3a UCK/aAYeHUeM, B03MOIHCHO, cepmuguKkamos, delicmaue KomopbiX
npekpaw,eHo No npuvyuHe ucmeyvyeHus cpoka oeticmeusa cepmugpukama. Cayyau aH-
HY/AUPOBAHUSA U npekpaweHusa delicmsusa cepmugukamos ycmaHasausaromcsa yoo-
cmosepArWUM UEeHMPOM.

2.3 PacumimpeHHde NMpOBOOAHHUKA

[TporpamMHBIY MOAyJb «Pacmupenue npoBogHuka» anss OC Windows BcTpauBa-
eTCs B KOHTEKCTHOe MeHIo [IpoBogHuKa. [[719 paboThl pacIIupeHUs IPOBOSHUKA Tpe-
OyeTcs yCTaHOBJIEHHBIN 1 HacTpoeHHHIN [TK «CripaBOYHUK CePTUPUKATOB».

PacmiupeHre npoBOOHUWKA MO3BOJISET BHIIOIHATH CJIeAylIIye Kpunrorpadude-
CKHe oIlepalliu C rpynnaMu (paijioB ¥ KaTaJoraMu Yepe3 NYHKT KOHTEKCTHOTO MEHIO
[TpoBoguuka OC Windows:

— co3IaHue U IIpoBepKa (C BO3MOXKHOCTBIO yoaneHus) 11 dpainoB (CMS coobire-
Hui) B coorBeTcTBUU ¢ [OCT P 34.10-2012 mnsa kinrodedt 11 gimuHoi 256 1 512 06ut;

— 3ammdppoBaHue U pacimudppoBanue ¢ainoB B coorBeTcTBUu ¢ OCT P 34.12-
2015 u I'OCT P 34.13-2015 (6mounsie mmdppsl «Marma» u «Ky3Heduk») B pexkuMe
raMMUPOBaHUS C BO3MOXKHOCTBHIO BEIpaOOTKY UMUTOBCTaBKY;

— 3ammudpoBaHue U pacmudpoBanue daitnoB B coorBeTcTBUU ¢ TOCT 28147-89 B
pexkruMe raMMUPOBaHUSI C 00paTHOM CBs3b10 B cooTBeTCTBUU ¢ RFC 4357 u RFC 4490;

— BBIYHCJIEHUME X3UI-QYHKIMU OaHHBIX B cooTBeTcTBUHU ¢ [OCT P 34.11-2012 (mnsa
X9II-3HAYEHUH OJINHON 256 OUT).
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2.4 IIK «<ABTOMAaTH3HPOBaHHLIA KIueHT CK3H»

[IK «AK CK3W» (pyHKIIMOHUPYET B Ka4eCTBe IIPUJIOKEHUs, paboTaloiiero B (poHO-
BOM pPeXUMeE.

[IK «AK CK3M» mmo3BOJsIE€T BBHIMNOIHATE Cleayoire QyHKIIMM B aBTOMaTU4E€CKOM
pexuMe:

— co3IaHue U IIpoBepKa (C BO3MOXKHOCTHIO yoanenus) 11 ¢paitnoB (CMS coobire-
Huit) B coorBeTcTBUU C 'OCT P 34.10-2012 misa ximrouer OI1 gnuHoi 256 u 512 0uT;

— 3amm@ppoBaHue U pacimmdppoBanue (ainoB B coorBeTcTBUu ¢ 'OCT P 34.12-
2015 u T'OCT P 34.13-2015 (6;mounbie mmdppsl «Marma» u «Ky3Heuuk») B pexkume
raMMHPOBAHUS C BO3MOXKHOCTBIO BHIPAOOTKN UMHUTOBCTABKY;

— 3amudpoBaHue U paciudpoBanue dainosB B coorBeTcTBuu ¢ ITOCT 28147-89 B
pexuMe TaMMUPOBaHUs C 00paTHOM CBsA3bI0 B cooTBeTCTBUY ¢ RFC 4357 u RFC 4490;

— BBIYHUCJIEHUME X3MI-QYHKIMHA OaHHLIX B cooTBeTcTBUU ¢ [OCT P 34.11-2012 (mnsa
XJUI-3HAYEHUHN OJIMHOU 256 OUT);

— peanu3alids MexaHKH3Ma IPOCTaHOBKM U MPOBEPKM INITaMIIOB BpeMeHHu JII B co-
orBeTcTBUHU C RFC 3161;

— yIaKOBKa U pacHakKoOBKa (aljioB U MaIloK B/U3 Zip- UIN Zip- apXHUBOB;
— IlepeMelleHue U ygajieHue (pausos;
— mpeobpa3oBaHue (aiinoB B popmaTt u u3 popmara Base64;

— HCIIOJIHEHHNE 3aJlaHHOU KOMaHOHOM CTPOKH C BO3MOXKHOCTBHIO BEIOOpA MCIIOIHS-
eMoro (¢aiisia ¥ mapaMeTPOB BHIIIOJTHEHUS;

— BeJJeHHne XKYPHaJla BbITIOTHEHHEBIX onepaquI.

Takxke [1IK «AK CK3W» 1o3BOISET BBHINOJIHATL CleOyloine (PyHKIUU B PyYHOM
pexuMme:

— HacTpolKa mmpodusen, cogepKalliix IrpaBuia 00padoTku (paiios;

— HACTpOWKa npaBui 06paboTKu (aijioB, B TOM YuCiie foOaBIeHue, peqaKTHPOBa-
HHUe, yaaJeHHe, BpeMeHHOe OTK/II0UeHNe IIPaBUI U U3MeHeHH’e ITOPSAAKa NCIIOTHEeHU S
IIPABUIT;

— 3KCIOPT IIpaBui B daii;

— WMIOOPT IIpaBui u3 Qaunna;

— IIOUCK ITPABUJI II0 OIIMCAHUIO;

— HacTpouka nyTtu 3anucu xypHasna [IK «AK CK3HU»;
— HaCTpOYKa CIUCKa IIOAMIKNCAHTOB.

2.5 IIK «ABTOMaTu3upoBaHHbIH KJIueHT CK3HU. CepBucC»

[TK «AK CK3HU. CepBuc» QpyHKIIMOHUPYET B KauecTBe ciyk061 OC Windows.
[IK «AK CK3U. CepBuc» mO3BOJSAET BHIIOIHATH CJIeAylone (QyHKIIUA B aBTOMa-
TUYECKOM PeXKUME:

— co3IaHue U IIpoBepKa (C BO3MOXKHOCTBIO yoanenus) 311 ¢paitnoB (CMS coobire-
Huit) B coorBeTcTBUU C 'OCT P 34.10-2012 misa xkimrouer II1 gnuHoi 256 u 512 0ur;

— 3amudpoBaHue U pacimudpoBaHue dannoB B coorBeTcTBuu ¢ 'OCT P 34.12-
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2015 u TOCT P 34.13-2015 (6rmounble mudphl «MarmMa» u «Ky3Heduk») B pekuMe
raMMMPOBaHHUS C BO3MOXKHOCTBIO BHIPAOOTKM UMUTOBCTaBKY;

— 3amudpoBaHue U paciudpoBanue dainoB B coorBeTcTBUU ¢ ITOCT 28147-89 B
pexkrMe raMMUPOBaHU C 00paTHOHU CBsA3b10 B cooTBeTCTBUU ¢ RFC 4357 u RFC 4490;

— BBIUHCJIEHHE X3II-QYHKIIUU HaHHBIX B cooTBeTCcTBUU ¢ OCT P 34.11-2012 (gns
X9II-3HAaUYEeHUN OJIuHON 256 OUT);

— peanu3aliyds MexaHKH3Ma IPOCTaHOBKM U MPOBEPKM INTaMIIOB BpeMeHHu JII B co-
orBeTcTBUHU C RFC 3161;

— yIIaKOBKa U pacHakKoBKa (aljioB U MalloK B/U3 zip- UM Zip- apXHUBOB;
— IepeMelleHVe U yaaneHue (Haunios;
— mpeoOpa3oBaHue (¢aiinoB B popmaTt u u3 popmara Base64;

— HCIIOJIHEeHNe 3aJaHHOU KOMaHOHOMW CTPOKH C BO3MOXKHOCTBHIO BEIOOpA MCIIOIHS-
eMoro (¢aiiia ¥ mapaMeTPOB BHIIIOJTHEHUS;

— BelleHHEe KYPHAaJla BEIITOTHEHHBIX onepaunﬁ.

Takxke I[IK «AK CK3H. CepBuc» Imo3BOJSET BBHIIIOJIHATHL Clenyiomue QyHKINUU B
PYYHOM pexXume:

— HacTpolKa mpodusen, cogepKallinx IrpaBuia 00padoTku (paiios;

— HacTpo¥ka mpaBui o6paboTku daiios, B TOM Yucje nodaBiIeHne, peJaKTUPOBa-
HUe, yOaJieHue, BpeMeHHO€e OTKITIOUEeHUE TIPaBUJI U U3MEeHEHUe MOPSIAKa UCIIOTHEHU ST
TIPaBUII;

— BKCIIOPT OpaBu B paui;

— WMIOOPT IIpaBui u3 auna;

— TIOMCK IIPABUJI 10 ONIMCaHUIO;

— HacTpouKa nyTu 3anucu xypHaia «AK CK3HU. CepBuc»;
— HaACTpoOMKa CHUCKa ITOAITHUCAHTOB.

2.6 IIK «ABTOMaTu3upoBaHHbId KaueHT CK3U. MoHuTOP»

[IK «AK CK3U. MoHuTOP>» BHIIOJHAET Clenyloinue QyHKIUN:

— TIpocMOTP KpaTkoro onucanus cooriTuil ITK «AK CK3H. MoHuTOP» OJIst KaXKIo0-
ro npoduns [1K «AK CK3W», HalimeHHOTr0 B KaTajiore XXKypHaa;

— IIPOCMOTP KpaTKoro onucaHus ommbok ITK «AK CK3H1. MoHUTOP» OJIsT KaXKA0T 0
npodunsa [IK «AK CK3W», HalileHHOT 0 B KaTajiore XXKypHara;

— IIPOCMOTP moapobHoro onucanus coouiTust/omudku ITK «AK CK3H1. MoHuTOP>»;
— yBeOOMJIEHME O IPOUIOIIEIIeN OInOKe;
— cOpoc 3amnucen KypHaa.

2.7 IIK «ABToMaru3upoBaHHbIH KiaueHT CK3HU. CepBuc
MOHHUTOP»
[IK «AK CK3U. CepBuC MOHUTOP» BHIMIOJIHIET CleAyoome QyHKIIUN:

— 1mpocMoOTp KpaTkoro onucanusa coouitTuii [TK «AK CK3H. CepBruC MOHUTOP» OJIs
Kaxxpgoro npoduns [TK «AK CK3H. CepBuc», HaileHHOT' O B KaTaJiore XypHaja;
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— mpocMoTp KpaTkoro onucanusa omubok [TK «AK CK3U. CepBUC MOHUTOP» AJIA
kaxpnoro npoduns [TK «AK CK3H. CepBuc», HalileHHOT O B KaTaJiore KypHaa;

— TpocMOTp noapoOHoro onucanus coduiTust/omubku ITK «AK CK3U. CepBuc mo-
HUTOP>;

— yBeOOMIJIEHHE O IIPOMU3OIIeAIIen omnoKe;
— cOpoc 3amnucey xKypHaa.

2.8 BuoaHoTeKka NPHUK/JIAJHOr0 IIPOrpaMMHOro uaTepdenca

BubnuoTeka NpUKIagHOTO IPOrpaMMHOTro uHTepderica ayist paboTh ¢ cepTuduKa-
TaMH¥ KJTI0Ued IpefgHa3HadyeHa OJisi IPeaoCcTaBIeHusI IIPorpaMMHOT0 HHTepdeica ois
paboTHI ¢ cepTudUKaTaMU 1 0O0ecedrBaeT BLHIIIOJTHEHNE CIEeOYIONUX PyHKITUMN:

— co3maHue (reHepanus) kiaodei IDI1 gmuHoM 256 m 512 OUT, a TaKXKe COOTBET-
CTByOIIMX Kitoden npoBepku A1 mnunHou 512 u 1024 6ura;

— ¢opMHpOBaHKE IEPBUYHOTO 3alpoca Ha NOJIydeHue cepTuduKaTa Kiamda Ipo-
Bepku JII B popmaTte PKCS#10;

— (¢opMHEpOBaHKE HEIEPBUYHOT O 3alIpoca Ha IJIaHOBYIO CMeHY cepTuduKaTa K-
4ya npoBepku II1 B popmaTe PKCS#10+CMS/PKCS#7;

— (¢opMupOBaHUe 3alpoca Ha aHHY/JIMpOBaHMe cepTHdHKaTa KJoda IPOBEPKHU
Sl

— BBIYHCJIEHUME X2UI-QYHKIMHU OaHHBIX B cooTBeTcTBUU ¢ [OCT P 34.11-2012 (mnsa
X9II-3HAaYEeHUM OJIuHOM 256 u 512 0uT);

— co3maHue u nposepka III marnubx B cooTrBeTcTBUM ¢ [OCT P 34.10-2012 (mms
kimouent OI1 mmuHOM 256 1 512 6UT);

— 3amudpoBaHue U pacimdpoBaHue GaitioB U G6JIOKOB MaMITH B COOTBETCTBUU C
I'OCTP 34.12-2015uT'OCT P 34.13-2015 (6510unbie mudppel «Marma» u «Ky3Hednuk»)
B peXUMe TraMMUPOBaHUSA C BO3SMOXKHOCTHIO BLIPAOOTKY MMUTOBCTABKY;

— 3amudpoBaHue 1 paciuppoBaHue (HaiioB U OJIOKOB ITaMITU B COOTBETCTBUU C
'OCT 28147-89 B pexkuMe raMMHUPOBaHUS C 00paTHOU CBSA3bIO

— co3pgaHue u npoBepka II1 daiinoB u 6710kKk0B maMsaTu B cooTBeTcTBUU ¢ OCT P
34.10-2012 mgnsa kiaroded 11 gmuHoun 256 1 512 0uT;

— BBEIYHCJIEHUME XOII-QyHKIUM OaHHBIX B cooTBeTCcTBUU ¢ [OCT P 34.11-94 u mpo-
BepKy apxuBHBIX II1 B coorBeTcTBUU ¢ [[OCT P 34.10-2001;

— peanu3alius TPOTOKoIa 6e30MaCHOCTH TPAaHCHOPTHOTO ypoBHI TLS Bepcuu 1.0;
— peanu3alius TPOTOKoa 6e30MaCHOCTY TPAaHCHOPTHOT O ypoBHSA TLS Bepcum 1.2;
— peanu3alnusg MexaHKW3Ma IIPOCTaHOBKHU U IIPOBEPKU LITaMIIOB BpeMeHuU IlI;

— peanu3alusa MexaHH3Ma IPOBEPKU CTaTyca cepTudUKara.

B coctaB oubnuoteku amns C/C++ BXoOsaT clemyiomniyie Gpauib:

— zpkil.dll — momynbs DMHaMUYECKOM OUOTNOTEKY;

— zpkil.lib — Mogynb 6MGIUOTEKY OIS IMHKOBKYU C AUHAMUYECKOM OMOIUOTEKON;
— vcertl.h — ¢atin c onrMcaHueM IPOTOTUIIOB PYHKITUY OUOTHOTEKY;

— vcerterr.h — ¢aiin c onpepeneHUsIMU KOOOB BO3BpaTa QyHKINM OUOIMOTEKH.
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B cocrtaB 6ubnuoTeku s nnatdopmel Microsoft .Net Framework Bxogut Mogy b
OMHaMHU4YeckKou oubnuoreku vcepia2.dll.

2.9 budnuoreKka, peajau3yomniasi mpoTtokosa TLS, u nporpaMmma
STunnel

[TporpamMma STunnel, ucrmonb3yst 6UOIMOTEKY, Peanu3yrolnyio nTpoTokon TLS, mos-
BOJISIET co3maBaTh TLS-TyHHesb, 00eCleYMBaIOIINM KPUNTOTrPad@UyYeCcKyio 3allUuTy
nmpoun3BoJibHOTO TCP-coequHeHUs MOCPENCTBOM 000OpayuBaHus (MHKAIICYISIINNA) 3TUX
OaHHBIX IIPOTOKOIIOM TLS.

[IK «BanupmaTta KnueHT» obecriednBaeT BHIIIOIHEHUE CIIeAyIOIUX QYHKIUMN 1104-
mepzkKu npotokoina TLS:

— CO3[aHue 3alllUIIEHHOTO KaHasa CBA3U (C o0ecieueHreM KOHTPOJIS LIEJIOCTHO-
CTU IlepeJaBaeMoU MHGpOPMaUN) MeKAy CEPBEPOM U KJIMEHTOM C UCIIOJIb30BaHUEM
mmdpoBaHus uHpopMmaluu B coorBeTcTBUM ¢ 'OCT 28147-89 pns mportokomna TLS
1.0 (cornacuo RFC 2246);

— CO3[aHMe 3aUIUIEHHOTO KaHajla CBsA3HU (C oOecriedueHueM KOHTPOJIS 11eJIOCTHO-
CTU TlepemaBaeMoy MHGpOPMAIINK) MEXKIY CEPBEPOM U KIIMEHTOM C UCIIOJIb30BaHUEM
mudpoBanusa uHbpopmaimu B coorBeTcTBUU ¢ I'OCT P 34.12-2015 u I'OCT P 34.13-
2015 (6nounst mmmdpp «Kysneuuk») mis npotokosa TLS 1.2 (cormacHo RFC 5246);

— ayTeHTU(UKaLMA cepBepa KJIMEHTOM II0OCPEACTBOM BEIYUCJIEHU I KJII04Ya HapHOu
cBsi3u 110 crioco0y [uddu-XennmaHa ¢ UCIOIb30BAaHUEM Map 3aKPHITHIX ¥ OTKPBITHIX
KJouen, co3gaHHbIX B coorBeTcTBUHU ¢ [OCT P 34.10-2012;

— ayTeHTU(UKAIUS KJIMEeHTa CEPBEPOM IIOCPEACTBOM BhIYuciaeHus: II1 B COOTBET-
ctBuu ¢ 'OCT P 34.10-2012 u TOCT P 34.11-2012;

— BBIYMCJIEHHE PaCIIMPEHHOr0 MacTep-cekpera B cooTBeTcTBUU ¢ RFC 7627 mnsa
npoTtokomna TLS 1.2;

— BHINTOJIHEHME 0e30MaCHOT0 IIePeIoaKITIIouYeHus: B cooTBeTcTBUU ¢ RFC 5746.

[IporpamMma STunnel MOXKeT KUCIIOJIL30BAThHCS B T€X CiIydasiX, KOrJga OTCYTCTBYET
BO3MOXKHOCTD UCIIOJIb30BaHUSI BHYTPeHHUX MexaHu3MoB OC [yt o6ecrieueHus 3alliu-
THI IIepeJaBaeMbIX JaHHBIX C IIOMOIIBIO CEPTUPHUIIMPOBAHHON pealn3auy IIPOTOKOIa
TLS.

Hampumep, ncnonb3oBaHWEe KPUIITOIIPOBalmepa obecrneynBaeT 3alllUTy HaHHBIX,
nepepaBaeMblx o npotokony HTTPS mexpy Web-OpaysepoMm Internet Explorer u
Web-cepBepomMm Internet Information Server. B jaHHOM KOHKPETHOM Cllydae KPUIITO-
ITpoBalep IMO3BOJISIET UCIIOJIb30BAaTh BHYTPeHHNEe MexaHu3Mbl OC O obecrieuyeHust
3aIUTHl — a UMEHHO, MHKAIICYJISIINIO JaHHBIX MpoToKojia HTTP B cepTuduiposaH-
HYIO peanu3alinio npotokosa TLS. 9Ta BO3MOXKHOCTE peajii30BaHa 3a CYeT TOro, 4To,
BO-TIEPBHIX, KPUIITOIIPOBaMep BCTpauBaeTcs B makeT O6e3omacHocTtu SChannel (ot-
Bedammui 3a PpyHKUMOHHpPOBaHUEe npoTokosa TLS B OC Windows), U, BO-BTOPHIX,
Internet Explorer/Internet Information Server oGpariiatoTcst K makety 6e301acHOCTH
SChannel gnst o6ecrieyeHus 3alIUINIEHHON ITepeaay JaHHBIX.

B cnyyae npumeHeHus cropouHero Web-6pay3epa — Hanpumep, Mozilla FireFox
— HMCIOOJIb30BaHKE BHYTpeHHero MexaHusMa OC sIBIsSeTCs HEBO3MOXKHBIM, ITOCKOJIb-
Ky Mozilla FireFox He obpaimaeTcs K rmakeTy 6e3onacHoctu SChannel g obecneue-
HUS 3alUINeHHON nepegayu gaHHLIX. [JononHuTenbHo, Mozilla ForeFox He BKIto4a-
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eT B ce0si BCTPOEHHYIO CepTU(PUIIMPOBAaHHYIO peanu3aliuio nporokona TLS. UMeHHO
B 9TOM ciydae nporpamma STunnel oka3riBaeTCs IOJIE3HOU — ee CJiedyeT HacCTpo-
UTh M 3allyCTUTh Ha OBM KnueHTa B peXkXuMe IIPOKCHU-KINEHTa, K KOToOpoMy Oymaer
MMOoaKIIIouYaThcs (6e3 npuMeHeHus 3auuThl) Mozilla FireFox. [IpoKCH-KJIMEHT, B CBOIO
odepenb, OymeT ycTaHaBNIuBaTh 3amuilneHHoe coeguHenue (TCP coeguneHue, 06ep-
HyToe npoTtokonoMm TLS) ¢ Web-cepBepoMm. TakuM o6pa3om, 0OMeH JaHHBIMH MEXKIY
9BM knueHTa U cepBepa OKa3bIBAeTCS 3allUIeHHBIM II0OCPEeACTBOM MCIIOIb30BaHUSI
cepTuGUIIMPOBaHHON peanmu3aliiy NpoTokoja TLS.

AHanornyHasi CUTyallisi BO3HUKaeT IpU IIpUMeHeHUu CTOpoHHero Web-cepBepa
— HanpuMmep Apache. B aTtom cnydae nporpammy STunnel ciegyeT HaCTpPOUTH U 3a-
IIYCTUTh B pe3KUMe IIPOKCHU-CEPBEPA, K KOTOpoMYy noakiiodaeTcsa Web-6pay3ep, opra-
HU3YS 3alUllleHHOe coenuHeHune. [IpOKCcu-cepBep, B CBOIO O4Yepenb, yCTaHaBIUBaET
OTKpHITOE coenuHeHHe ¢ Web-cepBepom. CregyeT oOpaTHTh BHUMaHHE Ha TO, YTO
IIPOKCHU-CEPBEP MOXKeET (PyHKIIMOHMPOBATh KakK Ha Tou ke 9BM, uto u Web-cepsep,
TaK 4 Ha CIIellnalIbHO BhigeleHHOU 9BM — 1mpu 3TOM, BO BTOPOM BapHaHTE CETEBOU
TpaduK MexKIay IIPoKcu-cepBepoM u Web-cepBepom OymeT mepenaBaThbCs IO BHIYHC-
JIUTEIbHOM CEeTHU B OTKPBITOM BUIE. [[OIOTHUTENIbHO, OJIs 00ecIIedeHus ITOBBIITIEHHOMN
OTKa30yCTOMYHUBOCTH CEPBEPHOM MOACUCTEMEI, MOXKHO 3aIllyCTUTh HECKOJIBKO 3K3€eM-
IIJITPOB IIPOKCH-CepBepa Ha OalaHCUPYIOUIEM UM 0TKa30yYCTOMYHUBOM KjlacTepe, COo-
CTOSIIIIEM U3 MHOXKeCTBa OBM.

ITpumeuanue — Cepmugukamul cepgepa u KAueHmad, ucnosib3yemvle 8 Nnpo2pam-
me STunnel, Heobxodumo ¢popmuposams 8 coomeemcmauu ¢ mpebo8aHUAMU, U3/0-
JrceHHbiMu 8 dokymeHme BAMB.00060-06 95 01 «CK3H «Baaudama CSP» gepcus 6.
Pykosodcmeo aOmuHucmpamopa».

2.10 YTHIuTa KOMaHIHOM CTPOKH

YTunuta KOMaHOHOU CTPOKHU IIpefHa3HayeHa [Jis OCYIIeCTBJIEHUS OOCTYyIla I10JIb-
30BaTesied K KpunrorpapudecKuM (QPyHKIUSAM K3 pekuMa KoMaHOHOU CTpoku OC
Microsoft Windows. YTunuTa KOMaHOHOU CTPOKHU ITO3BOJISIET OCYIIECTBIATD IIHPPO-
BaHUe/pacimuppoBanre nHGopMauu, GopMHUPOBaHNEe/TIPOBEPKY IMomauHHOCTHU I,
a TakKXKe IIPOCTAaHOBKY/IIPOBEPKY IITaMIIOB BpeMeHU JII U MpoOBEpPKy cTaTyca CepTu-
¢ukaTta. Yrunuta KoMaHOHOU CTPOKHU ucnonb3yeT [IK «CnpaBoyHUK CepTuduKaTOB»
IOJIs1 yIpaBJIeHUs CIIPAaBOYHHUKaMHU CEePTU(UKATOB.

IocTyn monb30BaTesield K KPUIITOrpadpudecKuM (QPYHKIHUSIM OCYIIECTBIIIETCS de-
pe3 BBI30B YTUJIUTHI C 3aJaHHEM IlapaMeTPOB BHIIOJIHEHUS U3 pexXUMa KOMaHIHOM
CTPOKH.
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3 BXOOHBIE W BbIXOIHBIE JTAHHDBIE —
BA3O0OBbIE OB BEKTDI

K 6a3oBbiM 00bekTaM [1K «BanupmaTta KnueHT» (06beKTaM, UCIIOIb3YEMBIM B IIPO-
1lecce ympaBiieHus cepTudukaTamMu, T.e. PaKTUUECKU BXOOHBIM M BBIXOIHBLIM HaH-
HBIM) OTHOCSITCS:

— ceptuduKaT Kioda nmpoBepku IlI;

— CHOMCOK aHHYJIUPOBAHHBIX CEPTUDHUKATOB;

— 3amIpoc Ha co3maHue cepTuduKaTa Kirroda npoBepku II1;

— cooOIlleHre 0 KOMIIPOMETAIUY;

— yIaKOBaHHLIE TaHHHBIE.

3.1 Ceprudukar Kiaoda npoBepku 311

Ceptudukat kimoda npoBepku 11 mpepncraBisgeT cob0i CTPYKTyPHUPOBaHHYIO ABO-
WYHYI0 3anuch B popmaTte ASN.1, cocTosamryro us:

— UMeHH CyObeKTa UJIk 00beKTa CUCTEMEI, OMHO3HAYHO UIeHTU(DUIIUPYIOIIEr0 ero
B CUCTEME;
— KJio4a npoBepku IIT cydbekTa uian 060beKTa CUCTEMEL;

— IOTIIOJIHUTEJIbHBIX aTpuOyTOB, OINpelesiseMbIXx TPpeOOBaHUSMM UCIIOIb30BaHUA
cepTuduKata B CUCTEME;

— OII uspgarens (LlenTpa cepTuduKannu), 3aBepsiollleld COBOKYIIHOCTh IIepeYducC-
JIEHHBIX BBIIIIE JaHHBIX.

®opmaTt ceptudukarta onpeaener B pekoMmenpganusax ITU-T 1997 roma [X.509] u
pekomeHnpanusax IETF 2008 roma [RFC 5280]. B HacTosi11iee BpeMsI OCHOBHBIM ITPUHS-
TEIM (h)OPMATOM SIBISIETCS popMaT BepCUHU 3, TO3BOJISIONIUYN OIIPEedeInTh JOIIOTHEeHUS
(extensions), ¢ ITOMOIIIBI0 KOTOPBIX peaiu3yeTCs onpeneneHHast MOIUTHKa Oe3ormac-
HOCTH B CHCTEME.

3.2 CIIMCOK aHHY/IUPOBAaHHBIX CepTUPHUKATOB

CAC npencraBnsieT co00U CTPYKTYPUPOBAHHYIO OBOMYHYIO 3aluCh B dopmare
ASN.1, cocTosyI0 U3:

— uMeHHU u3garens (LleHTpa cepTudukanmm), Beinyctupiaero CAC;

— patsl Beinycka CAC u omnimoHanbHOM gaThl o0HoBeHus: CAC;

— [OIIOJIHUTEJILHBIX aTPUOYTOB, KOTOPhIE MOTYT OBITH BKJII0OUeHH B CAC;

— CIIMCKAa 3JIEMEHTOB, KaXXObIi U3 KOTOPBIX BKJII0YaeT CCHUIKY Ha aHHYJIUPYyEMbIU-
/TIpekpamamuui JecTBUue cepTuduKaT, U JONOJTHUTENbHON NHGOPMAaIUU O HEM U
IpUYKWHaX ero aHHYJINPOBaHUS/IIPEKpallleHNUs OJeUCTBUS;

— OIl usmaresns, 3aBepsAOIIEed COBOKYITHOCTh 3TUX JaHHBIX.
®opmaTt CAC ompepeneH B pekomenganusax ITU-T 1997 ropga [X.509] u pekomeH-

manusx IETF 2008 roma [RFC 5280]. B HacTos111ee BpeMsi OCHOBHEIM ITPUHSITHIM (HOp-
MaToM siBnsieTcs popmat CAC Bepcuu 2.
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3.3 3anpoc Ha co3maHue cepTudHKaTa KI049a npoBepku Il

3anpoc Ha co3maHue cepTUdUKaTa Kiaoda npoBepku OIl mpencraBnsieT cobou
CTPYKTYPUPOBAHHYIO IBOUYHYIO 3anuchk B popmate ASN.1, cocToALIyIO U3:

— uMMeHHU cyObeKTa Ui 00beKTa CUCTEMBI, OMHO3HAYHO UIEHTU(GUIUPYIOIIET0 ero
B CUCTEME;

— KJio4a npoBepku IIT cybbekTa uinmu o6 beKTa CUCTEMEL;

— [OIIOJIHUTEJNILHBIX aTPUOYyTOB, KOTOPhIE MOTYT OBITH BKJIIOUEHBI B CEPTU(UKAT;

— OII cyObeKTa unu o0beKTa CUCTEMEI Ha Kitode I, COOTBETCTBYIOIIEM KIIIOUY
npoBepku III B 3ampoce, 3aBepsoilell COBOKYIIHOCTh 3TUX OaHHBIX.

B cooTBeTCTBUU C MeXXKOyHapPOOHOU MPaAKTUKOM 3aIlIpoC Ha co3faHue cepTuduKkarta
odpopmnsiercs mmo ctaHmapTty PKCS#10 [PKCS-10, RFC 2986].

3.4 CooOmieHrne 0 KOMIOpPpoOMeTalluu

Coob111eHre 0 KOMIIPOMETAIIUU IIPENCTaBIIEeTCS B BUle CTPYKTYPUPOBAaHHOM OBO-
n4yHOU 3anucu B ¢popmate ASN.1, cocTosIen u3s:

— aAHHYJIMPYeMOTo/IIpeKpallaloniero AeiucTerue cepTudukara;

— [OaThl U KOJla MOTHUBAIIMU aHHYIUPOBaHUA/IpeKpallleHns IelCTBUsI cepTudrKa-
Ta;

— 3aBepsollell COBOKYITHOCTDh 3TUX OaHHEBIX JDII cyObeKTa unu 00beKTa CUCTEMBI
Ha Kjtode JlI, COOTBETCTBYIOILIEM aHHYJIMPYEeMOMY/IIpeKpalalileMy OeliCTBUEe Cep-
TUdUKATY.
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4 HUCIIOJIb3YEMBIE CIITPABOYHUKHA

[1K «BanupgaTta KnueHT» obecrieunBaeT paboTy CO CIIeOyIOIINMU BUOAaMHU CIIPpaBO4-
HUKOB:

— IepPCOHAJIbHBIU CIPaBOYHUK MIOJIb30BaTE;

— JIOKaJIbHBIA CITPABOYHUK I10JIb30BATEIIS;

— BPEMEHHBIN CIIPaBOYHHUK B OIIEPaTUBHOU ITaMATHU;
— ceTeBOU crpaBOoYHUK cepTudukartoB (CCC).

4.1 IlepcoOHAIBHBINA CIIPABOYHHK MOJIL30BaTeJIs

[lepcoHanbHbBIM cOpaBOYHUK mojb3oBaTens ([ICII) — 3aluilieHHOEe XpaHUIIUIIE,
comepxkallee cepTuduUKaThl JOBEPEHHBIX (KOpHEBLIX) LleHTpOoB ceptudukaimu. I1CI1T
samuiner JI1, BeIYMCIIeHHON mpu ero GopmMupoBaHuM Ha Kimode JII momb3oBaTe-
ns. [IpoBepka II1 IICII BeimonHseTCA Ha cepTuduKaTte Kiaoda npoBepku II1 moms-
3oBatensa. [nsa xpanenus [1CIT MmoxkeT MCHoab30BaThc aua - nognucaHHoe CMS-
cooOllleHMe, a TaKXKe CUCTeMHOe xpaHunuile ceptudukaroB OC Microsoft Windows.

4.2 JIoKaJIbHBIH CIIPABOYHHK IOIbL30BaTeIsI

JIoKanbHBIM CIPaBOYHUK I10Ib30BaTens (JICIT) — He3auuieHHOEe XpaHUINIIe, COo-
nepxkaniee ceptuduratil LIC BToporo u 6osee Hu3Kux ypoBHeM, CAC LIC mro0nix
ypoBHel, ceptudukatsl 1IP, pabounii ceptudukat, 3anpocskl PKCS#10, 3ampochl Ha
aHHyJIMPOBaHUeE/IIpeKpallleHue OeUCTBUS, a TakXkKe CTOPOHHUE cepTudukaTthl. [Insa
xpaHenus JICIT moryT ucnonb3oBaThcsa 6a3bl gaHHbEIXx GDBM u ODBC, a TakXke cu-
cteMHOe xpaHunuile ceptudukatoB OC Microsoft Windows.

4.3 BpeMeHHBIE€ CIIPABOYHHUKH B OII€PAaTHBHOM MaMATH

BpeMeHHBIe CIIPaBOYHHUKMH IIO0O CBOEMY q)YHKI_II/IOHaTIBHOMy Ha3Ha4Y€HHUIO aHaJIOTu4-
HBI JIOKAJIBHOMY CIIPABOYHUKY IIOJIE30BATEJIA, 3a UCKIIIOYEHKuEeM TOT'O, 4YTO OHHM CO3da-
IOTCA B OHepaTHBHOﬁ IIaMATH U MOT'YT OBITH MCIIOJIB30BAHLI KaK K3III 00LEKTOB OJIsA
YBeIIU4YEeHUsd IMTPOU3BOOUTEIIEHOCTHU CUCTEMEI.

4.4 CeTeBOH CIPABOYHHK CepTHPHKATOB

CeTeBOl CIPaBOYHUK CEPTU(MPUKATOB — HE3alIUIIIEeHHOEe XPaHUInIle (OInIMoHalb-
Hoe), comepxkailiee ceptudukartsl [IC BTOporo u 6omee HU3Kkux ypoBHei, CAC LIC
mo0OBIX ypoBHEM, cepTudukaTtel 1P, a TakKe CTOpoHHHE cepTudUKATHL. [OCTym K
CCC ocymecTBnsiercs 1o crangmapTHoMy nmpotokony Lightweight Directory Access
Protocol (LDAP).
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5 KITIOYEBAA CUCTEMA

5.1 KpaTrkoe onucaHue CUCTEeMbl yIIPaBI€HHU I
ceprudHUKaTaMH

Cuctemy ynpaBnenus ceprupukatamu (CYC) obpa3yioT Y1l u KoOHEeYHbIE I10JIh30-
BaTesu. B cBow ouepenp, Y1 BKiIo4YaeT Ciienyrlnyie KOMIIOHEHTHI:

— LlenTtp ceptudukamnuu (1L1C);

— LeuTp peructpauuu (LIP);

— CeTeBoi CIIPaBOYHUK cepTuduKaToB (mogpa3nen 4.4).

5.1.1 IlenTp ceprudPHUKAIIUHA

K ocHOoBHBIM QpyHKIUSAM LIC B 4acTH, Kacalollelcss KOHEeYHBIX I10JIb30BaTesien, OT-
HOCSITCS:

— BBIIIYCK CepTU(UKATOB Kiodel nmpoBepku Il monb3oBaTenen Mo 3ampocam OT
LIP cBoero ypoBHa u CAC;

— BemeHue 6a3bl BCEX, U3TOTOBNIEHHBIX faHHBIM LIC, ceptudukaroB u CAC (B Te-
YyeHHe YCTaHOBJIEHHOTO CPOKa XpaHEeHUs) U UX pe3epPBHOE KOIIMPOBaHUE.

5.1.2 IleHTp perucrpanuu

LIP aBnsieTcd €OWHCTBEHHOUW TOYKOM BXoda (perucrpanuu) y4aCTHUKOB CUCTE-
MBI. TOJIBKO 3aperucTpupoBaHHEIU B 1IP monp30BaTesib MOXKET IIOJIy4YUTh CEPTUDUKAT
KJIt04a IIpoBepku IJlI, COOTBETCTBYIOLIUU CBOEMY Kitrouy III.

OcHoBHBIE QyHKIINU LIP:

— perucrTpalus HOBHIX II0JIb30BATEIEeN CUCTEMBI U (popMHPOBaHUE OJISI HUX KITIO-
yeu I u kmrouen mpoBepku III;

— TIOJIy4YeHHue, perucrpainus u oopaboTKa 3alpoCcoB Ha CO3gaHUE CepTU(PUKATOB
KjIro4ed mpoBepku II1 OoT monb30BaTesied CUCTEMEL;

— co3pgaHue u oTmpaBKa B LIC 3ampocoB Ha BHITYCK CEPTUPUKATOB KITI0OUEH IIPO-
Bepku JII monb3oBaTeNnem CUCTEMEI;

— (dopmupoBaHue 111ab6I0HOB CEPTUPUKATOB KiTtouel NpoBepku II1 Ha OCHOBE II0-
JIydeHHBIX 3alIpOCOB C JoOaBJieHMEM B HUX aTPUOYTOB II0JIb30BaTENsI B BULE [OIOJI-
Henuu X.509;

— TIoJIydeHue u 06paboTKa COOOIIEHUM OT II0JIb30BATEIEel 0 KOMIIPOMETAIIUU UX
KJIIO4YEeln;

— agMuHHCTpUupoBaHue CCC;

— 3KCITyaTallusi CUCTEMBI OIIEPATHUBHOTO OIIOBEINEHUS II0JIb30BaTeer 000 Bcex
M3MEeHEHUIX, ITPOUCXOOAIINX B ceTH (0 KOMIPOMETAIIMM KII04Yel, BOCCTaHOBIEHUU
CBSI31 IIOCJIe KOMITPOMETAIIUU KJTI0Uel, BKITIOUeHUY HOBRIX IIOJIb30BaTEJIEH, ITIJTaHOBOM
CMEHe KJII0YeHu | T.I1.), U HoagepkKKa ee QyHKIIMOHUPOBAHUS;

— pa36op KOHGIMKTHHIX CUTyalluid M MOKA3aTEIbCTBO aBTOPCTBA 3JIEKTPOHHOTO
OOKyMeHTa, CHabxkeHHOro III.
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5.1.3 KoHeuYHBbIH IIOJIb30BaTe/Ib

KoHeuHBIN ITONb30BaTENb — 3TO O0OBEKT aBTOMATU3UPOBAHHBIX CUCTEM, SIBIISIO-
IMMCS BiagesbleM cepTudukara. B kaguectse 1O KOHEUHOT O ITOJIb30BaATENSA UCIIOJIh-
3yetrcda [IK «Banupgata KnueHTt».

5.2 CpoOKH IeHCTBHS KII0YeH U cepTH(PHKATOB

Cpoku gerCTBUSA KIIYEeN U CePpTU(PUKATOB B 3aBUCUMOCTH OT YCIIOBUU 9KCIIJTyaTa-
uuu npusenensl B fokymeHnTe BAMB.00060-06 30 01 «CK3H «Banupmata CSP» Bep-
cus 6. Popmynsap».

5.3 Perucrpanusi mojab30BaTeJis

OOm1ast cxeMa perucTpaliy IoJjib30BaTe s mpuBeaeHa Huxe (PucyHok 1).

Koy OIT u 3ampoc Ha co3maHue ceptuduKara MOxKeT OBITh CO30aH KaK CaMUM
IMO/Ib30BaTesieM, TaK U AgMuHHCTpaTopoM unu OmepatopoM LIP B mpoiiecce peru-
CTpall¥y MOJIb30BaTeN .

B mepBoM cnydae monb30BaTelib Ha CBOEM pabodyem MecTe co3maeT Kiod IlI, a
TaKzKe 3anpoc Ha co3gaHue ceptudurarta B popmate PKCS#10. [Tanee nmonb30Ba-
TeJlb CUCTEMHI (MU TOBEPEHHOe JINI0) ITpubkiBaeT B LIP ¢ moKymMeHTaMu, HeOOXOmu-
MBIMU [JIs1 PETUCTPalM MOIb30BaTesis B CUCTEME B COOTBETCTBUHU C PerjiaMeHTOM
9KCIIJIyaTUPYIOIlel OopraHM3allii, a TaKxKe C 3allpoCOM Ha COo3[aHue cepTudukKara
Ha OTYyXKJaeMOM HOCUTEJIE.

Bo BTOpOM ciiyyae moiIb30BaTeslb (UJIM €ro JOBEepeHHOoe JIuIlo) ImpubwsiBaeT B LIP
TOJIBKO C OKyMeHTaMu, HeOOXOOUMBIMHU /IS PETUCTPAIIUH.

ApmunHuctpatop unu Onepatop LIP mpoBepsieT ipefocTaBiieHHEBIE TT0JIb30BaTEIEM
OOKYMEHTHI U, B ClIly4dae yCHEIIHOU NPOBEPKU, IIPOU3BOAUT PErucTpalnio Noab30Ba-
Tensd. Ecnu monb3oBaTesb co3gan cBou K4 IOl ¥ 3anpoc Ha BBIIIYCK cepTU(UKaTa
Ha paboueM MecTe, AnMuHUCTpaTop Ui OnepaTtop LIP mpou3BoguT MpoBEPKY Ipeno-
CTABIIEHHOTO 3alpoca Ha BBIIIYCK cepTudUKaTa, B IPOTUBHOM Ciiydyae AOMHUHUCTpA-
Top unu Onepatop LIP camocTosiTenbHO co3maeT Koy II1 Ojisa monb30BaTens, a Tak-
X&Ke hopMHUPYET 3allpoCc Ha co3faHue cepTuduKara.

[Tocne mpoBepku (popmMupoBaHus) 3ampoca AgMuHucTpaTtop unu Omnepatop LIP
otripasseT ero B LIC. ITocrne BrinycKa ceptudukara LIC nepecrinaet ero B LIP, 0TKy-
ma cepTudUKAT MOXKET OBITh OTIIPABJIEH MOJIb30BATEJIIO 10 3JIEKTPOHHOM ITOYTEe UIIU
BHI[JaH €My IIpU JIMYHOU sABKe B LIP.
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ABOHEHT PKCS#10

e UeHTp Pernctpaumm
v PerucTpaums nonb3osarens
B cUCTEME

[laHHBIE PErUCTPALMM (Co3paHue kniua W 2anpoca

Ha BLINYGCK cepTudmkaTa)
MpoBsepka 3anpoca Ha
BeINyCK cepTudmkara

3anpoc Ha
cepTudhukaTt

Pabouyee mecTto aboHeHTa
{CosgaHwe KmoYa M 3anpoca
Ha BeiNyck cepTudukara)

Lentp Ceprudmkaiimm
Brinyck cepTudomkara

Cepmndpurat

a""} \‘\

CepTudmkaT

Pabouyee mecto aboHeHTa
TTNYHBIN KN4 K
ceptuchukar aboHeHTa

Pucynok 1 - Perucrpanus nojib30BaTens

5.4 TI)naHOoBasi CMeHa KJ/IIoUeun

[Tonp30oBaTenb, UMEIOMUNA OeUCTBYOIIUY K04 D11 B COOTBETCTBYIOINM €My CEP-
TUPUKAT KJTI04a MpoBepku III, ;O OKOHYaHUS CPOKa OeWCTBUSA OAaHHOTO Kimoda III
OOJI2KEH IIPOBECTH IIPOIIEAYPY MJIaHOBOM CMEHHI, T.€. CPOPMUPOBATH HOBHIU KiT04 IT1
1 COOTBETCTBYIOIINI €My 3alpoCc Ha MolydeHue cepTudurKkaTa, 1 Ha OCHOBAHUU IIO-
ClIeJHEero MOJy4YuTh cepTudUKaT Kirtoda nmpoBepku II1 B V1I.

KoHkpeTHBIE CITOCOOHI TTOTy4YeHUsT HOBOTO cepTuduKaTa Kiaoda npoBepku OII, B
TOM YHCJIe MMOPSAO0K MCIIOIb30BaHMUS 3alIPOCOB Ha OyMaXKHBIX HOCUTENSIX U TpeboBa-
HUS K UX 3aBEpPeHUI0, onpenensdioTcsa YL, B KOTOpoM 3aperucTpupoBaH MOJIb30Ba-
TeJlb, ¥ YKa3bIBAIOTCSA B PerjiaMeHTe UJIU APyrOM HOPMaTHBHOM OOKyMeHTe Y1I.

[Tpu mmony4eHUUW HOBOTO cepTUdHUKaTa KiIoda ImpoBepkKu III mmoimb3oBaTenb mo0aB-
JIsieT eT0 B JIOKaJIbHBIM CIIPABOYHUK CEPTUMUKATOB (IPU €ro UCIOIb30BaHUM).

Hez3aponro mo okKoHYaHUS OEUCTBUS TeKyllero pabouero kmtouda Il mosb3oBa-
TeJb AejlaeT pabouyruMu HOBBIY KJTI04 D1 ¥ COOTBETCTBYIOLINM €My HOBHIM cepTUDUKAT
KJII04a nposepku Jll.

Huzxe B HacTosIEeM IToapa3fesie OITMCaHbl BO3MOXKHBIE CIIOCOOHBI TOTYYEeHUS IT0JTh-
30BaTesieM HOBOTO Kitoda JIl m coOOTBETCTBYyIOILETO €My cepTu(UKaTa Kirda IIpo-
Bepku III ucxomsa u3 pyHKUMOHamNa, npepocTaBiasaemMoro [1K «Banupmata KnueHT» n
BO3MOIKHEIX CIIOCOO0B UAeHTU(MUKAIINY TTOIb30BaTENIS.



19
BAME.00077-06 31 01

5.4.1 IlonyyeHue cepTudHKaTA IPH HAeHTH(PHUKAIIUH 10/ IHL30BaTeIsI IPH
JIMYHOMU SIBKE

B maHHOM pa3spesie omucaHbl CIIOCOOBI CO3OaHusA cepTudUKaTa Kifoda IIPOBEPKU
OIl monb30BaTeis, IPU KOTOPBIX €r0 UAeHTU(PUKALIMS BEIIIOJIHAETCS IPU JINYHOU SIBKE
B LIP. ITpu sTtoMm kmto49 III u 3ampoc Ha nonydeHHe cepTuduUKaTa Kiroda IPOBEPKHU
9IT moryT O6BITH COPMUPOBAHLI OHUM U3 CJIEOYIOUIUX CIIOCOO0B:

— ApMmunaucTtpatopoM unu Onepartopom LIP B mpucyTCTBUM II0OJIb30BaTENIsA IIPU
JIN4YHOU siBKe B LIP;

— TIOJIb30BaTEJIEM CaMOCTOSATEJILHO, IIPKU STOM 3alpocC Ha COo3JaHue cepTudukrara
dopmupyetcs B popmate PKCS#10;

— IIPYW HaJIW4WHU JeUCTBYIOIIUX Kitoda 1 u COOTBETCTBYIOIIET0 eMy cepTUdUKaTa
K/Ito4a npoBepku JI1 monb3oBaTesnieM, C moanrucanreM 3anpoca B popmaTte PKCS#10
C UCTIO/Ib30BaHMueM gencTBytomiero kiawda 311 (B8 popmate PKCS#10+CMS/PKCS#7).

B cnydyae, ecnu monb30BaTenb caM (pOpMHUPYET 3anpoC Ha MOJIydeHue
HOBOTO cepTudukata Kimoda mnpoBepku Ol (B d¢opmatre PKCS#10 wunu
PKCS#10+CMS/PKCS#7), oH momXeH IIpuHeCTd ero B LIP B 3/I€eKTPOHHOM BH-
e Ha OTYyXKIaeMOM HOCHUTEIIE.

BreinymieHHBIM cepTU(UKAT II0JIb30BaTelb IIOJIydaeT IO KaHajlaM CBSI3U, HaIlPU-
Mep, II0 3JIEKTPOHHOU [I0YTEe, UJIU «U3 PYK B PYKWU» IIPU JINYHOU sABKe B LIP.

5.4.2 Ilonydyenue ceprudukKara Npu HAeHTHPHUKAIINH II0JIb30BaTe/IsA IO
IeHCTBYIOIIHUM K104y 11 u ceprudHuKaTy Kiaoda nposepku I

Il1st monmydyeHust cepTuduKaTa JAHHBIM CII0COO0M IT0JTb30BATED OIXKEH:

— chopMupoBaTh HOBBHIM KJII04 JII M 3ampoc Ha co3maHKHe HOBOTO cepTudUKaTa
Kiroda npoBepku II1 B popmate PKCS#10;

— IIOOIHCATh 3aIlpoC C HCIIOJIb30BaHMEM OeucTBYyIolero kmioda III (B popmaTte
PKCS#10+CMS/PKCS#7);

— mepenaTth ero B Y1l mo KaHajlaM CBSI3U, HAIIpUMED, IO 3JIEKTPOHHOM II0YTE.

B manHOM cnydae ugeHTUUKAIUS IT0Ib30BaTenss B Y1 6yoeT mpoxXoauTh UCKITIO-
YUTENbHO 110 Jll, BEIMOIHEHHOMN C HCIIOIb30BaHUEM AelCTByLIero Kinwoda I mosmb-
30BaTens.

BrinyieHHBIN cepTU(UKAT IIOJIb30BaTelb IIOJIydyaeT [0 KaHajlaM CBsS3M, HaAIlpU-
MeD, 110 3JIEKTPOHHOU II0YTe, UJIU «U3 PYK B PYKU» IIPU JINUHOU sABKe B LIP.

IIpoBemeHue mMojIb30BaTeieM IBYX (M 00/1ee) mMoapsif IJIaHOBBIX CMEH aH-
HBIM CIIOCOOOM He IOIyCKAaeTCs.

5.4.3 TlonyueHue cepTHdHKaTa NPH HIEHTHPHUKAIHUHU IIOJIH30BaTesIsA C
NpHMEeHeHHEeM HHPOPMaIlHOHHbBIX TEXHOJIOT M

B cnydae ecnu YLI, B KOTOPOM 3aperucTpUpPOBaH II0JIb30BaTeJlb, SIBJIIETCA akK-
KpeOuTOBaHHBIM, OH IOOJI2KEH IIPEeOOCTaBUTh II0JIb30BaATEII0 BO3MOXKHOCTh HUOEHTU-
(pukamuu c npuMeHeHuEM UH(POPMALMOHHBIX TEXHOJIOTUN criocoO0aMu, ITepedyucieH-
HEIMU B nyHKTe 1 cTtathu 13 ®epepanpHOoro 3akoHa Ne 63-03 «O06 371€KTPOHHOU
noanucu» (C yaeToM U3MeHeHUU, BHeCeHHLIX PenepanbHBIM 3aKOHOM Ne 476-03 oT
27.12.2019). Ilpu aToM [J1s1 3QlIUTHI TepegaBaeMbIX OMOMETPUYECKUX IIEPCOHAIbHBIX
OaHHBIX I0JIb30BaTeJIb 00s13aH MCIIOIh30BaTh MMM POBaIbHEIE (KPUIITOTPadUIECKUe)
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CpencTBa, mpepocTaBisieMble Y1, nHadue eMy OyeT OTKa3aHO B TPOBEIEHUU UEHTHU-
pukamuu.
[Tpu ncnonb30BaHUU DAaHHOIO ciocoba uoeHTU(UKAIUN:

— TIOJIB30BATEJIb MOXKET CAMOCTOSITEJILHO COOPMHUPOBATEL HOBBIM Ki1io4 JIT u cooT-
BETCTBYIOIINM €My 3alIpoC Ha CO3[laHre HOBOTO cepTuduKaTa Kioda nmposepku JI1 B
dopmate PKCS#10;

— IIPW HaJIU4YWHU OeuCTByHOLIUX Kitoda DIl ¥ COOTBETCTBYIOIIET0 eMy cepTU(dUKa-
Ta KjIro4a rmposepku I, monb3oBaTenb MOXKeET chOPMUPOBATh HOBBIM K04 Il u 3a-
IIPOC Ha CO3daHue HOBOTo cepTuduKkaTa Kiaoda npoBepku II1 B popmate PKCS#10,
W MOAMNMCATh 3alpoC C MCIOJIb30BaHKMEM IelCcTBylolero kmioda Il (B ¢popmarte
PKCS#10+CMS/PKCS#7).

CdhopmupoBaHHBIM OOHUM M3 YKa3aHHBIX BRIIIIE CITOCOOO0B 3ampoc repenaeTcs B Y1,
YCTaHOBIEHHBIM IIOPSAKOM.

BrinyiieHHBIN cepTU(UKAT IIOJIb30BaTeNlb IIOJIydyaeT IO KaHajlaM CBSI3M, HaAIIPH-
MeD, IO 3JIEKTPOHHOU II0YTe, UJIU «U3 PYK B PYKU» IIPU JINUHOU siBKe B LIP.

5.5 [IeMCTBHUS NPH KOMIIPOMETAIIHH KII0YeH

[Tpu KOMITpOMETAIMHU KJTI04a y IOJIb30BaTelIs OH OOJIKEH HEMEIJIEHHO ITPEKPaTUTh
CBSI3b 110 CETHU C OPYTHMHU I10JIb30BaTEISIMMU.

[Tonb3oBaTenb (MIM aOMUHUCTPATOP MHMOPMAIIMOHHON 0€30IIaCHOCTU OpraHu3a-
IUU) OOIKEeH HEMeOJIeHHO U3BEeCTUTD Y1 0 KoMnpoMeTalluy KII04el I0JIb30BaTeN .

[Ipr Hamu4Yuu CeTeBOT0 B3aMMOOENCTBUS I0JIb30BaTE/lb MOXKET OINOBECTUTH Y1
nmyteM GopMuUpoBaHUS COOOIIEeHUs 0 KoMmopoMmeTalnuu ¢ nomoilnbio [IK «BamupaTta
Knuent».

[anee nonb3oBaTenb popMupyeT HOBBIM K04 I, a TakKe 3alpoc Ha co3TaHue
cepTtudukaTa Kimoda mpoBepku II1. Tak KakK II0Ib30BaTEb HE MOXKET HCIIOIb30BaTh
CKOMIIPOMETHPOBaAHHLIN KJTI0Y O1s (popmupoBaHusa II1 u rmepemayu 3ampoca B 3alllu-
IIEHHOM BH[Ie 10 ceTH, CPOPMUPOBAHHEIM 3aMIPOC BMecTe ¢ OJ1aHKaMU JOCTaBIsIETCS
JIMYHO IT0JIb30BaTesieM (MJIM agMHUHHCTPATOPOM MH(POPMAIIMOHHON 0€30I1aCHOCTH) B
LIP unu XKe goCcTaBKa 3alpoca BBIIIOJIHAETCS 10 OOIOJHUTEIbHEIM 3alllUIIeHHBIM Ka-
HaJjlaM CBS3H.
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6 BU3YAJIIM3AIIUA INOOITUCBIBAEMBbBIX n
SAIMMIAIMAEMbBbIX TAHHBIX

B pmamHOM pa3pesnie m3noxkeH nopAmok Bulyanusanuu B [IK «Bamupmata Kiu-
€HT» JaHHBIX, ITOoAJIeXalluxX nognucanuio nocpenctsoM I, u garnHbIX, III KOTOPHIX
nmpoBepsieTcs. [log Bu3yanu3aledl JaHHBIX IIOHMMaeTcs OoToOpakKeHue HaHHBIX Ha
9KpaHe B popMmaTe, obecrieuynBaoIleM IIPOCMOTP 3TUX OJaHHBIX JIUIIOM, OCYILECTBIIS-
IOLIUM [IOAIIUCaHUe OaHHBIX UJIU IPOBepKy ux 1.

[IpegnuceiBaeMbBIN HUXKe IIOPSALOK BU3yalu3alluy HallpaBJieH Ha BHIIIOJIHEHUE TPpe-
OoBaHUM, yCTAHOBIEHHBIX II. 8 U 1. 9 «TpeboBaHUU K CpeACTBaM 3JI€KTPOHHOU IIOA-
UCH», yTBepKAeHHBIX npukazoM ®CBE Poccuu ot 27.12.2011 Ne 796 (manee — Tpe-
OoBaHUS K BU3yaJiM3alluu).

TpeboBaHUS K BU3yaIu3alluu He IIPUMEHSIIOTCS B cliydae ucmonb3oBanus [1K «Ba-
nupaTa KinueHT» Ojiss aBTOMaATUYEeCKOro CoO3maHus U (MIM) aBTOMaATUYECKOU IIPOBEP-
Ku OII.

6.1 Busyanu3anus o6bekToB CYC
TpebGoBaHUS IO BU3yalInU3alluM OTHOCATCS K cienyroiuM oobekTam CYC:

— CIpPaBOYHUKU CepTU(PHUKATOB KiIo4ueln npoBepku I1I;

— cepTudUKaTH KjIo4en npoBepku III;

— 3aIlpoChl Ha Cco3gaHue cepTudUKaTa Kiaodel rmpoBepku IlI;

— CHOUCKHU aHHYJIMPOBAHHEBIX CEPTU(DUKATOB;

— 3aIpocChl Ha aHHYJIMPOBaHUeE/IIpeKpallleHue OeiCTBUS cepTupuKara;
— COoOOIIIeHusI 0 KOMIpoMeTallum Kiouei I11.

[Tom Busyanusanuei 060bekToB CYC noHUMaeTcss oToOpaXxKeHre CoOCTaBa 9TUX 00b-
eKTOB, T.e. 3HaYEeHUMU ITOJIed CTPYKTYPhl 0OOBEKTOB, IPEIYCMOTPEHHBIX COOTBETCTBYIO-
IIMMHU CTaHOapTaMu. Busyanusaiys JaHHBIX 00bEKTOB OCYHIECTBIISETCS C ITIOMOIIIBLIO
COOTBETCTBYIOILIMX ONIIUN ¥ BKJIaAOK I'paduyeCKOro mojab30BaTeIbCKOT0 HHTepdeiica
[TK «Banupgata KnueHT». [TogpoOHO mopsAmok Bulyanu3amnuu 00beKToB CYC u3noxeH
B nokymeHnTte BAME.00076-03 31 01 «AIIK «“Banupgata YLI” Bepcusa 3.1». Onucanue
MMPUMEHEHUST».

6.2 Bulyanu3anus 3aliUilaeMbIX JaHHBIX

B HacTosmeM pazaesie MpuUBeOeHB CBedeHUS 0 popMaTax JOKYMEHTOB U Cpe-
CTBaxX IIPOCMOTPA JOKYMEHTOB, 00eCIieUYBalOIINX BEIIOTHEHNE TpeOOBaHUM K BHU3Yya-
JTM3alluM B CJIy4ae HCII0JIb30BaHUS YTUINTE KOMaHOHOU CTPOKY, MacTepa yCTaHOBKHU
OIl unu Mactepa npoBepku II1 13 coctana [IK «Banupmata KnueHT» O nognucaHus
u rmpoBepku I paiinos, a TakKKe eCIU M0Ib30BaTeJIb B PyYHOM PEeXHUMeE OTIPaBIIIeT
daiiner Ha 06paboTky ITK «AK CK3M» unu ITK «AK CK3HU. CepBuc».

[Tonbp30BaTe b OOJI2KEH IIPOCMOTPETh JOKYMEHT Iepeld ero noagnucaiueM Uiu Io-
ciie mpoBepKu ero Jl1 B cmy4yae UCIIOIb30BaHUS YTUINTE KOMaHOHOM CTPOKU, MacTe-
pa yctaHoBkU JII nnu MacTtepa npoBepku Jl1. Ecnu 11onb30BaTeNIb B pyYHOM PEXKU-
Me oTtnpasiseT dainel Ha 06paboTky ITK «AK CK3UW» unu ITK «AK CK3U. CepBuc»,
OH HOJIZKEH IIPOCMOTPETh HOKYMEHTHI Ilepel UX OTHpaBKOU Ha mopmnucaHue B [IK
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«AK CK3U» unu IIK «AK CK3U. CepBuc» unu mnocjie 3aBeplieHus npoBepku ux 1
B [TK «AK CK3HW» unu [1K «AK CK3H. CepBuc».

[TopssgoOK MCHOIB30BaHUS YTUJIMTEI KOMaHOHOU CTPOKHU IPHUBEOEH B OOKyYMEHTE
BAMB.00077-06 92 02 «“Banupmata Knuent” Bepcusa 4. McnonHseMbl MOAOYyJib KO-
MaHOHOU CTPOKU. PYKOBOOCTBO IOJIE30BaTENISA>.

[Topsimok ucnonb3oBaHUuA MacTepa yctaHOBKM JOI1 1 MacTtepa npoBepku JI1 npu-
BereH B fokymeHTe BAME.00077-06 92 01 «“BanupaTta Knuent” Bepcus 4. CripaBou-
HUK cepTu(uKaToB. PYKOBOACTBO IOIb30BATENIA».

[Topspmok  ucnomnws3oBaHusa [IK  «AK CK3WM» 1ipuBeieH B OOKYMEHTE
BAMB.00077-06 92 03 «“Banupata KrnueHnTt” Bepcusgs 4. ABTOMaTH3WPOBaHHBIN
knueHT CK3UM. PykoBogcTBO 1onb3o0BaTensg». I[lopsgagok wucononb3oBaHusa [IK
«AK CK3HU. CepBuc» mnpuseneH B pokymMeHnte BAMB.00077-06 92 04 «“Bamnupga-
Ta Knuent” Bepcus 4. ABToMatusupoBaHHbEU KnueHT CK3U. CepBuc. PykoBoncTBO
[1OJIb30BaTEISI».

6.2.1 OOmue TpeOOBaHHUS K UCHOJIb3yeMbIM (popMaTaM JOKYMEHTOB

[Tpu mognucaHuu U IpoBepke III 37TeKTPOHHBIM HOKYMEHT MOOJIKEeH OBLITh MHpefl-
craBiieH B popmaTtax ODF, XML unu PDF.

6.2.2 OOmue TpeOOBaHHUS K CPEeACTBaM MPOCMOTPa JOKYMEHTOB

[IpocMOTP HOKYMEHTOB IIPH UX MOAOIIHMCAHUU U ITPoBepkKe ux 1T HeoOXOOUMO BHI-
TIOJIHATH C IIOMOIIIBIO CIIEAYIOIINX yAOBIeTBOpsiomux TpeboBanusm ©®CB Poccuu mpo-
rPaMMHBIX CPEICTB:

— mns dpaunoB popmata XML — Microsoft Internet Explorer sBepcuu 9.0 umnu Brilile,
Microsoft Edge Bepcum 40.15063 u Britiie, Mozilla Firefox (31.0 unu 6oee HOBBIN),
Google Chrome (36.0 unu 6o1ee HOBBIN);

— nns ¢ainoB popmatoB ODF — Microsoft Office (Word) 2013 unu Bhillie;
— nns daunosB ¢popmaTta PDF — Adobe Acrobat (Reader) Bepcuu 15.0 uiu BhIIIIE.
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IIEPEYEHBb COKPAIIIEHUN

IlaT4yuk CiIly4YauHBIX YUCeIl

JlokanbHBIV CIIPABOYHUK I10Ib30BATEIS
OnepanmoHHas CUCTEMA

[IporpaMMHBIM KOMIIJIEKC

[TepcoHaNbHEIN CIPABOYHUK [10JIb30BaTENISA
CnuCcoOK aHHYJIMPOBAHHLIX CEPTU(PUKATOB
CpencTBo KpuntorpaduyecKou 3alluTe HHPopMauu
CeTeBOU CIPaBOYHUK CEPTU(PUKATOB
CucteMa ymnpaBJieHUs cepTupUKaTaMu
YoocToBepswmui HEHTP

LlenTp peructpanumu

LleHTp cepTudUKaILINN

OJIeKTPOHHas IIOAIIUCH
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JIucT peructpauuv U3AMeHEHUN

Howmepa nucTOB (CTpaHHUI) Bcero Ne moxyMmeH- | Bxogsmmmii |ITogm | daTta
N3Mu3me- 3aMe- HOBBIX QHHYJHU- |JIUCTOB |Ta Ne compoBo-
HEHHBIX |HEHHBIX poBaH- |(CTpa- OUTEJIBHO-
HBIX HUI[) B ro JOKYyM M

JOKYyM maTa
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