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AHHOTAIIUA

[laHHBIM DOKYMEHT COOEPXKHUT OCHOBHEBIE ITpaBHJIa, CBI3aHHBIE C oOeclmedyeHUEeM
WHPOPMAaIMOHHON 06e30IIaCHOCTU NPH SKCIJIyaTallud NPOrpaMMHOTO KOMIIJIEKCa
BAMB.00077-06 «“Banupmata KnueHT” Bepcus 4».

IlaHHBIM JOKYMEHT IIpeaHa3HavyeH I aAMHUHUCTPAaTOPOB HHGpOpMalMOHHOM 6e3-
OMMaCHOCTU ¥ CHCTEMHBIX aOMHUHHCTPATOPOB M MOIKET CIYXKUTb PYKOBOOCTBOM
oI pa3paboTKU MHCTPYKIUKM agMHHUCTpaTOopaM MHOOpPMAaIMOHHOMN 0e30I1aCcHOCTHU
U TI0JIb30BaTeNIAM, 3KCIUJIyaTUPYIOIIUM IIporpaMMHBIU KoMmijiekc BAMB.00077-06
«“BanupmaTta KnueHT” Bepcus 4». [lepen 4TeHreM HACTOSIET0 PyKOBOACTBA HEOOXO-
OVMMO O3HAKOMHUTHCS C 9KCIIJIyaTallMOHHBIMHU JOKyMEHTaMH1 IIPOTPaMMHOT0 KOMII/IEK-
ca BAMBE.00077-06 «“BanupgaTta KnueHT” Bepcus 4», MpUBEeOEHHBIMU B JOKYMEHTE
BAMBE.00077-06 20 01 «“BanupgaTta Knuent” Bepcus 4. BemoMOCTh 3KCIITyaTalliOH-
HBIX JOKYMEHTOBY.
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1 BBEJIEHHUE

B opranusamnuu, sKconyaTtupymomen nporpaMmuabii Kommnekc (ITK) BAMBE.O0077-
06 «“BanupgaTta Knuent” Bepcus 4» (manee — [1K «BanupgaTta KnueHT»), DonXeH OBITh
Ha3Ha4YeH OTBETCTBEHHBIM 3a OpraHu3aluio paboTt no 6e30rmacHOMY MCII0JIb30BaHUIO
[IK «Banupmata KnuenTt» (manmee — ApgMuUHHCTPaATOp HHAOPMAIMOHHON 0e30macHOo-
CTH).

ITpumeuaHue — I1pu Heobxo0umocmu pyHKUUU AOMUHUCMpPAmMopa uHpopmauy,u-
OHHOU b6e3onacHocmu mo2ym OblMb 803/104#CEHbI HA HEeCKO/AbKUX COMPYOHUKO8 U/au
Ha noOpa3deeHue.

Ha AoMuHMUCTpaTopa HPOPMAaIMOHHON 6€30II1aCHOCTHU BO3JIaraeTCs:

— CO3ImaHue MHCTPYKINH, HalTpaBJIeHHLIX Ha oOecrieuyeHne 6e301acHOCTU QYHKIIH-
onupoBaHus [1K «Banunmata KnueHT», moBegeHWe DaHHBIX MHCTPYKIIUM [0 IT0JTb30Ba-
Tenel 1 KOHTPOJIb 3a UX COOMIogeHneM;

— KOHTPOJIb COOMIoeHusT TpeOOBaHMM, ONIMCAHHLIX B HACTOSIIIEM PYKOBOMCTBE U B
mokymenTte BAMB.00060-06 93 01 «CK3U «Banupgata CSP» Bepcusi 6. PyKoBOoOCTBO
aIMHHHCTPaTopa NHOOPMAIIMOHHOM 6e30IIaCHOCTH»;

— KOHTPO/Ib BBIIOJIHEHUS BCEX BBOOMMBIX Ha TEXHOJIOTUYECKOM Yy4YacCTKe
OpPTraHU3allMOHHO-TEXHUUYECKUX Mep 3alluThl paboumx MeCT C YCTaHOBJIEHHBIM
[IK «Banupata KnueHT» OT HeCcaHKIIMOHUPOBaHHOTO gocTtymna (HCH);

— aIMHUHUCTPHPOBaHME MEXaHHW3MOB 3allluThl onepanuoHHOU cuctembl (OC) pa-
6ouux MecT ¢ yctaHoBneHHBIM [1K «BanupaTta KinueHT», KOTOpoe 3aKJIl04aeTCs B BHI-
TIOJTHEHUHU IIPOLleaypP HaCTPOMKHM CUCTEMHOI'0 OKPYKEeHU s, HACTPOUKU U oOecIieuyeHu s
(GYyHKIIMOHUPOBAHUS CPEOCTB 3alllUThHI;

— KOHTPOJIb BBLIIIOJTHEHU S paboT 1o IIPOBEPKE I1eJIOCTHOCTH
[IK «BanupgaTta KnueHT»;

— yhOpaBJieHHe OOCTYIIOM I0JIb30BaTesiel K nmporpaMMHoMy obecneuenuio (I10) u
OaHHBIM, BKJII0OYasi YCTAHOBKY U IEPUOONYECKYIO0 CMEHY IIapoJjiel, yIIpaBJeHue Ccpen-
CTBaMU 3alIWTHl KOMMYHUKAIUH, IepefaBaeMbIX, XpaHUMBIX U 00pabaThiBaeMHbIX JaH-
HBIX;

— aHanu3s copgepxkauus xKypHanosB [1K «Banupgata KnueHT» ¢ nmepuogom He 6osiee
30 gHewu.
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2 OPTAHU3AIIWAOHHO-TEXHUYECKHWUE U
AIMUHUCTPATUBHDBIE MEPOIIPUATHUA

3amuTa 1O u anmapaTtHoro obecnedyenusi or HCJII npu ycTaHOBKE U MCIIOJIb30Ba-
Huu I1K «Banunata KnueHT» IBIsIeTCSI COCTaBHOM 4YacThio 00111el 3agayn obecneye-
HUs 0e30macHOCTH MHPOPMAIIMU B aBTOMATU3UPOBAHHLIX cucTeMax u [IK akcmiya-
TUPYIOIIel opraHu3anuu. [Is obecredueHus 3anuTel nHPopmaruu ot HCJI HeobOxo-
OUMO BBITIOJTHEHHE IIEJIOTO PsAla MepP, BKIIYAKIIINX OPraHu3alluOHHO-TEXHUYECKUEe
U aJMUHUCTPATUBHBIE MEPOIPUATHS, CBA3aHHBIE C OOecmedeHUeM ITPaBUIILHOCTHU
GYHKITMOHUPOBAHUS TEXHUYECKUX CPedcTB 00paboTKu U nmepegayu uHdopMauuu, a
TaKXe YCTAaHOBJIEHHE COOTBETCTBYIOIIUX MPABUII OJIsI 0OCIyKMBAIOIIEro nepcoHania,
aOMUHUCTPATOPOB MHGPOPMAMOHHON 0e30IIaCHOCTH U MOJIb30BaTesiel, 9KCIIIyaTu-
pytomux 1K «Banumata Knuent». 3amura [1K «Banugata Knueut» ot HC]I B aBTO-
MaTHU3UPOBaHHBIX cucTeMax U [1K sKkcITyaTupylolle opraiu3alum JoJi2KHa obecre-
YUBaAThCSA Ha BCEX TEXHOJIOTMYECKUX 3Talax o0paboTku nHopMaluu U BO BCeX pe-
xkuMax pyHKimonupoBanus [1K «Banupmata KnueHT», B TOM 4HCIIe IIPU IPOBEOEHUN
PEMOHTHEIX paboT.

2.1 Odmue TpedoBaHUSA

[Tpu skcnnyartanuu I1K «Banumata KnueHT» ciemyeT IPUHSTD CIeOyIOIe obIue
OpraHu3alOHHLIE MEPHI:

— OOIXKHBI COOMIomaThcsl TpeboBaHUS MO obOecliedyeHWI0 MHGOpPMAIMOHHOU 0e3-
OIIaCHOCTU, U3JI0KeHHBIe B HokyMeHTe BAMBE.00060-06 93 01 «CK3U «Banupa-
Ta CSP» Bepcusi 6. PyKOoBOOCTBO agMUHHCTpPaTopa WHpoOpMalunoHHON Oe30macHO-
ctu». B cnydyae ¢yHkumonupoBaHus I[1K «Banmpata KnmeHT» B BUPTyaJIbHOU Cpe-
oe TaKXXe [OJXKHBI OBITH BBIIIOTHEHHI TpPeOoBaHUS, HM3JIOKEHHLIE B MOOKYMEHTE
BAMBE.00060-06 93 03 «CK3M «Bamupmata CSP» Bepcus 6. OyHKIHOHUPOBaAHUE B
BHUPTYyaJIbHOU cpene. PYKOBOOCTBO agMHHHCTPATOpPa MHGpOPMAIIMOHHONW 06e30macHo-
CTU»;

— MpaBoO OOCTyHa K TeXHUYECKUM cpencTBaM (mamee — IBM) ¢ ycTaHOBJIEHHBIM
[IK «BanupaTta KnueHT» IpenocTaBiIsieTCA TOJIBKO JIUIlaM, U3y4YUBIIUM COOTBETCTBY-
oLUe 3KcnayatanuonHbsle oOKyMeHTHL [IK «BanupaTta KnueHT», a TakXke Opyrue go-
KyYMEHTHI, CO3aHHbIe Ha UX OCHOBE;

— 3amnpemntaeTrcs ucnoab3oBanue 1K «Banupgata KnueHT» 01 3allliTH CBEOEHUH,
COCTaBIAILIUX TOCYAapCTBEHHYIO TalHY;

— MOJIZKHEI COOIIOmaThCs TPeOOoBaHMs MO KOHTPOIIIO 1HeocTHOCTH 10, u3I0XKeH-
HbIE€ B pa3gesie 3 HaCTOSIIero JOKyMeHTa;

— Ha 9BM c ycraHoBneHHEIM [IK «BanupaTta KnueHT» HOJI2KHO HCIIOJIB30BaThCSA
TOJIBKO NIuIleH3uoHHOoe 10 dpupm-m1pon3BoguTene;

— 3ampeIlraeTcs BHOCUTh Kakue-nubo uaMmenenus B I10 ITK «Banupmata KnueHT».

Hnsa 3amutel OBM ¢ ycraHoBneHHBIM [IK «Banupmata KnveHT» OpuMeHsieTCs
KOMIIJIEKC OPraHu3allMOHHO-TEXHUYECKUX Mep 10 00OpPymOBaHMWIO MOMEIIeHUU U
obecIieueHNI0 pexXMMa OOCTyla B HUX, PAa3MENIeHUI0 M IOPSIOKY SKCITyaTalluu
TEeXHUYECKUX CPEICTB.
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Inss obecnmedyeHUsT KOHTPOJSA 3a MAOCTynoM K OBM ¢ ycTaHOBIEHHBIM
I[TIK «BanupgaTta KinueHT» [OOIIOJTHUTEIBHO K MepaM, YKa3aHHBIM B [JOKYMEH-
Te BAMB.00060-06 93 01 «CK3U «Banumata CSP» Bepcus 6. PykKoBomcTBO ap-
MUHHCTpaTopa HWHGOPMAIMOHHOW 0e30macHOCTHU», HEeOOXOOUMO OpraHu30BaTh
3aTupaHue (1Mo okoHYaHUU ceaHca paboTwl [IK «Banupgata KnueHT») BpeMeHHBIX
daiinoB m ¢daitnoB mogkKadku, (POpMHUPYEMBIX UM MOOUPUIHPYEMBIX B IIpPOIlecce
paboTrl [1K «BanmupgaTta KnueHT».

B cnyuae ucnone3zoBanus Ha 9BM [1K «AK CK3W» unu I[IK «CK CK3H. CepBuc»
u3 cocrtana [1K «Banupata KinueHT» OOMOTHUTEILHO HEOOXOOUMO BHITIOJTHATD CIIEdY-
Iole TpeOoBaHMSs:

— nonb3oBaTtenb [IK «AK CK3W» unu [1K «AK CK3H. CepBuc» He OOIKEH UMETh
OOCTYM K ITalikaM, UCIO0JIb3yeMEBIX B paboTe apyrux monb3oBaTtenei [TK «AK CK3M»
unu ITK «AK CK3U. CepBuc»;

— uHble nmoab3oBaTenu OC Windows, He nMelolle agMUHUCTPATUBHBIX IIPUBUJIE-
TMi, He JOJI2KHBI MMETh JOCTYyIIa K nmankam nosb3oBaTtenen [TK «AK CK3W» unu 1K
«AK CK3H. CepBuc».

[Tonp30BaTeNM AOIKHEL CBOEBPEMEHHO CTaBUTh AIMUHUCTPaTOpa HH(POpMaIuoH-
HOM 6€30ITaCHOCTU B U3BECTHOCTh 000 BCEX MHIIMIEHTAX U ITOJ03PUTEJILHBIX CIydasX,
Impou3ouiequIuX mpu padore Ha 9BM c ycranoBneHHbM [1K «Banupmata KnueHT».

2.2 TpedoBanus nmo ycraHoBke IIK «Baamumara KinueHt»

K ycranoBke IIK «Banupata KnueHT» OONyCKarTCA JIUlla, U3Y4YUBIINUE COOTBET-
CTBYIOIYIO 3KCIIJTyaTallMOHHYIO0 JOKYMEHTAILIUIO.

YcranoBka IIK «Banunmata KnueHT» Ha 9BM [osKHa BBIIIOIHATHCS C IIepegaToyd-
HOT'O HOCHUTEJIS, IIOCTaB/IsIeMOI'0 B BUl€ ONTUYECKOI'0 JUCKa UJIU B 3JIEKTPOHHOM BU-
ne. ITocTaBsieMble B 3JIEKTPOHHOM BHIE IIepelaTOYHble HOCUTEJIM B 005I13aTEIbHOM
TMOPSIgKe OOJI?KHBI OBITh 3alIUINEHHBl 3JI€EKTPOHHOM moanuckio (II1).

[lepen ycranoBkou IIK «BanmupgaTta KnueHT» ¢ mepemaTO4YHOrO HOCUTEIS, IMOJIY-
YEeHHOT'O B BU[Ie OIITUYECKOTO OMCKa, MOJI2KHa OBITh BHIIIOJTHEHA TPOBEPKA 11€JIOCTHO-
ctu (ausioB Ha mepefaTOYHOM HOCHUTEJIe C HCIIOJIb30BaHMEM IPOTrpaMMbEI KOHTPOJIS
LIeJIOCTHOCTH.

[lepen ycranoBkou IIK «BanupgaTta KnueHT» ¢ mepemaTO4YHOrO HOCUTEIS, IOJIY-
YEeHHOT'0 B 3JIEKTPOHHOM BH]Ie, HOIXKHa OBITh IpoBepeHa ] maHHOTro mepegaToYHOoT o
HocuTes ¢ ucnonb3oBaHueM I1K «Banumata KnueHT» UIu MHOTO CEPTUDUIIUPOBAH-
HOro cpexncTtsa JII.

AnMuHUCTPATOP HMHAOPMAIIMOHHOM 06€30IIaCHOCTU MOOIXKeH 3abjiaroBpeMeHHO
obecreuuTh 3arpy3ky Ha DBM, Ha KOTOPOM BHIIIOJHSETCS HmpoBepkKa Il momydeH-
HOTO B 9JIEKTPOHHOM BHe IIepedaTOYHOr0 HOCUTEJISI, aKTyaJIbHEIX CePTU(UKATOB U
CIIMCKOB aHHYJIUPOBaAHHBIX CEPTU(PHUKATOB, HEOOXOOUMEBIX [J1s1 MpoBepKu III.
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3 KOHTPOJIb IEJIOCTHOCTH II0

[Tpu ucnonsloBanuu I[1K «Banupgarta KnreHT» HEoOXOOMMO OpPraHU30BaTh KOH-
Tpoinb uenoctHoctu 1K «Banmupata KnuenT», [TK BAMB.00060-06 «CK3U «Banupna-
ta CSP» Bepcus 6», a Takxke cucteMHoro [1O B COOTBETCTBUU C TPeOOBaHUSIMU JIOKY-
meHTa BAMB.00060-06 93 02 «CK3HU «Banugata CSP» Bepcus 6. KOHTpO/b IEI0CT-
HOCTH. PyKOBOCTBO agMUHUCTPATOPa UHGOPMAIIMOHHOM 0€30IIaCcCHOCTH».

Heob6xommMo TakKe OpraHU30BaTh KOHTPOJIb IIEJIOCTHOCTH ITpuKiagHoro [10, B Ko-
Topoe BcTpauBaeTcs [IK «Banupmata KnueHT».

Huxe npusenensl cuucku moayineu [1K «Banupgata KnueHT», momjiexaliux KOH-
Tpomio nenoctHoctu. s [1K, pyHkmmonupyomux coBmecTHo ¢ [TK «Banupata Knu-
eHT», IIepevdeHb (alIoB, MOAJIeKalllnX KOHTPOJIIO [IEJIOCTHOCTHU, IIPUBEEH B 9KCILIya-
TAaIMOHHOM JOKyMeHTanuu cootBeTCcTByIomuX [1K. Crirucku mogyneu cucteMHoro I10
u 1O cpencTB BUpTyalu3alyy, IOAJIeXKalluX KOHTPOJIIO 11eJIOCTHOCTH, IPUBEIEHE] B
nokymenTte BAMB.00060-06 93 01 «CK3U «Banupgata CSP» Bepcus 6. PyKoBoOCcTBO
aIMHHHCTPaTOpa HHOOPMAIIMOHHON 0e30IIaCHOCTH».

B cucremHoM Kartasnore OC: B kKarajore, B KOTOpPBLIH yCTa-

HOBJIeH IIK «CrnmpaBOYHHK cep-
TH(PHUKATOB»:

— zpki.dll; — ZCS.exe;

— zpkissl.dll; — zpkilutl.exe;

— zcertui.dll; — stunnel.exe;

— zpkil.dll; — skzi info.exe.

— zpkicom.dll;

— vcpia2.dll;

— gdbm10.dll;

— intl10.dll;

— iconv10.dll;

— libxml210.dll;
— msvcerl100.dll;
— mfc100.dll;

— vcertmsg.dll;
— mfcm100.dll;
— msvcp100.dli;
— vcomp100.dll;
— atl100.dll;

— zpki.mo (B KaTasore
%WINDIR%\ru RU);

— zpkissl.dll.
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B momonHeHue K IPUBEAeHHOMY IIEPEYHIO B CIIMCOK KOHTPOJIS IIeJIOCTHOCTH HEeo0-
XOIMMO BHECTH Clemyomue Ghanib:

B karanore, B KOoTopbi ycTaHOBJ/IeH [IK «ABTOMAaTH3HMPOBAHHBLIN KJIH-
enT CK3HU» (mo ymonuanuio %WINDIR%\Validata\zpkitray):

- CIPT AC - handler.exe;
- CIPT AC - configuration.exe;
- zlibwapi.dll;

B KartaJjiore, B KOTOPBIH YCTAaHOBJIEH IIK «ABTOMa-
TH3HPOBAHHBLIH KJIMEeHT CK3MU. Monurop» (o YMO/ITYaHHUIO
%WINDIR%\Validata\zpkitraymonitor):

- CIPT AC - monitor.exe;

B karanore, B KOTopblid ycTaHOB/IEH [IK «ABTOMAaTH3HPOBAHHBLIH KJIH-
eHT CK3HU. CepBuc» (mo ymonganuw %WINDIR%\Validata\zpkiservice):

- Validatapkiservice.exe;
- CIPT AC SERVICE - configuration.exe;
- zlibwapi.dll;

B KaTajiore, B KOTOPBIA YCTAaHOBJIEH IIK «ABTOMATH3H-
poBaHHbli KiaueHT CK3HU. CepBuCc MOHHTOP» (II0 YMOJTYaHHIO
%WINDIR%\Validata\zpkiservicemonitor):

- CIPT AC - monitor.exe.
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4 KOHTPOJIb ITPABAJIBHOCTHU PABOTbBI 9BM

IIna oOecnmedyeHUsT KOHTPOJIS NPaBHIBHOCTHM paboTel OBM ¢ ycTaHOBIEH-
HeIM [IK «Banupmarta KnueHT» HeoOXomouMo C TIepuogoM He 0ojiee 72 dYacoB
(3 cyTok) mpouM3BOOUTHL Ilepe3arpy3ky pabortamwiieir OBM ¢ ycTaHOBJIEHHBIM
I[IK «BanupgaTta KnueHT».

[Tpu aToM mepe3arpy3ky paboraiomieit IBM HeoO6XoguMoO IIPOU3BOOUTEL C OTKITIO-
YeHUEM U MOCJIeOyIIUM BKJIIOUeHUueM nutanuss 9BM c 1iesbpio BEIIIOJTHEHUS BCTPO-
€HHBIX B IIOCTOSTHHOE 3allOMUHAaIoIlee YCTPpouicTBO 9BM TecTOB MpoBePKHU paboTOoCIIO-
COOHOCTM alllapaTHHIX PECYPCOB. B cimydae, Korza nmocJje OTKIIo4YeHUus nuTtanus 3BM
manbHene paboTsl ¢ maHHOM OBM He TpebyeTcs, TPOU3BOOUTH Iepe3arpy3Ky He
TpebyeTcs.

Ecnu ycnosus skcunyatanuu [1K «Banupgata KnueHT» TpeOyIOT HEIIPEPHIBHOU pPa-
60THl OBM B TeueHUe OIUTENBHOTO BpeMeHH (0ojiee 3 CYTOK), HOIIYCTUMO OCYIIECTB-
JIATH Iepe3arpy3ky 9BM c ycrarnosneHHEIM [IK «Banupgata KnueHT» ¢ mepuogoM He
0o0Jiee oOgHOT O rofa npu 00s13aTEeIbHOM BHIIIOJIHEHUY CJIEOYIOIIUX YCIIOBUIM:

— Ha 9BM ponxHa OBITH yCcTaHOBIEeHa cepBepHas OC;

— [OJIXKHBI UCIIOJIb30BaThCsA DBM C omepaTUBHBIM 3allOMHHAIOIINM YCTPONUCTBOM
(O3Y) co BCTpOEHHBIMU CpeicTBaMHU, 00eCeynBaloIIuMU OOHapyKeHre U UCIIpaBie-
HUe omunboK rmaMsTu npu cb6osix O3Y (Kak MUHUMYM, C KOHTPOJIEM YETHOCTH);

— [OJIKeH OBITh OpPraHU30BaH IIEPUOOWYECKHUM, He PexKe OJHOTO pa3a B CYTKH,
KOHTpPoJb 1lenocTHOCTH [1K «BanmupgaTta Knuent», [1K, QyHKIIMOHUPYIOIIUX COBMECT-
HO ¢ [IK «Banupata KnuenT», cucteMHoOro u npukiaagaoro IIO ¢ momouibro IIpo-
rpaMMBl KOHTPOJIA 1IeJIOCTHOCTU u3 cocTaBa [IK «Banmupgarta KnueHT» uin nporpam-
MBI TECTUPOBAHUS allllapaTHO-IPOTrPaMMHEIX CPEACTB KPUIITOTrpaguyeCcKoro cepsepa
BAMB.00096-06 12 07 (kommnoHeHT, Bxonsmiui B coctaB [IK BAMB.00096-06 «Cpen-
CTBO Kpunrorpadrnyeckou 3amuTel nHpopMauum «Banupgata Kpunrocepsep» Bepcus
4»);

— OOJIKHO OBITH OpPTraHM30BAaHO IIEPUOOMYECKOEe, He pexXe OJHOro pas3a B
CYTK{, TECTHUPOBAHUWE KOPPEKTHOCTH paboThI IIpolieccopa C WCIOJIb30BAHUEM
IIPOrpaMMbl TECTHPOBAHMS aIllllapaTHO-IIPOTPAMMHBIX CPENOCTB KPHUITOCEpBepa
BAMBE.00096-06 12 07.
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IIEPEYEHBb COKPAIIIEHUN

HecaHKIIMOHUPOBaAHHBIN OOCTYII
OnepanuonHasa cucrteMa (Operating System)
[TporpaMMHBIM KOMIIIEKC

[TporpaMmMHOe obecriedyeHue
OJIEeKTPOHHO-BEIYUCIIUTEIbHASA MalllnHa
9nekTpoHHas nognucsk (Digital Signature)
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JIucT peructpauuv U3AMeHEHUN

Howmepa nucTOB (CTpaHHUI) Bcero Ne moxyMmeH- | Bxogsmmmii |ITogm | daTta
N3Mu3me- 3aMe- HOBBIX QHHYJHU- |JIUCTOB |Ta Ne compoBo-
HEHHBIX |HEHHBIX poBaH- |(CTpa- OUTEJIBHO-
HBIX HUI[) B ro JOKYyM M

JOKYyM maTa
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