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AHHOTAIIUA

HacTtosmuii JOKyMeHT COOePKUT ONNCaHue NOPSAAKa UCIIOIb30BaHUS IIPOrpaMM-
Horo KomIiiekca BAMB.00077-06 «“BanumaTta Knuent” Bepcus 4» (ganee — I1K «Ba-
nupata KimueHT»).

IIOKyMeHT cogepzKUT 00Ilee onucaHue KII4YeBOUM CUCTEMEI, a TaKKe TpeboBaHUSI
K oOecriedeHUI0 0e30IIaCHOCTH HaA BcexX aTanax ucioinb3oBaHus 1K «Banunarta Knu-
€HT».

IToKkyMeHT mpefgHa3Ha4eH [Jis IIoJib3oBaTenel, npuMeHstomux I[IK «Banupmarta
Knuent».

Hacrosmuii 1OKyMeHT COCTaBJI€EH B COOTBETCTBUM C TEXHMUYECKOM cleluuka-
nuen «MHpopMaliMoHHasE TexHOoorus. Kpunrorpadudyeckas 3ailiuTa nHOOpPMaIUU.
CocTaB u comepzKaHUE IIPABUJI IIOJIb30BAaHUS CPEACTB KpUNTOrpadUyueCKOU 3alllu-
TeI nHQopMaruu» (TC 26.2.001-2020) TexHMYECKOT0 KOMUTETA II0 CTaHOapPTHU3alNN
«Kpunrtorpadpuueckas s3ammura naHpopmanun>» (TK 26).
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1 HA3HAYEHME IIK «BAJIMIOATA K/IIMEHT» H
EI'O OCHOBHBIE XAPAKTEPUCTUKHA

1.1 O0mMe cBeIeHUus1

[Tporpammusnii Kommnekc (ITK) BAMB.00077-06 «“Banumata KnueHnt” Bepcus 4»
(mamee — I'IK «BanupmaTta KnueHT») npegHa3HavYeH OJIA:

— HCIIOJIb30BaHMSI B KaueCTBe aBTOMATHU3WPOBAHHOTO pabodyero mMecra KJIMEHTa
ymocToBepstoilero mnexntpa (YLI);

— BCTpauBaHUS B IIPUKIaAHBIE CUCTEMHI (IIPUKJIagHOE IporpaMMHOe obecmede-
HHe) Kpuntorpapudyeckux QyHKIIMU CO3OaHUS W IPOBEPKHU 3JIE€KTPOHHOU IIOOIIHCH
(9I1) c mcnonbp3oBaHUEM CepPTUMUKATOB KIII0Uel mpoBepku II;

— BCTpaMBaHUS B IIPUKJIagHOEe IIporpamMmuoe obecmeudeHue (ITO) xkpunrorpadu-
4YeCKUX QYHKIUY MUPPOBaHUSA U pacIiudpoBaHusa HHPOPMaIUU C UCIIOIb30BaHUEM
OTKPHITBIX KIIIOYEH.

[IK «Banupata Knuent» ¢yHkumonupyer cosmectHo c¢ [IK BAMBE.00060-06
«CpepncTBO Kpunrtorpadrudeckou 3amiuTel nHGopMmauum «Banupmata CSP» Bepcus 6»
(manee — CK3U «BanupmaTta CSP»).

BapuauTtel wucnonmuenuii, coctaB I[IK «Bamupmata KnueHT» u  TpeboBaHUSA
K anmapaTHOMYy M IpPOrpaMMHOMY o0OecCliedeHUI0 TNpuBEeOeHbl B [TOKYMEHTe
BAMBE.00077-06 30 01 «“BanupgaTta KnueHnt” Bepcusa 4. @opMyisap».

OnucaHve OCHOBHBIX (DYHKIWH, BBINIOJHSAEMBIX TPOTPAMMHBIMU KOMIIJIEKCAMU
(TIK) m komrmoHeHTamMu u3 cocTaBa [IK «Banunmata KnueHT», IpuBeOeHO B JOKyYMEHTE
BAMB.00077-06 31 01 «“BanupgaTta Knuent” Bepcus 4. Oniucanue IpuMeEHEHUI».

1.2 Peanu3yemble KpUNTOrpaduIeCKHe aIir OPUTMBI

[IK «Banupmata KnueHT» peanu3yeT Kpunrorpapuyueckue ajarOpUTMEL COTJIACHO
CIeOyIOIIUM CTaHOapTaM:

— I'OCTP 34.10-2012 (I'OCT 34.10-2018) «MudpopmamnonHasa TexHonorusa. Kpum-
Torpadudeckas 3amura nHpopmManuu. [Ipoiecce GopMUPOBAHUS U IIPOBEPKU 3JIE€K-
TPOHHOU ITU(PPOBOU IIOOIIHUCHU»;

— I'OCTP 34.11-2012 (I'OCT 34.11-2018) «MMudpopMalinoHHasA TexHoaorusa. Kpur-
Torpadudeckas 3ammura nHPopManuu. OyHKIUS XIIIUPOBAHUS»;

— T'OCT 28147-89 «Cuctembl 00paboTKu nHboOpMaIuu. 3aliuTa Kpunrorpapuye-
CKasi. ATOpuUTM KpUnTorpadudeckoro npeodpa3oBaHUS»;

— I'OCT P 34.12-2015 (I'OCT 34.12-2018) «MudopMmaiinoHHasA TexHoaorusa. Kpur-
Torpadudeckass 3amnura uHpopMmaluu. brounsie mugpr» (67109HbIe MUdpPH «Mar-
Ma» U «Ky3Heduk»);

— I'OCT P 34.13-2015 (I'OCT 34.13-2018) «HubopmMaliMOHHAsET TEXHOJIOTHUS.
Kpunrorpadpuueckass 3amnmumra uHbopMmaruu. Pexxumbl pa®oThl OJTOYHBIX ITHEGPOB»
(6rmounnie mudpel «Marma» u «Ky3Hednk» B pekuMax IIPOCTOM 3aMeHbI, TaMMUPO-
BaHUS U BEIPAOOTKN UMUTOBCTABKH).
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ITpumeuaHus

1 IOasa nposepku 3II 8 I[IK «Baaudama KaueHm» peaauszosaHa nodoepacka ' OCT
P 34.10-2001 «HHpopmauyuoHHasa mexHosio2usi. Kpunmoezpaguueckas 3aw,uma uH-
¢dopmauuu. Ipoueccwvl popmupoB8aHUA U NPOBEPKU 31€KMPOHHOU uupposoti noonu-
cu» uI'OCT P 34.11-94 «HH$popmauuoHHasa mexHoao2uAa. Kpunmoepaguueckana 3a-
w,uma uHpopmayuu. PYHKUUA X3WUPOBAHUA».

2 MeowceocyoapcmeeHHbvle cmaHOapmbl I'OCT 34.10-2018, I'OCT 34.11-2018,
I'OCT 34.12-2018 u I'OCT 34.13-2018 onpedeastom kKpunmozpaguueckue mexd-
HU3Mbl, cognadarwu,ue ¢ Kpunmozpagpuiyeckumu mMexaHudmamu, onpedeseHHbIMU 8
HauuoHanavHbix cmaHoapmax Poccutickoti ®edepauuu I'OCT P 34.10-2012, TOCT P
34.11-2012, TOCT P 34.12-2015 uI'OCT P 34.13-2015 coomeemcmeeHHO.

[IK «BanmupmaTta KnueHT» peanusyeT Kpunrorpadudeckue npeodpa3oBaHUsI B CO-
OTBETCTBUM C PeKOMeHOalusaMM II0 CTaHOApPTHU3allMM, IPUBEOEHHBIMU B JOKyMEHTE
BAMBE.00060-06 30 01 «CK3H «BanupmaTta CSP» Bepcus 6. ®opMynsap».

B IIK «Banumata Knuent» npumeHsierca CMS/PKCS#7 ¢dopmaT 3allUIEHHBIX
(TmoammMCcaHHBIX ¥ 3alIU(POBAHHBIX) JaHHBIX.

3amuitaeMas nHpopmMmanusa (TeKCT, BugeousobpakeHue U T.[I.) IPeCcTaBIsieTCs B
BUpe OMHApHOM IIOCJIeN0BaTEIbHOCTH.

1.3 I'padugeckue uarepoencsol [IK «Baaumara Knuenr»

[IK «BanupgaTta KnueHT» mIpenoCcTaBiseT cienyioiue rpapudyeckre nHTePHEnCchl
IJIs1 B3aUMOJEUCTBUSA C II0JIb30BaTeIeM:

— IIK «CripaBOYHUK CEPTUPUKATOB»;

— IIK «ABTOMaTu3upoBaHHbIM KIMeHT CK3U» u «ABTOMaTU3UPOBaAaHHBIU KJIMEHT
CK3HU. CepBuc»;

— IIK «ABTOoMaTtusupoBaHHbIM KiaueHT CK3U. MoHutop» u «ABTOMaTHU3UPOBaH-
HBIU KnTueHT CK3U. CepBUC MOHUTOP»;

— pacummpeHue ITPOBOTHUKA;
— YTHJINTA KOMAaHIHON CTPOKH.

[TogpoOHas uH(popMalus O ITOPsAOKe PabOTH C IIepeYnCcIEeHHBIMU BhIIIEe UHTEP(de-
camu npusefeHa B nokymeHTe BAME.00077-06 31 01 «“Banupata KnueHT” Bepcusa
4. OnucaHue IIPUMEHEHUSI» U COOTBETCTBYIOIIUX PYKOBOACTBAaX IIOJIb30BaTeId.
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2 KIIIOYEBAAd CHUHCTEMA HW KIJIIOYEBDBIE
HJOKYMEHTDI

2.1 Acnonb3yeMasi KJIl0UueBasi CHUCTeMa

B kauecTBe kiroyeBou cucteMel [1K «Banupmata KinueHT» UCIIOIB3yeTCs KIII04YeBasi
cucteMa, peanu3oBaHHas B CK3M «Bamupmata CSP». OnucaHue KJIIO4YeBOU CUCTEMEI
npusBenero B fokymeHnTe BAMBE.00060-06 98 01 «CK3HU «Banugata CSP» Bepcus 6.
[IpaBuia MOJIBE30BaHUS».

KntoueBass cuctema CK3U «Banupmata CSP» sBjIsieTCa CUCTEMOU C OTKPHBITHIM
pacupeneneHreM KIII0OYel Ha OCHOBE aCMMMETPUYHOU KpUITOrpaduu, B KOTOPOU
KUCIIOJIb3YEeTCs Ilapa aCUMMETPUUYHBIX KJII0OYeHl: OTKPBITBIM KJII0UY (KJII0Y IIPOBEPKU
OIl, OTKPHITHIM KJTI0Y IMM(MPOBaHUS) M 3aKPHITHINM KITI0Y (K04 JOI1, 3aKpHITHINA KITIOY
KU poOBaHUA).

Cpoku penctBus Kiawoden Il u ceptuduratoB Kimouerd npoBepku JI1 B 3aBucu-
MOCTHU OT YCJIOBUU 3KCIUTyaTaluuu npusegeHbl B fokymeHTe BAME.00060-06 31 01
«CK3HU «Banupgata CSP» Bepcusa 6. OniucaHve IpUMeEHEHUS».

2.2 KpaTKoe OIIHCaHHue CHCTeMbl YIIpaBJICEHHSs1
ceprudHUKaTaMH

Cuctemy ynpapieHusi ceptudukatamu o6pa3yioT Y1 u KoHeUHbIe IT0JTb30BATETH.
B cBor ouepenp, Y1 Bkiro4yaeT ciienyroinyre KOMIIOHEHTHI:

— Leutp ceptudpukamnmuu (LIC);

— LeuTp peructpauuu (LIP);

— CerteBoii cupaBouHUK ceptudurartoB (CCC).

2.2.1 IleHTp cepTUPHUKAIUUA

K ocuoBHBIM ¢pyHKIIHSAM LIC B 9acTH, Kacarmeucs KOHEeYHBIX 10JIb30BaTesiel, OT-
HOCSTCH:

— BBIIIYCK CepTU(UKATOB KI04yen npoBepku JII monb30BaTeiend Mo 3anpocam OT
LIP cBoero ypoBHAa u CAC;

— BeqeHUe 0a3bl BCEX, U3TOTOBJIEHHBIX AaHHBIM LIC, ceptudukatoB u CAC (B Te-
YyeHVe YCTAaHOBJIIEHHOI'O CPOKa XpaHEHUs) U UX PE3ePBHOE KOIUPOBaHUE.

2.2.2 IleHTp perucrpanuu

LIP aBnsieTcd €OWHCTBEHHOW TOYKOM BXoda (perucrpalnuu) y4aCTHUKOB CHUCTE-
MBI. TOJIBKO 3aperucTpupOBaHHEIU B 1IP monp30BaTesib MOXKET IIOIyYUTh CEPTUDUKAT
KJII04a IpoBepkKu Oll, COOTBETCTBYIOIUUA CBOeMY Kitouy JI1.

OcHoBHBIE QyHKIINU LP:

— perucrpalus HOBHIX II0JIb30BATEEN CUCTEMBI U (popMUPOBaHUE OJISI HUX KITIO-
yeu I u kmouen mpoBepku III;
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— TOJIydyeHHUe, perucTtpaiius u o6paboTKa 3alpoCcoB Ha CO3[aHUe CepTU(GUKATOB
KJIro4ed mpoBepku II1 OoT mmonb30BaTeied CUCTEMEL;

— co3gaHue u oTmpaBKa B LIC 3ampocoB Ha BHIIIYCK CEPTU(PUKATOB KIII0OUEH IIPO-
Bepku JIl monb3oBaTenen CUCTEMEI;

— (¢opmupoBaHUe 11a0JI0OHOB cepTUGHUKATOB KJTI0oUel npoBepku D11 Ha OCHOBeE II0-
JIy4eHHBIX 3alIpOCOB C M00aBIeHNEM B HUX aTpuOYTOB II0JIb30BATENISI B BUAE OOIMOII-
Henuu X.509;

— TIoJIydeHue um 0o6paboTKa COOOMIEHWM OT II0JIb30BATEIEel 0 KOMIPOMETAIINU UX
KITI0Yeu;

— agMuHHUCTpUupoBaHue CCC;

— 3KCIJIyaTallisi CUCTEMBI OIEPATHUBHOTO OIIOBEINEHUS I10JIb30BaTesed 000 Bcex
M3MEHEHUIX, ITPOUCXOOAIINX B ceTH (0 KOMIPOMETAIIMM KII04Yel, BOCCTaHOBIEHUU
CBSI31 IIOCJIe KOMITPOMETAIIUU KJTI0Uel, BKITIOUeHUY HOBBIX ITOJIb30BaTEJIEH, ITJIAaHOBOM
CMEHe KJII0UeHu U T.I1.), U HoagepkKKa ee QyHKIIMOHUPOBAHUS;

— pa300p KOHGIMKTHRIX CHUTYaIlUHd M JOKAa3aTeIbCTBO aBTOPCTBA 3JIEKTPOHHOTO
OOKyMeHTa, CHaOxkeHHOro III.

2.2.3 KoHeuYHBbIH IIOJIL30BaTeIb

KoHeuHEBIN ITONTB30BATENIh — 3TO OOBEKT aBTOMATHU3WPOBAHHBLIX CUCTEM, SIBIISIO-
IIUMCS BadenblieM cepTudukrara.
B kauecTBe [10 KoHeuyHOTr O nonb30BaTeng ucnonb3dyercsa [IK «BanupmaTta KinueHT».

2.2.4 CeTeBOH CIPAaBOYHHK CepTH(PHKATOB

CeTeBOlU CHpPaBOYHUK CEPTUPUKATOB — XpaHUHUINe (OIIHMOHAIbHOE), comepkKa-
mee ceptudukaTel LIC BTOporo u 60jiee HU3KUX YPOBHEM, CIIMCKYU aHHYTMPOBAHHBIX
ceptudukatoB (CAC) LIC mobrix ypoBHel, cepTudukaTel 1P, a Takxke cepTuduKa-
Tl TTonb30BaTenei. [Joctyn K CCC oCyIIecTBAsETCA IO CTAaHOAPTHOMY IIPOTOKOILY
Lightweight Directory Access Protocol (LDAP).

2.3 YopasBjieHHe KJII0YeBOH CHCTEeMOH

[Tpu paborte c [TK «Banupgata KnueHT» KaXKabli I0Ib30BaTElNb, 00JIafalo0IInii Ipa-
BOM MOANHUCHU (MU MHU(PPOBAHUS), CAMOCTOSITEIbHO (popMUPYyeET UM Hojy4daeT B Y1]
nuuyHble K04 JOIl (Ha oTuyxkpmaeMoM HocuTesne) U Kiwod mnpoBepku Il (B cocTase
cepTtudukKaTa Kiaoda npoBepku II1, uagaBaemoro YI1I).

YnpaBneHue KBaIuPUIIMPOBAHHEIMU CepPTU(PUKaATaMU KiIouel mmpoBepku II1 npu
ncnonb3oBanuu I1K «BanumaTta KnueHT» JOIKHO 00eCIIedYnBaThHCS C MCIIOJIb30BaHU-
eM cpencTB Y1, umelomux geucTBynomu ceptuduratr coorsetcTtBusi ®Ch Poccuu,
a TakXke KJo4d npoBepku JII B popmaTe, COOTBETCTBYIOIIEM PEKOMEHOALUSIM II0
crangaptusanuu P 1323565.1.023-2018 (yTBepkKaeHB NpuKa3doM PoccTaHpmapTa OT
26.12.2018 Ne 1155-cT).

Kmnacc cpenctB Y1, ¢ mOMOIIBI0 KOTOPEIX (OPMHUPYETCS CePTUPUKAT KiIoda IIPo-
Bepku Oll, moskeH OBITH He HUXKe Kiiacca ucrnonb3dyemoro [1K «Banupata KnueHT».

B kKauecTBe HocuTesned KPUNTOTpadUUeCKUX KITI0UYEeH OOJIZKHBLI HMCIIOJIb30BaThCS
HocuTenu, yKa3daHHble B foKyMeHTe BAME.00060-06 30 01 «CK3U «Banunmata CSP»
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Bepcus 6. opmynsap».

[InanoBas cmeHa Kintodelr JI1 ¥ cOOTBETCTBYOILIUX KII04Yelr MpoBepKu II1 BEIIOI-
HsSIeTCSI B COOTBeTCTBUHU C TpeboBaHusMu YLl u mokymenta BAMBE.00077-06 31 01
«“BanupgaTta Knuent” Bepcusa 4. Onucanve IPUMEHEHUI».

Bnapenen kno4eBol nHpOpMaum OJOIXKEH 00eCIIeYUTh ee COXPaHHOCThD, a TaKXkKe
NPUHUMATh BCE BO3MOXKHBIE MEpPHI OJid NMpPefOoTBpPallleHUus ee MOTEPU, PaCKPBITHS,
MOOUGUIUPOBAHUS UJIM HECAHKIIMOHNUPOBAHHOI'O UCIIOJIb30BaHUS.

OTBEeTCTBEHHBLIM 3a OpraHu3aluio paboT mo 6e30IIacHOMY HCIIOJIb30BaHuio ITK
«BanupgaTta KinueHT», B TOM 4ucCJie, KIIOYeBOM HHGOPMALINHU, SIBJISETCS aIMUHUCTPA-
TOp MHGOPMAIMOHHOU 6€30acHOCTH.

[Topsimok obecreyeHusi 6€30MaCHOCTH KJII0YEeBOM MHGOPMAIUU, B TOM YUCJIE:
— TIOJTHOMOYHUS afMUHUCTpPaTopa UHPOpMaImoHHOM 6€30I1aCHOCTH;

— 00513aHHOCTM I10JIb30BaTeNSA U afMUHUCTPaTOpa MHGOpPMalMoOHHOM O0e30macHo-
CTHU;

— OpraHu3allMOHHO-TEXHUYECKHEe MePHI U CPEeICTBa, He0OX0oOUMEIe [Jisg obecneye-
HUS 6€30TIaCHOCTHU KJII0UeBOM MHPOpMAIINU;

— TIOPSIAOK oOpallleHUs C KITI0OYEBBIMU HOCUTEJISIMU;
— TIOPSIOOK Pe3epPBUPOBAHUS KITIOUEBON MHGOPMAIIUY;
— TIOPSIOOK YHUYTOXKEHUS KITIOYeH,

npuBegeH B pOokymMeHTax BAMB.00077-06 93 01 «“Bamupata KrnueHT” Bep-
cuss 4. PyKOBOACTBO aAgMUHHCTpPaTopa HHPOPMAIIMOHHON 06e30macHOCTHU» U
BAMBE.00060-06 93 01 «CK3M «Bamumata CSP» Bepcus 6. PykKOoBOOCTBO agMu-
HUCTpaTopa UHPpOpMaIMOHHOM 0€30IIaCHOCTH ».

[TopsigoK OeuCTBUM IIPU KOMIIPOMETAIIUU KII04YeBOM MH(POPMAILIUU OIIPeaesieTCs
nokymeHTOM BAMBE.00077-06 31 01 «“Banupgata Knuent” Bepcus 4. OnvcaHue Ipu-
MeHeHUus» U TpeboBaHusaMH Y1I.
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3 IIOPAIOK PACIIPOCTPAHEHMSA U YUYETA IIK
«BAJIMIOATA KIIMEHT»

3.1 CoocoOn1 nepenauyu 1 xpaHenus I[IK «Bamumara KaueHnrt»

[Tepepmauya IIK «Banupata KnueHT» U JOKYMEHTALUM B 3KCIUIyaTUPYIOIIYIO Opra-
HU3alMI0 OCYIIEeCTBISAETCS Ha OIITUYECKOM HOCUTEJIE, He OOIIyCKalollleM Iiepe3alncCh
“HOpPMAalNU, UIU B 3JIEKTPOHHOM BH[e C 00ecIliedYeHuEeM IIeJIOCTHOCTU AUCTPUOYyTH-
Ba mocpenactsoMm OII.

IucTpuOyTUB COIIPOBOXKIOAETCS BEOOMOCTHIO MAIIMHHOTO HOCUTENS 3alucu
(BMH3), comepxkaiei nHbOpMalLMIO O X3UI-KOaX apXMBOB C IIPOTrpaMMHBIM obec-
Ime4yeHueM U JOKYMEHTAallel, BRIUKUCJIEHHBIX 10 aJITOPUTMY X3IIUPOBaHUA COTJIaCHO
I'OCT P 34.11-2012 (B ¢popmaTe IpOTOKOJIa IPOBEPKHU, GOPMUPYEMOT0 IPOrpaMMOM
KOHTPOJIS IIEJIOCTHOCTH).

OTasloHHBIE IUCTPUOYTUBHI C MOATBEPXKAEHHOM 11€JIOCTHOCTHIO TOJIXKHBI XPaHUTHCS
B YCJIOBU X, MCK/IIOUAIOIINX BO3MOXKHOCTD IIOAMEHH yCTaHOBOYHEIX (DArijioB U (paiiyioB
BepupUKaInU.

[Tpu monmy4yeHUU OAUCTPUOYTHBA SKCILTyaTUPYIOIlasd opraHu3alyds OCYIIEeCTBISET
BHEITHWY KOHTPOJIb HOCUTENA (IIPOBEPKa MapKUPOBKM), a TaKXKe BHYTPEHHUU KOH-
TPOJIb (IpoBepKa KOMIIJIEKTHOCTH M KOHTPOJIb II€JIOCTHOCTH OUCTpuOyTusa). Kon-
TPOJIb LIEJIOCTHOCTU OUCTPUOYTHUBA OCYIIIECTBIISIETCS B COOTBETCTBUM C JOKYMEHTaMH
BAMBE.00077-06 93 01 «“Banupmata Knuent” Bepcusi 4. PyKoBOACTBO agMUHHUCTPa-
Topa nHPopMalmoHHou 6e3omacHocTu», BAMB.00060-06 93 02 «CK3U «BanupaTta
CSP» Bepcusa 6. KoHTpoib 1IeIOCTHOCTU. PyKOBOACTBO agMUHUCTpPaTOpa HHpOpPMa-
moHHOM 6e3omacHocTu» 1 BAMB.00060-06 92 01 «CK3U «Banmumata CSP» Bepcus
6. [IporpaMMa KOHTPOJISA LI€JIOCTHOCTU. PYKOBOICTBO I1OJIb30BATEIS».

3.2 IMo3k3emmasipubin yuéT [IK «Baaumara Knuenr»

[IK «BanmupgaTta KnueHT» IMOOJIEKUT MOSK3EMIIIIPHOMY YUETY C UCIIOJIb30BAaHUEM
WHIOEKCOB HUJIM YCJIOBHBIX HAUMEHOBaHUM U PErdCTPalMOHHBIX HOMEPOB, OIlpenerse-
Mbeix ®CB Poccumn.
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4 TPEBOBAHHA 110 OBECIIEYEHUIO
BE3O0OIIACHOCTH IIK «BAJIMIJATA KIIMEHT»

4.1 TpeOoBaHHus IO 00ecIIeYeHHI0O 0€30IIaCHOCTH NMPH BBOJE
ITIK «Banupmara KiimeHT» B 3KCIL/IyaTallUIO

4.1.1 TpeooBanusi K BcrpauBanuio IIK «Bamumara KiaueHTr» B
NPHKJIAJHLEIE CHCTEMbI M K MNpoBeaeHHI0 ucciaemoBanuin IIK «Baaummara
KnueHT»

I[Ipu BcTpamBanuu I[IK «Banupmata KimeHT» B COOTBETCTBUM C OOKYMEHTOM
BAMB.00077-06 33 01 «“Banmupmata KnueHT” Bepcus 4. PyKoBOOCTBO IIporpaMMu-
cta» unu gokymentom BAMBE.00077-06 33 02 «“Banupgata Knuent” Bepcusi 4. bub-
JIMOTEKa ITPUKIIAHOTO IIPOorpaMMHOTr0 uHTepderica paboThl ¢ cepTuduKaTaMu OJIst
mwtatdopmbel Microsoft .NET Framework. PykoBomcTBO mporpamMmucTa» B IpPUKJIIaf-
HBIE CHUCTEeMBI HeO0OXOOMMO ITPOBOIOMWTH ITPOBEPKY (OIIEHKY) BJIMSHUS allllapaTHHIX,
MporpaMMHO-aIIlapaTHLIX U IPOTPaMMHBIX CPEOCTB CeTH (CHUCTEeMBI) KOH(MUOEHIIU-
aJIbHOM CBsI3U, C KOTOPBIMU IIpeAIojiaraeTCs ero mraTHoe (PyHKIMOHWPOBaHUE, Ha
BBLITIOJTHEHME TIPEeObsIBJIEHHBIX K MAHHOMY CPE[CTBY TpeOoBaHMUM, B CIEOYIOIINX CIIY-
Yasgax:

— ecnu uHpopMalusa KOHPUOEHIINaIbHOI0 XapakKTepa NOOJIeKUT 3allluTe B COOT-
BETCTBHUHU C 3aKOHOOATeIbCTBOM Poccuiuickou ®Penepaniuu;

— IIPU OpraHU3aluy KPpUOTOrpadpuiIeCKOM 3allUTH HHPOPMalny KOHGUOEHIINalIb-
HOTO XapakKTepa B pemepalbHBEIX OpraHax MCIIOJIHUTEIbHOU BJIaCTH, OpraHaxX UCIIOJI-
HUTENbHOM BlIacTu cyobeKToB Poccutickoit ®enepaliuuy;

— IPU OpraHU3alUU KPpUNTOrpadrUiIeCKOM 3allUTH HHPOPMaIny KOHGUOEHIINAIIb-
HOT'O XapaKTepa B OpraHu3alusax He3aBUCHUMO OT UX OpPraHU3allMOHHO-IIPaBOBOU Qop-
MBI 1 (OPMBI COOCTBEHHOCTH TP BBIITOJTHEHUUW MUMHU 3aKa30B Ha IIOCTABKYy TOBApOB,
BBITIOJTHEHUM PabOT MIU OKa3aHUM YCIIYT [OJII TOCYIAaPCTBEHHBIX HYXKI;

— ecnu 00s13aTeNIbHOCTh 3alIUThl MHGOPMAIMU KOH(MUIEHIINAIbHOTO XapaKTepa
BO3JIaraeTcs 3aKOHOOaTenbCTBOM Poccutickoii ®emepaliiy Ha UL, UMEIOIINX JOCTYII
K 9TOH I/IH(I)OpMaL[I/II/I WA HaJeJIEHHBIX IIOJTHOMOYMUSIMU II0 PACIIOPAZKEHHWIO CBEOEHHU-
SIMU, COIePKaUIUMUCS B TaHHOU MHPOPMaAIINY;

— 1pu o6paboTkKe mMHPOpMaIUU KOH(PUAEHIMaTbHOIO XapaKTepa, objiagaTesieM
KOTOPOU SIBJISIIOTCS TOCYLapCTBEHHBIE OPTraHbl UJIM OpraHu3alluy, BEIIIOJIHSIOIINE TO-
CyODapCTBEHHBIE 3aKa3kbl, B CIlydae IPUHATUS UMU MeDP 110 OXpaHe ee KOHPpUAeHIaIb-
HOCTH IIyTEM MCHOJIb30BaHUS CPEICTB KPUNITOTrpapuueCKOU 3allUThHI;

— 1pu 00paboTke nHPopMaImu KOHPUOEHIINATbHOT 0 XapakKTepa B roCyoapCTBEH-
HBIX OpraHax M B OpraHM3alldsaX, BRIMTOJIHSIOIINX I'OCYyIapCTBEHHbIe 3aKa3kl, 00JIaga-
TeJIb KOTOPOU ITPUHUMAET MePH K oXpaHe eé KOHDUOEeHIINaIbHOCTH IIYTEM YCTaHOB-
JIeHUST He0OXOOUMOCTH KPUIITOrpaduIeCKOM 3aIUThl JaHHON MHGOPMAIIUH.

B ocTanbHEIX ClIy4YasX YKa3aHHAs TPOBEPKa HOCUT PeKOMEHIaTe IbHBIN XapaKTep.
B pamkax paGoT no npoBepke (OlleHKe) BJIMSHUS He00X0OUMO ITPOBOOUTE CJIEYIO-
IIIMe UCCIIeqOBaHUA:

— TIPOBEPKY BHIIOJTHEHUS TpeOoBaHUM M pPeKOMeHOallul, YKa3aHHBIX B OKYMEH-
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Tanuu Ha [IK «BanupgaTta KnueHT»;

— IIPOBEPKY OTCYTCTBUS YXYyOIIEHUMN HHXKEHEPHO-KpUNTOTrpapuiIeCKUX CBOUCTB
I[IK «BanupgaTta KnueHT»;

— TIPOBEPKY BHIMIOIHEHUS TPeOOBaHUM K KOHTPOJIIO II€JI0CTHOCTH;

— aHaJIu3 JOKyMEeHTAalluU ITPUKIIaJHOT0 IIPOorpaMMHOro o0ecrnedeHusi, UCIIOIb3Y-
omrero 1K «BanupmaTta KiaueHT»;

— TIPOBEPKY BHITIONTHEHUS 1. 8 U 11. 9 TpeboBaHUM K cpeacTBaM I, yTBepKAEHHBIX
npukasoM OCB Poccuu ot 27.12.2011 Ne 796;

— nposepky [IO BIOS/UEFI 9BM, Ha kotopou ¢yHkKmuonupyet [1K «Banuparta
KnueHT», B COOTBETCTBUU C HOPMaTUBHO-MeTogudyecKumMu gokymeHtamu ®CBHE Poc-
CUH B 4YacCTu npoBeneHus ucciaegosanus 10 BIOS/UEFI.

YkazaHHas npoBepKa (OLleHKa) OOJI2KHa IIPOBOAUTHCS 10 TEXHUYECKOMY 3aJaHUIO,
corjiacoBaHHOMY C LleHTpoM 3amuThl HH(poOpMaluu U cuenuaibHou cBsA3u ®CH Poc-
cuu. [IpoBepka OOIKHaA HNPOU3BOOUTHLCS CIEUaIM3MPOBAHHLBIMUA OpPraHU3allusIMU,
umeromumu nuneH3nio OCb Poccuu Ha ykKa3aHHBIM BUI OESATEIbHOCTU U COOTBET-
CTBYIOIIYIO aKKPEeOUTAIINI0 UCIIEITAaTeIbHOM Tab0opaTOPUH.

[Ipu peanmzanuu c ucnonb3oBaHueM [IK «Banupmata KnueHT» Kpunrorpadude-
CKHUX TIPOTOKOJIOB, 00eCIIeYnBaOIINX 3alllUTy OaHHBIX, IepefaBaeMbIX 0 KaHajlaM
CBsI3M, HeoOXoOguMa cepTudHUKaIus yKa3daHHOM peanusanuu 1o tpebdoBanusiMm ®CH
Poccuun.

4.1.2 TpeboBaHHus II0 pa3MeIlleHHUIO

[Tpu skcryaTanuu, pa3MelleHNd U XpaHEeHUM TeXHUYECKUX CPeNCTB C YCTAaHOB-
neuubiM [TK «BanugaTta KnueHT» moiab30BaTelb JOIXKEH 00€CIIeYUTh PEXKUM IKCIIITY-
aTaln¥, pa3MeIlleHus U XpaHeHusI TEXHUYECKUX CPEeACTB, UCKITI0YalOlIUui HeCaHKIIU-
OHUPOBAHHKBIN AOCTYII K 3TUM TEXHUYECKUM CPeOCTBaM.

[Tpu pa3melleHuun TEXHUYECKUX CPenCcTB C YCTAQHOBJIEHHBIM
1K «BanupgaTta KnueHT»:

— HOJIXKHEI OBITh IPUHSTH MePHI 10 ucKiaoueHnio HCII B moMeIeHusi, B KOTOPHIX
pa3MellleHbl TEXHUUYEeCKHUe CpeacTBa ¢ ycTaHnoBlieHHBIM 1K «BanupaTta KnueHT» UL,
II0 POQy CBOEM MesiTeIbHOCTU He SBJISIOIINXCS IePCOHAJIOM, IOIYIIeHHBIM K paboTe
B 9TUX IIOMEIIeHUIX;

— JIWIla, He HaXOOsIHecs B CIMCKe MOCTYyIa B IIOMEIIeH!sI, B KOTOPBIX pa3Melre-
HBI TEXHUYECKHEe CpefcTBa ¢ ycTtaHoBneHHBIM [TK «BanumaTta KnueHT», DOIXKHEBI CO-
OTBETCTBYIOIIUM 00Pa30M COIIPOBOXKAATHCSA U KOHTPOJIMPOBATHCH;

— BHYTPEHHSS IIJIAaHUPOBKA, PaCIOIOKEeHHEe U YKOMIIJIEKTOBAHHOCTHL pPaboumx
MECT B IIOMEINeHUSX [OJIKHBI o0ecliedyrdBaTh COXPAaHHOCTh KOHGpUOEHIHMAJIbHBIX
OOKYMEHTOB M CBeOeHHH, BKJIIO4Yasd KIIIOYeBYyI0 HHGPOpPMAIMIo, II0JIb30BaTelen
I[IK «BanupgaTta KnueHT».

Pa3memienue u skcinnyatanud [IK «BanupaTta KinrneHT» B IOMEIEHUSAX, B KOTOPHIX
ocymiecTBisieTcss oopaboTka uHpopMaluu, comepkalllel CBeOeHUs, COCTaBIISIOIINe
rOCyJapCTBEHHYIO TallHy, OCYILECTBJIAETCS YCTAHOBIEHHBIM MOPSIIKOM.

TpeboBaHus K MH(POPMATUBHOCTU CUTHAJIOB JIMHEWHOM Ilepefayd U CUTHAJIOB
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[TOMHH (ITo6ouyHBIE 3TIEKTPOMArHUTHEIE U3JIYYEHUS ¥ HAaBOOKM) He MPEeIbsBIISIOT-
cs.

TexHWYeCcKHe CpeacTBa, Ha KOTOPBIX IpenrnojiaraeTcss  3KCIJIyaTalus
[TK «BanupaTta KnueHT», HOMXKHBI OBITH HOMYIIEHHI OJiT 00paboTku wuHGOpMauu
OTrPaHUYEHHOT0 JOCTYIIa Mo AelcTBYoNUM B Poccuiickoi ®emepariuu TpebOBaHUSIM
M0 3alnuTe WHPOpPMAIMM OT YTEYKM [0 TEeXHUYECKMM KaHajaM, B TOM YHCJIEe II0
KaHany cBsa3u (Hanpumep, CTP-K) ¢ ydyetomM mopgenu yrpos, IPUHSATOU B aBTOMa-
TU3UPOBAHHBIX CHUCTeMax U IporpaMMmHbIX KoMmiuiekcax (I1K) skcmmyaTupyromien
opraHu3aluu. [JaHHoe TpeOoBaHUE He NPEObSBISIETCS B Cjlydae 3KCIIyaTalluu
[TK «BanupaTta KnueHT» mmpu 06paboTKe OTKPBLITOM MHGOPMAIIMK, DOCTYII K KOTOPOH
He OrpaHU4YUBaeTCs COIJIaCHO 3aKOHOHaTeNnbCTBY Poccurickou Pepgepanuu.

Ecnu TexHUYEeCKHe CpeliCTBa aTTECTOBAHLI HA COOTBETCTBUE YCTAHOBJIEHHBIM Tpe-
O0oBaHUSIM I10 3aluTe nHGopMaluy 6e3 yuyeTa OIleHKM KaHaJIOB CBSI3M, TO IIPU UX IIOM-
KJIIOUEeHUU K ITPOBOIHBLIM KaHajlaM CBSI3H1, BHIXOOSIIIUM 3a ITPefiesibl KOHTPOIUPYEeMOM
TEPPUTOPUU, HEOOXOOMUMO HCIOIb30BaTh JII000€ U3 CIIEeNyIIINX CPeaCTB:

— BOJIOKOHHO-OIITU4YE€CKHE JIMHHUHN CBA3H;

— OIITHUYECKHe pa3Bsi3bIBaIONIME YCTPOMCTBA, YCTaHABIMBAeMbIe B TPAKT Iepena-
4y “HQOPMAIINHU [JIsT CO3[AHUS OIITOBOJIOKOHHOTO (DparMeHTa CeTH;

— cepTUQUIMPOBaHHBIE CpeACTBa KpPUITOrpadruyuecKol 3alUuThl HHPOpMaluu
IOJIs TTepenayvy UHGOpPMaIlMM COOTBETCTBYIOIETO YPOBHS KOH(PUOEHIIMAIbHOCTH.

I711 TEXHUYEeCKHUX CPEJICTB, IIOOK/II0YEeHHBIX K 0€CITPOBOIHLIM KaHajlaM CBSI3H, IJIs
obecrieueHus 3anUTH “HGopMaIluu 1mo ypoBHI0 KC oT yTeuku 1Mo KaHasy JTUHEeHHON
repemadyy JOCTATOYHO, YTOOBI KaHall CBA3U OBIJI pealn30BaH B BHIE paguoKaHaa
GSM, GPRS, 3G/4G, WiFi, a TakXke OpyTrux KaHaJIOB MOOUIbHON UM OECIIPOBOIHOMN
CBsi3u, paboTaloNniux B Ouamnal30He 4acToT Hecymleid Beire 800 MI'n ¢ nudpoBon
MOIYISIINEeN MITaTHOTO NHGOPMAIIMOHHOI'O CUTHAJIA.

TpeboBaHUA 110 3alllUTE OT HecaHKIMOHUpPoBaHHOTO moctyna (HCII) k ITK «Bamnu-
nata KnuenT» npuBepgeHbl B JokyMeHTax BAMB.00077-06 93 01 «“Banupgarta Kinu-
eHT” Bepcus 4. PyKoBOACTBO agMUHUCTPATOPa MHGOPMAIIMOHHOM 0e30IMaCHOCTU» U
BAMBE.00060-06 93 01 «CK3HM «Bamupgata CSP» Bepcusa 6. PyKOBOOCTBO agMUHU-
cTpaTopa nHGOPMaIMOHHON 6e30ITaCHOCTH».

[lepeuenbp TpebGoOBaHUM K XpaHEHMIO 3TaJIoHHOTo AucTpubytuBa IIK «BammupmaTa
KnmeHT», cogepzKalllero, B TOM 4HCJie, 9KCIJIyaTallMOHHYIO JOKyMEHTAllNio, IpHUBe-
neH B gokyMeHTte BAMBE.00060-06 93 02 «CK3HM «Banupmata CSP» Bepcusi 6. KoH-
TPOJIb II€JIOCTHOCTU. PYKOBOOCTBO aIMHHUCTPATOpa MHMOOPMAIIMOHHON 0e30macHOo-
CTHU».

4.1.3 TpeOoBaHHs K IIEPCOHATY, o0ecnmeynuBaoIeMy (pyHKIITHOHUPOBaHHUE
IIK «Banugara KiaueHT»

K yctanoBke, akciyatanuu u cornpoBoxnenuto [1K «Banupmara KinueHT» gonycka-
IOTCS CIIEIUaJINCThI, U3YYUBILNE COOTBETCTBYIOIIME SKCIIyaTalluOHHBIE TOKYMEHTHI.
[lepcoHan poiKeH 3HATh U CTPOTO BHIIOJIHATH IHpaBuia 3Kcoayatauuu [IK
«Banupata KnueHT», W3JI02K€HHBIE B 3KCIIJIyaTallMOHHOW OOKYMEHTAllMU, a TaKXke
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TpGGOBaHI/IH COOTBETCTBYIOIIMUX PYKOBOOAINKWX, HOPMATHUBHLBEIX, METOONMYECKUX U
OPTraHU3adITMOHHO-PACIIOPAOUTEJIBHBIX JOKYMEHTOB.

ITomumo monb3oBaTtesied IIK «BamupmaTta KnueHT» B oOecneueHUM 0e30IIaCHOTO
dyrrumonupoBanus [1K «BanupgaTta KnmeHT» y94acTBYIOT agfMUHUCTPATOP HHPOPMa-
IIMOHHOM 0€30MaCHOCTH U CHUCTEMHBLIM aMHUHHUCTPATOP.

ApMuHHCcTpaTOp HHGOPMAIMOHHON 0€30IIaCHOCTHU BHIIIOJIHSIET Ccledyomnue QyHK-
ITHM:

— OCYILIEeCTBJIIET opraHu3amnuio KOHTPoss 1enocTtHocTHu I10 IIK «Banupmata Knu-
€HT»;

— OCYIIEeCTBsSEeT yIpaBJjieHue OOCTYIIOM ITojib3oBaTesned K 10 U gaHHBIM, BKITIO-
Yas yCTAHOBKY U IIEPUOOUYECKYIO CMEHY ITapojie, yIIpaBleHue CPEeICTBaMU 3alUThHI
KOMMYHUKAIIWH, a TaK¥Ke CPEeICTBaMM 3alllUTHI IepelaBaeMblX, XpPaHUMEIX ¥ oOpaba-
TBIBAEMBIX JAHHBIX;

— IIPHU OEeHTPAJIN30BaHHOM XPaHEHHHN JIMYHBIX KOHTGfIHGpOB C KJIIOYE€BBIMH HOCH-
TeNnsiMU (omedYaThIBAEMBIX JIMYHOM MeYaThI0 BIadeblla KIIoYel) obecrmeyuBaeT 3TO
ODEeHTPAJIN30BAHHOE XPaHEHHUE;

— OCYILECTBJISIET OIpeneieHre KOHKPETHBIX HaCTPOEK OllepaliOHHON CUCTEMEL U
e€ KoH(purypupoBaHue B 1ensax 3amuTel [1K «Banumata Knuent» ot HCII;

— MNPOU3BOOUT HACTPOUKY CPEACTB CO3OaHUsA 3aMKHYTOU IIPOrPaMMHOM Cpenhl;

— TIPOU3BOAUT HACTPOMKY alllapaTHO-IIPOTPaMMHLIX CPEACTB, 00eCIeuYnBaloIInxX
damuty oT HC]J K IIK «BanupgaTta KnueHT».

CHcTeMHBIM aAMUHUCTPATOP BHIIOIHAET ClIeAyiolire QyHKINN:
— npousBoauT ycTaHOBKY IIK «BanupmaTta KnueHT»;

— TIPOU3BOOUT YCTAHOBKY allapaTHO-IPOTrPaMMHBIX CPEICTB, 00eCledYnBaloIinx
damuty oT HC]J K I1K «BanupgaTta KnueHT»;

— IIPOU3BOOUT YCTAHOBKY CPEOCTB CO3MaHMUs 3aMKHYTOU IIPOTrPaMMHOM CPEeMbl;
— MPOUM3BOOUT aIMUHUCTPUPOBaHUE onepalmoHHOu cucteMul (OC).
ITpumeyvaHus

1 Bo3MmoaicHO cosMmeuw,eHUe poaetl adMuHucmpamopa uHgopmauuoHHol be3onac-
HOCMu u cucmemMHOo20 admMuHucmpamopada.

2 Bosee noOpobHo ceedeHus 0 PYHKUUSIX, BbINOAHAECMbIX CUCMEMHbIM dOMUHU-
CcmpamopomM U dOMUHUCMPAMOPOM UHGOPMAUUOHHOU 6Be3onacHocmu, npuseoeHbl 8
dokymeHnme BAMBE.00077-06 93 01 «“Baaudama Kauenm” gepcus 4. Pykogodcmeo
aomMuHucmpamopa uHgpopmauuoHHOU 6be3zonacHocmu».

[TopsimoK Ha3HAYEHHUS U CMEHHI IIepCOHaJjia BCEX POJiel, a TaKXKe IOPSAA0K BKIII04Ye-
HHUSI/VMCKII0OYEHUS IIepCOHaJjla U3 POJIeBOM MOLEU ONpeaesiaeTCs 3KCIIyaTupyollen
opraHu3alluen.
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4.1.4 HNuaunuanu3anus 1 BBoI IIK «Banugmara KiaMeHT» B 9KCIUIyaTallHIO

YcraHOBKa U nnepBoHadanbHasd HacTpolKa [1K «Banupata KinueHT» BBIIOTHSAIOTCS
B cooTBeTCTBUU C moKyMeHTOM BAMBE.00077-06 91 01 «“Banunmata KnueHnTt” Bepcus
4. PYyKOBOACTBO 110 YyCTAHOBKE U HACTPOUKE».

TpeboBaHus mo obecreuenunio 6e3onacHocTu npu ycraHoBke [1K «Banupmara Knu-
eHT» npuBeneHbl B JoKyMeHTe BAMB.00077-06 93 01 «“BanupaTta KnueHT” Bepcusa
4. PyKOBOACTBO afMUHUCTPaTOpPa UHGOPMaLMOHHOM 6€30IIaCHOCTH .

4.1.5 Oco0eHHOCTH PadoOThI C PAa3/THYHBIMH K/JII0U€BbIMH HOCHUTEISIMHA

[IK «BanupaTta KnueHT» B3auMOAENCTBYET C KJIIIOYEBLIMU HOCUTEJISIMU C ITIOMOILBIO
CK3U «Banupmata CSP». B cBsizu ¢ atuM ripu padote c [1K «Banumata KnueHT» HeoO-
XOOUMO YUYMTHEIBaTh ocobeHHOCTH paboThi CK3U «Banmupmata CSP» C pa3snu4yHBIMHU
KJIIOYEeBBIMU HOCUTEISIMU, TpuBeaeHHble B oOKyMeHTe BAMB.00060-06 98 01 «CK3HU
«Banupmata CSP» Bepcus 6. [IpaBuiia moJIb30BaHUS».

4.2 TpeOoBaHusT 10 oOecmedYeHHIO O0€30IACHOCTH IIPH
3kciyaTtanuu IIK «Banumara KiaueHr»

4.2.1 OOumue TpedoBaHUS

ITpu skcunyartanuu I1K «Banupmata KnueHT» ciemyeT IPUHSTH CIEOYIOIINe o0Iue
OpraHu3alUOHHLIE MEDPHI:

— MpaBO OOCTyHa K TeXHUYEeCKHM cpencTBaM (mamee — 3BM) ¢ yCcTaHOBJIEHHBIM
[IK «BanupaTta KnueHT» IpenocTaBiIsseTCA TOJIBKO JINIIaM, U3y4YUBIIUM COOTBETCTBY-
oLIUe 3KcnayatanuonHbsle foKyMeHTHL [IK «BanupaTta KnuenT», a TakXke Opyrue go-
KyYMEHTHI, CO3aHHbIE Ha UX OCHOBE;

— 3amnpemnlaeTrcs ucnoab3oBanue 1K «Banupgata KnueHT» 01 3allliTH CBEOEHUH,
COCTaBJIAIOLIUX TOCYOdapCTBEHHYIO TallHY;

— OOJIXKHBI OBITH BBIIIOJTHEHBI TpeOOBaHUS, WU3N0KEHHbIe B [OKYMEHTax
BAMBE.00060-06 93 01 «CK3H «Banupgata CSP» Bepcusa 6. PyKOBOOCTBO agMUHU-
cTpaTtopa uHPOpMaIMOHHON Oe3omacHocTtu» u BAME.00077-06 93 01 «“BamumaTa
Knuent” Bepcusi 4. PyKoBOACTBO agMHHHCTpPaTopa MH@OpMAaIMOHHONW 0Oe30macHO-
CTU», B TOM 4HuCJIe TpeOOBaHUS, OIpeaesaionIme:

e KOMIIJIEKC OPraHM3allMOHHO-TEXHUYECKUX MePOonpusaTuu 1o 3aiute or HCJJ
rnmepen HayayioM 1 Bo BpeMs paboTtsl 1K «Banumata KnueHT»;

e IIepedYeHb Mep I10 obecrnedeHni0 0e30IMaCHOCTH 3AIlUIIIeHHON CBSI3H;
e IIOPSAOOK MCIIOJIb30BaHUS CTOPOHHUX CpencTB 3auuTel oT HCII;

e IOPSIIOK KOHTPOJIS BHIIOJIHEHUS TpeOOBaHUM SKCIUTyaTallMOHHOM MOKyMEH-
Ttanuu IIK «BanupgaTta KnueHT»;

e TpeOOBaHUS K ayTeHTU(UKAIIUY ITI0JTh30BaTEJIEH, B TOM YHCJIEe, C UCIIOJIh30Ba-
HHEeM IIapPOJIbHLIX MEXaHU3MOB;

e IIOPSIIOK pPa3TPaHUYEHUS MOCTYIIA;

— B cnydae ¢yaknquonupoBanusa I[IK «Banupata KnueHT» B BHUPTyaJbHOU
cpede [HOJXKHBL OBITh BHIIOJTHEHH TpeOOoBaHUS, U3JIOKEHHBIE B IOKYMEHTE
BAMB.00060-06 93 03 «CK3M «Bamnupmata CSP» Bepcusg 6. OyHKIMOHUpPOBaAHUE
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B BUPTYyaJIbHOM cpefe. PyKoBOACTBO agMUHUCTPaTOpPa UHQOPMalMOHHOM 6e30I1acHoO-
CTHU»;

— Ha 9BM c ycraHoBneHHBEIM [IK «BanupaTta KnueHT» HOJIKHO HCIIOJIb30BaTbhCS
TOJIbKO nuileH3noHHOoe [10 ¢upM-npou3BOOUTENEN;

— 3ampeIiaeTcs BHOCUTh Kakue-nubo uaMmeHenus B I10 ITK «Banumata KnueHT».

CoBmMmecTHO c IIK «BanupgaTta KnueHT» (McriomHeHuS 2 U 3) JOJIZKHBI MCIIOJIb30BaTh-
csa ceptuduimpoBanHrie ®CHE Poccuu anmapaTHO-IPOrpaMMHEIE CPeACTBa 3alllUTHI
nHpopManmu OT HecaHKUMOHHpoBaHHOro poctyna (C3M ot HCJIl) u3 mnepeuns,
npuBenerHoro B nokyMeHTe BAMB.00060-06 30 01 «CK3U «Banunata CSP» Bepcus
6. opmysap».

CoBmectHO c IIK «BanupgaTta KnuenT» (ucnosHeHue 3), B LieJiAX pa3rpaHU4YeHUs
mocTymia u obecrnedyeHUs 3alUTH M0 Kiaccy KC3, momXKHBI UCIOIb30BaThCSA TOJIBKO
CpPeLCTBa CO3[aHUs 3aMKHYTOU IPOrpaMMHOU Cpefbl U3 NIepedyHs, IPUBEOEHHOIO B
nmokymenTte BAMB.00060-06 30 01 «CK3U «Banugata CSP» Bepcus 6. opmynsip».

4.2.2 Tlopsimok o0ecneuenusi 1meaocTHOCTH IIK «Banumara KaueHT»

[Tpu mucnonb3oBanuu 1K «Bamupmata KnmeHT» He0oOXOOMMO OPraHU30BaTh KOH-
Tponb HenocTHoCTHU [IK «Banupmata KnueHT», cuctemMHoro I1O u Bcex UCIOTHAEMBIX
daiinoB, pyHKIMOHUPYIOIINUX cOBMeCTHO C ITK «Banumata KnueHT», B COOTBETCTBUU
c TpeboBanusaMHu gokymeHnTa BAMBE.00077-06 93 01 «“BanupgaTta KnueHT” Bepcus 4.
PykoBopacTBO agMUHKCTPaTopa HHGOPMAIIMOHHON 0€30IaCHOCTH .

MeponpusaTtus 110 KOHTPOJIIo Lie1ocTHOCTHU [IK «Banupata KnueHT» OONXKHEI BKITIO-
yaTh B cebs cienymolnye BUOLI paboT:

— KOHTPOJIb IE€JIOCTHOCTH JII/ICTpI/I6YTI/IBOB,'

— TIEepPBUYHBIA KOHTPOJIb — KOHTPOJIb II€JIOCTHOCTHU, BBITIOJIHSIEMBIN ITPU IIOCTaBKe
I10;

— TeKyluu (exkeqHEeBHBIN) KOHTPOJIb — KOHTPOJIb LI€JIOCTHOCTH, BBIIIOJTHSIEMBIU B
npoiiecce paboTsl ¢ 1O (B Hauasie paboOThI, BO BpeMs pabOTHl UJIM II0 3aBepIIeHUU
paboThI) MOIb30BATEJIEM UJIM YIIOJTHOMOYEHHBIM KOHTPOIUPYIOIIUM JIUIIOM;

— HepuomudYecKui (perjiaMeHTHBIM) KOHTPOJIb — KOHTPOJIb IT€JIOCTHOCTH, BHI-
TTOJIHSIEMBIM aMUHUCTPATOPOM MHGOPMAIIMOHHOM 6€30IIacCHOCTH B COOTBETCTBUU C
IIPUHSITBEIM B 9KCIUTYaTUPYIOIIEH opraHu3alui periaMeHTOM.

B 06H.IGM Ciiydae OJIsd KOHTPOJIAd IMEeJIOCTHOCTH OOIITYCKaeTCsd IIPUMEHATH OOWMH M3
CIIeOYyIOIuX IIOOX0O0B:

— B KadyeCTBE OCHOBHOT'O CPEJACTBa KOHTPOJIS ILIEJIOCTHOCTH HMCIOJIb3yeTCs IIPO-
rpaMmma hashfile.exe. IllenoctHOCTSL MporpamMmmel hashfile.exe u saTanoHa Bepudukammum
mpu 3ToM obecrneunBaeTcs: nubo cpeactBamu C3U ot HCII, nubo opraHU3allmOHHO-
TEXHUYECKUMHU MepaMH, TaKUMHU KakK (UHaIu3upoBaHHas 3aluch 3TUX 0OBEKTOB Ha
oTuyxKpaaeMbii HocuTesib (CD- unu DVD-guck), nmpaBuia oOpallleHus C KOTOPHIM CO-
OTBETCTBYIOT IIpaBUjIaM OOpallleHus C KJII0UEeBEIMU HOCUTESIMU;

— B KadyeCTBe OCHOBHOTO CPEACTBa KOHTPOJS LIEJIOCTHOCTH ucnonblyetrcsa C3U
or HC]I, a nmporpammMma hashfile.exe nmpu HeoOXOOWMOCTU HCIIOJIL3yETCS B Kaue-
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CTBE [OIIOJIHUTEJILHOTO CpeAcTBa KOHTPOJA. llemocTHOCTH, umcmonHseMoro ¢auna
nporpaMMsbl hashfile.exe u aTanoHa BepuduKaluu IIpu 3TOM 00ecIlieunBaeTCs Cpen-
ctBamu C3U ot HCII.

ITpumevyaHue — 3masoH sepupukayuu - 0OUH u3 ci1edyru,ux 06 LeKmos:

— co3dasaemblli npoepammou hashfile.exe ¢atin, cod0epoacaw,uti cnucok ¢patinos,
noosedcauw,ux KOHMpoax ue/sa0CmMHOCMU, U 3Ha4YeHuUe X3w-pyHKuuu 014 Kaxcooz20
¢atina uz 0aHHO20 cnucka;

— 8emka peecmpa OC Windows, codepacauras nepeuets ¢paiiaos, nodaexrcauLux

KOHMPO/10 4,e/10CMHOCMU, U 3HAYeHUA X3W-PYHKUUU 04A Kaxcdoz20 ¢atiaa u3 OaH-
HO20 nepeyvHs.

[TogpobGHas nHpopMalus 06 opraHu3aluyd KOHTPOJISA II€JIOCTHOCTU AJIA KaXXAoro
13 MIePEeYUCJIEHHBLIX BHIIIIE TTOOXO0B, BUOOB KOHTPOJIS 1EJIOCTHOCTH U KaXKIOOT0 HC-
nonHeHus IIK «Banupgata KnueHT», a TakXkKe IMOPAOOK AEUCTBUU B Clly4ae Hapylle-
HUS KOHTPOJIS LIeJIOCTHOCTU ITpuBeneHEl B fokyMeHTe BAMB.00060-06 93 02 «CK3H
«Banupata CSP» Bepcusi 6. KOHTpOJIb 1I€JIOCTHOCTU. PYKOBOACTBO agMUHMUCTPaTOpa
MHOOPMAIIMOHHOM 6€30ITaCHOCTH ».

Cnucok 00beKTOB, IToAJIeKaIluX KOHTPOJIIO IIeJIOCTHOCTH, ITPUBEAEH B TOKYMEHTE
BAMBE.00077-06 93 01 «“BanunaTta Knuent” Bepcus 4. PYKOBOOCTBO afMUHUCTPATO-
pa nHGOPMAIIMOHHOM 0€30IMaCHOCTU».

4.2.3 Ilopssmok oOecneuenusi padborocnmocodHocTn IIK «Banupara
KiueHnT»

[TpoBepka pabotocnocobHocTu I1K «Banugata KnuenT» o6ecnedynBaeTCss KOHTPO-
neM 1enocTHocTu ero I10, a TakKe npoBepKoi padotocrocodbuoct CK3U «BanumaTta
CSP».

[IK «CrnpaBoYHUK CepPTU(PUKATOB» PETUCTPUPYET CIIEOYIONIIHe COOBITUS:

— 3anyck [TK «CnpaBOYHUK CepTU(PUKATOB»;

— 3aBepiieHue paboTh [TK «CrpaBoOYHUK cepTUPUKATOB»;
— Jlo6aBieHUE 00OBLEKTA;

— YpmaneHue o0BEKTa;

— Co3paHue pe3epBHOU KOIIMU CIIPAaBOYHUKA;

— BoccTaHoBJIeHHE CIpaBOYHUKA U3 PE3E€PBHOM KOINUUY;

— @opmupoBaHue Kiro4da Il u 3amrpoca Ha COOTBETCTBYIOIIUYA CepTU(DUKAT KITI04a
nposepku IlI;

— @opMupoBaHUeE 3aIllpoca Ha aHHY/INPOBaHUE/IIpeKpallleHnue OelCTBUS CepPTUdU-
KarTa;

— 3arpy3ka obHoBnenuit ot LIC unu LIP;
— YcraHoBKa cepTuduKaTa I0JIL30BaTEIIsSI PAaO0UHM.

I719 KaXkgoro Tuiia o0beKTa B JKypHaJl JOTIOTHUTEIBHO 3alIUChIBAETCSA ClIeayoliast
HUHpOPMaII:

— nns ceptudukara u mabinoHa ceptudukarta: «MMmsa usmarens», «MMms Biragesb-
na», «CeputHbld HOMep», «Ne Ki1toua II1»;
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— [OJIs 3ampoca Ha co3paHue ceptudukarta: «Mms Brnagenbia», «Ne Kimroua IIT»;

— [OJId 3alpoca Ha aHHYyJIMpOBaHHUeE/IIpeKpallleHue OelCTBUs cepTudukara: «Mmsa
BJlafesiblia», «CepuuHbIA HOMED>,

— o CAC: «Mmsa uzpartensa», «Homep CAC», «KomuyecTBO aHHYJIMPOBaHHBIX
cepTu(UKaATOB».

Co3maHue pe3epBHOU KOIIMHU CIPaBOYHUKOB cepTudukratoB [IK «CnpaBoYHHK ce-
pUGUKATOB» BBIIIOJHSAETCSA B COOTBETCTBUU C moKymeHTOoM BAMBE.00077-06 92 01
«“"Banupata Knuent” Bepcus 4. CopaBOUYHUK CepTU(GUKATOB. PYyKOBOACTBO II0JIL30-
BaTeJIsI».

J[IOIIOTHUTENBHO JOIKHEL OBITh CO3aHbl pe3ePBHBIE KOIIUY CJIEAYIOIIUX BETOK pe-
ecta OC Windows, B KOTOPBIX XpaHATCA HacTpouku [1K «BanugaTta KnueHT»:

— HKEY CURRENT USER\SOFTWARE\Validata.

[TopsimoK meNcTBUM II0 BOCCTAHOBJIEHHIO paboTocmocobHocTu IIK «BammmaTa
KnueHT» mpu cO0sIX U B CJIy4YasX HEMITAaTHBIX CUTyallUl IIPHUBEIEH B HOKyMEHTax
BAMBE.00060-06 93 01 «CK3U «Banupmata CSP» Bepcus 6. PyKOBOOACTBO agMUHU-
cTpaTopa uHdpopMaIlmoHHOM O6e3omacHocTtu» u BAMBE.00077-06 93 01 «“Bamnuparta
KnueHT” Bepcust 4. PyKoBOACTBO afMHWHHCTpPaTopa MHMOPMAIIMOHHON 0e30I1acHO-
ctu». ITopsIHOK OeMCTBUM B CjIyyae HaApyIIeHUS KOHTPOJISI IIeJIOCTHOCTU ITPUBEIEH
B fokymeHTe BAMBE.00060-06 93 02 «CK3H «Banupmata CSP» Bepcusi 6. KoHTpoOb
11eJIOCTHOCTH. PYKOBOCTBO afMUHUCTPATOPa UHPOPMAIIMOHHOM 0€30IIaCHOCTH ».

4.2.4 KOHTpPOJIb NPaBHJIBHOCTH pPadoTsl 9BM

IIna oOecnmedyeHUsT KOHTPOJIS TMPaBUIBHOCTH paboTel OBM ¢ ycTaHOBIEH-
HEIM IIK «Banupmarta KnueHT» Heob6XomuMo C 1mepuogoM He 0ojiee 72 dYacoB
(3 cyTok) mpoM3BOOUTHL Ilepe3arpy3ky pabortamwiieir OBM ¢ ycTaHOBJIEHHBIM
I[IK «BanupgaTta KnueHT».

[Tpu aToM mepe3arpy3ky paboratomieit IBM HeoO6XxoguMoO IIPOMU3BOOUTEL C OTKITIO-
YeHUEM U MOCJIeOyIIUM BKJIIOUeHUueM nutanusa 9BM c 1iesbio BEIIIOJTHEHUS BCTPO-
€HHBIX B IIOCTOSTHHOE 3allOMUHAaIoIee YCTPoucTBO 9BM TecTOB ITpoBepPKHU paboToCIio-
CcOOHOCTM allllapaTHHIX PECYPCOB. B cimy4dae, Korza nmocjie OTKII04YeHUus nuTtanus 3BM
manbHenme paboTsl ¢ maHHOM OBM He TpebyeTcsi, TPOU3BOOUTH Iepe3arpy3Ky He
TpebyeTcs.

Ecnu ycnosus skcnnyatamnuu [1K «Banupgata KnueHT» TpeOyIOT HEIIPEPHIBHOU pPa-
60THl OBM B TeueHUe OIIUTENBHOTO BpeMeHH (6ojiee 3 CYTOK), HOIIYCTUMO OCYIIECTB-
JIATH nepe3arpy3ky 9BM c ycrarnosneHHEIM [IK «Banupgata KnueHT» ¢ mepuogoM He
0oJiee OOHOIO rofia IPU 005I3aTEIbHOM BLITIOJTHEHUU CJIEOYIOUIUX YCIIOBUM:

— Ha 9BM pmonxkHa ObITH yCcTaHOBIeHa cepBepHas OC;

— OOJIKHBI UCIIOJIb30BaThCa DBM C onepaTUBHBIM 3allOMUHAIOIINM YCTPOUCTBOM
(O3Y) co BCTpOEeHHBIMU CpeicTBaMU, 00eCeYnBaloInMy OOHapyKeHre U UCIIpaBiie-
HUe omuboK rnmaMsTu npu cb6osx O3Y (Kak MUHUMYM, C KOHTPOJIEM YETHOCTH);

— IOJIXKeH OBITh OPraHM30BaH IIEPUOONYECKHUM, He Pexke OJHOTO pa3a B CYTKH,
KOHTPoIb 1lenocTHOCTH [IK «BanmupgaTta Knuent», [1K, QyHKIIMOHUPYIOIIUX COBMECT-
HO c IIK «Banupata KnueHnT», cucteMHOro u npukiaagaoro IIO ¢ momouipro IIpo-
rpaMMBI KOHTPOJISA 1IeJIOCTHOCTU U3 cocTaBa [IK «BanupmaTta KnueHT» unum mnporpam-
MBI TECTUPOBAHUS allllapaTHO-IPOTrPaMMHEIX CPEACTB KPUIITOTrpaduyeCcKoro cepsepa
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BAMBE.00096-06 12 07 (kommoHeHT, Bxonsamui B cocTtaB [IK BAMB.00096-06 «Cpea-
CTBO KpHUIITOrpaduyecKou 3aluThH nHPopMauu «BanugaTta KpunrocepBep» Bepcus
4»);

— IOOMXKHO OBITH OpPraHM30BaHO IIEPUOOUYECKOE, HEe pexe OOHOro pas3a B
CYTKH, TECTHPOBaHME KOPPEKTHOCTH PabOTHI ImpoIleccopa C WUCIOIb30BaHUEM
IIpOrpaMMbl TECTHPOBAHUS allllapaTHO-IIPOTPAaMMHBIX CPENOCTB KPUITOCEPBepa
BAMB.00096-06 12 07.

4.3 TpeOoBaHHs MO 00eCII€eYEeHHUIO 0€30IIaCHOCTH IIPH BHIBOIE
IIK «Banupara KiiueHT» U3 3KCIUIyaTalluy U [lepegade B PEMOHT

Knroouyu 3JII, nmpekpaTuBIIKE CBO€ OEUCTBHUE, YHHUUYTOXKATCA MOPAOKOM, YyCTa-
HOBIeHHBIM OoKymeHTOM BAMBE.00060-06 93 01 «CK3U «Banupmata CSP» Bepcusa
6. PykoBoOcTBO amMMHHCTpaTOpa HHGOPMaIUOHHOW O0e30IIaCHOCTH», a KIII04YHu
npoBepku III (B cocTaBe COOTBETCTBYIOIIUX CEPTU(MUKATOB KiII04Yeur nmpoBepku III)
YCTaHOBIE€HHBIM MOPSAOKOM COXPaHSIOTCSA B apXyUBax [AJI1 BO3MOXKHOCTH B IIOCIEOYIO-
IIleM BBHIIIOJIHEHUS NPOIenyphl pa3bopa KOHGIUKTHEIX CUTyalu.

[Tpu o6HOBNeHun I[1K «Banupgata KnueHT» HEOOXOOMMO BBIIIOJTHUTDH ITOATOTOBKY
K Iepexony Ha HoByIO Bepcuio [1K «Bamumara KnmeHT», pyKOBOACTBYysICh TpebOoBa-
HUSIMH 9KCIJIyaTalluOHHOM OOKyMeHTauuu HOBou Bepcuu [IK «Banupgarta KnueHT».
[Tocsie BEIIIOJTHEHHUS BCEX HEOOXOOUMBIX IIOATOTOBUTEIBHEIX MeMCTBUH (ITPU UX HAJIU-
YMu) HeoOXOOUMO yOanuTh TeKyIyio Bepcuio 1K «Banupata KnueHT».

TpeboBaHUSA K IOPSOKY IPOBEOEeHMWS PEMOHTHBIX U PerjaMeHTHBIX paboT Ipu-
BepmeHbl B nokyMeHTe BAMBE.00060-06 93 01 «CK3U «Bamnupata CSP» Bepcus 6.
PykKoBOCTBO agMUHUCTPaTOPa MHGOPMAIIMOHHON 0€30IaCHOCTH».

g BeiBoma ITK «BanmumaTta KnueHT» M3 9KCIUTyallud Ha OOHOM paboueM MecTe
He0oOXOOMMO BHITIOJTHUTH CJIEOYIOIINE OelCTBUI:

— c ucnosb3oBaHueM 1TaTHeIX cpenctB CK3U «Banupgata CSP» ymanuThs KI0o4u
9Il, xpausuiuecsa B peectpe OC Windows (He TpeOyeTcs Ipu Iiepexofe Ha HOBYIO
Bepcuio I1K «BanupmaTta KnueHT»);

— ymanuth [IK «Banupata KiumeHT» B COOTBETCTBUA C OOKYMEHTOM
BAMB.00077-06 91 01 «“BanupaTta Knuent” Bepcusa 4. PyKoBOOCTBO II0 YCTaHOBKE
U HAaCTPOUKE»;

— PEKOMEeHAOYeTCs BBIIIOJIHUTH IOHOEe opMaTHPOBaHUE XKECTKOTo nucka. Heoo-
XOOUMOCTH IIOJTHOTO (hOpMaTHPOBaAHUS [OOJIZKHA OIIPEHeNsiThbCS HCXOOs M3 MOMesu
yrpo3 uHdopMalmoHHON 6€30IIaCHOCTH, IPUHSTOM B 9KCIIJIyaTUPYIOIIeN opraHu3a-
1N,

B cnygae BriBoma ITK «BanupaTta KnumeHT» M3 9KCHIyallud Ha BCeX pabodyux me-
CTaX 3KCIIIyaTUPYIOIel opraiu3anuy 0e3 ycTaHOBKM HOBOM Bepcuu I1K «BamupgaTa
KnueHT» He0OXOOUMO BHIIIOTHUTH CJIEAYIOIINeEe OeNCTBUA:

— BeiBecTHu 1K «Banupgata KnueHT» U3 3KCOIyaTalluu Ha KaXXAaoM pabodeM MecTe
B COOTBETCTBUHU C TPeOOBAHUSIMU, IPUBEIEHHLIMHU BHIIIIE;
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— BBIBECTHU M3 3KCIIJIyaTalluM Ha KaxKIoM pabodyeM MecCTe 3KCIIJIyaTalliOHHYIO [O-
kyMeHTauum [1K «Banupgata KnuenT» (Hanpumep, nyteM ypaneHus ¢ 9BM). Peko-
MEHYyeTCs apXUBUPOBaTh GopMyIsap B OyMaKHOM BUIE, KOTOPLIM HAXOOUTCS B IIOA-
pa3nesieHuH, OTBETCTBEHHOM 3a 3KcIiuryaTtauuio [IK «BanupmaTta KnuenTt». KoHKpeT-
HBIU [IepedYeHb [IoJIeKallluX apXUBUPOBAHUIO JOKYMEHTOB U CPOK UX apXUBHOI'0 Xpa-
HEHUs OIpeNeIAInTCa HOPMAaTUBHBIMU HOKYMEHTaMU 9KCIJIyaTUPYIOIIed opraHu3a-
ouu;

— NpEeKpaTUuTh OeucTBUe Kiwderd III corjacHO TIIOJIOXKEHHUSIM [OOKyMeHTa
BAMBE.00060-06 93 01 «CK3M «Bamumata CSP» Bepcus 6. PykKOBOOCTBO agMu-
HHCTpaTopa HHPOPMAaIMOHHOU Oe30macHOCTH» U TpeboBaHuaM Y1I.

IleiicTBUS, BBIIONISIEMbIE C 9TAJIOHHBIMU OUCTPUOYyTHBaMU, CBI3aHHBLIE C BLIBOOOM
u3 skcnnyatauuu [1K «Banupmata KnueHT», OonpenensaioTCsa 3KCIUIYaTUPYIOLIEN Op-
raHu3anmeli. B ciydae yHUYTOXEHUS ONTHYECKUX HOCUTEJIEM C 3TAJIOHHBIMHU OUC-
TpubytuBamu [1K «Banupgata KnueHT», maHHbIe HOCUTEIU IOJIXKHBI OBITh YHUUTOXKE-
HBI (YTUIM3UPOBAHKBI) CIIOCOOOM, rapaHTHUPOBAHHO MCKIIIOYAIOIINM BOCCTAHOBIIEHUE
nH@popmanuu (Gu3ndyeckoe paspylleHne, CKUTraHMe, pa3jlaMblBaHUE, pa3pe3aHue u
T.II.).
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5 CBEJIEHHUA O COIJIACOBAHHNHU

[TonoxkeHus HACTOAILEr0 OKyMeHTa corjacoBaHbel ¢ OCB Poccuu.
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IIEPEYEHDb COKPAIIIEHUN

OnepaTuBHOE 3allOMUHAOIlee YCTPOUCTBO
OmnepaloHHas CUCTeMa

[TporpaMMHBIN KOMIIJIEKC

[TporpaMmMHOe obeMIledyeHrEe

Cnucok aHHYJIUPOBaHHBIX CEPTU(PUKATOB

C3HU ot HC]II CpencTBO 3aiiuThl KH(POPMAIMU OT HECAHKIIMOHUPOBAHHOI'O

CCC
YL
1P
IC
9BM
oIl

OOCTyIla

CeTeBOU CIPaBOYHUK CEPTU(PUKATOB
YoocToBepsmomuy eHTP

LlenTp peructpanuu

LlenTp cepTudukammumn
OJIEeKTPOHHO-BEIYNCIIUTEIbHAS MallluHa
OJIeKTPOHHas IIOAIIKCH
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JIucT peructpauuv U3AMeHEHUN

Howmepa nucTOB (CTpaHHUI) Bcero Ne moxyMmeH- | Bxogsmmmii |ITogm | daTta
N3Mu3me- 3aMe- HOBBIX QHHYJHU- |JIUCTOB |Ta Ne compoBo-
HEHHBIX |HEHHBIX poBaH- |(CTpa- OUTEJIBHO-
HBIX HUI[) B ro JOKYyM M

JOKYyM maTa
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