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The follow applications should be installed:

• MOEX EDI CryptoPS
• Moex Browser Plugin
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Information: 
https://www.moex.com/a2718

Software : 
https://www.moex.com/a2722

CREATING A KEY IN THE MEMBER PORTAL

Requirements To The Workplace 

https://www.moex.com/a2718
https://www.moex.com/a2722


All certificates require a private key to work 
The absence of a private key is a dangerous event and requires the user to revoke the certificate
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Private key (KEY) – it is stored the user’s computer:
1. A system file of user’s store 

Don’t move the file from this folder to different computer or different 
user’s account, the key won’t work at a new location

2. A backup file is a file with the extension “.rsa”. Export 
private key and setting private key are only through the 
Certificate store x64 

CREATING A KEY IN THE MEMBER PORTAL

Introduction to the private key
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Certificate is a file with extension “.cer”. 
It contains information about expiration date 
of private key, owner’s details, private key 
identifier and other useful information

The details of the certificate can be received 
in “Certificate store x64". Select the certain 
certificate and click left button of mouse

CREATING A KEY IN THE MEMBER PORTAL

Certificate’s name is Subject

Each certificate contains private key 
identifier

Introduction to the certificate



Initial Creation Of Certificate 



7

Fill the form by your email, password 
and Login the Member Portal

Start at platform.moex.com

Log in to the DIGITAL PLATFORM

INITIAL CREATION OF CERTIFICATE 

https://platform.moex.com/?lang=en
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Select the item of the menu “CA Services” 
→ “Initial creation of certificate”

Enter the Member portal

INITIAL CREATION OF CERTIFICATE 

Creating a Request for the Certificate

Navigate to CA Services
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Find the user’s record with status 
Application received. Request for creation of 
CESVK is pending

If you don’t find the user’s record, or the key 
type isn’t RSA, please contact us: 
8(495) 363-3232 int. 1110 
e-mail: pki@moex.com

Creating a Request for the Certificate

Find the Record

INITIAL CREATION OF CERTIFICATE 

mailto:pki@moex.com


Creating a Request

Press the icon + to generate a request to 

create a new CESVK 
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Check certificate attributes. In case of 
detection any mistakes, please contact us: 
8(495) 363-3232 int. 1110 
e-mail: pki@moex.com

If the attributes are correct, press the 
button “Generate request file”

INITIAL CREATION OF CERTIFICATE 

Creating a Request for the Certificate

mailto:pki@moex.com


Creating a Request

Check the certificate’s attributes again and press the 
button “Submit request to CA”
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Press the button “Print”. Print and sign the application. 
Scan of signed application send to pki@moex.com. 
The hard copy should be sent to the following address: 
125009, Moscow, Bolshoy Kislovsky Lane, 13

INITIAL CREATION OF CERTIFICATE 

Creating a Request for the Certificate
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Setting The Certificate

INITIAL CREATION OF CERTIFICATE 

Sign in with your account to 
Member Portal

Select the item of the menu “CA Services” 
→ “Initial creation of certificate”

Navigate to CA Services 

http://platform.moex.com/?lang=en
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Find the Record

The application processing status of the 
user’s record must be “Certificate issued” 

Press the button
“Upload the archive to form the 
storeprofile”

Press the button 
“Download certificate files”

The file FilesForMakingLocalStore.zip will be downloaded in folder “Downloads” 
Unpack the file through context menu “Extract all…” to folder “FilesForMakingLocalStore”

INITIAL CREATION OF CERTIFICATE 

Setting The Certificate
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Launch the application 
“MOEX EDI CryptoPS” →
“Certificate store x64”

Press “Profiles” and select “Profile settings”

Certificate Store

INITIAL CREATION OF CERTIFICATE 

Setting The Certificate
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Press the button “Add”

Input a profile name (for example: owner’s 
last name). Other settings have a default 
value

INITIAL CREATION OF CERTIFICATE 

Setting The Certificate

Certificate Store
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Press “OK”

INITIAL CREATION OF CERTIFICATE 

Setting The Certificate

Certificate Store
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Press the button “Load profile” if it looks 
like 

Press “Service” and select the item 
“Create stores from folder”

INITIAL CREATION OF CERTIFICATE 

Setting The Certificate

Certificate Store
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Direct the folder “FileForMakingLocalStore” 
in the folder “Downloads”

Select your certificate and press “OK”. 
The width of the columns can be changed 
for more comfortable searching the 
certificate 

INITIAL CREATION OF CERTIFICATE 

Setting The Certificate

Certificate Store
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Press “OK”
Press “Local store of certificates” and make sure, that list of certificate is 
displayed on the right part of the application. Your working certificate 
has icon with human

 Terminate the application. Certificate is installed. The system is 

ready to work with the key. 

INITIAL CREATION OF CERTIFICATE 

Setting The Certificate

Certificate Store



Scheduled Certificate Replacement
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Fill the form by your email, password

Start at platform.moex.com

Log in to the DIGITAL PLATFORM

SCHEDULED CERTIFICATE REPLACEMENT 

https://platform.moex.com/?lang=en
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Enter the Member portal

Select the item of the menu “CA Services” 
→ “Scheduled certificate replacement”

Navigate to CA Services 

INITIAL CREATION OF CERTIFICATE 

Creating a Request for the Certificate
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Press the button 
“Generate a request to create a new CESVK”

Creating a Request for the Certificate

Press “Continue”

SCHEDULED CERTIFICATE REPLACEMENT 
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Press the icon            of the profile which key 
should be replaced. 

Creating a Request for the Certificate

If the profile is broken the field 
“Working certificate DN” contains error. 
The broken profile can’t be updated. 
Please follow the recommendations.

SCHEDULED CERTIFICATE REPLACEMENT 
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Press the button “Submit request to CA”.

Creating a Request for the Certificate

Press the button “Ready”.

SCHEDULED CERTIFICATE REPLACEMENT 

A new order is displayed in the list. It has 
status “Request received. Processing in 
progress”.
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Setting The Certificate 

SCHEDULED CERTIFICATE REPLACEMENT 

Sign in with your account to 
Member Portal.

Select the item of the menu “CA Services” 
→ “Scheduled certificate replacement”

Navigate to CA Services 

http://platform.moex.com/?lang=en
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The request’s status must be 
“Certificate Issued”.

Setting The Certificate 

Press the button
“Download working certificate”.

Press the button 
“Go to work with a new key”.

Find a Request

SCHEDULED CERTIFICATE REPLACEMENT 
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Press the icon           
“Go to work with this key” of the profile 
which certificate should be updated

If the profile is broken the field “Working 
certificate DN” contains error. The broken profile
can’t be updated through the website

Press the button “Ready”

Setting The Certificate 

Download the certificate

SCHEDULED CERTIFICATE REPLACEMENT 



Changing Owner’s Details 
In The Certificate
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Sign in with your account to 
Member Portal

Select the item of the menu “CA Services” 
→ “Changing certificate details”

Enter to CA Services 

CHANGING OWNER’S DETAILS IN THE CERTIFICATE

Creating a Request for the Certificate

The terms of service: 

· The current key is valid.
· One of the attributes must be modified
· Free of charge
· The new certificate will have the same 
expiration date as the current one

http://platform.moex.com/?lang=en
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Press button “Create an application for 
making changes a new CESVK”

Creating a Request for the Certificate

CHANGING OWNER’S DETAILS IN THE CERTIFICATE
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Press the icon “Create an application 
for making changes a new CESVK” of the 
profile which certificate name should be 
modified

Creating a Request for the Certificate

CHANGING OWNER’S DETAILS IN THE CERTIFICATE
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Creating a Request for the Certificate

Fill in the form and press the button 
“Continue”

CHANGING OWNER’S DETAILS IN THE CERTIFICATE
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Review the document and click “Sign and send” 
if the information is correct

Creating a Request for the Certificate

A confirmation dialog appears if the operation 
is successful 

Press “Go over” and keep an eye on the status 
of the document 

You will receive an email notification regarding your application. Please follow the instructions provided in the email 

CHANGING OWNER’S DETAILS IN THE CERTIFICATE



Setting Actual Partner’s Certificates
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Certificate Renewal

Sign in with your account to 
Member Portal

Select the item of the menu “CA Services” 
→ “Certificate renewal”

Enter to CA Services 

SETTING ACTUAL PARTNER’S CERTIFICATES

http://platform.moex.com/?lang=en


37

Press the icon            “Update profile 
certificate” of the profile 

The broken profile can’t be updated through 
the website

Press the button 
“Update certificates counterparties now” 

Press the button “Ready” 
The profile was updated

SETTING ACTUAL PARTNER’S CERTIFICATES

Certificate Renewal



FAQ
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If the red error is displayed on the page

please make sure that “Moex Browser Plugin” is in the list of extension of the browser 
and is active

if all terms is done but error keeps going, please make a screenshot of the page 
https://cabinet.moex.com/cryptoapitest and send to our e-mail pki@moex.com. 
Support helps you with the problem

https://cabinet.moex.com/cryptoapitest
mailto:pki@moex.com
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In case of difficulties or if you need consultation, please contact us:

Certificate Authority MOEX Exchange
+7 (495) 363-3232 ext.1110

pki@moex.com

Contacts
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