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Requirements To The Workplace

The follow applications should be installed: Information:
https://www.moex.com/a2718

*  MOEX EDI CryptoPS Software :
*  Moex Browser Plugin https://www.moex.com/a2722



https://www.moex.com/a2718
https://www.moex.com/a2722

@ Moscow CREATING A KEY IN THE MEMBER PORTAL
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Introduction to the private key

All certificates require a private key to work
/\ The absence of a private key is a dangerous event and requires the user to revoke the certificate

Private key (KEY) — it is stored the user’s computer:
1. A system file of user’s store

\Wsers\ < user names \AppData’\Roaming! Microsoft\ Crypto\ RSA\S- < numbers

v

Mame Date modihed Type
/\ Don’t move the file from this folder to different computer or different 893455ebTa62fedbcaladbbiBeceneT_B12.
user’s account, the key won’t work at a new location

2. A backup file is a file with the extension “.rsa”. Export IS8 Drive (E)
private key and setting private key are only through the
Certificate store x64

backup

LOIKGZZLIBITAVY .rsa
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Introduction to the certificate

Certificate is a file with extension “cer”. + USB Drive (E) » backup
It contains information about expiration date Name ’ Jate modified fype
of private key, owner’s details, private key [ G MosxWorkszz 2/28/2023 7:30 AM =
identifier and other useful information
The details of the certificate can be received Seners! [D8tab | Cortfcstion Semere Detal [ Cotfication ot _
in “Certificate store x64". Select the certain N e e Vae )
7 Issuer INN=007702077840,0GRN=1027739387...
ifi i ubje ernative Name: J ot Before ec M =
certificate and click left button of mouse St e i el 29 Dec 2023 1335530 6T
organizationName: MOEX =] Subject INN=007702077840,0GRN=1027739387...

°] Subject Public Key Info Public Key Algorithm: rsaEncryption RSA o...
&) X509v3 Subject Alterna... sumame: Workers 22 organizationName: ...
1X500v3 Key Usage Digital Signature Non Repudiation Key Agr...
41 X509v3 Basic Constraints  CA: FALSE
&) X509v3 Extended Key U... TLS Web Chent Authentication (1.3.6.1.5...

&) Subject Sign Tool Microsoft Enhanced RSA and AES CSP
25| Private Key Identifier Provider Identifier: Microsoft Enhanced RS... K%
/e ) a H - ider Identifier: Microsoft Enhanced RSA and AES CSP
— : ¥ = z —| |Prov
Ce rt|f|cate S hame is Su bJect Subject: INN=007702077840,0GRN=1027739387411,SNILS=02099849022, Private Key Identfier: LO3KGZZLIBITXVYI
Issuer: INN=007702077840,0GRN=1027739387411,CN=MoEx Test,0=Mos
Vaiid from Valid to

EaCh Ce rtlflcate CO nta | nS prlvate key Key: 29 Dec 2023 15:35:30 GMT 29 Dec 2025 15:35:21 GMT
. . Certificate: 29 Dec 2023 15:35:30 GMT 29 Dec 2031 15:35:30 GMT
identifier e Save to fle...
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INITIAL CREATION OF CERTIFICATE

Creating a Request for the Certificate

Navigate to CA Services

Enter the Member portal

Select the item of the menu “CA Services”

- “Initial creation of certificate”

m B

Main page

KaGers

S

Check sign Qv g EN

- -
=3

Member portal Issuer portal

2 o 5

Buy data Issue parameter approval

MpopykTbl

Mpo/  Home Identifiers Reports Requests Client registration News

a
e e T Public Joint-Stock Company Moscow
Exchange MICEX-RTS
f the organisatio Moscow Exchange
Trac
Act on software
O
Initial creation of certificate
Ed Scheduled certificate replacement

Changing certificate details

Certificate renewal

List of certificates

E:>..

Questionnaire for a legal entity

Dossier
Providing reporting
) - Hoewiit aTan & paseuTuUmM GusHeca
Questionnaire for a non-resident legal entity
SMA Access la

CA

w

Technical access
HACTBUA SMUTEHTOB C MHBECTOPaMI
Financial documents |
OTC Reporting
Board
Active users

Calculation of risks for non-traded instruments

Matrix power of attorney

o
o

Warren Buffett

>
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Creating a Request for the Certificate

Find the Record

Find the user’s record with status
Application received. Request for creation of
CESVK is pending

A\ If you don’t find the user’s record, or the key
type isn’t RSA, please contact us:

8(495) 363-3232 int. 1110

e-mail: pki@moex.com

NITIAL CREATION OF CERTIFICATE

1 software nitial creation of certificate Scheduled certificate replacement Changing cerificate details Certificate renewa

Creation of a new certificate in case of initial production, loss or expiry
of a working key

BGuide to create a key

Applications for the initial creation fom 08032022 o | 06032026 Find @
of a CESVK
. Date of receiving the application to the Ke o )
Certificate owner 9 PP y Application processing status
CA type
o N . Application received. Request for creation of CESVK is
Smith John 06.03.2026 RSA

penaing



mailto:pki@moex.com
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Creating a Request for the Certificate

Creating a Request

Certificate owner Eite of receiving the application to the :T:; Application processing status G
Press the icon + to generate a request to _ Application

Smith John 06.03.2026 RSA din Generate a request to create a new CESVK g
create a new CESVK pending

CESVKAttributes X
Check certificate attributes. In case of |
. . CESVK owner: - Smith John
detection any mistakes, please contact us: Organisation: - Test Company LLC
o INN (Taxpayer ldentification Number) of the organization: - 7703465919

8(495) 363'3232 |nt- 1110 OGRN (Primary State Registration Number) of the organization: - 1187746857770
e_mail. pkl @ moex.com CESVK owner position: - Specialist

CESVK owner division: - Report department

SNILS (Individual Insurance Account Number) of the CESVK owner: - 00000312501
Human settlement: - Moscow

Constituent entity: - 77 Moscow

Comment

If the attributes are correct, press the
button “Generate request file”

If you find errors, please report to the EDMS CA

—> Generate request file Download request file

10
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Creating a Request for the Certificate

Creating a Request

Check the certificate’s attributes again and press the
button “Submit request to CA”

CESVKALttributes x

CESVK owner: - Smith John

Organisation: - Test Company LLC

INN (Taxpayer ldentification Number) of the organization: - 770345591
OGRN (Primary State Registration Number) of the organization: - 118
CESVK owner position:
CESVK owner division: 2
SNILS {Individual Insurance Account Number) of the CESVK owner: - 00000312501

T4BB5TTTO

Ry

Human settlement: - Moscow
Constituent entity: - 77

Owner's Electronic §i

06:02:00-01

42:FD:D3:12:10:03:D3:BI 0
A1E:AZB4AD:CO:B4:42:25BD-47-T6:CT-57: 7907

3C-BCF1:9D:-AA50:69:C7-88 40-F6:0%-B8
No comments

Send your application electronically by clicking Send application to CA

Back Submil request lo CA C.

Press the button “Print”. Print and sign the application.
Scan of signed application send to pki@moex.com.
The hard copy should be sent to the following address:
125009, Moscow, Bolshoy Kislovsky Lane, 13

Print and sign the application X
Your application has been received by Moscow Exchange Certification Authority. It will be processed
upon receipt of the original application for the production of an ESVKC executed in hard copy and

signed by the ESVKC owner / head of the company

Print the application by clicking the Print button, sign and stamp it with your company's seal, send the
original document to Electronic Document Management and Information Security Department
Moscow Exchange at 125009 Moscow 13 Bolshoi Kislovsky Pereulok

The Moscow Exchange Certification Authority will issue your certificate only upon receipt of the

original certificate production application signed by the ESVKC Owner. If the ESVKC is being

produced without naming an individual, the printed application must be signed by a person acting on

the basis of the company's constituent documents

The progress of the application can be tracked in the current section

1 3

11
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Setting The Certificate

m&m}_s Check sign Qv g EN & Warren Buffett >
Main page
B
Navigate to CA Services Kusanars
>3 ® S o} =] e} =2 o}
Member portal Issuer portal Buy data Issue parameter approval
Sign in with your account to
Member Portal
MpopykTbl
. a . b NP’ Home Identifiers Reports Requests Client registration News eee
Select the item of the menu “CA Services
" ey e . o fe Y/ @ Dossier
9 lnltla/ Creatlon Of Certlflcate Full name of the organisation Public Joint-Stock Company Moscow
Exchange MICEX-RTS Providing reporting
Questionnaire for a legal entity
Short name of the organisation Moscow Exchange B 1osuii sTan & paseuTum Guaneca
Questionnaire for a non-resident legal entity |
Trading participant’s unicode
SMA Access 8
Act on software CA Services
O
Initial creation of certificate Technical access
$ACTBUA IMUTEHTOB C UHBECTOPaMK
el Scheduled certificate replacement Financial documents |-
Changing certificate details OTC Reporting
Certificate renewal Board
List of certificates Active users

Calculation of risks for non-traded instruments

Matrix power of attorney

y
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Setting The Certificate

Find the Record

The application processing status of the
user’s record must be “Certificate issued”

Press the button i:

“Upload the archive to form the
storeprofile”

Press the button
“Download certificate files”

The file FilesForMakingLocalStore.zip will be downloaded in folder “Downloads”
Unpack the file through context menu “Extract all...” to folder “FilesForMakingLocalStore”

INITIAL CREATION OF CERTIFICATE

Applications for the initial creation of a

from = 06.03.2022 to 06032026 ®
CESVK
Certificate owner Date of receiving the application to the CA Key type Application processing status
Smith Johr 03.2026 RSA Centificate issued s 8 ‘
Certificate owner Date of receiving the application to the CA Key type Application processing status u
Smith John 06.03.2026 ASA ertificate issued

Select the action

Download certificate files

Upload the archive to form the storeprofile KNS

13



Setting The Certificate

Certificate Store

Launch the application
“MOEX EDI CryptoPS” -
“Certificate store x64”

Press “Profiles” and select “Profile settings”

INITIAL CREATION OF CERTIFICATE

Certificate store

File Certificate store Settings Service Profiles View 7

s B0 AY 55 0 8 by o @

= _:nJ Certificate store

q,ﬂj Personal store of certificates
- @ Local store of certificates
i 3% Network stores of certificates

Ready 7 February 2024 r. 10:37

Certificate store
File Certificate store Settings Service | Profiles | View 7

W B0 B | e

Load profile

.~ Personal store of certificates
| @Gl Local store of certificates
-8 Network stores of certificates

=I-L5 Certificate store & Load key |

@ Unload profile

Customize profiles with the ability to add new profiles and delete existing profiles 7 February 2024 r. 10:37

14
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Setting The Certificate

o MOEX EDI CryptoPS (x64) - Select profile X
Certificate Store

r‘% Profile name: v

Press the button “Add”

‘ Add ’ Jelete Edit oK Cancel
Input a profile name (for example: owner’s
. Profile name:
last name). Other settings have a default Defaul |

value

Profile directory:
C:\Users\kostinav\AppData\Roaming\VALIDATA\rcs ‘ Edit

[ create subdirectory with profile name
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Setting The Certificate

Certificate Store

Press “OK”

MOEX EDI Cryptops (x64) - Select profile

Profile name:

|

Store type
@® File (GDBM) (O Database (ODBC) O System (Windows)

Personal store:
‘ pse://signed/C:\Users\kostinav\AppData\Roaming\VALIDATA\rcs\Default\local.pse

Local store:
‘ file://C:\Users\kostinav\AppData\Roaming\VALIDATA\rcs\Default\local.gdbm

Network stores:

Edit

Edit

Add

Delete

Edit

Cancel

& Profile name:

Add

Delete

Default

Edit

oK

Cancel

16



Setting The Certificate

Certificate Store

Press the button “Load profile” if it looks

like [>

Press “Service” and select the item
“Create stores from folder”

Certificate store

INITIAL CREATION OF CERTIFICATE

File Certificate store Settings Service Profiles View 7

wa G &Y s ©

fl  oetaur

U

4

& o @

L) Certificate store

+1-Lg¥ Local store of certificates
#-38 Network stores of certificates

Load selected profile

.- Personal store of certificates

i+ Load profile

Load selected profile

7 February 2024 r. 10:4°

Certificate store

File Certificate store  Settings

AR AS E\l @

'T""l-lﬂj Certificate store
P &U] Personal store of certifica

& &

B

Service | Profiles View 7

Log

Backup stores

Restore stores

g Default

Create stores from folder

(5l Local store of certificates
(- 54 Network stores of certificate:

Copy store objects

Export certificates to system store

Export stores in portable format

Expiring objects...
Signature verification...

Signature creation

Find...

Cirl+F

“reate stores from folder

7 February 2024 r, 10:50
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Setting The Certificate

File Certificate store Settings Service Profiles View 7

ol el <l e a e

Browse the folder containing the objects to create the

Certificate Store

= _:nj Certificate store siores,
\ gl Personal store of certificates
ﬂ_ﬁj]] Local store of certificates v [ This PC ~
Direct the folder “FileForMakingLocalStore” etk storesefcetfctes oo
in the folder “Downloads” B Documents

v & Downloads
FilesForMakinglocalStore

b Music
= Pictures
B Videos
‘aa Local Disk (C:) -
Make New Folder Cancel
Qeady 7 February 2024 r.
Select a working certificate X
Select a working certificate
o0 o" ”n
Select your certificate and press “OK”. - prr— v pevere— p—r—
H [l INN=007702077840,0GRN=1027739387411, SNILS=02099845010, T =Spedalist, CN=Workers 10,0... 30.12.2021 14:... 30.12.2029 14:... C7S(PGSDSIGE... 30.12.2021 1%:...
The Wldth Of th e COl u m n S Ca n be Ch a nged gl INN=007702077840,0GRN =1027739387411,5NIL S=02099849011, T=Spedalist, CN=Workers 11,0... 29.12.2023 15:... 29.12.2031 15:... GZ9HBB5430Q... 29.12.2023 15:...

. INN=007702077840,0GRN = 1027739387411, SNILS =02099849012,T =Specialist, CN=Workers 12,0... 29.12.2023 15:... 29.12.203115:.. BTISESVZSONFL.. 29.12.2023 IS:...
fo r more co mfo rta b | e searc h | ng th e INN=007702077840,0GRN =1027739387411,SNILS =02095843021, T =Speaialist,CN=Workers 21,0... | 25.12.2023 15:... | 29.12,2031 15:... | S9101UASBTDL..
certificate
L4 »
oK Cance!

18
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Setting The Certificate

Certificate Store

Press “OK”

Certificate X

General Details Certification path

Certificate

W

X509v3 Subject Alternative Name:

surname: Workers 22
organizationName: MOEX

Subject: INN=007702077840,0GRN=1027739387411,SNILS=02099849022,"

Issuer: INN=007702077840,0GRN=1027739387411,CN=MoEx Test,0=Mos
Valid from Valid to
Key: 29 Dec 2023 15:35:30 GMT 29 Dec 2025 15:35:21 GMT
Certificate: 29 Dec 2023 15:35:30 GMT 29 Dec 2031 15:35:30 GMT
Export ...

orves

INITIAL CREATION OF CERTIFICATE

Press “Local store of certificates” and make sure, that list of certificate is
displayed on the right part of the application. Your working certificate

has icon with human

B Cnpaeounnk ceprudmkatos

®aiin  Cnpasounmk cepTuguratoe  Hactpoitkm Cepenc  Mpoguam  Bug 7

16 AR k_b u ﬂ ( f; f\‘_ﬁ e g Mo ymonuarmo

>y a B

=I5 CNPaBouHMK CEpTHRMKATOR Bnajeney Bnageney; ®amnua Bnagenew: O
&) ”'?P‘O“a”h”“" CNPABOUHNK CEPTURHKATC | 511NN =007702077840,0GRN=1027739387411,SNILS=020778490... COTpYIHHK 10 MAQ Mocko
_'* Sl f1oxans i CNpaBoUHNK CepTHRHKATOB) L4l INN=007702077840,0GRN =1027739387411,5NILS=020778490... CoOTpyaHHK 11 MAD Mocko
"#4 CeTesuie CPABOHIKN CEPTHQUKATOR 5INN=007702077840,0GRN=1027739387411,SNILS=020778490... COTpyaHmk 12 MAG Mocko
:b B 1INN=007702077840,0GRN=1027739387411,SNILS=020778480... COTPYAHHK 21 NAQ Mocko
]
€ > € >
lNoToso [0m35] 6 Despans 2024 r. 09:20:18 GM
4 N
. Terminate the application. Certificate is installed. The system is
ready to work with the key.
\_ J

19
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INITIAL CREATION OF CERTIFICATE

Creating a Request for the Certificate

Navigate to CA Services

Enter the Member portal

Select the item of the menu “CA Services”
- “Scheduled certificate replacement”

m B

Main page

Check sign Qv g EN

2 o 5

Buy data Issue parameter approval

Dossier

Providing reporting

Questionnaire for a legal entity ) - Hoswiit sTan & passuTum BusHeca
Questionnaire for a non-resident legal entity
SMA Access

CA Services

hr | ess L
Technical access BACTBUA SIMUTEHTOB C MHBECTOpaMU

E
Kebers
- -
= © =
Member portal Issuer portal
MpopykTbl
Mpogv
Home Identifiers Reports Requests Client registration News
[
Full name of the organisatior Public Joint-Stock Company Moscow
Exchange MICEX-RTS
Short name of the organisation Moscow Exchange
ading participant’s unicode
Act on software C
O
Initial creation of certificate
>

Scheduled certificate replacement

Changing certificate details

Certificate renewal

List of certificates

Financial documents |
OTC Reporting

Board

Active users

Calculation of risks for non-traded instruments

Matrix power of attorney



MOSCOW
EXCHANGE

SCHEDULED CERTIFICATE REPLACEMENT

Creating a Request for the Certificate

Press the button
“Generate a request to create a new CESVK”

Press “Continue”

Creation of a new certificate in case of scheduled/unscheduled replacement of a valid
certificate

B Guide to creates a key

Requests for the creation of a new CESVK from = 06.03.2026 to  06.03.2026 Find
Certificate owner Date of receiving the application to the CA Key type Application processing status
o data

<~

Generate a request to create a new CESVK

Download a request W create a new CESVK

Generation of a new key and a request for the creation of a CESVK X

| hereby request to create a non-qualified certificate of the electronic signature verification key (CESVK) as part of the
replacement of the CESVK in accordance with the data specified in the initial application for the creation of the CESVK. By
clicking the “Continue” button, | confirm my consent to the creation of only non-qualified certificates in the certification centre of
Moscow Exchange from 01.07.2021 in accordance with the Electronic Document Management Rules

Continue Cancel

23
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Creating a Request for the Certificate

Generate a request to create a new CESVK X
0 . 0 The
Press the icon 4~ of the profile which key i-ncnch key Kevis  powerof
the Profile name Working certificate DN valid attorney
ShOU|d be replaced' process typo until is valid
until

Generation of a new key and a request for the creation of a
CESVK

87746857770, SNILS=06238368065. T=PyrosoauTens
cceit Bnagumupoeuu OU=0raen atrectaumun,0=000 GOST 01.042027 31102
Mockea, ST=77 rMocksa C=RU

(=]
w

1

H H g INN=007703465919,O0GRN=1187746857770,SNILS=06238368065, T=Pyxosogutens
If the prOflle 1S brOken the fleld L Kostin_MBZI Hanpasnenuna CN=Koctux Anexcen Bnagumupoeuy, OU=01gen atrectauymn, 0=000 RSA 01042027 31102031
”Working Cert[:ficate DN” contains error. "MB 3awwuta undopmaumu” L=rMockea ST=77 rMockea,C=RU

UAT 9. we hereby inform you that you do not hold a valid power of attorney for the

owner of the Electronic Signature Verification Key Certificate. For questions -
9 Y o RSA 22.12.2028 Charter

The broken profile can’t be updated.
. Mo ymonuaxuio : ;
Please fol IOW the recom mendatlons- regarding the issuance or submission of a power of attorney, please contact your
account manager Clients@moex.com

Admin session, we hereby inform you that you do not hold a valid power of

attorney for the owner of the Electronic Signature Verification Key Certificate. _ _
¥ PRHREEE SRISEMPIGE CEFNEDEET: |  con 1650027 Clidiee

Admin_SED ; 2 2
= For questions regarding the issuance or submission of a power of attorney, please

contact your account manager Clients@moex.com

Cancel
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SCHEDULED CERTIFICATE REPLACEMENT

Creating a Request for the Certificate

Press the button “Submit request to CA”.

Press the button “Ready”.

A new order is displayed in the list. It has
status “Request received. Processing in
progress”.

200

Generation of a new key and a request for the creation of a CESVK
Comment
To change the attributes of the new CESVK (attributes of the subject name, scope of the CESVK), write your preferences in
Comments” field. If no changes are required, there is no need to fill in the “Comments” field
Back Submit request to CA
The request is sent X
Your application has been received by Moscow Exchange Certification Authority
The progress of the application can be tracked in the current section
Certificate owner Date of receiving the application to the CA Key type  Application processing status
Smith John 06.03.2026 RSA Request received Processing in progr

the

ess

25



SCHEDULED CERTIFICATE REPLACEMENT

MOSCOW
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Setting The Certificate

mf"ﬁ“ﬂ?r Check sign Qv g EN & Warren Buffett >

Main page
Navigate to CA Services s

-~ -~
>3 ® S o} =] e} =2 o}

Member portal Issuer portal Buy data Issue parameter approval

Sign in with your account to
Member Portal.

MpopykTbl

MNpopy

SeIeCt the item Of the menu ”CA Servjces,, Home Identifiers Reports Requests Client registration News @ Ll
— “Scheduled certificate replacement”

Dossier

name of the erganisatio iblic -Stock Company Moscow ’ )
Full na f a atior Public Joint-Stock Company Mosco! Providing reporting
Exchange MICEX-RTS

. " " - HOBbIV 3Tan B pa3BuTUK GuaHeca
Questionnaire for a legal entity ! P

Short name of the organisation Moscow Exchange
Questionnaire for a non-resident legal entity |
Trading participant’s unicode |
SMA Access
Al.t on bU*th‘-’de A S‘"“" ces
O
Initial creation of certificate Technical access WACTEUR SMUTEHTOE C UHBECTOPaMU
> Scheduled certificate replacement Financial documents [
Changing certificate details OTC Reporting
Certificate renewal Board
List of certificates Active users

Calculation of risks for non-traded instruments

Matrix power of attorney

A
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Setting The Certificate

Find a Request

The request’s status must be
“Certificate Issued”.

Press the button @
“Download working certificate”.

Press the button
“Go to work with a new key”.

SCHEDULED CERTIFICATE REPLACEMENT

Certificate owner

Date of receiving the application to the Key
CA type

Application processing status

Smith John

06.03.2026 RSA

Certificate issued

Certificate owner

Smith John

Select the action

Date of receiving the application to the Key
CA type

06.03.2026 RSA

Application processing status @

ohilile=1G] Download working certificate i

X

Go to work with a new key Upload file of working certificate

27
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Setting The Certificate

Download the certificate PR

3anyck Umna Tvn e fAoBepeHHOCTbL
Y DN paGouero cepTugukara AenCTBUTENeH . P

npoueaypbl npoduns Knioya o newcTeyer no

P ress t h e |c0 n 4‘ E> L AdminSED INN=007702077840,0GRN=1027739387411,CN=Admin session,0=Moscow Exchange, L=Moscow,ST=RU Moscow,C=RU Rsa 15.03.2027 Ycras

o o a INN=007703465919,0GRN=1187746857770,SNILS=06238368065, T=PyxoeoauTens Hanpaeneuus,CN=Koctux Anexcen
7 2 MB3U Rsa  01.04.2027 YcTas
GO tO wor k wi th th IS ke y Of the prOfI |e E> L * Bnaaumuposuy,0U=0r1aen arrectaumn,0=000 "MB 3awmra uHgopmaumumn®,L=r.Mocksa,ST=77 r.Mockea,C=RU 3 e

which certificate should be updated
P E=

/\If the profile is broken the field “Working
certificate DN” contains error. The broken profile Successful |‘_'r’ X
can’t be updated through the website

The key has been successfully adopted Default

Press the button “Ready”

28
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Creating a Request for the Certificate

AThe terms of service: 5

- The current key is valid.

- One of the attributes must be modified
- Free of charge

- The new certificate will have the same
expiration date as the current one

Enter to CA Services

Sign in with your account to
Member Portal 5

Select the item of the menu “CA Services”
- “Changing certificate details”

woscow

Main page

KaGers

CHANGING OWNER'’S DETAILS IN THE CERTIFICATE

- -
o= =
Member portal Issuer portal

MpopykTbl

MpoayKThl ANA SMUTEHTOB

Check sign Qv g EN Warren Buffett >

Do

=2 o] =2 ®

Buy data Issue parameter approval
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EXCHANGE

Creating a Request for the Certificate

Press button “Create an application for
making changes a new CESVK”

Act on software nitial creation of certificate Scheduled certificate replacement Changimg

g cerfificate details Certificate renewa List of certificat

Creation of a new certificate due to changes to the current certificate

(M Guide to create a key
Requests for the creation of a new from 06.03.2026 w0 06.03.2026
CESVK
Certificate owner Date of receiving the application to the CA Key type Application processing status
No data

Create an application for making changes a new CESVK
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CHANGING OWNER'’S DETAILS IN THE CERTIFICATE

Creating a Request for the Certificate

Press the icon L “Create an application
for making changes a new CESVK” of the
profile which certificate name should be
modified

Create an application for making changes a new CESVK

Launch
the Profile name
process

£ Admin_SED

Cancel

Working certificate DN

X
The power
Key Keyis
ty| ye vaI)i,d until siormey
P is valid

until

INN=007702077840,0GRN=1027739387411,CN=Admin session,0=Moscow

Exchange,L=Moscow,ST=RU Moscow,C=RU

RSA 15.03.2027Charter
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CHANGING OWNER'’S DETAILS IN THE CERTIFICATE

Creating a Request for the Certificate

Fill in the form and press the button
“Continue”

Application for Generation of the Electronic Signature Verification Key Certificate

Moscow Exchange
02077 =
938 L
RU Moscow (]
Moscow @

Tariff for making changes to the current certificate

Q creating an ESVKC (@

Undo changes

Information
Moscow Exchange
RSA

Ky valid unt
15.03.2027
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EXCHANGE

Creating a Request for the Certificate

Review the document and click “Sign and send” Signing and sending
if the information is correct

() The document must be signed with the same certificate that was specified in the application

A confirmation dialog appears if the operation
is successful =  d15927ab-ef49-48f2-9ac...

Press “Go over” and keep an eye on the status
of the document

Application
for G of the El ic Signature Verification Key Certificate

1. For the purpose of using in the Electronic Data Interchange System the organizer of which is Moscow
Exchange
Moscow Exchange
(full name of the organization indluding the form of incorporation or full name of the individual entrepreneur)
() The document has been sent X
Admin session
(full name of the applicant acting on behall of the legal entity — owner of the ESVKC)

hereby requests to produce ESVKC in accordance with the data specified in this application:

represented by
Your document has been

successfully submitted for

1.1 Attributes of the subject name (DN) for the ESVKC to be produced.
IINN* 007702077840

processing You can track the

status of the document in the
0 te' cont IOGRN/OGRNIP** 1027739387411
Documents' section SNILS***
Kitle (T) 123
commonName (CN) Admin session
Go over rganizationUnitName (OU)  ffffTT
prganizationName (O) Moscow Exchange

JocalityName (L) Moscow

Cancel

You will receive an email notification regarding your application. Please follow the instructions provided in the email

Sign and send
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Certificate Renewal

Enter to CA Services

Sign in with your account to
Member Portal

Select the item of the menu “CA Services”

- “Certificate renewal”

SETTING ACTUAL PARTNER'’S CERTIFICATES

woscow
EXCHANGE

Main page
E
KeGvers
[ ] -
= © =) o
Member portal Issuer portal
MpopykTbl
Mpogys s nna ausuraurns
Home Identifiers reports Requests Reports Client registration News TestSold2 TestSold3
[
name of the organisation Limited Liability company MOEX Information Security
hort name of the organisation MOEX Information Security LLC
Tradin u
Scheduled certificate replacement
O
Changing certificate details
> Certificate renewal

List of certificates

Act on software

Initial creation of certificate

Check sign Qv g EN

2 o 5

Buy data Issue parameter approval

Dossier
Reporting
Questionnaire for a legal entity ) - Hoswiit aan B passuTun BusHeca
Questionnaire for a non-resident legal entity |
SMA Access I'"
CA Services
Technical access

HACTBUA IMUTEHTOB C UHBECTOPaMK
Financial documents
OTC Reporting
Board
Active users

Calculation of risks for non-traded instruments

Matrix power of attorney

Questionnaire for a non-resident legal entity (NEW)
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@ oscon SETTING ACTUAL PARTNER’S CERTIFICATES

EXCHANGE

Certificate Renewal

on of certificate Scheduled certificate replacement Changing certificate details

Updating counterparty certificates in the local user store

MGuide to create a key,

. ~a .
Press theicon =  “Update profile o
Key Keyis 2
CertifiCGte V4 Of th e p rOfi I e Profile name Working certificate DN typye val‘:d until attorney is

valid until
X . INN=007702077840,0GRN=1027739387411, CN=Admin session,O=Moscow TR AN r
Admin_SED RSA 15.03.2027 Charter 45
Exchange L=Moscow,ST=RU Moscow,C=RU

/\ The broken profile can’t be updated through

. [ Update for GOST ]
the website
[ Update for RSA ]
Conventions

« - Update profile certificates

Press the button Select the action X
“Update certificates counterparties now”

" , Update certificates counterparties now Upload counterparty certificates
Press the button “Ready’

The profile was updated

Successfully X

The key has been successfully adopted Admin_SED
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A Moex Browser Plugin
If the red error is displayed on the page

Failed to initialise the cryptosystem

please make sure that “Moex Browser Plugin” is in the list of extension of the browser
and is active

if all terms is done but error keeps going, please make a screenshot of the page
https://cabinet.moex.com/cryptoapitest and send to our e-mail pki@moex.com.
Support helps you with the problem
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Contacts
In case of difficulties or if you need consultation, please contact us:

Certificate Authority MOEX Exchange
€. +7(495) 363-3232 ext.1110
B pki@moex.com
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