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MogknoveHue API. Mowarosasa MHCTPYKUMA

Ons ncnonb3oBaHma APl MocKoBCKOM BUpKK Bam HEOBX0AMMO BbINOJHUTL CAeaylowme Wwaru:

e Co3pgailTe NpuNoXKeHMe ANA A0CTyNa K BblbpaHHbIM APl BUpPXKK 1 3anpocuTe CBOEro KAMEHTCKOMO
MeHeaKepa o npucBoeHnn npunoxkeHunto client_id u client_secret (yHMKanbHbI MaeHTUDUKATOP
BalLIEro NpUAOXKeHMA 1 KAto4 6e30MacHOCTM, B COBOKYMHOCTM O4HO3HAYHO naeHTMbuumnpyowme
Balle NpUAoXKeHue npu obpaweHnn K API), oTnpasns emy MHPOPMALMIO O CBOEM NMPUIONKEHUM.
Mocne NpPoBEPKM U yTBEPKAEHUA CO34aHHOIO BAMU MPUIOKEHUA, AAaHHOMY NPUIOXKEHUIO ByayT
BblAaHbl y4eTHble AaHHble client_id u client_secret ana goctyna K 3anpoweHHbim APl Bupxu.

Heob6xo0umo y4yumbisamsb, 4mo y noJib308amesid, Om UMEHU KOmopoz2o niaHupyemcsa pabomamsb ¢
API, JonxkHbI 6bIMb COOMBEMCcMBYoUjUe pa3pelweHUA Ha Ucnoib308aHue UHHOpMayuoHHOU
cucmemsl, npedocmassAweli coomsemcmasyroujee API. [laHHoe paspeweHue npedocmassisemcsa
yepe3 C80€20 KJIUeHIMCKO20 MeHedKepa, nymem omnpasku coomsemcmayroujel 3as8KU Ha docmyn
nosib3osamesis K cucmeme. Takxe JosixkeH 6bimb BbinyweH (Ydocmosepanwum UeHmpom
Mockosckoli bup:ku) cepmuguKkam 371eKmpoHHO20 K/104a Ha UMA 3mo20o noJib3osamesia (s8nadesey
cepmugukama).

e Peanusyinte B CBOEM NPUIOKEHUM NogaepKKy npotokona OAuth 2.0 u nonyunTe ToKeH gocTtyna
(access_token — cm. HUXKE), KOTOpPbINM Bbl CMOXETE UCMO/1b30BaTb AN Bbi30Ba GpyHKUMI API.
e [locne TOro, Kak Bbl 3TO CAE/1an, Bbl TOTOBbI MCMO/b30BaTb APl MocKkoBcKon Bupxu.

Y10 Takoe OAuth 2.0?

OAuth - omkpbimbili cmaHdapm aymeHmudgukayuu u asmopusayuu. OAuth npedocmasasem memod
docmyna KaueHmos K pecypcam cepsepa om UMeHU 8/1adesbLa pecypca (makozo Kaxk opyaoll KaueHm uau
KOHe4HbIlU nosib3osamesib). OH makxe obecnequsaem npouecc /18 KOHe4YHbIX nosib3osamesel
asmopusayuu docmyna mpembUx CIMOPOH K UX pecypcam cepsepa 6e3 cosMecmHo20 UCN0/1b308aHUA UX
y4YemHbIX OaHHbIX.



O6wana cxema paboTbl € API
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MonyyeHne TokeHa AocTyna

[na paboTbl ¢ APl nepBoHaYaibHO HEOHXOANMMO NOSIYYNTL TOKEH AO0CTYNa, 418 3TOro HeobxoaMmo
BbINOJIHATb HECKO/IbKO LUAroB:

1. Nonyuntb MOEX Passport Token, BbinosHnB GET 3anpoc no aapecy
https://passport.moex.com/authenticate ncnonb3sys Basic ayTeHTUDUKALMIO C YH4ETHBIMM AAHHBIMM

nonb3oBaTens, OT UMEHW KOToporo npegnonaraetcsa pabota ¢ APl 3HaueHne Moex Passport Token
byaet Bo3BpaLleHo B Kyke MicexPassportCert;

2. Wcnonbsys APl CK3U Banungata (ans dopmmposaHusa nognucu B popmatax FOCT u RSA), a Takxke
nHoe Kpuntorpaduyeckoe MNO ana popmmnpoBaHusa nognucu B ctaHaapTe RSA, cosaaTb
OTCOEANHEHHYO SNEKTPOHHYIO LMdPOBYO NOANUCH NOYYEHHOTO Ha Npeaplaylem ware MOEX
Passport Token cepTuduKatom nosb3oBaTens, OT UMEHM KOTOPOro npeanonaraetca pabotbl ¢ API.
Bcto Heobxoaumyto nHbopmaumio no pabote ¢ CK3U Bbl moxkeTe HalTH Ha http://moex.com/s1292;

3. BbinonHutb POST 3anpoc no aapecy https://api.moex.com/auth/oauth/v2/token, ncnonbsosas
cnepyowme napameTpbl (MapameTpbl AOMKHbI NepeaBaTbCs C UCMOIb30BaHMEM METO4a
“application/x-www-form-urlencoded”):



https://passport.moex.com/authenticate
http://moex.com/s1292
https://api.moex.com/auth/oauth/v2/token

o grant_type — passport

O scope — 3anpaluMBaemble Npasa AoCTyna (B c/lyyae OHNaNH-PerncTpaLMm sHayeHue paBHo
client_registration)

o client_id — ngeHTndunKaTop NpUNoKeEHUsA, BblAAHHbIN BAUMM NEPCOHANBbHbIM
MeHeaKepom

o client_secret — knto4 6e30MacHOCTH, BblAAHHbIM BAaLUMM NEPCOHANbHbIM MEHEAKEPOM

o certificate - MOEX Passport Token, nony4YeHHbI1 Ha NepBOM Luare

o algorithm — 3HaueHne GOST nam RSA, B 3aBUCMMOCTM OT TMMa NOANNUCU, NUCNONb30BAHHOM
npu GopMmnpoBaHMM 3NeKTPOHHON nognucn MOEX Passport Token

o signature — anekTpoHHaa noanuce MOEX Passport Token, cdopmupoBaHHas Ha BTOpom
aTane, B Base64 KoanposKe

Ecnu 3anpoc BbINOAHUTCA ycnewHo, Bbl noay4nTe JSON 06beKT co cnegyowmmm noasamu:

O access_token — TOKeH 40CTyna, KOTOPbIM AOJ/IXKEH NepeaBaTbCa NPU Kaxaom Bbizose API

O expires_int — BpemMa M3HW TOKeHa A0CTyna B CeKyHaax

o refresh_tokent — TokeH 06HOBNEHWS, TOKEH KOTOPbI HEOBXOAMMO MCMNONb30BaTb NPU
06HOB/IEHNM TEKYLL,ETO TOKEHa 40CTyna

o token_type — Bceraa umeet 3HaueHue bearer

B cnyuae ke, ecnv nepepaHHble AaHHbIe He ABASIOTCA BaIMAHbIMU (Hanpumep, NPUAOXKEHNE C TaKUM
client_id otcytcTByer, client_secret He cooTBeTcTBYET client_id unu e nepegaHHas sneKTPOHHas

noAnucb He cCOoTBETCTBYET NepegaHHomy MOEX Passport TokeHy) pesynbtatom 6ygeH HTTP Response
Code 403

Mcnonb3oBaHMe TOKEHA AOCTYyrMa

Tenepb, KOrga y Bac ectb TOKEH A0CTyNa, BCe, YTO BaM HYXKHO CAenaTtb, 3TO UCNOAb30BaTb €ro Ana
noAnNnUCcaHmA 3arnpocos, OoTNpas/ieHHbIX B API.

Bbl genaete aTto, L06aBAAA CAEAYIOLLMIA 3ar0N0BOK K BalUMM 3anpocam:

Authorization: Bearer <access_token>

B cnyuae, ecnm ucnonb3yemsiii Access Token (TOKeH focTyna) He fABAAeTCA BaIMAHbIM U BPEMA ero
*KU3HU UCTEKNO, B OTBET Bbl Noayunte HTTP Response Code 401.

Mpw nony4yeHUn oTBETA C AAHHBIM KOAOM OWNBKK, Bbl MOXKETE MOBTOPHO 3aMNPOCUTb TOKEH AOCTYNA Tak,
KaK 3TO ONUCaHO paHee.

Onuncanue API Online registration

API ctpouTca Ha npuHumnax RESTful API, ncnonbsys cneayolume ctaHgaptTHole HTTP meToabl U B
HacTosALllee Bpema NnoaaepuBaeT ABe onepauuu:

1. POST https://api.moex.com/client/vl/applications - OTnpaBKa 3aABKM Ha PErUCTPALINIO
KnneHTa(os). dopmat Tena 3anpoca COOTBETCTBYET CyLLecTBytoLeMy popmaTy daitia perucrpaumm
KNueHToB https://www.moex.com/a3361.

Mpu BbI30BE A0NXKeH bbiTb yKasaH HTTP 3aronosok Content-Type co 3HauyeHuem application/xml.



https://api.moex.com/client/v1/applications
https://www.moex.com/a3361

Bo3moXHble Koabl oTBeTa:

e 202 —3anABKa ycnewHo 3apeructpuposaHa. B HTTP 3arosnosKke Location byaeT cogepaTtbcs
URL, no KoTopomy MOKHO byaeT NocMOTpeTb cTaTyc 06paboTKM 3aABKM Ha PerMcTpaLmio

e 503 —3asBKa He 3aperncTpupoBaHa, Tak OTNpasaeHa B Hepabouee Bpems.

e 429 — npeBbllEHO A0NYCTUMOE KO/IMYECTBO 3anpocos. Heobxoammo NoBTOPHO OTNPaBUTL
3anpoc yepes 30 cek.

e 400 — HeBepHbIi dopmaT 3asBKN. KOHKpPETHOE onMcaHMe OWNOKN COAEePKUTCA B Tene
OTBETHOro Co0bLEeHNn

e 500 — npoune ownbKM. KOHKpETHOE ONMcaHne OLWNBKM COAEPHKUTCA B TESIE OTBETHOTO
coobuieHns

2. GET https://api.moex.com/client/v1l/applications/{DOC DATE}/{DOC NUM} - MonyyeHue ctaTyca
06paboTKM 3aABKM HA PErUCTPaLMIO, Fae:
e DOC_DATE — gaTta popmnpoBaHMA 3aABKM Ha PErUCTPaLMIO KAMEHTA
o  DOC_NUM - yHMKanbHbI y4EeTHbIA HOMEP 3aiBKM HA PETUCTPALMIO KIMEHTA
dopmat Tena oTBETA COOTBETCTBYET CyLlecTByowemy GopmaTty OTBETHOro dpanaa permcTpauum
KnneHToB https://www.moex.com/a3361.

SLA API Online registration

Bpema goctynHoctn APl - 09:30:00 (MSK) — 23:50:00 (MSK)
Konunuectso gonyctumbix Bbi3osos APl — 1 3anpoc/cekyHay
Bpemsa ncnosHeHMA 3as8BKM — He Bosiee 5 MUHYT

MaKcMmanbHbI pasmep Tena 3anpoca — 2,5 M6
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