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List of respondents



List of respondents -
members of the Companies Circle

1. ALROSA /7. Norilsk Nickel

2. AEROFLOT 8. Russian Railways
3. BASHNEFT 9. Rostelecom

4., Bank VTB 10. RusHydro

5. Inter RAO 11. SBERBANK

6. LUKOIL 12. Transcontainer

The questionnaire was sent to all members of the Companies Circle.
8 out of 12 companies — members of the Companies Circle answered these questions.
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1. General terms



1. General terms

Anticorruption legislation the respondents’ companies are guided by:

Russian Federal Anti-corruption Law #273-FZ of
25 December 2008

The UN Convention Against Corruption

Council of Europe Criminal Law Convention on
Corruption

UK Bribery Act

US Foreign Corrupt Practices Act (FCPA)

Among other documents, defining the company's activities in the area of anti-corruption,
respondents noted the following:

The Constitution of the Russian Federation (RF), the Criminal Code of the RF, the Code Administrative
Offences of the RF, National Anti-corruption Strategy, National Anti-corruption Plan for 2014-2015, and legal
acts issued by the President of the RF and the Government of the RF.
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1. General terms

OECD documents in the area of ensuring integrity in business known to
respondents:

OECD Principles of Corporate Governance

OECD Guidelines on Corporate Governance of State-Owned Enterprises

OECD Guidance on Internal Controls, Ethics, Compliance

OECD Convention on Combating Bribery of Foreign Public Officials in International
Business Transactions

OECD Guidelines For Fighting Bid Rigging in State Procurement

OECD Guidelines on State Procurement

OECD Principles for Transparency and Integrity in Lobbying

OECD Due Diligence Guidance for Responsible Supply Chains of Minerals from Conflict-
Affected and High-Risk Areas

OECD Guidelines for Multinational Enterprises

None of the above documents are known
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2. Company compliance
function



2. Company compliance function

The company has a department or an employee responsible for compliance with
internal policies and anti-corruption law:

companies have a compliance
7 function represented by a
department or employee

o 20 1 3 The year the

compliance
department was
to 20 1 6 established varies
among
respondents
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Company does not have a compliance
1 function

The economic security department monitors

compliance with internal policies and applicable
anti-corruption law



2. Company compliance function

In companies with a dedicated compliance function, the responsible employee
does the following work:

Periodic inspections for compliance with internal procedures and anti-
corruption law

Assessment of corruption risks

Development and implementation of anti-corruption policies and
procedures

Advising company management regarding applicable anti-corruption law

Actions in respect of specific violations

Employee training

Monitoring of the company's transactions for compliance with internal
policies and anti-corruption law

Other responsibilities noted by the respondents include:
+ Control over the counteraction of money laundering and terrorism financing

+ Participation in official inspections and investigations to identify violations of anti-corruption law and
development of possible steps to address violations

+ Development of a compliance culture
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2. Company compliance function

Compliance procedures:

Employees may ask the person responsible
for compliance questions at any time

Inspections by compliance manager or
department

Internal assessment of corruption risks

respondents could not answer the company conducts internal

1/8 question about internal assessment of 1 assessments of corruption risks every
corruption risks e Yyear or as needed
companies conduct internal companies conduct internal

4 assessments of corruption risks 2 assessments of corruption risks as
annually needed
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2. Company compliance function

Results of the internal assessment of corruption risks are used in the
following way:

7
6
5 5
I 4 I 4

Update internal Update the Ethics Update the company's Update the plan and Update the planand Update audit plans
policies Code internal procedures content of anti- content of internal  (internal audit, other
corruption training communications audits)

respondents could not Other uses of the risk assessment results noted by the
1/8 answer the question respondents:

« Improving the company’s internal control system and carrying
out investigations
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3. Internal policies of the
company



3. Internal policies of the company

Ethics Code

Gift limits

Check for compliance with internal policies
and applicable anti-corruption law
The company has joined the Anti-Corruption
Charter of Russian Business

Limits on representation expenses

from 3000 Limits on gifts

indicated by

to 4000 respondents
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respondent could not answer the
question about compliance inspections

respondent could not answer the
question about limits on representation
expenses
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3. Internal policies of the company

The following methods are used to familiarise staff with internal policies:

Signing addendums to employment contracts
Training

Signing policy reference lists

Internal e-mail newsletter

Publication on the company's external website

I

Publication on the company's intranet

companies have procedures to familiarise
7/8 employees with the internal policies
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4. Policies and procedures
governing interaction with
counterparties



4. Policies and procedures governing interactions with

counterparties

Collecting information and identifying conflicts of
interest

Procurement policy

Policies and procedures for counterparty checks
Periodic check of a counterparty's certification
Audit rights

Procedures for working with intermediaries

companies have counterparties checked
by three departments depending on the
nature of the inspection
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respondents could not answer the question
about the existence of a separate policy
for working with intermediaries

respondents could not answer the
guestion about audit rights
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5. Participation In state
procurement



5. Participation in state procurement

//8

companies participate in state
tenders, performing work and
providing services under
state contracts

companies do not have a separate

policy for interacting with state
5/7 companies and public officials 2/7
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companies have a separate policy
for interacting with state
companies and public officials
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6. Checks on employees



6. Checks on employees

Checks of employees to ensure that persons in executive positions were not involved
in illegal activities or other violations of business practices:

companies conduct checks of respondents could not answer the
6 employee personal data 2 question about personal data checks
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7. Employee training on
compliance



7. Employee training on compliance

Compliance training:

Employee compliance training is held timely

respondent could not answer the
question about compliance training in
the company

companies, hold training on an
annual basis

respondent could not answer the question

companies, hold training more often about sufficiency of compliance training

than annually

LINE
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7. Employee training on compliance

The following employees participate in anti-corruption training:

All employees Employees of the Employees of the sales Employees interacting with  Heads of departments
procurement department department public authorities
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8. Reporting compliance
violations



8. Reporting compliance violations

Existing methods for reporting violations of internal procedures and
applicable law:

Open door policy with the opportunity to report directly to head [

Public web resource available to all for reporting potential
violations

Internal hotline on the company's intranet

Open door policy with the opportunity to report to top
management

Corporate e-mail

Reporting through text message

Surveys and interview at termination

Separate phone line with the option to receive a fax
Hotline provided by external organization
Opportunity to communicate through live chat

Smartphone application

!

respondents consider the existing All companies have 3 or more ways to

7/8 violation reporting channels to be report violations of internal procedures or
anonymous applicable law
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8. Reporting compliance violations

Employees responsible for processing messages about violations of
internal policies and applicable law:
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The head of internal audit department

CEO

Compliance department

Security department

Board of directors

Administrative department

Marketing department

External provider

CFO

Legal department

HR department

Union representative

N N N
w
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8. Reporting compliance violation

Existing procedures for protecting employees that report compliance
violations:

Subsequent talk with employee to determine if the there were any
retaliatory measures

Determination whether a dismissed person reported any violations

Monitoring for changes in the assessment or duties of an employee
who reported violations

Inform the employee about the policy of inadmissibility of retaliatory _
measures

Monitoring of sick leaves

Monitoring for changes in the employee's status

companies, have at least one procedure respondents answered that good practice is
for protecting an employee that reports 3 to share information about violations with
violations management before reporting them.

respondents could not answer the
question about procedures protecting
the employees that report violations

6
2
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Thank you for your attention!
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