OTBeTCTBEHHDbIIA 3a opraHu3aumio 06paboTkn nepcoHanbHbIX AaHHbIX B MAO MockoBcKas Bupika
[npeKTop onepauMOHHbIX PUCKOB, MHPOPMaLMOHHOM GesonacHOCTH

Ycnoeua 06paboTkM NepcoHaNbHbIX AaHHbIX Npu paboTe ¢
Be6-caiitom, Mo6unbHbIMU NpunoxKeHuamm « MOEX» Ha
nnatdpopme 10S n Android

Mebl, MybanyHoe aKumoHepHoe obwectBo «MoOCKOBCKan
Bupska MMBB-PTC» (MAO «MocKkoBcKaa bBupxka») -—
KomnaHua, 3apernctpupoBaHHaa no agpecy: Poccuiickan
depepaumn, ropos Mocksa, bonbwoi KucnoBckuin nepeynok,
Aom 13, npu ocyLecTBNeHUN CBOEN AeATENIbHOCTU MOJyYaem
OT Nno/sib3oBaTesiel AaHHOro Beb-caiTa, a TakKe MOBUIbHOTo
npunoxenna «MOEX», pgoctynHoro Ha nnatdopmax iOS wm
Android  https://www.moex.com/s124,  nepcoHa/bHble
haHHble W obpabaTbiBaem wux. ABNAACb onepaTopom
MEepPCOHa/NbHbIX [JaHHbIX, Mbl CYMTAaEeM CBOMM  [OJFOM
obecneynBatb HeobXOAMMYK 3alUMTy UM Hagjexalwee
MCMo/Ib30BaHME NepesaBaeMbIX HaM NMepPCOHabHbIX AAHHBIX.
Ycnosua ob6paboTKM MepPCOHasNbHbIX AaHHbIX Npu paboTte ¢
Beb-caiiTom, MobuabHbIMKM npunoxKeHnamm «MOEX» Ha
nnatdopme 10S u Android (ganee - Ycnosus) paspaboTaHbi B
cooTtBeTcTBUM ¢ PepepanbHbiM 3aKOHOM OT 27 utona 2006
roga N 152-®3 «O nepcoHanbHbIX AAaHHbIX», @ TAKXKE C y4eTOM
General Data Protection Regulation (manee — GDPR)
(Regulation (EU) 2016/679) ot 27 anpena 2016 roga wu
HanpaBneHO Ha obecrnevyeHne 3awWMTbl Npas U cBobos,
dur3nYecknx nuu, npu 06paboTKe Nx NepCcoHaIbHbIX AAHHbIX.

Mpocum Bac BHMMaTeNbHO O3HAaKOMWUTBLCA C HaCTOALWMMMU
YcnosuAamM, AN TOro 4YTobbl MOAYYMTb NpeacTaBleHME O
nopagke 06paboTkM Bawmx nepcoHanbHbIX AaHHbIX.
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1. TepmuHbI, KOTOpPbIE UCNONbL3YIOTCA B AaHHbIX YCN0BUAX

MepcoHanbHble AaHHble — Nt0bas MHPopMaLMA, CBA3aHHasA C
Bamun (cybbeKTom nepcoHasnbHbIX AaHHbIX). Hanpumep,
NnepcoHaNbHbIMU AaHHbIMU ABAAOTCA Bawu damunus, agpec
3/1EeKTPOHHOM MoYTbl, HOMep TenedoHa.

M HenpepbiBHOCTM 6u3Heca NMAO MocKoBcKas bupika

C.B. Aemupgos

The processing conditions of personal data while working
with the web site, Web mobile applications “MOEX"” on 10S
and Android

Public Joint Stock Company “Moscow Exchange MICEX-RTS”,
incorporated in Russia, with its registered office at 13, Bolshoy
Kislovskiy pereulok, Moscow, Russian Federation (hereinafter
referred to as the Company, or “we”), receives and handles
personal data from users by means of this website and the
mobile application “MOEX” (available on the iOS and Android
platforms https://www.moex.com/s389) while carrying out its
activities. Therefore, as a controller of personal data, we
consider it our duty to provide the necessary protection over
and to ensure the proper use of the personal data transferred
to us.

This processing conditions of personal data while working with
the web site, Web mobile applications “MOEX” on 10S and
Android (hereinafter — the Processing conditions ) were
developed in accordance with Russian Federal Law “On
Personal Data” No. 152-FZ, dated 27 July 2006, and the
General Data Protection Regulation (Regulation (EU)
2016/679) dated 27 April 2016 (hereinafter — GDPR), and is
aimed at ensuring the protection of human rights and
freedoms in the processing of personal data.

We ask you to carefully read this Processing conditions in
order to understand how your personal data is processed.
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4  Transferring personal data.........cccceevvreennniniiiiinnnnnnnns 4
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6 Storage of personal data........cccceevvuunerneniiiiiiiiineeeee 5
7 Measures taken to protect personal data .................... 5
8  Your rights as a data subject........ccccvveeeeeeeieeeiiiiiiriiininnn, 6

1. Terms used in this Processing conditions

Personal data — any information related to a natural person
(or ‘data subject’). For example, surname, passport number, e-
mail address, and phone number are personal data.



O6paboTKa — AeiNCcTBMA, COBepllaemble C NepCcoHaNbHbIMU
OaHHbIMKM,  BKAtoYasA:  cbop, 3anucb,  OpraHusauuio,
CTPYKTYPUPOBaHUE, XpaHeHue, ajanTauuio, YTOYHEHME,
06HOBNEHME, U3MEHEHME, BOCCTAHOB/IEHUE, KOHCY/bTALMIO,
MCMO/Ib30BAHME,  PACKpbITUE  MOCPEeACTBOM  Mepeayu,
obesnnunBaHme, 6noKMpoBaHue, rPYNnuUpoBKY,
KOMBWHMPOBAHUE, YAANEHUE, YHUUTOXKEHUE NEPCOHA/bHBIX
[OaHHbIX.

TpaHcrpaHuyHas nepepava NepcoHaNbHbIX
BAAHHbIX — Nepejaya NepcoHasnbHbIX AaHHbIX Ha TEPPUTOPUIO
WMHOCTPAHHOrO roCcyZJapCTBa, OpraHy BJAcCTUM WMHOCTPAHHOTO

rocyfapcrtea, WHOCTPaHHOMY  U3MYECKOMY Auuy  Uan
WMHOCTPaHHOMY HOPUANYECKOMY INLLY.
®aiin cookie — HebosblWOM ¢parmMeHT AaHHbIX, KOTOpPbIM

OTNpaBNAeTCA cepBepom Beb-cailTa M XpaHMTCA Ha Bawem
ycTpoiicTBe.

2. C6op n 06paboTKa NepcoHaNbHbIX 4aHHbIX

21 C MCNONb30BaHNEM Beb-canTa Mbl MOXKem
06pabaTbiBaTb MEPCOHAa/IbHbIE  A@HHbIE  K/JWEHTOB,
BOCMO/Ib30BaBLUMXCA HAWWMK YCAYramn, W OaHHble

nocetuTenen Hawero Beb-caiTa.

C ncnonb3oBaHmem npunoxeHma «MOEX» mbl moxKem
06pabaTbiBaTb NEPCOHasbHbIE AaHHbIE MOJIb30BaTE/EN
npunoxxeHunsa « MOEX».

2.3 C KaKumu Luenamm mbl obpabatbiBaem Bawm gaHHbie?
Mbl 06pabaTbiBaem nepcoHasibHble AaHHble MO HECKOJIbKUM
npUYNHaM:

® yT10Obl HaWM KAMEHTbl MMENIN BO3MOMKHOCTb C
Mcnonb3oBaHNem Beb-canTa:

O  ynpaBAATb MNOAMMUCKON Ha PacCbINKM (HOBOCTH,
WTOrM TOProB, PeecTpbl CAEN0K, MHAEKCI);

o odopmaATtb noAnuCcKy Ha bupkesyto
MHPopmaLMio (XO4 TOProB, UTOTU, apXWUBHbIE
OaHHble, OTBET Ha 3anpoc, CrpaBoYHble
AaHHble, UHAEKCbI);

O  OTNpaBAATb 3aMpOCbl B KasieH4ape NHBECTOPOB
(Meeting request, Add to mailing list, Request
Dial In);

o noanucbiBatecs Ha |R-onoseuleHua (/nvestor
Relations services/IR-notifications);

O  OTnpaBnATb 3anpocbl Ha BcTpedy (/nvestor
Relations services/Meeting request);

O  OCTaBNsATb OT3bIBbl HA Halwem Beb-canTe.

e  yT06bl NO/Mb30BaTENMN NpUAoKeHUA «MOEX» nmenu
BO3MOMHOCTb C MCMNO/b30BaHUMEM MPUJIOKEHUSA
npocmaTpmBaTb MHPOPMALLMIO O TOPrax Ha PbIHKaX.

MbI TakKe 0bpabaTbiBaem AaHHble NoceTUTeselt Halwero Beb-
canTa:

2.2

e ana obecneyeHua u yayyweHus paboTbl cepBUCOB
Hawero Beb-calita (Hanpumep, oOTObBpaXKeHue
peneBaHTHOM peKnamsl);

e ana cbopa CTaTUCTUKM MoOcCelleHUA Hawero Beb-
caiTa: oA OTCNEKMBAHUA AOCTYNHOCTU M aHasM3a
MCMO/Ib30BAHMUSA HALIMUX CEPBUCOB.

Processing — actions performed with personal data, including

collection, recording, organisation, structuring, storage,
adaptation, rectification, update, alteration, retrieval,
consultation, use, disclosure by transmission,

impersonalisation, blocking, alignment, combination, erasure,
and destruction.

Cross-border personal data transfer — transfer of personal
data to the territory of a foreign state, a foreign supervisory
authority, a foreign natural person or a foreign legal entity.

Cookies — small data fragments sent by the server of the
website and stored on your device.

2. Collection and processing of personal data

2.1 Our website allows us to process the personal data of our
clients using our services and the data of visitors to our
website.

2.2 Our application “MOEX” allow us to process the personal
data of those using the “MOEX” application.

2.3 Why do we process your personal data?
We process personal data for several reasons:
e processing of client data from use of our website
enables us to:

o manage client subscriptions (news, trading
results, transaction registers, indices);

o  subscribe clients to market data (real-time data,
end of day subscriptions, historical data, data
confirmation by request, reference data,
indices);

o send/add client requests to our investor
calendar (meeting requests, adding to mailing
lists, requests to dial in);

o  subscribe clients to IR-notifications (Investor
Relations services/IR-notifications);

o send meeting requests to clients (Investor
Relations services/Meeting request);

o  collect feedback on the website.

e users of our “MOEX” application are able to view
market trading information.

We also process data created by those visiting our website:

e to ensure and improve operation of our website
services (for example, displaying relevant adverts);

e to collect website visit statistics in order to track the
availability of our services and analyse use of our
services.



2.4 KaKkue gaHHble ana 3Toro HeobxoamMmbl?
Mbl  ocywectBnsem 06paboTKy creayrowmx
NepCcoHanbHbIX AaHHbIX:

KaTeropmm

®  KOHTaKTHas WHPoOpMaLMA HAWWUX KAMEHTOB MU
nosib3oBatenen npunoxkexunsa «MOEX» (Hanpumep:
ums, Gamunns, [OMKHOCTb, afpPec 3NEKTPOHHOM
NnoYyTbl, HOMEpP KOHTAKTHOro TenedoHa, MOYTOBbIN
afpec, HazBaHWe OpraHM3aLun);
® uHbopmauma 06 ycayrax, nNpenocTaBAEHHbIX
KAMeHTaM (Hampumep: CMUCOK 3asiBOK HAa YC/Ayru,
HOMepa 3asaBOK, CYMMa OMnnaThl 3a yCIyry);
e apyras wuHpopmaumsa, KoTopyto Bbl ykasaim no
CBOEMY }KeJlaHUIO.
Mbl  TakKe o6pabaTbiBaem TeXHUYECKY MWHPopmaunio
YCTPOMCTB K/AMEHTOB M NOCETUTENen Halero Beb-canTa
(Hanpumep: IP-agpec, dainbl cookie, MAC-aapec, NOTUH “
naponb, UserID).
2.5 [po 0bpaboTKy cneLmanbHbIX KAaTeEropmMin NEPCOHasIbHbIX
[JaHHbIX, CBeAEHUI O MPABOHAPYLIEHUAX U CYAUMOCTH.

[aHHble O COCTOSHMM 340pPO0BbA, a TakxKe MHbOpMauwms,
KacaloLlLanca pacoBOW, HALMOHANbHOM MPUHALNIEKHOCTH,
NOJSIMTUYECKUX B3rNALOB, PENUrMO3HbIX UM GUNOCODCKUX
ybeXxaeHUn, UHTUMHOW  KWM3HWM, He cobupaetcs cC
MCNoNb30BaHNEM Haluero Beb-caiita u npunoxkeHmsa « MOEX».
Mbl He ocywectBasem 06paboTKy NepPCoHasbHbIX AAHHBbIX,
cogeprKalmx ceegeHMA 0 NPaBOHapPYLIEHMAX U CYAUMOCTH.

2.6 Mpo 06paboTKy NnepcoHabHbIX OaHHbIX
HEeCOBEPLUEHHOIETHUX.
Mol He obpabaTbiBaem nepcoHasibHble OaHHble

HecoBeplleHHoNeTHUX vy (oo 18 net B Poccuiickon
denepauny UAN MHOTO BO3pacTa B APYIUX IOPUCOUKLUAX) Be3
COrNacuaA Ux pogmTenen N 3aKoHHbIX NpeacTaBuTenen.

2.7 TMpo aBTOMaTU3NPOBAHHYIO 06PabOTKYy NepcoHasbHbIX
[OaHHbIX.

Mbl He NPUHUMAEM peLLEHUS, NOPOXKAAOLME OPUANYECKME
nocneacTeus B OTHOWEHUMM Bac wauM uHbIM  0obpasom
3aTparusalolime Bawuv npaBa M 3aKOHHble MHTEpechbl, Ha
OCHOBaHUMU UCK/TIOYUTENBHO aBTOMaTU3NPOBAHHOWM
06paboTKM NepcoHanbHbIX AaHHbIX.

3. MpuHUUNbI 06Pa6OTKN NEPCOHA/IbHBIX AAHHbIX

Mbl  npuaepkuBaemca  CeayoLmx
06paboTke Bawmx nepcoHanbHbIX AaHHbIX:

NPUHUMMNOB  Npwu

e (06paboTKa NepcoHaNbHbIX AAHHbIX OCYLLECTBAAETCA Ha
3aKOHHOW, CcnNpaBes/IMBOA U MNOHATHOW OCHOBeE.
MNpaBoBbIMHK OCHOBaHUAMM 06paboTkm Bawwmx
NepCcoHanbHbIX AAHHbIX MOMYT CAYKWUTb: [AOroBOp Ha
OKasaHue ycnyr, cornacue Ha 06paboTKy NepcoHanbHbIX
OaHHbIX.

e O6paboTKa NepCcoHaNbHbIX AAHHbIX OrpaHWYUBaeTCA
BOCTUXKEHUEM KOHKPETHbIX, 3apaHee onpeaeneHHbIX 1
3aKOHHbIX uenei. Mol  obpabatbiBaem  Bawwm
NepcoHasbHble AaHHbIE TOIbKO ON1A AOCTUMKEHUA Lenen
06paboTkM M He ucnosb3yem MNpenocTaB/ieHHble Bamu
NMepcoHaNbHble AaHHble B LENAX, OT/JIMYHbIX OT uenen
cbopa.

2.4  What information do we need?
We process the following categories of personal data:

e the contact information of our clients and users of
our “MOEX” application (e.g. name, position, email,
telephone number, postal address, company name);

e information about the services provided to our
clients (e.g. list of orders, order no., amount paid for
the service);

e additional information provided by you.

We also process technical information about our clients’
devices and our website visitors (e.g. IP, cookies, MAC-
address, login and password, UserID).

2.5 Processing special categories of personal data, and
personal data relating to criminal convictions and
offences.

Users of our website and the “MOEX” application can rest

assured that we do not collect data concerning their health,

information about racial or ethnic origin, their political
opinion, religious or philosophical beliefs, or their sex life.

We do not process personal data relating to criminal
convictions and offences.
2.6 Processing the personal data of children.

We do not process the personal data of children (below the
age of 18 in the Russian Federation, or other ages in other
jurisdictions) without the express consent of their parents or
the person exercising authorised parental responsibility over
that child.

2.7 Automated processing of personal data.

We do not make decisions with legal consequences affecting
you, or having a similarly significant effect on you, based solely
on the automated processing of personal data.

3. Personal data processing principles

When processing your personal data we adhere to the

following principles:

e The processing of personal data is carried out in a lawful,
fair and transparent manner. The legal basis for
processing may be either a service contract or your
written consent.

e The processing of personal data is limited to achieving
specific, predetermined and legitimate purposes. We
process your personal data only to accomplish specific
legal actions; we do not use the personal data you provide
for purposes differing from those that it was collected for.



e CopepaHMe U 06bem MNEpPCOHaANbHbIX AAHHbIX
COOTBETCTBYIOT 3asAB/NE€HHbIM Lensm o06paboTku. Mol
cobupaem MWHUMa/IbHOE KO/NIMYecTBo Bawwmx
NepCcoHaNbHbIX AAHHbIX, HEOBX0AMMOE ANA AOCTUNKEHUS
uenet o06paboTkM.

e XpaHeHUe NepPCOHaNbHbIX AAHHbIX OCYLUECTBAAETCA B
dopme, nossonsioweit Bac onpepenntb, He Aonblue,
yem 3TOro TpebyloT uenm o6paboTkM UAKU UCNONHEHUe
Hawmx ob6A3aTenncrTs.
Mbl  obecneynMBaem CBOEBPEMEHHOE YHUUTOXKEHWUE
Bawux MepcoHanbHbIX AAHHbIX U HE XPaHUM WX Npu
DOCTUMKEHMM Lienel nx obpaboTkn nam B cayyae ytpatbl
HEeobXxoAMMOCTUN B JIOCTUMKEHUN ITUX LLESIEN.

e pu obpaboTtke NepcoHaNbHbIX BAHHbIX
obecneuunsaerca TOYHOCTb, BOCTaTOYHOCTb 7
AKTYya/IbHOCTb NEPCOHA/bHbIX AAHHbIX. Mbl MPUHUMaEM
Heobxogumble Mepbl MO YAANEHUIO WAU YTOYHEHWIO
HEMOJIHbIX UM HETOYHbIX MEePCOHANbHbIX AAHHBIX.

e [lpu obpaboTtke NepcoHaNbHbIX BAHHDBIX
obecneunBaeTcs KOHGUAEHLMANBHOCTb NEPCOHANbHbIX
BAHHbIX UM NpPUMEHSAIlOTCA  Bce  Heobxoaumble
OpPraHU3aLUOHHbIE U TEXHUYECKME MepPbl 3aLLUTDI.
NoapobHee 0 mepax 3aWMTbl NEPCOHANbHbIX AaHHbIX Bbl
MoxeTe  nocmotpeTb B [lonutuke  06paboTkm
MepPCOHabHbIX AAHHBIX, @ TaK¥Ke B pasaese 7 HacTOoALLMM
Ycnosuii.

e [pu o6paboTKe NnepcoHaNbHbIX AAHHbIX He AOoNyCcKaeTcs
obbeguHeHune 6a3 DAaHHbIX, copepKawmx
nepcoHanbHble  AaHHble, 06paboTKa KOTOPbIX
OCYLLLECTBAIAEGTCA B LENAX, HECOBMECTUMbIX MeXAay
cob6oii. Mbl XxpaHMM nNepcoHanbHble AaHHble, cobpaHHble
ONA PasfiMYHbIX ueneit 06paboTkM, pasgenbHo apyr oT
Apyra, 4To He NO3BOJISET WUCNOMb30BaTb WX B APYrUX
uensx.

Mbl Hecem OTBETCTBEHHOCTb 3a COOTBETCTBME CBOEW

0EeATEeNbHOCTM YKa3aHHbIM Bbllle MpuHUMNam o6paboTku

MEepPCOHaNbHbIX  OA@HHbIX B paMKax  NPUMEHMMOrO

3aKOHOZATeNbCTBA.

4. [lepepaya AaHHbIX TPETbUM ULAM

4.1 KT0 MOXeT noayyYnTb A0CTYN K Bawmm gaHHbIM Kpome
Hac?

Bawwn nepcoHanbHble  AaHHble  MOryT

CNefyoWwnMm KaTeropuam nonyyatenei:

nepenasaTbCA

® [OCY[ApCTBEHHbIM OpraHamM B LENAX BbINOJHEHUS
TpeboBaHWI NPUMEHMMOTrO 3aKOHOAATENbCTBA;

®  HaWWM JAOYEPHUM KOMMAHWUAM, PACMOIOMKEHHbIM Ha
TeppuTopun Poccuinckoit ®egepaumn.

TexHUYecKas WHPopmauma Bawmx yCTPOWUCTB  MOXKET
nepefasaTtbCA  Hawum  napTtHepam  (GooglelInc. wm
00O «fHAEKe»).

Mbl cnegMm 3a cobiofeHVeM  YKasaHHbIX MPUHLMIOB
06paboTKM nepcoHanbHbIX AaHHbIX M 33 MNPUMEHEHUEM
COOTBETCTBYIOLLMX MEP 3aLLMTbI CO CTOPOHbI TPETbUX NINLL.

e  Personal data is processed in the form and in an amount
sufficient for the stated purposes. We collect only the
minimum amount of personal data necessary to achieve
the needed aim.

e  Personal data is stored in a way allowing us to identify
you only for as long as is necessary, in accordance with
the purposes for which the personal data is being
processed or to fulfil our obligations. We ensure the
timely destruction of your data and do not store data after
achievement of our processing goals or if circumstances
have changed and the need to achieve the goals no longer
exists.

e When processing personal data, we guarantee the
accuracy, sufficiency and relevance of personal data. We
take the necessary measures to delete or update
incomplete or inaccurate personal data.

e When processing personal data, confidentiality is
ensured and all necessary organisational and technical
measures are taken.

You can read more about the measures taken to protect
your personal data in the Personal data handling policy
(https://fs.moex.com/files/7800) and in section 7 of this
Processing conditions.

e When processing personal data, the merging of
databases containing personal data being processed for
different, incompatible purposes is not allowed. We
store personal data collected for various processing
purposes separately, as this prevents the data being used
for other purposes.

We are responsible for the compliance of our activities with
the above-mentioned principles for the processing of
personal data in accordance with applicable law

4. Transferring personal data
4.1 In addition to us, who can access the personal data?

Your personal data can be transferred to the following

categories of recipients:

e government agencies (in order to comply with applicable
law);

e our subsidiaries located in the Russian Federation.

Technical information about your devices can be transferred
to our partners (Google Inc. and Yandex LLC).

We monitor compliance with the above-stated principles of
personal data processing and the application of appropriate
protection measures by third parties.



4.2 OT KOro Mbl MOXeM NoNy4YnTb Balwm nepcoHanbHble

OaHHble?
Mbl  nosiyyaem  nepcoHasibHble  OaHHble,  KOTopble
obpabaTbiBatloTcA C NOMOLLbIO Hawero Beb-cata U

npunoxenna « MOEX», Hanpamyto ot Bac.

4.3 T[lpo TpaHCrpaHMyHyto nepegayvy Bawmnx nepcoHanbHbIX
LAHHbIX

Mbl He nepegaem Bawwn nepcoHanbHble gaHHble 3a Npeaenbl

Poccuitckoit depepaunn.

5. ABTOMaTUueckui c6op AaHHbIX Ha Beb-caiite

5.1 Wcnonb3osaHwue ¢painos cookie
Mol ucnonbdyem  ¢ainbl  cookie, ana  Toro 4TOOGbI
pacno3HaBaTb MoJib30BaTesiel Hawero Beb-caiiTa B Lenax
ajanTauMm  KoHTeHTa Beb-caita C  ydyetom  Bawwux
npegnoyteHmin. @dainbl  cookie Takke moryt  6biTb
MCNONb30BaHbI A1 YCKOpeHMA Bawein paboTbl Ha Hawem Beb-
caiite.
Bbl moxeTe B ntoboe Bpema yaanutb ¢alinbl cookie co cBoero
YCTPOMCTBA, a TaKXe HacTpouTb CBOM Opaysep ans
npeaynpexaeHns o MnoJyd4eHUn Takux GanioB  Takum
obpasom, u4TOb6bI Bbl MOrAM pewatb, MAPUHUMATL WU
6nokMpoBaThb daiinbl cookie. MHCTPYKLMIO NO yAANEHUIO UK
6nokmpoBKe ¢dainos cookie B pasnnyHbIX bpay3epax MOXKHO
nocmoTpeTs 3aech (http://www.allaboutcookies.org/).
5.2 OcyuwecTtBneHune Beb-aHannsa
Mbl MCnonb3yem creaytolmMe CepBUCHI aHaM3a Ha Hawem
cante: Google Analytics n AHgekc.MeTtpuka. Google Inc. un
000 «AHAEKC» aHANM3UPYIOT OT HALEro MMeHW TO, KaKum
06pasom nosib3oBaTeNM B3aMMOAENCTBYIOT C BeB-caltTom ana
oueHKn 3ddeKTMBHOCTM pPaboTbl caTa W AanbHenwen
ONTUMMU3ALLNN.
Bbl MorKeTe 0TKazaTbcA OT cbopa aToM MHOpPMaLMK, 3arpy3ns
W YCTAHOBMB MAarvH ansa bpaysepa Ha:
e  https://tools.google.com/dIpage/gaoptout
Google Inc.);
https://yandex.ru/support/metrika/general/opt-out.html|
(ona 000 «AnpeKe»).

(ana

6. XpaHeHue NepcoHaNbHbIX AaHHbIX

Balum nepcoHanbHble AaHHblE YAANAKTCA NPU SOCTUNKEHUN
uenam nx obpaboTkM Man B crydae yTpatbl HEOHXO4MMOCTU B
OOCTUXKEHUU 3TOM Lenn. B HEKOTOPBIX Cy4asnx Mbl OONKHbI
XpaHUTb Bawu nepcoHanbHble AaHHbIE 40 TEX MOP, MOKA 3TO
TpebyeTca B COOTBETCTBUM c NPUMEHUMbIM
3aKOHOZATe/IbCTBOM.

7. TpuHUMmaemble mepbl 3aLLUTbl NEPCOHANbHbIX AAHHbIX

[na 3awmTbl Bawmx nepcoHanbHbIX AaHHbIX Mbl MPUHUMaEM

cnepytowme mepbl 3aWnThI:

®  Ha3HA4YMAM OTBETCTBEHHOrO 3a OpraHu3aumio 06paboTkm
NepCcOHaNbHbIX AAHHBIX;

® paspabotanu U yTBEPAUIUN BHYTPEHHWE AOKYMEHTbI MO
obpaboTke n obecneyeHuto 6e3onacHocTH
NepCcOHaNbHbIX AAHHbIX;

e onpeaenvnu 6e3onacHocTH

[OaHHbIX;

yrposbl nepcoHasbHbIX

4.2 From whom can we receive personal data?

We receive personal data, processed through our website and
“MOEX” application, directly from you.
4.3 Cross-border transfer of your personal data.

We do not transfer your personal data outside of the Russian
Federation.

5. Automatic data collection on the website

5.1 Cookies

We use cookies to identify the users of our website in order to
tailor website content to your preferences. Cookies can also
be used to speed up your experience of our website on future
visits.

You may delete cookies from your device at any time and set
your browser to alert you when it receives these files, allowing
you to decide whether to accept or block cookies.

Information about deleting and blocking cookies for different

browsers can be found here
(http://www.allaboutcookies.org/).

5.2 Web analysis

Our website uses the following analytical services:

Google Analytics and Yandex.Metrika. Google Inc. and Yandex
LLC analyse on our behalf how our users interact with the
website in order to assess the effectiveness of the website and
help us optimise it further.

You can deny access to these analytical services by

downloading and installing the browser plugin on:

e  https://tools.google.com/dlpage/gaoptout?hl=en
Google Inc.);

e  https://yandex.com/support/metrica/general/opt-
out.html (for Yandex LLC).

(for

6. Storage of personal data

Your personal data are deleted as soon as our processing
purposes have been achieved, or immediately if the need to
collect data has disappeared following a change of
circumstances. However, in some cases, we must store your
data as long as applicable law requires it to be stored.

7. Measures taken to protect personal data

To protect your data we have taken the following protection

measures:

e we have appointed a person responsible for organising
the processing of personal data;

e we have created and approved internal documents
governing the processing and protection of personal data;

e we have identified threats to the security of personal
data;



® PUHAAW OPraHM3aLMOHHbIE U TEXHUYECKME Mepbl Ans
3alMTbl BawmMx nepcoHasnbHbIX AaHHbIX OT aKTyaslbHbIX
yrpo3 6e30nacHOCT NepPCOHaNbHbIX JaHHbIX, @ TaKXKe OT
PVCKOB KpParKM MepPCOHaNbHbIX AaHHbIX, MOLIEHHMYECTBa
C NPUMEHEHMEM MEePCOHANbHbIX AaHHbIX, GUHAHCOBBIX
noTeps, ylepba penyTaumu, HapyLeHus
KOHOUAEHLMANbHOCTU Balwmx nepcoHanbHbIX AaHHbIX U
Ntoboro Apyroro CyL,eCcTBEHHOrO 3KOHOMMUYECKOTO W/
coumanbHoro yuepba,

a TaKxke:

® Mbl pPeryifipHoO MNpPOBOAMM  BHYTPEHHME MPOBEPKM
npoueccoB 06paboTKM U 3aLLUTLI NEPCOHA/bHBIX AaHHbIX;

®  Mbl PeryasapHO NPOBOAUM MEPOMNPUATUSA NO NOBbLILEHMUIO
YPOBHA  OCBEAOMNIEHHOCTM HaWwWX pPabOTHWKOB B
BOnpocax WMHPoOpPMauMOHHOMW 6e30nNacHOCTM WM 3alLUTbI
NepCcOoHaNbHbIX AAHHbIX;

® Mbl OpraHM3o0Ba/M TpoLECC npuvema W
06paboTkM Bawmx 3anpocos u obpalLeHuit.

KOHTpONA

8. Bawwu npaea Kak cy6beKkTa NepcoHanbHbIX AaHHbIX

Mol rapaHTMpyem Ha 6e3Bo3me3HOM OCHoBe

npegoctasneHne Bam  cnegylowmx npaB  C  y4eTom

NPUMEHUMON OPUCOUKLUN B OTHOLIEHUU MPUHALNEMKALIMX

Bam nepcoHanbHbIX AaHHbIX:

®  UCnpaBAATb NPeAOCTaB/AEHHblE NMEPCOHANbHbIE AaHHble,
€C/IM OHM HeMnoJIHbl UM HenpaBuAbHbI (cTaTbs 14 152-93,
cTatbsa 16 GDPR);

®  0OT3bIBaTb COrNacKA Ha 06paboTKy MepPCOHaNbHbIX AAHHbIX
C nocneaywumM YHUUTOXKEHNEM NEPCOHANbHBIX AaHHbIX
(ctatbsn 9 152-d3, ctatba 7 GDPR);

® nosayyatb WHbopmaLMio,
nepcoHasnbHbIX OaHHbIX
ctatbsa 15 GDPR);

® orpaHMumBatb 06paboTKy M yAanATb NepcoHasibHble
AaHHble (ctaTtbn 14, 15 152-d3, ctatbym 17, 18 GDPR);

® ecau Bbl cunTaeTe, 4To Bawu npasa 66111 HapyLweHbl, Bbl
MOXKeTe OTNpPaBUTb Ham npeTeH3uto (cTaTba 17 152-93,
ctatba 21 GDPR). [Ons 3Toro HeobxoAMMO HanucaTb
NUCbMO OTBETCTBEHHOMY 3a OpraHu3aumio 06paboTku
NnepcoHasbHbIX AaHHbIX Ha agpec privacy@moex.com.
Mol caenaem Bce BO3MOXKHOE, YTOObI pelwnTb npobiemy.

KacatoLlytocs  06paboTku
(ctatbu 14, 16 152-03,

®  ecau Bbl cunTaeTe, 4To Bawu npasa 66111 HapyLweHbl, Bbl
MMmeeTe NpaBo NoAaTb NPETEH3UI0 B COOTBETCTBYIOLWMA
HaA30pHbI opraH (cTaTtba 17 152-d3, ctatba 21 GDPR).

Ecnu Bbl aBnaeTtecb cybbekTtom npasa EBponeickoro Cotosa,

Mbl rapaHTMpyem Bam BbiNOJHEHWE cneaylowux npas B

pamkax GDPR:

® nosyyaTb MepPCOHaNbHble [JaHHble, NpPeAoCTaBAEHHble
HaMm, B CTPYKTypupoBaHHOM dopmaTe M nepeaasBaTtb 3TU
OaHHble B apyrue opraHmsaumm (ctatbs 20 GDPR);

®  nosyyaTb Konuio obpabaTbiBaeMbIX HAMW NEPCOHaNbHbIX
OaHHbIX (cTaTba 15 GDPR);

® nosayyatb WHbopmaumto 06 yTeykax nepcoHasibHbIX
AaHHbIX (cTaTbs 34 GDPR).

e we have taken organisational and technical measures to
protect your personal data from actual threats to the
security of your data, and from the risk of data theft,
personal data fraud, financial loss, reputational damage,
or any breach of confidentiality regarding your data, along
with other significant economic or social threats,

in addition:

e we regularly perform internal audits of the processes and
measures taken to protect personal data;

e we provide training to raise our employees’ awareness of
issues relating to information security and the protection
of personal data;

e we have a special process controlling the receipt and
processing of your requests and appeals.

8. Your rights as a data subject

We guarantee free-of-charge the following rights to you in
relation to your personal data, taking into account the
applicable jurisdiction:

e we will correct personal data given to us if they are
incomplete or incorrect (art. 14 of 152-FZ; art. 16 GDPR);

e vyour freedom to withdraw consent to the processing of
your personal data, with the subsequent destruction of
your personal data by us (art. 9 of 152-FZ; art. 7 GDPR);

e your ability to request and receive information relating to
the processing of your personal data (art. 14, 16 of 152-
FZ; art. 15 GDPR);

e your ability to restrict the processing of your data and
have personal data deleted (art.14,15 of 152-FZ;
art. 17, 18 GDPR);

e if you consider that your rights have been violated, you
can lodge a complaint (art. 17 of 152-FZ; art. 21 GDPR). To
do this, you need to write to the person responsible for
organising the processing of personal data
(privacy@moex.com). We will do our best to solve the
problem.

e if you consider that your rights have been violated, you
have the right to file a complaint with the relevant
supervisory authority (art. 17 of 152-FZ; art. 21 GDPR).

If you are a data subject under European Union jurisdiction,

under GDPR we guarantee the following rights:

e the right to receive the personal data you provided to us
in a structured format, and to then transfer this data to
other organisations without hindrance from us (art. 20
GDPR);

e theright to receive a copy of the personal data processed
by us (art. 15 GDPR);

e the right to obtain information about any personal data
breach (art. 34 GDPR).



Mbl MOYKeM BbINOIHUTL Bally BbileyKa3aHHbIe NpaBa TO/IbKO
B C/lydae OAHO3HA4YHOM uaeHTUdMKauMmM Bac Kak cybbeKta
NepCcOHaNbHbIX AAHHbIX.

Mbl yBegomnsem Bac o Bawei 06a3aHHOCTM NpenocTaBnsaTb
HaM TOJIbKO AOCTOBEPHbIE NEPCOHA/bHbIE AAHHbIE.
KoHTaKTbI

Echn y Bac ectb Bonpocbl 0 HacTtoAwem [lonoxKeHuu,
noanymcra, coobwmTte Ham 06 sTom NtObbIM YA0OHbIM A/1A
Bac cnocobom:

KoHmakmel 0na obpaweHus no eonpocam obpabomku
MepCcoHanbHLIX OAHHBIX:

MoutoBbit aapec: Poccuitckaa depepaums, 125009, r.
MockBa, bonbloi Knucnosckuit nepeynok, gom 13

TenedoH: +7 (495) 363-3232

AZpec 3/1eKTPOHHOM NoYTbI: privacy@moex.com

MonoxeHne o KOHPUAEHLMANBHOCTU MOXKET U3MEHUTbCA!
MbI NpoBOAMM ayauTbl NPOL,ECcCOB 06PaboTKM NepPCOHAbHbIX

OAaHHbIX Ha  PEerynspHolM OCHOBE C  MOC/AeAyHLWMM
obHoBneHMem  TonoxeHns 0  KOHOUAEHLMANbHOCTU.
PekomeHayeTcs nepuoaMyeckM MpPoCMaTPUBaTb AaHHYIO

CTpaHMUy ANa MNOAy4YeHUA aKTyanbHoW uHOpMauum o
npasunax o6paboTkn Bawmx nepcoHanbHbIX AaHHbIX.
Dara ny6amkauuu: 19.03.2019

We can take action in regard to the rights mentioned above
only if we can identify that you are the data subject.

We wish to highlight your obligation to provide us with
accurate personal data.

Contacts
If you have any questions about this Privacy Statement, please
feel free to ask us in any way convenient to you:

Contact information for questions related to the processing of
personal data:

Mailing address: Russia, 125009, Moscow, Bolshoy Kislovskiy
pereulok, building 13

Phone: +7 (495) 363-3232

Email: privacy@moex.com

This Privacy Statement may be subject to change!

We regularly review our processing of personal data and
update the provisions of our Privacy Statement as necessary.
We encourage you to periodically review this page for up-to-
date information on the rules governing the processing of your
personal data.

Date of publication: 19.03.2019




