PAGE  
16
ВАМБ.00091-01 34 01


MOSCOW EXCHANGE ELECTRONIC DOCUMENT INTERCHANGE

CryptoGRAPHIC PROTECTION SYSTEM

Certificate store
User's Guide
ВАМБ.00091-01 34 01
2014
Annotation
The document contains the description of the Certificate Store components and functions.
Contents
71
Software and hardware requirements

2
Software structure
8
3
Certificate Store purpose
9
4
User registration in the Registration Authority
10
5
Certificate Store startup
11
5.1
Certificate Store startup
11
5.2
Installing the registration certificate and the registration key
11
5.3
Installing the stores backup from the Registration Authority
11
6
Working with Certification Store
12
6.1
Store’s interface and structure
12
6.1.1
Viewing objects and object statuses
12
6.2
Certificate Store setup
14
6.3
Creating user personal keys
18
6.3.1
Transferring the request to Registration Authority
20
6.3.2
Printing request form
22
6.4
Receiving user personal certificate
22
6.5
Access restriction
23
6.5.1
Setting the password
23
6.5.2
Changing the password
23
6.5.3
Removing the password
24
6.6
Adding certificates
24
6.7
Viewing objects
26
6.7.1
Object / Object List common information
26
6.7.2
Object information in the object display dialog
26
6.7.3
Certificate display dialog
26
6.7.4
The certificate request dialog
31
6.7.5
The “Certificate Revocation List” dialog
32
6.7.6
“Certificate revocation request” dialog
34
6.8
Certification Authority certificate updating
35
6.9
CRL updating
35
6.10
Exporting Certificate Store objects to an external medium
36
6.11
User key compromising
36
6.12
Certificate Store expiring objects
37
6.13
Printing object forms
38
6.14
Customizing Certificate Store interface
38
6.14.1
Customizing display options
38
6.14.2
Saving the view to a file
39
6.15
Certificate Store log
39
6.16
Certificate Store backup and restore
39
6.16.1
Certificate Store backup
39
6.16.2
Stores full recovery
41
6.16.3
Recovering stores manually
42
6.16.4
Restoring the store when ODBC is used
44
6.17
Certificate network stores
45
6.17.1
Adding a network store
45
6.17.2
Work with Certificate Network Store
46
6.17.3
Updating the Certificate Network Store
46
6.17.4
Removing the Certificate Network Store
46
6.18
Filtering ODBC database objects
46
6.18.1
Filtering certificates
47
6.18.2
Filtering CRLs
48
6.18.3
Filtering certificate requests
49
6.18.4
Filtering certificate revocation requests
50
6.19
Searching objects in the Store
51
6.20
Working with different profiles
55
6.20.1
Adding a new profile
56
6.20.2
Changing a profile
56
6.20.3
Deleting a profile
57
6.21
Customizing print forms
57
7
Windows Explorer extension
58
7.1
Explorer extension startup
58
7.2
Explorer Extension options
59
7.2.1
Explorer Extension common options
59
7.2.2
Explorer Extension security options
60
7.2.3
Explorer Extension additional options
61
7.3
Key loading and unloading
63
7.4
Cryptographic operations on files
64
7.4.1
Digital signature creation
64
7.4.2
Checking the signature
66
7.4.3
Signature verification and removal
71
7.4.4
Removing signature without verification
73
7.4.5
Encrypting files
75
7.4.6
Decrypting files
82
7.4.7
Viewing cryptographic data
84
7.4.8
Creating detached signature
87
7.4.9
Verifying the detached signature
89
7.5
Explorer Extension logs
93


1 Software and hardware requirements
Certificate Store can be used in the following operational systems (OS):

· Windows XP (service pack 3 (SP3) or higher (x86 and x64));

· Windows Server 2003 (service pack 2 (SP2) or higher (x86 and x64));

· Windows Vista (service pack 1 (SP1) or higher (x86 and x64));

· Windows Server 2008 (service pack 1 (SP1) or higher (x86 and x64));

· Windows 7 (x86 and x64);

· Windows Server 2008 R2 (x64);

· Windows 8/8.1 (x86 и x64);

· Windows Server 2012 (x64)/ Server 2012 R2 (x64).

The additional hardware can include:

· Laser printer;

· Network adapter.

2 Software structure
The Certificate Store is developed as the executable module RCS.EXE. The Certificate Store software has the following structure:

· RPKI.DLL module contains functions for work with certificates and other system objects, for electronic signature creation and validation;

· GDBM.DLL module contains Certificate Store database functions;

· INTL.DLL module contains multi-language support functions;

· RCERTUI.DLL module contains GUI functions.
RPKI.DLL module uses the WLDAP32.DLL dynamic library for supporting LDAP. The library is a part of Microsoft software and is installed with Microsoft Internet Explorer or Outlook Express software.

3 Certificate Store purpose
The purpose of the Certificate Store is:

· to create a protected personal store with a certificate from main Certification Authority;

· to create EDI (ELECTRONIC DOCUMENT INTERCHANGE) participants’ personal private and public cryptographic keys for different key mediums;

· to create a request for a certificate in the PKCS#10 format using personal private and public keys;

· to send the request in protected mode to the Registration Authority;

· to add/remove certificates and Certificate Revocation Lists (CRL);

· to check and display certificate status for certificate expiration or revocation;

· to create and send a message to the Registration Authority and key compromising;

· to display and print certificates, requests, CRLs and compromising messages;

· to renew the CRL using network store;

· to restore personal and local stores from backup.

4 User registration in the Registration Authority
Before a user can work with Certificate Store he must be registered in the Registration Authority. In order to be registered a user or security administrator needs to arrive to the Registration Authority with the required documents. The user can be registered in one of the following ways:
1. The registration is occurred at the user’s workplace;

2. The registration is occurred at the Registration Authority.

In the first case the subscriber receives:
· the registration key on a key medium;

· the registration certificate, which contains the Certification Authority certificate, the Registration Authority certificate and actual CRLs;

· the user registration certificate assured form;

· the Certification Authority certificate assured form;

· the compromised notification card with Center/subscriber contacts (phone numbers and passwords).

Note: Neither key nor certificate provides sent information integrity. They are only used for managing keys and certificates in EDI.

In the second case the subscriber receives:

· the private key on a key medium;

· the stores backup for further installation at the user’s workplace;

· the user registration certificate assured form;

· the Certification Authority certificate assured form;

· the compromised notification card with Center/subscriber contacts (phone numbers and passwords).

5 Certificate Store startup
5.1  Certificate Store startup
Select the «Certificate Store» option from the «Programs»-«MOEX EDI CryptoPS» to start the application.
5.2  Installing the registration certificate and the registration key
When the Certificate Store starts it checks for the user’s Personal Store and Local Store existence and integrity. At the first startup the personal/local store is absent so the appropriate error message occurs.
To continue your work select the file with the user’s registration certificate. Then the application creates Personal and Local stores using the certificates from the selected file. The application asks to load the registration key with special identifier from special key medium according to the registration certificate. Key identifier is a sequence of 16 symbols: digits (from “0” to “9”) and letters (from “A” to “Z”) according to the key identifier from the certificate.
If an incorrect key is loaded, the application asks for registration key again.
After the key is successfully loaded the application creates the Personal Store and the Local Store. User’s Personal Store is protected by digital signature using the registration key.
After the registration procedure is finished, the application asks the user for certificate request (new private and public user keys). The user can create the request (see section 6.3) or cancel the suggestion (in this case the main Certificate Store interface is displayed).

5.3 Installing the stores backup from the Registration Authority 
At the first application startup the request appears: “Do you have a stores backup from the Registration Authority for stores installation?”. Press “YES” and specify the folder which contains the backup from the Registration Authority. After the stores are restored the application is closed. At the next startup the application will work in normal mode.

6 Working with Certification Store 

6.1  Store’s interface and structure 

Store’s GUI and structure are shown at the picture (Figure 1).
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Figure 1- Store’s GUI 

6.1.1 Viewing objects and object statuses 

The following stores (Table 1) and objects (Table 2) can be viewed via application interface. 

Note – Icons order corresponds to Store’s structure.

Table 1 – Store’s structure
	Store icon and name
	Comments

	[image: image2.bmp]
	
	
	Certificate Store
	Certificate Store

	
	[image: image3.bmp]
	
	Personal Store
	User’s Personal Store. It contains Certification Authority certificates and protected by digital signature based on user key

	
	[image: image4.bmp]
	
	Local Store
	User’s Local Store. It contains all the local store objects

	
	
	[image: image5.bmp]
	Registration certificates
	It displays user’s registration certificates contained in the local store

	
	
	[image: image6.bmp]
	Certificate requests
	Requests for user certificated contained in the local store

	
	
	[image: image7.bmp]
	Certificates
	User certificate and other certificates contained in the local store

	
	
	[image: image8.bmp]
	Compromising messages
	Messages with information about user certificate compromising, which are contained in the local store

	
	
	[image: image9.bmp]
	CRL
	Certificate Revocation Lists contained in the local store

	[image: image10.bmp]
	
	
	Network Stores
	Network stores of certificates 

	
	[image: image11.bmp]
	
	Network Store name
	Network Store contains user certificates and CRLs from Certification Authority and Registration Authority


Table 2 – Certificate Store objects
	Icon
	Description

	[image: image12.bmp]
	Actual certificate

	[image: image13.bmp]
	Certificate included in the CRL

	[image: image14.bmp]
	Expired certificate

	[image: image15.bmp]
	Certificate Revocation List contains included certificate numbers

	[image: image16.bmp]
	Outdated CRL

	[image: image17.bmp]
	User registration certificate. The certificate user has received in the Registration Authority. A user creates a certificate request to the Registration Authority based on this certificate

	[image: image18.bmp]
	Outdated registration certificate 

	[image: image19.bmp]
	User personal certificate, which is used for user’s Personal store protection 
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	User personal certificate included in the CRL
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	Outdated user personal certificate 

	[image: image22.bmp]
	Request for new user certificate issuing 

	[image: image23.bmp]
	Request for user certificate withdrawing 


6.2 Certificate Store setup
Select the “Certificate Store Setup” option from the “Setup” menu to customize the store. The Setup dialog form appears (Figure 2).  At the “Common settings” tab define time periods, after which the application will notify the user about Certificates, CRLs and etc. expiration. 
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Figure 2 – “Common settings” tab
At the “Stores” tab you can customize the application for work with ODBC store. You should define the source (DSN) for Store objects. If DSN doesn’t exist, use the «ODBC administrator» button to setup it. 
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Figure 3 – “Stores” tab
At the “Interface settings” tab (Figure 4) customize the user interface: 
· “Use current date and time as a name of folder for stores backup”. You should define the root folder, in which the application will create subfolders with names according to backup creation dates.
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Figure 4 – “Interface settings” tab
At the “Additional modules for exchange with Registration Authority” you can define modules for sending/receiving data to/from Registration Authority (Figure 5). 
Modules for data receiving are used to receive updates issued by Registration Authority. Modules for data sending are used to send requests for certificate issuing or withdrawing to Registration Authority. Select the required module and press the “Configure” button. Mark the module to activate it.

Press the “Add” button to add a new module, than select the module from the appeared list. Modules are dynamic libraries (they have the DLL file extension). After selecting a module its name appears in the appropriate list.

Select the module and press the “Configure” button to customize it.
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Figure 5 – “Additional modules for exchange with Registration Authority” tab
“Registration Authority E-Mail Plug-in” module is used for sending files to Registration Authority via e-mail. It’s a dynamic library ruserpost2ra.dll in the “C:\Program Files\Validata\rpki\” folder.

Define the Registration Authority e-mail address in the RFC 822 format (Figure 6) to customize the module.
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Figure 6 - “Registration Authority E-Mail Plug-in” module setup
“Registration Authority file Export Plug-in” module is used to write files on a medium for further transferring it to Registration Authority. It’s a dynamic library ruserdisk2ra.dll in the “C:\Program Files\Validata\rpki\” folder.

Define the folder for exported objects and mark/unmark the checkbox for interactive work to customize the module (Figure 7). If the checkbox is on the application will ask for a filename each time you export a file.
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Figure 7 - “Registration Authority file Export Plug-in” module  setup

“Registration Authority Disk Folder Update Plug-in” module is used for receiving updates from Registration Authority. It’s a dynamic library rupdatefromdisk.dll in the “C:\Program Files\Validata\rpki\” folder.

Define the folder for files with “PSE” file extensions to customize the module (Figure 8). If the “Delete file after processing” is on, the application will delete the source file after installing the update. Set the “Select folder” checkbox on if you want to use a folder other than defined. 
[image: image30.png]Foler s
B —

¥ Deletefie aiterprocessing
IV Selectfolder

o Caresl





Figure 8 - “Registration Authority Disk Folder Update Plug-in” module setup
Select a required module and press the “Delete” button to delete it.
6.3  Creating user personal keys
Select the “Create certificate request” from the “Certificate Store” menu to create new private and public user keys. You can also press the “Create a certificate request” button or click right mouse button at the “Local store” section and select the “Create certificate request” option from context menu (Figure 9).
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Figure 9 – Creating certificate request
Then the dialog appears in which you should select the key medium type.

Note – Write out the private key identifier at the key medium stick (if you have several keys). The identifier is used to define the required key medium during the Certificate Store startup. 
When the private key creation is finished the application creates a request for certificate issuing in PKCS#10 format, which contains created public key, Owner name and some additional options (see Figure 10 and Figure 11). The request is signed using the created private key. 
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Figure 10 – Created request
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Figure 11 – Created request
6.3.1 Transferring the request to Registration Authority
The created request with the request assured form the user (security administrator) should transfer to Registration Authority for further processing and certificate issuing. The request is placed into a message of PKCS#7 format and is protected by digital signature based on user actual key (for first request – on the registration key).

After creating a certificate request (if the appropriate option is defined) the application asks for saving the protected request on the medium. Define the medium and the filename for the protected request (Figure 12).
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Figure 12 – “Save protected request” dialog window
If you cancel the request saving procedure, you can do it later through Certificate Store interface (Figure 13).
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Figure 13 – Exporting request to Registration Authority
If the request can’t be saved in protected mode (ex. if the private key is out of date), you can save the request in unprotected mode, using the “Export to DER file” menu option (Figure 13).

If you have defined the option “Registration Authority E-Mail Plug-in”, the default e-mail client starts after creating the certificate request (Figure 14). If you cancel sending the e-mail message, you can do it later (Figure 13). 
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Figure 14 – Sending the request to Registration Authority via e-mail
6.3.2 Printing request form
Double-click the required request, select the “Structure” tab and press the “Print” button to print the request (Figure 11).

Note – Certificate Store uses printers registered in the operational system. If you don’t have any printer installed you can’t print the request form.

6.4 Receiving user personal certificate
After receiving the request Registration Authority processes it and issues the Certification Authority certificate.

Certification Authority can: 

· change the user private keys validity period;

· change the user certificate validity period;

· change the “Alternative Owner Name” fields except the fields, which are not used in certificate functionality;

· add or remove one or several identifier values in “Extended Key Usage” extension, if it is required by technological process for certificate owners access restriction;

· add or remove certificate usage regulations, if it is required by technological process for certificate owners access restriction;
· add or remove certificate extensions, if it is required by technological process for certificate owners access restriction.
6.5  Access restriction
Access restriction is provides by using passwords. The password is used until its changing or removing. After setting a password Certificate Store can work in two modes:
1. Administrator mode.
2. User mode.

In User mode you can’t delete any store object. In Administrator mode you can work without restrictions.
6.5.1 Setting the password
Select the “Set administrator password” option from “Administrator password” menu to set the password (Figure 15). 
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Figure 15 – Setting the Administrator password
After setting the password the application will ask for it during each startup. If an incorrect password is entered or the password is missed, the application will automatically start in User mode. 
6.5.2 Changing the password
Select the “Change Administrator password” option from “Administrator password” menu to change the password (Figure 15). The “Change Administrator password” dialog window appears (Figure 16). 
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Figure 16 - “Change Administrator password” dialog window
Note – You can change the password only in Administrator mode. The minimal password length is 8 symbols.

6.5.3 Removing the password
Select the “Remove Administrator password” option from “Administrator password” menu to remove the password (Figure 15). 
Note - You can remove the password only in Administrator mode. 
6.6  Adding certificates
Click the “Local Store or certificates” section with right mouse button and select the “Import certificate to Local Store” option (Figure 17). Then select the file with the required certificate. 
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Figure 17 – Adding a certificate
You can also add a certificate from LDAP. Select network store, mark the required certificate, click it with right mouse button and select the “Export to Local Store” option.
The application displays a dialog window with selected certificate (Figure 18).
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Figure 18 – “Certificate” dialog window
Press “OK” button to add selected certificate. If certificate check fails, the certificate is not added. 
Select the required certificate in the Store, click it with right mouse button and select the “Mark the certificate as working” to make the certificate working (Figure 19).
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Figure 19 – Setting a personal certificate
You should load the private key corresponding to certificate public key before adding a personal certificate (the appropriate dialog window appears). After adding a certificate, Personal Store is signed by user personal certificate.
6.7 Viewing objects
Certificate Store displays object data in the right part of the window.

6.7.1 Object / Object List common information
In this mode the right pane of the window displays object or object list common information (Figure 20). The information structure depends on Certificate Store configuration. It can be customized for object list (see section 6.14). 
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Figure 20 – Object list information
6.7.2 Object information in the object display dialog
The application has a display dialog for each Certification Store object. Double-click the required object in the right part of the window to display the dialog.

6.7.3 Certificate display dialog
The certificate display dialog consists of a number of tabs. Select the required tab to display the appropriate information. The “General” tab contains the certificate common information (Figure 21).
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Figure 21 – Certificate display dialog
The “Details” tab contains the certificate structure information and the data included in the certificate (Figure 22). 
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Figure 22 – “Details” tab
The “Certification path” tab displays the certificate full check result. The certificate full check includes time of creating the certificates and CRLs chain, checking the digital signature for all certificates and CRLs in the chain, checking them for expiration. If the application finds out missing or expired certificate, it displays the appropriate message in the window. Existing the main certificate (the self-signed Certification Authority certificate) is required for successful check (Figure 23). 

Note – Double-click the required certificate in the chain to display it in a separate window.
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Figure 23 – “Certification path” tab
If an error occurs during the certificate check (a certificate is missing), the dialog displays the error message (Figure 24).
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Figure 24 – Error message during certificate check
6.7.4 The certificate request dialog
The “General” tab displays the certificate request common information (Figure 25):

· Public key owner name;

· Request creation date (for public key).
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Figure 25 – The Certificate request “General” tab
The Certificate request “Details” tab is the same as the Certificate “Details” tab (see section 6.7.3).
6.7.5 The “Certificate Revocation List” dialog
The CRL “General” tab displays common information about the CRL (Figure 26):

· CRL publisher name (Certification Authority);

· CRL publishing date;

· CRL update date (can be missed).
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Figure 26 - The “Certificate Revocation List” dialog
The “Revocation List” tab displays the list of revoked certificates (certificate serial numbers) (Figure 27).
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Figure 27 - The “Revocation List” tab
The CRL “Details” and “Certification path” tabs are the same as the Certificate tabs (see section 6.7.3). 
6.7.6 “Certificate revocation request” dialog
Certificate revocation request “General” tab displays the common information (Figure 28):

· Subject (Certificate owner name);

· Request creation date.
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Figure 28 - Certificate revocation request dialog
The Certificate revocation request “Details” tab is the same as the Certificate “Details” tab (see section 6.7.3).
6.8 Certification Authority certificate updating
After a new Certification Authority certificate is issued all system users should receive the new certificate and the Certification Authority CRL in the Registration Authority.

Select the “Certificate Store” menu option, and then select the “Update objects” option to add new objects from Certification Authority or Registration Authority.  The application asks for a file with updates.

6.9 CRL updating
You can update the CRL in one of the following ways:

· Add the list from file on external medium;

· Update the list from update file (received from Certification Authority or Registration Authority);

· Update the list through network using the “CRL distribution point” extension.

Select the “Certificate Store” menu option, and then select the “Import CRL to local store” to update the CRL (Figure 29).
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Figure 29 - CRL updating
Adding a CRL issued using a Certification Authority certificate which is not found in the Certificate Store will cause an error. Unchecked objects can’t be added to the Certificate Store.
If a network distribution method is available you can update the CRL through network. Click the required CRL with right mouse button and select the “Update CRL” option (Figure 30).

Note – If the CRL doesn’t have the “CRL distribution point” extension, the network update is impossible. If the network store can’t be accessed the application displays appropriate error message.
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Figure 30 – Updating CRL through network
6.10 Exporting Certificate Store objects to an external medium
Each Certificate Store object (certificate, request, CRL, compromising message) can be saved to an external medium. Objects can be saved in DER format (“as is”).

Click the required object with right mouse button, and then select the “Export to file in DER format” option to save the object.

6.11 User key compromising
When the user key is compromised it must immediately interrupt the communications through network with other subscribers.

The user (or the security administrator) must immediately inform Registration Authority about key compromising.  The information can be passed through phone using previously discussed password, registered in the “Compromising message card”. If a network communication is available, the user can inform the Registration Authority by creating a compromising message. 

Select the “Certificate Store” menu option, and then select the “Create certificate revocation request” (Figure 31). The compromising message is created, which contains the user personal certificate. You can save the message as a file on an external medium for further transfer to Registration Authority or send it by e-mail.
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Figure 31 – Creating the certificate revocation request
If you have a reserve certificate you should make it working after creating the certificate revocation request (Figure 19). 

If you don’t have a reserve certificate, you should arrive to Registration Authority for new registration (see section 4). 

6.12 Certificate Store expiring objects 

The application performs the following checks during each startup:

· private key and user certificate validity period;

· validity period of private key and certificates from user personal store;

· CRLs validity period.
If the expiration date is less than the appropriate option (Figure 2), the application shows the message (Figure 32). Select “Service” menu, and then “Expiring objects” option (or press the appropriate icon at the toolbar) to see expiring dates once more (Figure 33).
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Figure 32 – “Objects about to  expire” dialog
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Figure 33 – Viewing expiring objects
It’s a warning message. Then you should:

· Create a certificate request and make the new certificate working;

· Get a new Certification Authority certificate from Registration Authority;

· Update the CRL.

Note – Expiration of any of listed objects makes the work with Certificate Store impossible. In this case the certificate check error message will be displayed during Certificate Store startup. If the user didn’t update the objects before their expiration, he (she) should arrive to Registration Authority for registration again.
6.13 Printing object forms
You can print object forms from the object information window (see section 6.7). Select the “Details” tab, and then press the “Print” button to print the form.

Note – Certificate Store uses printers registered in the operating system. If you don’t have any printer installed you can’t print the form.

6.14 Customizing Certificate Store interface 

6.14.1 Customizing display options 

Certificate Store lets you define the displayed data structure for object lists. Select the required list in the left pane of the window, then click the right pane of the window with right mouse button and select the “Display options” menu option. Define the fields you want to display in the appeared dialog window (Figure 34). The dialog window contains two lists: "Available fields" and "Current fields". You can select fields you want to display from the "Available fields" list. "Current fields" list contains currently displayed fields. Select the required field(s) in the “Available fields” list and press the "–>" button. The selected fields appear in the “Current fields” list. Select the required fields in the right list and press the "<–" button to remove fields from the “Current fields” list. Use the "▲" and "▼" buttons to change field position in the list. The upper field is displayed as the left column, the lower field is displayed as the right column.
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Figure 34 - Customizing display options
6.14.2 Saving the view to a file
Certificate Store can save the information displayed in the right part of the window. The information is saved to a text file with <TAB> symbol as column divider. Click the right part of the window with right mouse button, and then select the “Save view to file” option. Then define the required file.

6.15 Certificate Store log 

Certificate Store writes the events to the log file using operating system tools. Select the “Log” option from the “Service” menu to view the log file. You also can use the Windows “System events” tool. 
6.16 Certificate Store backup and restore 
6.16.1 Certificate Store backup
In order to provide the regular work Certificate Store contains functions for stores backup. You should have the following backups to restore the Certificate Store:

· Certificate personal store (Certification Authority certificate);

· Personal certificate;

· Registration Authority certificate;

· All CRLs;

· Other user certificates to work with applied software.

Certificate Store backup contains all stores (without network stores). 

Select the “Backup stores” option from the “Service” menu to create the backup (or press the “Backup stores” button on the toolbar (Figure 35)).
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Figure 35 – Stores backup
Then you should select the folder for store backup copies (Figure 36).
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Figure 36 – The “Select backup folder” window
If the “Use current date and time as a name of folder for stores backup” option is set, the application creates a subfolder named “YYYY.MM.DD HH.MM.SS” (where YYYY.MM.DD is current date and HH.MM.SS is current time) in the specified folder, and puts the backup copy to the created subfolder. You can also set the backup automatic creation on application exit by selecting the “Backup on exit if a certificate store is modified”. 
6.16.2 Stores full recovery
Stores recovery is available if an error occurs during Certificate Store integrity check. You should specify the folder with backup copies. After copying stores the application exits and you need to start it once more. The application will start with new stores. You can also restore Certificate Store by pressing the button at the toolbar (Figure 37) or by selecting the “Restore stores” option from the “Service” menu.
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Figure 37 – Restoring the stores
Then you need to specify the folder with stores backups. After copying stores the application exits and you need to start it once more. The application will start with new stores.
6.16.3 Recovering stores manually
Manual recovery is used for stores partial restoring. You can restore stores functionality using one or more previously created backups (ex. if an object was deleted from the Store). Select the “Manual stores recovery” option from the “Service” menu (Figure 38). 
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Figure 38 – Manual recovery confirmation
Then you need to specify the folder with stores backups (Figure 39)
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Figure 39 – Specifying the folder with stores backups
Then you should select the stores for manual recovery (Figure 40).
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Figure 40 – Selecting stores for manual recovery 
After pressing the “OK” button the application displays the window with objects contained in the backup store (Figure 41).
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Figure 41 – Store objects for recovery
Double-click an object in the list to view it. Select required objects, and then select the “Import object to store” option (Figure 41).

6.16.4 Restoring the store when ODBC is used
When ODBC is used you should use SQL backup tools depending on database type. You can use the “Save into GDBM file” option for some objects manual recovery (Figure 42).
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Figure 42 - “Save into GDBM file” option
When objects are saved in GDBM format, the file is created with name according to database, where the objects are stored (Figure 43). Then use the “Manual stores recovery” option and specify the folder with GDBM file.
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Figure 43 – Saving the GDBM file
6.17 Certificate network stores
6.17.1 Adding a network store
Certificate Store provides the work with network stores using LDAP protocol. You can work with several stores simultaneously. Select the “Network stores of certificate” option in the left part of the window, click it with right mouse button and select the “Add network store” option to add a new network store (Figure 44).
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Figure 44 – Adding a new network store
Then define the network store options (Figure 45):

· Network path to the Store;

· User name (logon) to connect to the Store;

· User password to connect to the Store;

· View store in “Tree” mode.
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Figure 45 – The “Network Store options” dialog window
The store network path must contain store IP-address or domain name. Port for connection to LDAP server can also be included in the path (name + “:” + port number). You can also include the LDAP server basic directory (after port number).

6.17.2 Work with Certificate Network Store
The network store contains user certificates and CRLs, which are placed there by Registration Authority. You can add objects from network store to your Local Store. Select the required objects in the right part of the window, click right mouse button and select the “Export to Local Store” option.

6.17.3 Updating the Certificate Network Store
During your work with Network Store new objects can appear in it. So you need to update the Network Store to see its actual contents. Select the Network Store in the left part of the window (Figure 46), and then press the “F5” key or click it with right mouse button and select the “Reread  store”.
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Figure 46 - Updating the Certificate Network Store
6.17.4 Removing the Certificate Network Store
Select the Network Store you want to remove in the left part of the window, and then press the “Shift”+”Del” key combination or click the Store with right mouse button and select the “Remove Network Store” option.

6.18 Filtering ODBC database objects
If you work with ODBC objects you don’t need to view them all. So you should filter the object list by certain parameter. Press the toolbar button “ Set store menu” (Figure 47) or select the “Apply object filtering” option from “Settings” menu. After using the filter you will see only selected objects, the object total number will be displayed in the status string. Filter object dialog window has four tabs for filtering certificates (Figure 48), CRLs (Figure 49), certificate requests (Figure 50) and certificate revocation requests (Figure 51).
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Figure 47 – Filtering objects
6.18.1 Filtering certificates
If you use “All records”, “Last N records” or “During last N days”, you can’t specify additional filter options. Select the “Filter options” parameter to define additional filter options. When several filter options are used the result is defined by “OR” function (the objects meet the first or second filter option will be displayed). If you want to add a substring as search criteria, mark it with “%”as first and last substring symbols (Figure 48). Press the “Clear all” button to clear all filter options.
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Figure 48 – Filtering certificates
6.18.2 Filtering CRLs
If you use “All records”, “Last N records” or “During last N days”, you can’t specify additional filter options. Select the “Filter options” parameter to define additional filter options. When several filter options are used the result is defined by “OR” function (the objects meet the first or second filter option will be displayed). If you want to add a substring as search criteria, mark it with “%”as first and last substring symbols (Figure 49). Press the “Clear all” button to clear all filter options.
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Figure 49 – Filtering CRLs
6.18.3 Filtering certificate requests
If you use “All records”, “Last N records” or “During last N days”, you can’t specify additional filter options. Select the “Filter options” parameter to define additional filter options. When several filter options are used the result is defined by “OR” function (the objects meet the first or second filter option will be displayed). If you want to add a substring as search criteria, mark it with “%”as first and last substring symbols (Figure 50). Press the “Clear all” button to clear all filter options.
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Figure 50 - Filtering certificate requests
6.18.4 Filtering certificate revocation requests
If you use “All records”, “Last N records” or “During last N days”, you can’t specify additional filter options. Select the “Filter options” parameter to define additional filter options. When several filter options are used the result is defined by “OR” function (the objects meet the first or second filter option will be displayed). If you want to add a substring as search criteria, mark it with “%”as first and last substring symbols (Figure 51). Press the “Clear all” button to clear all filter options.

[image: image73.png]& Cariicates | [ CALs | G Certcate requests G Revocation requests |

Setings for objects uation
Revocation requestfiom a clent

oy
© LastH records om0
 DuinglastN s [0

 Fitering by parameters Perameter it

Parameter Vale
Subject

Issuer

The revosston request s sied

!

ezl

Gz





Figure 51 - Filtering certificate revocation requests
6.19 Searching objects in the Store 

Press the [image: image74.bmp] button at the toolbar or select the “Search” option from the “Service” menu or press the “CTRL”+”F” key combination to find objects such as certificates, CRLs, certificate requests. The “Search” dialog window appears (Figure 52). Select object fields to use as search criteria. 
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Figure 52 – The “Search” dialog window
You can use the following fields as search criteria:

1) Owner name:

· Name, 

· Company, 

· Department, 

· Settlement, 

· City (town), region, 

· Country, 

· Post address in RFC822 format, 

· Domain name;

2) Owner alternative name:

· EMAIL address, 

· DNS, 

· URL, 

· IP address, 

· Company, 

· Registered address, 

· Surname, 

· Position, 

· Phone number, 

· Description, 

· Checking account number, 

· BIC (bank id code),
· Post address, 

· Exchange address;

3) Issuer :

· Name, 

· Company, 

· Department, 

· Settlement, 

· City/Town, 

· Region, 

· Country, 

· Post address in RFC822 format, 

· Domain name;

4) Issuer alternative name:

· EMAIL, 

· DNS, 

· URL, 

· IP address, 

· Company, 

· Registered address, 

· Surname, 

· Position, 

· Phone number, 

· Description, 

· Checking account number, 

· BIC, 

· Post address, 

· Exchange address;

5) Other:

· Sign key number, 

· Encryption key number, 

· Serial number, 

· Certificate validity period, 

· Key validity period. 
You can also use the expanded search. Press the “Additional” button (Figure 53) to use the expanded search. For expanded search you can use additional search criteria:

· Key expanded usage;

· Regulations;

· Extension.

Manually define the object identifier to use additional search parameters (Figure 54) or select the required identifier from list (Figure 55).
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Figure 53 – Expanded search
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Figure 54 – Adding the identifier manually
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Figure 55 – Selecting the identifier from list
After defining all required field values press the “Find” button. The “Search results” window appears (Figure 56). You can customize the search results display options in the same way as object list display options.
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Figure 56 – Search results
6.20 Working with different profiles
When you work with several certificate stores or several users work with Certificate Store simultaneously, you should use user profiles. After installation the application works with default user profiles, and doesn‘t ask user to change profile. When several profiles are used, the application asks for required one (Figure 57).
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Figure 57 – Selecting a profile
Select the “Profiles settings” option from the “Settings” menu to create additional profiles or changing existing profiles (Figure 58).
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Figure 58 – Profiles setup
6.20.1 Adding a new profile
Press the “Add” button to add a new profile (Figure 58), and the dialog window appears (Figure 59).
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Figure 59 – Adding a profile
· Profile name – the name of the new profile;

· Profile folder – the full path to folder containing certificate stores.

Press the “Browse” button to select the required folder.

6.20.2 Changing a profile
Select the required profile in the list and press the “Change” button to edit an existing profile (Figure 58), the dialog window appears (Figure 60).
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Figure 60 – Changing a profile
You can change the profile name and stores path.

6.20.3 Deleting a profile
Select the required profile in the list, and then press the “Delete” button (Figure 58), then the applications asks for confirmation. If you confirm the action, the selected profile will be deleted (certificate stores files and folders are not deleted).

6.21 Customizing print forms
Select the “Print settings” option from the “Settings” menu to edit print forms (Figure 61).
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Figure 61 – “Print settings” dialog window
The left part of the window contains the sign forms default options. Change the text in the right part of the window to change default print forms, and the press the “Save to file” button to save your changes.

Execute the regedit.exe <.reg file name> command or double-click the required .reg file with at the computer where options are imported. 
7 Windows Explorer extension
Windows Explorer extension is a program which updates the Explorer context menu to provide cryptographic operations with files and folders. You should install and customize the Certificate Store before using the extension.

7.1 Explorer extension startup
Start Explorer, select one or more files or folders and open the context menu by clicking selected objects with right mouse button. Select the «MOEX EDI CryptoPS» to open Explorer extension main menu:
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Figure 62. Explorer extension main menu
The most operations of Explorer Extension are executed consistently. If one or more folders are selected the operation is executed with all files from selected folders and their subfolders. If you try to use an operation on a shortcut, you will receive an error message:
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Figure 63. Shortcut processing error message
But if you select one or more shortcuts together with files or folders the shortcuts will be processed as usual files.

Some Explorer Extension operations (“Show personal certificate”, “Unload key”, “More” are executed regardless of selected objects. 
7.2 Explorer Extension options
Select the “More” option from the Explorer Extension main menu, and the select the “Settings” option to customize the application. Change the options on one or more dialog tabs and press the “Apply” button to save your changes, the “OK” button to save changes and close the dialog or the “Cancel” button to close the dialog without saving changes.

7.2.1 Explorer Extension common options 
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Figure 64. Explorer Extension common options
	Option
	Description
	Default value (after installation)

	Turn off log of operations
	Disables all the operations logging to the Windows Event Log.
	Off

	Don’t show “Save file” dialog
	If the required file is already exists, the option disables the standard “Save file” dialog
	Off

	Overwrite files without warnings
	If the required file is already exists, the disables the appropriate warning message
	Off

	Don’t show preliminary dialog with number of files
	Disables the message with number of files be processed
	Off

	Directory for saving signed/encrypted files
	Defines the folder used for storing signing and encryption results. If the folder is not defined, the operation results are saved to the same folder as original files
	Empty

	Directory for saving verified / decrypted files
	Defines the folder used for storing checking and decrypting results. If the folder is not defined, the operation results are saved to the same folder as source files 
	Empty

	Directory for saving user group files
	Defines the folder for opening and saving user groups files (addressees of encrypted messages)
	Empty


7.2.2 Explorer Extension security options 
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Figure 65. Explorer Extension security options
	Option
	Description
	Default value (after installation)

	Unload key after each operation
	After executing an operation with one or more files the key will be unloaded. The key loading will be required for next operation
	Off

	Don’t verify previous signs before sign 
	Disables existing signatures checking before creating the next one
	Off

	Don’t add the certificate into signature
	Disables adding the certificate to signature
	Off

	Don’t add the certificate into local store
	Disables adding the certificate found in the network store to the Local Store (the changes take effect after loading the key)
	Off

	Don’t load CRL from distribution point
	Disables the required CRL update from distribution point when the key is loaded
	Off

	Don’t use global store (LDAP)
	Disables the use of network store defined in the Certificate Store options for signature check and certificate search for encryption (the changes take effect after loading the key).
	Off

	Use TSP server (checkbox)
	Add the time stamp from TSP server to the signature
	Off

	Use TSP server (text input)
	TSP server address (available if the checkbox is set)
	empty

	Verify TSP while verifying signature
	Try to check time stamp during signature check. Time stamp check error is equal to signature check error
	Off

	Error if TSP is not present
	Requires time stamp presence. The option is available for changing only if previous option is set to On.
	Off


7.2.3 Explorer Extension additional options
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Figure 66. Explorer Extension additional options
	Option
	Description
	Default value (after installation)

	Signed files
	Defines file extension, which is added to a file when the attached signature is created (it’s removed when the signature is deleted).
	p7s

	Detached sign files
	Defines file extension, which is added to a file when the detached signature is created.
	p7d

	Encrypted files
	Defines file extension, which is added to a file when it is encrypted (the extension is removed when the file is decrypted).
	p7e

	Additional extensions
	Defines the list of file extensions, which are removed during signature deleting or file decrypting
	empty


Press the [image: image90.png]


, type the extension and press the “OK” button to define an additional extension:
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Figure 67. Adding an additional extension
Select the required additional extension and press the [image: image92.png]


 button to delete the extension from the list.

7.3 Key loading and unloading
You need to load the key for performing any cryptographic operation on one or more files. Key loading is performed if it’s not loaded yet, after a further operation notification and before the operation begins. Key loading can require the selection of user profile, key medium, defining the key password, random number generator initializing. It depends on Certificate Store and crypto provider options. 
If the “Unload key after each operation” option is disabled, the key remains loaded since current Explorer window closing. You can unload the key manually by selecting the “Unload key” option from the Explorer Extension main menu. You can view information about working certificate  and loaded key by selecting the “Show personal certificate” option from the Explorer Extension main menu. 

If the “Unload key after each operation” option is enabled, the key will be unloaded after each operation on selected files.

If you use several Explorer windows, you can load different keys in them.

After the key is loaded, the connection to LDAP is initialized unless the “Don’t use global store (LDAP)” option is set. If an error is occurred during connection to LDAP, the appropriate message is displayed:
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Figure 68. LDAP connection error message
Press the “OK” button to continue your work without network store or press the “Cancel” button to unload key and cancel the operation.

If the “Don’t load CRL from distribution point” option is disabled, the CRL update will be performed. If an error is occurred during CRL update, the appropriate message is displayed:
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Figure 69. CRL update error message
Press the “OK” button to continue your work without CRL updating or press the “Cancel” button to unload key and cancel the operation.

7.4 Cryptographic operations on files
7.4.1 Digital signature creation
Select one or more files or folders in the Explorer, and then select the “Create signature” option from the Explorer Extension main menu to create an attached signature in PKCS#7 format. If the is not loaded yet, it’s loaded now (see section 7.3). The existing signatures will be checked before creating the new one, if the “Don’t verify previous signs before sign” option is not set. If the existing signatures check fails, the new signature will not be created. The signed file is saved to the folder defined by “Folder for storing signed / encrypted files” option (or to the same folder if the option is not set). The file extension defined by the “Signed files” option is added to the file. If the file already has the same extension it is not added. If the file with this name already exists, the “Save as” standard dialog appears (if the “Don’t show “Save file” dialog” is not set). Press the “Cancel” button to cancel the operation. The rewrite confirm dialog will be also displayed (if the “Rewrite files without warning” option is not set):
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Figure 70. File rewrite confirm dialog
Press the “Yes” button to confirm the operation, press the “No” button to bypass the current file, or press the “Cancel” button to cancel the operation for all rest files.

If the signature is created for one file, the success message is appeared after the operation in completed:
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Figure 71. Signature creation success message
Or an error message appears:
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Figure 72. Signature creation error message
If the “Use TSP server” option is set, and the server name is defined, the time stamp (TSP) will be added to the signature. If the error occurs while adding  the TSP, the signature creation operation is considered unsuccessful, the signed file is not created.
If the signature is created for several files, first the confirmation dialog appears (if the “Don’t display advance dialog with number of files” option is not set):

[image: image98.png][MOEX EDI CryptoPs (x64)

2 ) Fies selected. Create signatures of selcted Fs?

==





Figure 73. Confirmation dialog
Then the signature creation dialog appears:
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Figure 74. Signature creation dialog
The second column contains signature creation short results. Select the required row, and then press the “Details” button (or double-click the required row with left mouse button) to view full results.

You can pause or stop the signature creation by pressing the “Pause” or “Stop” button. 

7.4.2 Checking the signature
Select one or more files or folders in the Explorer, and then select the “Check signature” option from the Explorer Extension main menu. If the key was not loaded for current Explorer window, it will be loaded (see section 7.3).

If the signature is checked for one file, the information dialog is displayed after the operation:
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Figure 75. Signature verification dialog
The first column contains the signature number and check result icon (successful/unsuccessful). The second column contains the result description. The third column contains the identifier of certificate used for signature creation. The fourth column shows signature creation time. Select the signature and press the “Certificate” button (or double-click the required row with left mouse button) to view certificate details:
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Figure 76. Certificate details dialog
If at least one signature was not verified successfully, the file check result is unsuccessful:
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Figure 77. Error result in the signature verification dialog
If the “Check the time stamp during signature checking” option is set, the application searches for TSP and checks it during each signature check. In the “Signature check dialog” the TSP check results are displayed under the appropriate signature check row. If the “Time stamp absence is error” option is not set, the TSP absence message is not displayed:
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Figure 78. Signature verification dialog with TSP check results
If an error occurred during TSP check the appropriate signature verification is considered unsuccessful:

[image: image104.png]ANK Knven MMBB.

Mposepxa 31 paiina D:\mpADAD.0.p7s' [paGouit cepripiar Keyld =
CaADITUIATDGESCIS)
OuwiikaYCERT 04E0700013 - Dumika nposepr 3T

W] Pesymrer mposepr | Kevromvians TSpavnan Il
Q1 ok Keyld =XHXT4TIO3AE...  31.07.2012 125301
Q@2 ok Keyld = CBADITUADDDS... 02082012 130503
A3 o Kefd - CRADITUADDOS.. 0208201215283

TSP Ceprupucar ve rasinen  Keyld = YWEDONXRSFS...  0208201215:30.01

]





Figure 79. TSP check error in the signature verification dialog
If the “Time stamp absence is error” option is set, the missed TSPs are displayed in separate rows:
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Figure 80. TSP absence error message
If the signature is verified for several files, the application displays the confirmation dialog, if the “Don’t show preliminary dialog with number of files” option is not set:
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Figure 81. Confirmation dialog
Then the file signature verification results appear:
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Figure 82. File signature verification dialog
The second column contains brief signature verification results. Select the required row and press the “Details” button (or double-click the required row) to see details.

You can pause or stop the signature verification process by pressing the “Pause” or “Stop” button. 
7.4.3 Signature verification and removal
Select one or more files or folders in the Explorer, and then select the “Verify and remove signature” option from the Explorer Extension main menu. If the key was not loaded for current Explorer window, it will be loaded (see section 7.3). Then the signature removal dialog appears:
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Figure 83. Signature removal dialog
Unmark the “All” checkbox to remove only some last signatures, and define the number of signatures to remove:
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Figure 84. Signature removal dialog for some signatures
You can remove signatures only when all signatures are checked successfully. The resulting file is saved to the folder specified by “Directory for saving verified / decrypted files” textbox (or to the same folder, if the option is not set). If all signatures are removed, and the source file had the extension defined in “Files additional extensions” option, the extension is deleted. Otherwise the filename is not changed. If the target file with this name already exists (when all signatures are removed), the “Save as” standard dialog appears (if the “Don’t  show “Save file” dialog” is not set). Press the “Cancel” button to cancel the operation. The rewrite confirm dialog will be also displayed (if the “Rewrite files without warning” option is not set): 
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Figure 85. File rewrite confirm dialog
Press the “Yes” button to confirm the operation, press the “No” button to bypass the current file, or press the “Cancel” button to cancel the operation for all files so far unprocessed.

If the signature check and remove operation is performed with one file, the application displays the dialog with information about checked and removed signatures:
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Figure 86. The dialog with information about verified and removed signatures
The first column contains signature number and the result icon (successful/unsuccessful). The second column contains the operation result description. The third column contains the identifier of certificate used for signature creation. The fourth column contains signature creation time. Select the required row, and then press the “Certificate” button (or double-click the row) to view certificate details. 
If the signature verification and removal operation is performed for several files, the application displays the dialog with information about processed files:
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Figure 87. The dialog with information about verified and removed signatures in files
The second column contains the operation result short description. Select the required row, and then press the “Details” button (or double-click the row) to view full results.
You can pause or stop the operation by pressing the “Pause” or “Stop” button. 
7.4.4 Removing signature without verification
Select one or more files or folders in the Explorer, and then select the “Delete signature without verification” option from the Explorer Extension main menu. If the key was not loaded for current Explorer window, it will be loaded (see section 7.3). 

The resulting file is saved to the folder specified by “Folder for storing checked / decrypted files” textbox (or to the same folder, if the option is not set). If the source file had the extension defined in “Additional extensions” list, the extension is deleted. Otherwise the filename is not changed. If the target file with this name already exists (when all signatures are removed), the “Save as” standard dialog appears (if the “Don’t show “Save file” dialog” is not set). Press the “Cancel” button to cancel the operation. The rewrite confirm dialog will be also displayed (if the “Rewrite files without warning” option is not set): 
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Figure 88. File rewrite confirm dialog
Press the “Yes” button to confirm the operation, press the “No” button to miss current file, or press the “Cancel” button to cancel the operation for all rest files.
If the signature remove operation is performed with one file, the application displays the operation success dialog:
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Figure 89. Signature removal success message
Or an error message appears:
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Figure 90. Signature removal error message
If the signatures are removed for several files, the application displays the confirmation dialog, if the “Don’t show preliminary dialog with number of files” option is not set:
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Figure 91. “Delete signatures without verification” confirmation dialog
Then the signatures removal dialog appears:
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Figure 92. The signatures removal dialog
The second column contains the operation result short description. Select the required row, and then press the “Details” button (or double-click the row) to view full results.
You can pause or stop the operation by pressing the “Pause” or “Stop” button. 
7.4.5 Encrypting files
Select one or more files of folders in the Explorer, and then select the “Encrypt” option from the Explorer Extension main menu to encrypt files of size up to 256 Mb each. Select the “Additional” option, and then select the “Encrypt large file” to encrypt file of size more than 256 Mb. In this case the encryption is performed in streaming mode. You can use the mode for files of any size, but other software sometimes can’t decrypt files encrypted in streaming mode, so you should not use the method needlessly. If the key was not loaded for current Explorer window, it will be loaded (see section 7.3). Before starting the encryption you need to define encrypted message recipients. The application displays the “Select recipients” dialog:
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Figure 93. “Select recipients” dialog
The default recipients list is empty. Press the “From local store” button to add recipients from Certificate Store certificate users. Users found are added to list and marked by checkboxes:
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Figure 94. “Select recipients” dialog with filled user list
Double-click the required user to view user’s full name:
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Figure 95. Certificate user full name
If the “Don’t use global store (LDAP)”  option is not set, the “From LDAP” button is available. Press the button to search certificates in the network store. The LDAP search dialog appears:
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Figure 96. The LDAP search dialog
Define search option (part of certificate owner name) and search template – the text string, in which asterisk (*) means any symbol sequence (the search doesn’t distinguish upper and lower symbols). For example, use the following template to find users whose common name ends with “User”:
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Figure 97. The LDAP search dialog with defined search criteria
You can use “Search by entire name” value as a search option:
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Figure 98. Search by entire name
In this case you can define the template for searching through full name (the fields order matters. The asterisk is added to template begin and end.

Users found are added to list and marked by checkboxes. The recipient list can be sorted by any field (part of certificate owner name). Select the required field from the list, and press the list title (“Recipients”) to change the sort order:
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Figure 99. Recipients list sorted by last name
Select the required users in the list and press the “Save” button to save users group. Define the filename in the standard “Save as” dialog (if the “Directory for saving user group files option is set, the application suggests to save the file in it). You can use the “Select all” and “Cancel selection” buttons to simplify rows selection. Press the “Remove all” button to clear the users list.

Press the “From group” button, and then select the filename from standard “Open file” dialog to open previously saved users group (if the “Directory for saving user group files” option is set, the application suggests to open file from it). The users from selected group are added to the list and are marked with checkboxes. 
After the list is completed, press the “OK” button to encrypt files for all users included in the list. The certificate list will be created for encryption (if a user has several certificates, the encryption is performed for all encryption certificates). If no certificate is found for a user, the warning message is displayed:
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Figure 100. Encryption certificate absence warning 
Press the “Yes” button to remove the user from the list, or press the “No” button to cancel the operation. The user list is saved (up to 256 users), and the application suggests to use it next time you create the recipients list. 
If the file you want to encrypt is already encrypted, the warning message is displayed:
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Figure 101. File is already encrypted
Press the “Yes” button to encrypt the file once more. Press the “Yes to All” button to encrypt the file and all other  files selected for the operation. Press the “Next” button to miss the file. Press “No to All” button to miss all encrypted files selected for the operation. Press the “Cancel” button to cancel the operation. If only one file is selected for encryption, only two buttons will be available: “OK” and “Cancel”. 
The encrypted file is saved to the folder defined by “Directory for saving signed / encrypted files” option (or to the same folder if the option is not set). The file extension defined by the “Encrypted files” option is added to the file. If the file already has the same extension it is not added. If the file with this name already exists, the “Save as” standard dialog appears (if the “Don’t show “Save file” dialog” is not set). Press the “Cancel” button to cancel the operation. The rewrite confirm dialog will be also displayed (if the “Rewrite files without warning” option is not set):
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Figure 102. File rewrite confirm dialog
Press the “Yes” button to confirm the operation, press the “No” button to miss current file, or press the “Cancel” button to cancel the operation for all rest files.

If the file encryption operation is performed with one file, the application displays the operation success message:
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Figure 103. File is successfully encrypted
Or an error message appears:
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Figure 104. File encryption error message
If several files are encrypted, the application displays the confirmation dialog, if the “Don’t show preliminary dialog with number of files” option is not set:
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Figure 105. File encryption request
Then the file encryption dialog appears:
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Figure 106. File encryption dialog
The second column contains the operation result short description. Select the required row, and then press the “Details” button (or double-click the row) to view full results.
You can pause or stop the operation by pressing the “Pause” or “Stop” button. 
7.4.6 Decrypting files
Select one or more files of folders in the Explorer, and then select the “Decrypt” option from the Explorer Extension main menu to decrypt files of size up to 256 Mb each. Select the “Additional” option, and then select the “Decrypt large file” to decrypt file of size more than 256 Mb. In this case the decryption is performed in streaming mode. You can use the mode for files of any size. If the key was not loaded for current Explorer window, it will be loaded (see section 7.3). 
The decrypted file is saved to the folder defined by “Folder for storing checked / decrypted files” option (or to the same folder if the option is not set). If the file has an extension defined by the “Encrypted files” option or by the “Files additional extensions” option, the extension is deleted. If the target file with this name already exists, the “Save as” standard dialog appears (if the “Don’t show “Save file” dialog” is not set). Press the “Cancel” button to cancel the operation. The rewrite confirm dialog will be also displayed (if the “Overwrite files without warning” option is not set):
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Figure 107. File rewrite confirm dialog
Press the “Yes” button to confirm the operation, press the “No” button to miss current file, or press the “Cancel” button to cancel the operation for all rest files.

If the file decryption operation is performed with one file, the application displays the operation success message:
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Figure 108. File is successfully decrypted
Or an error message appears:
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Figure 109. File decryption error message
If several files are decrypted, the application displays the confirmation dialog, if the “Don’t show preliminary dialog with number of files” option is not set:
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Figure 110. File decryption request
Then the file decryption dialog appears:
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Figure 111. File decryption dialog
The second column contains the operation result short description. Select the required row, and then press the “Details” button (or double-click the row) to view full results.
You can pause or stop the operation by pressing the “Pause” or “Stop” button. 
7.4.7 Viewing cryptographic data
Select one or more files of folders in the Explorer, and then select the “File information” option from the Explorer Extension main menu to view cryptographic information about encrypted files or files with signatures. If the key was not loaded for current Explorer window, it will be loaded (see section 7.3). 
If the operation is performed with one file, the application displays the information dialog with recipients list for the encrypted file:
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Figure 112. Encrypted file information dialog
Select the required row in the list, and then press the “Certificate” button (or double-click the row) to view certificate details. 
The application displays the dialog with signature information for a file with signatures:
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Figure 113. File with signatures information dialog
The dialog displays only certificate existence, not its details. If the signature contains TSP, it is marked with [image: image139.png]


 icon the signatures without TSP are marked with [image: image140.png]


 icon.

Select the required row in the list, and then press the “Certificate” button (or double-click the row) to view certificate details. 
The following message is displayed for non-encrypted file without signatures:
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Figure 114. The file is not encrypted and doesn’t contain signatures
If the operation is performed for several files, the application displays the confirmation dialog, if the “Don’t show preliminary dialog with number of files” option is not set:
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Figure 115. Request for displaying cryptographic information 
Then the application displays the dialog window with files cryptographic information:
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Figure 116. Files cryptographic information
The second column contains short information about the file. Select the required row, and then press the “Details” button (or double-click the row) to display full information.

You can pause or stop the operation by pressing the “Pause” or “Stop” button. 
7.4.8 Creating detached signature
Select one or more files or folders in the Explorer, and then select the “Create detached signature” option from the Explorer Extension main menu to create an attached signature in PKCS#7 format. If the is not loaded yet, it’s loaded now (see section 7.3). The file with detached signature is saved to the folder defined by “Directory for saving signed / encrypted files” option. The file extension defined by the “Detached sign files” option is added to the file. If the file already has the same extension it is not added. If the file with this name already exists, the “Save as” standard dialog appears (if the “Don’t show “Save file” dialog” is not set). Press the “Cancel” button to cancel the operation. The rewrite confirm dialog will be also displayed (if the “Overwrite files without warning” option is not set):
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Figure 117. File rewrite confirm dialog
Press the “Yes” button to confirm the operation, press the “No” button to miss current file, or press the “Cancel” button to cancel the operation for all rest files.

If the “Directory for saving signed / encrypted files” option is not set, the attempt to create detached signature for a file with extension defined in “Detached sign files option will cause an error:

[image: image145.png][MOEX EDI CryptoPs (x64)

) Datached sgnatur cartt b cated ncata il - C: Templ 5,574
iror FPFFFEPE < ame confiet





Figure 118. Name conflict error message
In this case you should change the file extension before creating a detached signature.

The existing signatures will be checked before creating the new one, if the “Don’t verify previous signs before sign” option is not set. If the existing signatures check fails, the new signature will not be created. 

If the signature creating operation is performed with one file, the application displays the operation success message:
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Figure 119. Signature is created successfully
Or an error message appears:
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Figure 120. Signature creation failed
If the “Use TSP server” option is set (and the server address is defined), the application adds the time stamp to the detached signature. If an error occurs during TSP adding, the signature creation fails.
If the detached signature creating operation is performed with several files, the application displays the confirmation dialog, if the “Don’t show preliminary dialog with number of files” option is not set:
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Figure 121. Signature creation request
Then the signature creation dialog appears:
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Figure 122. The signature creation dialog
The second column contains the operation result short description. Select the required row, and then press the “Details” button (or double-click the row) to view full results.
You can pause or stop the operation by pressing the “Pause” or “Stop” button. 
7.4.9 Verifying the detached signature
Select one or more files or folders in the Explorer, and then select the “Check detached signature” option from the Explorer Extension main menu. If the key was not loaded for current Explorer window, it will be loaded (see section 7.3).

Important! Select files with signed data (not detached signature files) to check detached signature. For each file the detached signature file is searched in the folder defined by the “Folder for storing signed / encrypted files” textbox (or in the same folder, if the option is not defined). The file extension defined by the “Files with detached signature” textboc is added to the file. If the file already has the same extension it is not added. 
If the “Directory for saving signed / encrypted files” option is not defined, checking file with file extension defined by the “Detached sign files” option will cause an error:
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Figure 123. Name conflict error message
If the signature is checked for one file, the information dialog is displayed after the operation:
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Figure 124. Signature verification dialog
The first column contains the signature number and check result icon (successful/unsuccessful). The second column contains the result description. The third column contains the identifier of certificate used for signature creation. The fourth column shows signature creation time. Select the signature and press the “Certificate” button (or double-click the required row with left mouse button) to view certificate details:
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Figure 125. The “Certificate” dialog window
If at least one signature was not verified successfully, the file check result is unsuccessful:
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Figure 126. Signature verification error message
If the “Verify TSP while verifying signature” option is set, the application searches for TSP and checks it during each detached signature check. In the “Signature verification dialog” the TSP check results are displayed under the appropriate signature check row. If the “Error if TSP is not present option is not set, the TSP absence message is not displayed:
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Figure 127. Detached signature check dialog with TSP check results
If an error occurred during TSP check the appropriate signature check is considered unsuccessful. If the “Error if TSP is not present” option is set, the missed TSP are displayed in separate rows:
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Figure 128. TSP absence error message
If the signature is checked for several files, the application displays the confirmation dialog, if the “Don’t show preliminary dialog with number of files” option is not set:
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Figure 129. Detached signature verification confirmation
Then the file detached signature check dialog appears:
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Figure 130. The file detached signature verification dialog
The second column contains brief signature verification results. Select the required row and press the “Details” button (or double-click the required row) to see details.

You can pause or stop the signature verification process by pressing the “Pause” or “Stop” button. 
7.5 Explorer Extension logs
If the “Disable log” option is not set, the application creates records about cryptographic operations and occurred errors in the Windows Event Log. Event code is defined as “1”, the event source is defined as “XPKISHXX”, event category is absent. The event description contains “xpkishxx.dll” application name, process identifier, stream identifier and event/error text description (description is identical to appropriate message text, the long message text is cut to 16 Kbytes). 
