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Annotation
The document contains the description of the Command Line Utility. Command Line Utility is used to work with certificate store, which is the part of «MOEX EDI CryptoPS Client».
The Command Line Utility is used to call cryptographic functions from OS Windows command line mode and provides data encryption/decryption, digital signature creation/check. 
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1 Purpose
The Command Line Utility provides the access to cryptographic functions via OS Microsoft Windows command line mode. It provides the data encryption/decryption and digital signature creation/check. The system uses the Certificate Store to manage certificate stores and interaction with Registration Authority.

The user access to cryptographic functions is provided by calling the utility with startup options from command line mode.
The utility works in the following operational systems:

· Windows XP with Service Pack 3 (SP3) and higher (x86 and x64);

· Windows Server 2003 with Service Pack 2 (SP2) and higher (x86 and x64);

· Windows Vista with Service Pack 1 (SP1) and higher (x86 and x64);

· Windows Server 2008 with Service Pack 1 (SP1) and higher (x86 and x64);

· Windows 7 (x86 and x64);

· Windows Server 2008 R2 (x64);

· Windows 8/8.1 (x86 and x64);

· Windows Server 2012 (x64)/ Server 2012 R2 (x64).

You should install and setup the Certificate Store software before using the utility.
2 Working with System
2.1 Cryptographic module initialization 
Cryptographic module is initialized and the private key is loaded during the first call of the cryptographic operation in the utility.

The software checks the User Personal Store existence and integrity. For this purpose the Personal Store signature is checked, and the private key with certain identifier (corresponding to the certificate used for User Personal Store signing) is loaded
 using the selected key medium. Key identifier is a sequence of digits and Latin letters of 16 symbols length. The key identifier corresponds to key identifier from certificate.

After checking User Personal Store signature and checking the user certificate
 the cryptographic module initialization is completed  REF Signature \h 
 \* MERGEFORMAT .

2.2 The Utility startup parameters
The access to cryptographic functions is provided when you start the rpki1utl.exe utility with startup parameters. 
rpki1utl.exe [operations] [parameters] {options}
[Parameters] are required startup options, and {options} are optional startup options. Use at least one space symbol as operations, parameters and options divider. The divider is required. Common line maximal length is 256 symbols. After the application is completed, the private key is cleared, so you should load the key for each module startup.

The carried-out operations:

-sign – create the signature (it can be performed together with encryption);
-verify – verify the signature;

-encrypt – encrypt the data;

-decrypt – decrypt the data (it can be performed together with signature verifying);
-help – view help topics.

Notes
1. During operations performing the validation period and the “revocation date” option for actual Certificate Revocation List (CRL) are verified.

2. The signing is performed before the encryption. And decryption is performed before signature verifying. When the encrypt and sign operations or decrypt and verify operations  are used together, their order in the command line doesn’t matter. The number of operations of the same type in the command line doesn’t matter too, so if you define several sign operations, the file will be signed only once.

3. Using only encrypt doesn’t provide the data integrity control and the data source authentication. Use encrypt together with sign, decrypt together with  verify to provide data integrity control.
The parameters:

- profile [PROFILE] – set the profile (certificate stores options) according to PROFILE file for program module work session. If the –profile parameter is missed, the Certificate Store options are used by default. The parameter can be used for operation with different private keys.

-in [INFILE] – set the input file name to [INFILE];

-out [OUTFILE] – set the output file name to [OUTFILE];

-data [DATAFILE] – set the data file name to [DATAFILE] to perform signature creation or detached signature verification.

The options:

-silent {ERRFILE} – the mode without displaying messages (is intended for use by automatic systems) with logging to ERRFILE;
-sendcert – adds own certificate while creating signature;
-crlupdate {FILE} – CRL update option, {FILE} is a file in DER code. CRL update option can be used in any operation. The function is not used for adding Registration Authority CRL to Local Store. If the operation is successful, the CRL is added to the local store.
Signature verification options:

-detached – detached signature
-eku [EKU] – adds the oid [EKU] of expanded key usage during sender certificate verification;

-policy [POLICY] – adds the oid [POLICY] of certificate usage policy during  sender certificate verification;

-delete [NUM] – deletes [NUM] signatures after verification (enter “-1” to delete all signatures);

-ldap –uses LDAP for certificate search;
-info [FIELDS] – gives the opportunity to define owner certificate fields to be displayed (default values: owner, hash). Available values: subject, hash, altname, serial, notbefore, notafter.

Encryption options:

-recsubj [SUBJ] – adds the certificate with [SUBJ] owner name to encrypted file recipients list, for example, “cn=0010400001”;

Notes
1. Use a separate recsubj option for each encrypted file recipient (for example, –recsubj cn=user1 –recsubj user2).
2.  You should define the full name of the certificate owner in the [SUBJ] field.

-rechash [HASH] – adds the certificate with thumbprint equal to [HASH] to the recipients list, for example,  “E2FFCC7FB347E41B4E220F96D23A4CC2596DB0E”.
-reclist [FILE] – gets the encrypted file recipients list from the defined formatted file, If the full path is not defined (for example,.\reclist.txt), the file is searched in the OS Windows system folder (for example, C:\Windows\reclist.txt).
If the “silent mode” is not defined (the mode without displaying messages), the operations and their results will be displayed.
2.3 Utility usage examples
2.3.1 Creating signature
The following command creates signature to file 1.txt and saves the result to 1.s:

rpki1utl.exe -sign -data 1.txt -out 1.s

2.3.2 Checking the signature
The following command checks the signature in the 1.s file and checks the certificate for using as client-bank system client without displaying messages:
rpki1utl.exe -verify -in 1.s -eku 1.3.6.1.4.1.15477.4.2.2 –silent

2.3.3 Encrypting the file
The following command encrypts the 1.txt file for all certificates with actual validity period with owner name cn=ivanov,o=x509,c=ru and saves the result to 1.e:

rpki1utl.exe -encrypt -in 1.txt -out 1.e -recsubj "cn=ivanov,o=x509,c=ru"
2.3.4 Decrypting the file
The following command decrypts the crypt.e file and saves the result to plaint.txt:

rpki1utl.exe -decrypt -in crypt.e -out plain.txt
3 File example for encrypting
You can use previously prepared formalized file for selecting a group of users for encryption with Command Line Utility (using the –reclist encrypt option). 

The example of such file is listed below:
; encryption recipients configuration file

[General]

Number=2

[Recipient1]

;Type could be one of the following:

;KeyId, Subject, Hash, Mail

Type=KeyId

Value=1209ABSCDI01

[Recipient2]

Type=Subject

Value=cn=ivanov,o=cbr,c=ru

3.1 Options desctiption
You can add comments after the «;» symbol.

The “Number” option in the “General” section defines the number of encrypted file recipients.

For each recipient the [RecipientN] section is defined, where N is a recipient number.

You should define the “Type” option (recipient identification type) for each section, the following types are available:

· KeyId – the private key identifier;
· Subject –X.500 full owner name (DN, for example, cn=user,o=x509,c=ru);
· Hash – the hash of issuer and certificate serial number, which is displayed at the lower part of certificate dialog in Certificate Store application, it consists of hex numbers divided by colon symbol, for example,
“E2:FF:CC:7F:B3:47:E4:1B:4E:22:0F:96:D2:3A:4C:C2:59”;
· Mail – recipient e-mail address.

You should define the value for searching the certificate according to defined type in the “Value” option.

Note – The most fast search is provided if the hash is defined. When you define the X.500 name or e-mail address the several certificates for encryption can be found.

4 The Configuration file example
You can also use the previously prepared configuration file and previously created certificate stores to use the Command Line Utility without starting the Certificate Store application. Start the Command Line Utility with -profile <name> option, defining the option name in the pki1.conf configuration file.

The pki1.conf configuration file example is listed below:
# pki1 configuration file

default: ivanov

local: ivanov

pse: pse://signed/c:\ivanov\local.pse

localstore: file://c:\ivanov\local.gdbm

ldap: ldap://ldap.x509.ru/o=x509,c=ru

4.1 Options description
You can add comments after the # symbol.

The default option defines the default setup profile for the configuration file.

If the “profile” parameter is used without “name” option, the default setup profile is used. 

The local option defines the setup profile name for using as “profile” parameter option.

The pse option defines the URI access to the User Personal Store. 

The localstore option defines the URI access to the User Local Store.
The ldap option defines the URI access to the network certificate store.

5 Return values
Command Line Utility available return values are described in the table below.

	Return value
	Description

	0
	No error. The command is performed successfully.

	Other value
	Applied library error code 


� The private key is not loaded for signature checking.


� You should watch for certificate validation period and Certificate Revocation list relevance. So you should periodically start the Certificate Local Store.





